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An Innovation in the Domain of Secure Information Transmission

Professor Solange GHERNAOUTI — HELIE — Faculty of Business and Economics University of Lausanne - SWITZERLAND

A Business White Paper to: Explain the innovation produced by the SECOQC consortium
Promote the use of quantum cryptography by describing the business advantages
Facilitate decision making processes for adoption of quantum cryptography solutions
Raise public awareness of the possible use of the application of quantum physics to enhance
actual cryptographic security mechanisms.

Business Context: Information Security is a business enabler
Data protection is a concern of top management and depends on the level of criticality of
informational values
Several regulations like Sarbanes-Oxley Act and the Basel Il agreements have recently
emerged

Offering a good level of data confidentiality is an important feature for business realization
and conformity requirements.

Contemporary commercial cryptographic solutions are not provably secure, Quantum
cryptography solutions are now available to build secure communication infrastructures
without intermediary — Secrecy assurance -
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QKD standardization process already started Standardization activities has been proposed by University of Lausanne through ETSI

Trenativs Message Authanfication ETSI — ISG initiative has been launched on July 2008 for business application and for technical
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A B C D E F Business application : the analysis of business requirements for different groups of prospective
users, as well as with the development and definition of suitable interfaces.

Technical standards: QKD specifications ‘from bottom up’, properties of specific macroscopic
Social and Economical Impacts: quantum optical components and interfaces between components of quantum cryptographic

The use of quantum key distribution for robust secret transmission will change the actual systems shall be subject to standardization.
network security paradigm

Quantum cryptography can contribute to build confidence in the use of ICTs and to
generate direct and indirect profits

A digital security gap will be amplified between those who use QKD and those who haven't
yet access to this technology

Rethink fundamentals in cryptography is the only solution to develop a new vision of security for the benefice of transactions
that are critical for institutions and people
QKD allows organizations to be no more at the same level of insecurity as their competitors

By quantum key distribution organizations have for the first time, the means to be sure that their data are under their own
control and cannot be obtained by eavesdropper without the sender or recipient knowledge. Organizations who use QKD are
the only owners of their secrecies

SECOQC project and operational solutions openly demonstrates that innovation in quantum physic is becoming mature to enter
in industrialization phase and to produce effective security solution
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