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Abstract

In recent years, there has been a notable surge in the adoption of complex and inher-
ently opaque Machine Learning (ML) models across diverse domains and industries.
This trend has extended to high-stakes sectors like healthcare, loan eligibility, hiring,
criminal risk assessment, and self-driving vehicles. However, incorporating ML-
driven decisions in such critical contexts bears profound implications for human
lives. The opacity inherent in complex ML model outputs raises substantial concerns
encompassing security, ethics, robustness, and comprehensibility from a scientific
perspective. As complex models such as deep neural networks (DNN) become
instrumental in automated decision-making directly affecting individuals, it becomes
imperative to cultivate tools and methodologies that facilitate a comprehensive grasp
of these models’ functioning. This is essential to prevent undesirable outcomes,
including propagating societal biases and engendering erroneous predictions. In re-
sponse to these imperatives, the domain of Interpretable Machine Learning (IML)
emerges, aiming to address the aforementioned concerns associated with ML models.
It seeks to explain both the average behavior and specific predictions of ML models,
equipping researchers and practitioners with insights into the complex mechanisms
governing model predictions. In this thesis, we investigate interpretability methods
both in the context of classical ML and for explaining the prediction of deep neural
networks.

In this thesis, we begin by focusing on data dimensionality reduction techniques,
which are vital for understanding large-scale high-dimensional datasets, and In-
troduce MoDE, a novel technique that generates interpretable, low-dimensional
visualizations for big datasets. Going beyond preserving inter-data point distances,
MoDE also maintains correlations and objects’ ordinal scores. This unique abil-
ity, preserving ordinal scores, enables MoDE to offer interpretable visualizations
of high-dimensional data within reduced dimensions, enhancing data understand-
ing. Furthermore, our comprehensive analysis and empirical assessments highlight
MoDE’s computational efficiency, confirming its practicality.

We proceed by examining explanation methods employed for interpreting deep
neural networks (DNNs). Our analysis assesses how these methods align with es-
tablished desired explanation properties. Through various evaluation protocols, we
compare distinct explanation methods, revealing that no single method outperforms
all others universally. Optimal selection depends on the task requiring the expla-
nation. Additionally, we inspect common explanation methods’ robustness against
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adversarial attacks. Our findings demonstrate that explanation methods that are
claimed to be robust can be manipulated by crafting attacks involving non-additive
perturbations. Moreover, we propose a novel class of attacks using sparse pertur-
bations to manipulate explanations, showcasing their potential to mitigate bias in
models. These findings hold significant implications for enhancing the robustness of
explanation methods.

Finally, as an application of IML, we have devised a recommender system
utilizing graph neural networks (GNNs). This recommender system excels in rec-
ommendation accuracy while also promoting recommendation interpretability. By
leveraging user interaction subgraphs, we present in-depth interpretations for recom-
mendations, highlighting the key users and items that influenced specific suggestions.
This endeavor is significant as explainability research is scarce in the area of recom-
mender systems. Moreover, interpretability can potentially help business owners to
improve recommender systems in their platforms.

To conclude, we provide a comprehensive discussion on the significance of
explainability methods and strategies for enhancing our understanding of their
mechanisms. We also discuss future directions to improve ML explanations. We
believe that interpretability is a pivotal concern that will become more prominent
in the years ahead. With this work, we strive to contribute to the ongoing journey
towards a more transparent and accountable Machine Learning.
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Chapter 1

Introduction

In the field of machine learning research, the terms ”interpretability” and ”explain-
ability” 1 have gained popularity over the past few years. However, these concepts
are by no means novel; they have deep-rooted origins that date back to ancient times.
Philosophers throughout history have always sought to answer existential questions,
seeking explanations for the reasons behind events. Similarly, social scientists
and psychologists have devoted years to understanding how humans communicate
explanations to one another.

Today, we aim to apply these fundamental ideas to mathematical models, making
them not only intelligent and accurate but also understandable to non-experts. This
becomes especially important when these models are used in critical areas, where
machine decisions can greatly impact human lives. Under the concept of Explainable
Artificial Intelligence (XAI), our ultimate goal is to comprehend better how complex
machine learning models operate. This has significant implications for security,
ethics, robustness, and scientific understanding.

By striving to bridge the gap between complex machine learning models and
human interpretability, we seek to create a more transparent and responsible AI
environment. This fosters trust in AI systems, empowers users to make informed
decisions, and ensures accountability when deploying these models for crucial tasks.
Ultimately, our work in XAI can revolutionize how we interact with and rely on
artificial intelligence in various domains, leading to greater clarity and ethical use.

1Throughout this thesis we use the terms ”interpretability” and ”explainability” interchangeably.

1



2 1.1. Interpretable Machine Learning (IML)

1.1 Interpretable Machine Learning (IML)

As machine learning (ML) increasingly becomes indispensable for automation and
decision-making, its applications span various scientific domains, including finance
& banking [1, 2, 3], ecology [4, 5], medicine [6, 7], and the social sciences [8, 9].
For instance, Jurgovsky et al. [3] employed the LSTM (a type of recurrent neural
network) to detect credit card fraud and find that LSTM can enhance detection
accuracy. While ML focuses on optimizing loss functions for unseen data and
often achieves superior performance, its inherent complexity poses challenges to
interpretability.

In contrast to ML’s emphasis on predictive performance, classical statistical
modeling prioritizes insights into the data-generating process. These considerations
of the data-generating process are what make the statistical modeling approach
often more interpretable: model parameters are usually connected to a concept
of the data-generating process. For instance, coefficients in linear regression can
be directly mapped to individual features or the terminal node of a decision tree
gives us a list of binary decisions that lead to a certain prediction, both allowing for
clear interpretations. However, as ML models, like neural networks and gradient-
boosted trees, become more structurally flexible and optimized, understanding the
relationships between model parameters and features becomes less straightforward.

With ML playing a vital role in regulated industries and science, interpretability
becomes paramount for various reasons. Regulated sectors, such as banking and
healthcare, require auditability to understand model operations and ensure fairness
and accuracy. Moreover, ML models can unknowingly encode social biases such
as gender bias [10] and learn non-causal relationships [11, 12], emphasizing the
need for interpretability to detect such issues. For example, in the realm of law and
justice, there have been cases where incorrect data fed into a black box model have
made the model biased, leading to unfairly long prison sentences (e.g., a prisoner
was denied parole due to an incorrect COMPAS score, [13]). ML has also been
used increasingly in scientific endeavors; here interpretability becomes crucial as
explaining phenomena lies at the heart of scientific exploration. All of the above-
mentioned needs (auditability, fairness, knowledge generation, etc.) can be addressed
by making the ML models more interpretable.

As we encounter more real-life scenarios involving ML, the issue of interpretabil-
ity becomes more prominent, especially in high-stakes decision-making. Instances,
where incorrect data inputs have led to unjust outcomes, underscore the importance
of transparency in ML models. For instance, the healthcare sector also demands
models that can be reasoned and understood by medical professionals to prioritize
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patient treatment effectively. The U.S. Food and Drug Administration (FDA) now
requires all clinical decision support systems based on ML to provide “the rationale
or support for the recommendation” [14]. Consequently, calls for interpretable,
human-understandable ML models have been growing, advocating for ”opening the
black box” to address these concerns [15, 16, 17, 18].

Interpretable Machine Learning (IML) emerges as a dedicated research field
focused on extracting knowledge from ML models and explaining individual pre-
dictions. The IML field encompasses three main areas: inherently interpretable
models, modifications to increase interpretability in complex models, and post-hoc
interpretation methods. By advancing IML techniques, we can foster greater trust
and accountability in ML models, ultimately paving the way for responsible and
transparent AI implementations in diverse domains.

1.2 Definitions of interpretability

While explanations can be broadly understood as means to provide reasons, causes,
or logical relationships for events, there exists no consensus on a formal definition.
Extensive research in psychology, philosophy, and social sciences has explored this
topic from various perspectives. Some authors view explanations as conveying infor-
mation about causal history [19], while others define them as sequences of logical
consequences or mechanisms responsible for specific phenomena [20]. However,
within the context of artificial intelligence, a precise formal definition of explanation
remains elusive [21, 22, 23].

Similarly, Explainable Artificial Intelligence lacks a universally accepted tech-
nical definition, often referring loosely to an explanatory agent that reveals the
underlying decision-making causes to a human [23]. Although the notion of in-
terpretability in machine learning dates back to the advent of expert systems in
the 1970s, there still exists no formal and widely agreed-upon definition. Much of
the recent work in this area is based on personal views of what constitutes a good
explanation, largely overlooking the wealth of studies on human explanations in so-
ciology, psychology, and philosophy. While interpretability is inherently subjective,
disregarding the vast body of research on how humans define, communicate, and
evaluate explanations would be counterproductive.

Therefore, we start by reviewing some insights from social sciences literature, so
as to understand what people generally expect from explanations. Then we continue
by providing a more rigorous definition of interpretability from the machine learning
standpoint.
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1.2.1 Interpretability from social sciences standpoint
In philosophical terms, explaining an event involves providing information about
its causal history [19]. Explanations are both a product and a process, serving as
answers to why questions and involving cognitive derivation. Philosophers and
psychologists agree that explanations relate to causes [24, 25]2. However, there are
also other important properties to consider when discussing explanations. Notably,
many explanations are contrastive, addressing why event E1 occurred instead of
event E2. Explanations are selective, focusing on one or two significant causes.
Additionally, explanations can be social, involving knowledge transfer through
conversations. Understanding these attributes is vital in defining interpretability for
machine learning, leading to AI systems that align better with human cognition and
expectations.

Mita [26] provides more insight on different aspects of explanations from the
social sciences standpoint:

• Interpretable explanations. In [27], interpretability is defined as the extent
to which an observer can comprehend the reasons behind a particular deci-
sion. This implies that a concept used to explain a decision can be conveyed
in various forms and complexities, tailored to different listeners’ levels of
understanding.

• The reasons behind an explanation. Seeking an explanation is a natural way
for humans to understand the reasons behind an event. Moreover, explanations
can serve the purpose of persuading someone that a particular decision is
correct [28]. In such cases, the focus may shift from providing the true reason
to emphasizing the persuasive aspect of the explanation.

• The structure of explanations. Different questions require different explana-
tions. Aristotle’s Four Causes model, one of the oldest in philosophy, suggests
that understanding something involves identifying its causes: material and
formal causes for its composition, and efficient and final causes for its origin
and purpose. For example, in a statue, the material cause is the marble, the
formal cause is its shape, the efficient cause is the sculptor’s scalpel, and the
final cause is the sculptor’s intention. Each of these causes can be a valid
explanation for answering why questions.

• How people explain behavior. Research on social attribution, studying how
people explain behavior to others, underpins much of the work on explanations,

2In this thesis we solely focus on causal explanations, that is, those that answer why questions.
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including AI explainability. [29] showed that humans attribute folk psycholog-
ical concepts to objects, perceiving intentions in their movements. [30] later
proposed a framework distinguishing between intentional and unintentional
behaviors in explanations, considering mental states and desires for intentional
actions. Social norms and morals also shape explanations, as individuals may
include personal judgments when explaining immoral behaviors or actions
against accepted norms. Incorporating these aspects into AI explanations
remains challenging due to the complexity of human behavior and social
beliefs.

1.2.2 Interpretability from the ML standpoint

The main criticism that IML faces is that the term ”interpretability” is not well
defined [21, 22]. Miller [23] attempts to define interpretability as the degree to
which a human can understand the cause of a decision. However, this definition
raises the challenge of precisely defining ”human understanding,” making it still
somewhat vague. Another proposed definition based on simulatability suggests that
interpretability is the degree to which a human can consistently predict the model’s
result [31]. Although this definition allows for the quantification of interpretability, it
still has limitations. For instance, certain measures of feature importance might not
directly predict the model’s results but still offer valuable insights into its workings.

Conducting research on IML becomes complex when the field lacks an accurate
mathematical definition of interpretability. When using interpretability as a measur-
able quantity, the absence of ground truth for comparison makes it challenging to
benchmark new approaches against existing ones in terms of interpretability. Without
a proper reference point, proving one approach to be more interpretable than another
becomes difficult. This issue significantly impacts the scientific evaluation of IML
methods, emphasizing the need for a clear and consistent definition of interpretability
for meaningful progress in the field.

There is no single conclusive, mathematical definition of interpretability for
ML models. Previous works [32, 33] argued that interpretability can be viewed
from multiple aspects rather than relying on a single definition. These measurable
aspects can be categorized into human-based evaluations on proxy tasks or real
applications, and function-level or mathematical evaluations [22].

Human-based evaluations often use proxy tasks due to the difficulty of real
application evaluation. They include measuring how interpretations enhance a
human’s task performance [34, 35, 36] to reproduce model outputs [37, 38], and
to predict changes in predictions given feature modifications [38]. User response
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times, answer confidence, and the ability to detect model errors are also evaluated.
These assessments demonstrate the diverse nature of interpretability evaluation and
highlight the influence of the target audience’s prior knowledge on the outcomes.
Research in social sciences [23] tells us that many properties that constitute a good
explanation are in conflict with each other. This is another argument that even for
humans no single best-performing explanation exists, but interpretability is more of
a multi-objective problem.

Function-level evaluations, on the other hand, are derived analytically from the
model itself. Some examples are examining sparsity [39], linearity, and monotonicity
in feature effects. Model size, such as the number of non-zero coefficients or length
of decision rules, is another example that is a model class-dependent criterion for
interpretability [40, 41, 42]. Other measures include fidelity [43], which assesses
how well an explanation predicts the model outcome. These quantifiable dimensions
of interpretability enable model optimization not only for predictive performance
but also for interpretability. For example, optimizing for sparsity in used features,
monotonicity in feature effects, and sparsity in explanations allows for a trade-off
between interpretability and performance.

limitations of popular definitions

Recent works have proposed different definitions for interpretable machine learning
(IML). For instance, Ribeiro et al. [12] defines explaining a prediction as:

Presenting textual or visual artifacts that provide a qualitative under-
standing of the relationship between the instance’s components and
the model’s prediction, [...] as a solution to the trusting a prediction
problem.

Several similar definitions have been provided in the literature [22, 44, 45, 46]. Such
definitions often have several drawbacks in common:

1. Vagueness: They lack clarity and specificity, making them challenging to
apply consistently.

2. Specific to Explanation Type: Certain definitions are limited to particular
explanation formats, such as textual or visual, overlooking other potential
alternatives.

3. Subjective Nature of ”Understanding”: Introducing the concept of ”under-
standing” ties interpretability to the individual seeking the explanation, leading
to subjective interpretations.
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4. Subset of Desired Properties: Some definitions focus solely on specific prop-
erties like informativeness and trust, disregarding other essential aspects of
interpretability.

1.3 Importance of IML

In this section, we delve deeper into the significance of interpretable machine
learning (IML) methods by addressing two main questions: 1) Why is there a need
for IML methods? 2) Who needs IML methods?

1.3.1 Why is there a need for IML methods?

Recent research [47] highlights that the necessity to explain decisions arises due to
either 1) incomplete knowledge of the data or 2) incomplete understanding of the
training process. When models are trained on data gathered from human activities
(e.g., professional records, social-network interactions, purchases, movements, etc.),
there is a concern about capturing cultural stereotypes, historical prejudices, or
individual biases embedded in the data during the training process. On the other
hand, even if data quality requirements are met, the resulting model might not behave
as expected on edge cases that are not adequately represented in the training data.
Addressing these questions is at the core of the interpretable machine learning (IML)
investigation.

In the following, we explore the need for interpretability from four different
standpoints: ethics, safety, regulations, and scientific discovery. In each of these
areas, the ability to understand and explain model decisions becomes paramount to
ensure fairness, reliability, compliance, and meaningful insights.

Ethics

Fairness and unbiasedness are essential in machine learning systems, especially when
their decisions have real-life consequences, such as loan approvals, job applications,
or the risk of crime reiteration. Discrimination based on sensitive attributes like
race, religion, or gender must be avoided, aligning with legislation that prohibits
such biases [48]. The challenge arises when historical datasets, containing inherent
prejudices, are used blindly in the training process. If models are optimized purely
for predictive accuracy, they may unknowingly capture and perpetuate these biases
in the form of discriminative rules.
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Even if the model’s predictions do not directly affect individuals, there can be
negative outcomes. For instance, Google faced criticism when its image classification
algorithm mislabeled people of color as ”gorillas” due to the under-representation
of certain samples in the training data [49]. Similarly, word embeddings, common
representations of text data as numerical vectors, have shown gender stereotypes [50],
which can affect applications like Google Translate [51].

Data de-biasing is an active research field, but transparent models can aid in
detecting and correcting biases. By highlighting the training data patterns, trans-
parent models provide insights into where biases originate, helping researchers and
developers address these issues effectively.

Safety

Transparency in machine learning models is crucial for identifying and rectifying
errors before deploying them in safety-critical domains. The lack of transparency is
a major barrier to adopting ML models in several applications such as the medical
domain, where there is a demand for models that are both well-performing and
trustworthy and explainable [52, 53].

Artifacts in the training data can cause the models to be biased. Such models can
often be well-performing on the training data, however, they may make erroneous
predictions on the more generalized test data. For instance, [12] demonstrated that a
classifier trained to distinguish between photos of wolves and Eskimo dogs achieved
high accuracy by focusing solely on the background of the pictures, labeling samples
with snow as ”wolf,” regardless of the animal’s actual features. Similarly, [54]
discussed a model that learned to classify images based on a watermark rather
than the subject itself. In these examples, the model has learned to make a correct
prediction based on incorrect reasons. Understanding the features the model relies
on can help researchers anticipate potential failures before deploying the model.

Regulations

The implementation of more stringent regulations, such as the General Data Pro-
tection Regulation (GDPR) [55] in the European Union, highlights the growing
importance of interpretable machine learning. The concept of the ”right to ex-
planation” [56] included in the GDPR emphasizes the need for transparency and
accountability in machine learning systems, aiming to protect user rights in the era
of machine learning dominance. Interpretable machine learning research plays a
crucial role in achieving these objectives.
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Scientific understanding

Machine learning is not limited to data science but is gaining prominence across
various research domains. As scientists integrate machine learning to optimize and
enhance their research outcomes, the need for explainability becomes essential to
ensure the scientific validity of these results [57]. In natural sciences, leveraging
vast datasets from experiments and observations offers the potential for profound
scientific insights and discoveries. However, to extract meaningful knowledge,
having explainable data and outcomes is crucial, and this is possible via leveraging
domain knowledge and model transparency.

1.3.2 Who needs IML methods?
After discussing the key justifications for interpretable machine learning methods,
it is essential to identify the diverse stakeholders potentially interested in IML
approaches. Understanding these stakeholders helps us grasp the demand for IML
methods, enabling us to tailor these techniques more effectively to their specific
needs and requirements. By considering the interests and perspectives of various
stakeholders, we can enhance the applicability and relevance of IML methods in
real-world scenarios. [58] mentions five different stakeholders interested in IML
methods, namely: creators, operators, executors, decision subjects and examiners.

Ensuring precise control over model performance is undeniably crucial for model
creators, yet challenges can still arise despite achieving satisfactory test results. For
instance, predictions might be influenced by non-causal artifacts, as discussed in
section 1.3.1. These artifacts might remain undetected during performance evalua-
tion, but become apparent when using IML methods. By employing IML methods,
model creators gain the power to effectively debug their models and compare feature
importance values against expert knowledge. Operators work with the model’s
output, while executors act based on the model’s predictions. Lack of proper model
interpretability can complicate communication between operators and executors.
This may lead to operators using their own interpretations to convey information,
potentially resulting in unintended consequences due to inaccuracies. The individ-
uals affected by the model’s decisions are referred to as decision subjects. These
individuals could be individuals whose loan applications were rejected or who were
diagnosed by a data-driven algorithm with a disease. The decisions made by the
model can have varying impacts on their lives, ranging from negligible to significant.
Interpretable models can empower decision subjects to understand the rationale
behind the decisions and make informed choices. Moreover, interpretability can be
crucial for challenging the model decisions. Examiners are responsible for testing,
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auditing, or investigating the model’s performance. In regulated industries like fi-
nance and healthcare, algorithms often require thorough auditing. ML interpretation
methods serve as important tools in an examiner’s toolbox.

1.4 Desired properties for IML methods
Recent research on interpretable machine learning has identified several properties
that are desirable for an interpretable explanation. In the domain of machine learning,
we seek explanations that can answer the question, ”why does the model give that
output?” However, this question can lead to various side-goals depending on the
specific task and application area, which ultimately determine the true reason why
an explanation is needed. In the following, we will briefly introduce some of the
properties that have been identified as desirable for interpretable machine learning
methods in the existing literature.

• Informativeness. Interpretable machine learning aims to enhance the infor-
mation obtained from a machine learning model’s output. By interpreting the
internal mechanisms of the model or the output itself, we can gain additional
insights that can assist human decision makers in making better decisions. The
goal of IML is to make this ”additional information” more understandable for
the explainee and the specific task at hand [26].

• Trustworthiness. Interpretability and trust in machine learning models are
closely related concepts [12, 21]. Trustworthiness refers to the confidence that
a model will perform as expected, but it does not guarantee interpretability.
Even a perfect model that consistently delivers accurate results may not be
completely trustworthy, especially in scenarios where humans also make
mistakes. Trust and interpretability are intertwined, but distinct aspects, when
evaluating machine learning models.

• Fairness. Interpretability is seen as a practical approach to enhance fairness
in machine learning models. Since data often reflects societal biases, machine
learning algorithms can inadvertently amplify these biases, especially in crit-
ical applications where decisions directly impact people’s lives and ethical
considerations are paramount. The ”right to explanation” outlined in the
GDPR mandates that explanations provided by models should not only ensure
fairness but should also be verifiable and open to challenge. This requirement
arises in situations involving personal data usage, making it crucial to ad-
dress fairness concerns and ensure transparency in decision-making processes.
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Furthermore, another important property for an explanation is that it should
present consistent quality among different subgroups of the population [59].
For instance, it should not be the case that explanations associated with in-
stances belonging to women, are less accurate than those associated with other
genders.

• Fidelity. In the context of interpretable machine learning, fidelity refers to
how well an interpretable model or explanation approximates the behavior
of the original, often complex, black-box model it is meant to explain. It
assesses the accuracy and faithfulness of the explanation in capturing the
decision-making process of the original model for different inputs. A faithful
explanation should provide insights into how the black-box model arrives at
its predictions, highlighting the key features and patterns considered by the
model. This helps users understand the reasoning behind the model’s decisions
and builds trust in its predictions. In Chapter 3 we explore this property in
more detail for a specific class of explanation methods.

• Robustness. In the context of interpretable machine learning, robustness refers
to the stability of the explanations across different variations or perturbations
in the input data or model. A robust interpretability method should produce
reliable and consistent explanations even when there are slight changes in the
data or model configuration. Recent research has demonstrated attacks to craft
adversarial examples against explanations [60, 61], and also defenses to make
interpretability methods more robust [62]. The robustness of interpretability
methods ensures that the explanations are not overly sensitive to minor changes,
thus providing users with more confidence in the reliability and validity of
the explanations. Robust interpretability methods can withstand variations
and uncertainties in the data and model, making them more suitable for real-
world applications where the data may be noisy or subject to fluctuations. In
Chapters 3 and 4 we will discuss the robustness of the explanations of deep
neural networks in more detail.

1.5 Categories of IML methods
In the literature, a clear distinction is made between two types of machine learning
models based on their interpretability. The first type is referred to as ”inherently
interpretable models”, which are designed in a way that their internal workings
and decision-making process are transparent and easy to understand. These models
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are explicitly constructed to be interpretable, and their structure allows users to
directly interpret the reasons behind their decisions without the need for additional
techniques. Linear/Logistic Regression, Decision Trees, and Naive Bayes classifier
are some examples of such models.

On the other hand, the second type is known as ”post-hoc interpretability” and it
applies to black-box or opaque models, such as neural networks. These models are
inherently complex and understanding the meaning of their parameters or how they
reach specific decisions is not straightforward. To make such models interpretable,
external techniques and tools are applied after the model has been trained. These
post-hoc interpretability methods aim to shed light on the model’s decision-making
process and provide insights into how it arrives at certain outcomes.

1.5.1 Inherently interpretable models
In the field of inherently interpretable models, not all models offer the same level
of interpretability. According to [26], three different levels of transparency are
established for these models: simulatability, decomposability, and algorithmic trans-
parency. Each level encompasses the next one in the mentioned order, with sim-
ulatability being the highest level of interpretability. However, since inherently
interpretable models are not the main focus of this thesis, we will not delve further
into this topic. Readers interested in exploring this subject in depth are encouraged
to refer to the main work [26] for more comprehensive information on these different
levels of transparency in inherently interpretable models.

1.5.2 Post-hoc interpretability
As mentioned earlier, black-box models require external techniques to be interpreted.
We refer to such techniques as post-hoc interpretability methods. These methods
can be classified according to three different levels.

• Local vs. global. The difference between local and global explanations lies
in the scope of the interpretability provided. Local explanations focus on
understanding the model’s predictions for individual instances or data points.
They aim to provide insights into why a specific prediction was made by the
model for a particular input. Local explanations are instance-specific and help
to understand the model’s decision-making process for a single data point.
Techniques like LIME [12] and SHAP [63] or gradient-based explanations like
Integrated Gradients [64] are commonly used to generate local explanations.
Global explanations, on the other hand, aim to provide a broader understanding
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of the model’s behavior across the entire dataset or a significant portion of it.
They offer insights into the overall patterns, trends, and feature importance that
the model considers when making predictions on the entire dataset. Global
explanations help users understand the general behavior of the model and
identify which features are most influential in its decision-making process.
An example of global explanations are rule-based models that use a series of
if-then rules to represent the decision boundaries of the original model.

• Model-specific vs model-agnostic. Model-specific explanations are tailored to
a particular machine learning model. They are designed to provide insights into
how a specific model makes predictions by leveraging the internal mechanisms
and parameters of that model. Gradient-based explanations like Integrated
Gradients [64] and DeepLIFT [65] are examples of such explanations. Model-
agnostic explanations, on the other hand, are applicable to a wide range of
machine learning models, regardless of their architecture or complexity. They
do not rely on the internal details of a specific model and are based on the input-
output behavior of the model. Model-agnostic explanations use techniques
that are independent of the model’s structure, making them more versatile and
applicable to various models, including black-box models like deep neural
networks. Techniques like LIME [12] and SHAP [63] are among these types
of explanations.

• Explanation type. There are 4 types of explanations based on how they
present and convey information [26]. 1) Text Explanations: Text explanations
provide explanations in textual format. This includes models that generate
captions from images, where the generated text explains the content of the
image. 2) Visual Explanations: Visual explanations aim to explain what a
model has learned by using visualizations. Some methods use dimensionality
reduction techniques to represent input observations in two or three dimensions,
allowing for visual exploration and understanding of the data. Methods from
the computer vision community highlight the specific portions of an image or
video that the target model focuses on to generate its output, providing insights
into the model’s decision process. 3) Explanations by Example: Explanations
by example rely on the assumption that a model should behave similarly
when processing similar input observations. In this approach, the decision
of a model is explained by using one or more similar examples or proxies,
helping to understand the reasoning behind the model’s predictions. 4) Feature
Relevance Methods: Feature relevance methods clarify the inner mechanisms
of a model by computing a relevance score for each input feature. The higher
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the score, the greater the impact of that feature on the model’s output. These
methods help to identify the most influential features in the decision-making
process and provide insights into the model’s behavior.

Note that each of these explanation types serves a specific purpose and can be useful
in different scenarios, depending on the nature of the data, the complexity of the
model, and the interpretability requirements of the task at hand.

1.6 Contributions of the thesis
In response to the remarkable successes of Machine Learning models like deep neural
networks and recognizing the paramount significance of interpretability methods
highlighted in preceding sections, this thesis undertakes an exhaustive exploration of
diverse aspects within the area of interpretable machine learning (IML). Organized
into three parts, each segment casts light on different aspects of IML, encompassing
theoretical advancements and practical applications.

The overarching theme unifying these segments is the pursuit of interpretability
at various stages within the machine learning pipeline, aiming to construct a machine
learning pipeline that not only delivers high predictive accuracy but also maintains
transparency and trustworthiness. The journey begins with a deep dive into the
sphere of interpretability within data dimensionality reduction techniques which
are essential for comprehending big high-dimensional datasets. Addressing the
common challenge of non-interpretable embedding spaces resulting from these tech-
niques, we propose a novel approach that generates interpretable, low-dimensional
visualizations for big datasets.

The exploration continues by inspecting post-hoc attribution methods utilized to
explain predictions from deep neural networks. In this part, we thoroughly evaluate
several attribution methods in terms of satisfying established properties desired for
explanations. Our results offer interesting insights into the task-specific efficacy of
attribution methods. We also investigate the robustness of these methods against
adversarial attacks, revealing novel attack strategies that challenge robust techniques
previously introduced in the literature. These findings hold important implications
for developing more trustworthy explanations.

In the final part, we demonstrate a practical application of IML in the recom-
mender systems domain. We develop a graph neural network-based recommender
system that not only excels in recommendation accuracy but also promotes in-
terpretability. By Seamlessly merging these two attributes, the system provides
transparent insights into recommendation rationales.
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These three parts are interconnected by their shared mission of bringing inter-
pretability into various stages of the machine learning pipeline. Each addresses the
interpretability challenge in its own unique context, contributing to the broader goal
of enhancing transparency, trustworthiness, and user understanding in machine learn-
ing models and applications. In the following, we present the main contributions in
each part in more detail:

Interpretable Embedding and Visualization of Compressed Data. Dimen-
sionality reduction techniques convert high-dimensional data into lower dimensions
to speed up machine learning operations while preserving original data relationships.
Common methods include MDS, ISOMAP, LLE, t-SNE, spectral embedding, and
UMAP. These techniques rely on precise distance information between data pairs.
We introduce MoDE, an efficient embedding technique capable of handling inex-
act distance estimates between object pairs using lower and upper bounds. This
adaptability is especially useful for large datasets subjected to lossy compression.
MoDE effectively captures multiple aspects of data relationships—correlations,
distances, and object importance rankings—with remarkable fidelity. Notably, by
preserving orders of object importance, if available in the dataset, MoDE enhances
the interpretability of the resulting embedding. Additionally, our theoretical anal-
ysis establishes the linear convergence of MoDE, providing robust evidence of its
computational efficiency.

On Smoothed Explanations: Quality and Robustness. Recent works have
proposed several attribution methods based on computing the gradient of the output
with respect to input to explain deep neural network predictions. However, these
explanations are vulnerable to adversarial perturbations that shift the focus of the
explanation towards irrelevant features. In response to such attacks, various defense
mechanisms have been proposed which include making the decision boundary of
neural networks smoother. However, there has not been a thorough study in the IML
literature attempting to assess the robustness of these approaches against different
types of attacks. We present attacks based on combining additive and non-additive
perturbations and show that this class of attacks is indeed a threat to the smoothed
explanations. Additionally, through various quality tests, we assess the quality
of these explanations in terms of sensitivity to model parameters, discriminating
the features related to the predicted class, fidelity to the predictor function, and
conciseness (sparsity). Our finding reveals no single smoothed explanation method
is universally superior to the rest and the optimal selection of a method depends on
the task requiring the explanation.

Sparse Attacks for Manipulating Explanations in Deep Neural Network
Models. This chapter delves into the utilization of sparse perturbations for ex-
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planation manipulation in deep neural networks. Sparse attacks aim to modify a
minimal set of input features. However, due to the NP-hard nature of the corre-
sponding ℓ0 minimization problem, finding such perturbations is challenging. We
propose GrID, an innovative algorithm for efficiently computing sparse perturbations
that alter explanations while preserving model predictions. GrID showcases en-
hanced effectiveness in manipulating explanations with fewer feature perturbations
compared to the PGD with ℓ0 projection method. Empirical results on image and
tabular datasets underscore the efficacy of our approach. These insights indicate how
realistic perturbations can erode trustworthiness in systems based on deep neural
networks.

Using Neural and Graph Neural Recommender Systems to Overcome
Choice Overload: Evidence from a Music Education Platform. In this chap-
ter, we explore the advantages of integrating recommendation technologies into
educational platforms, focusing on music education using Tomplay as a case study.
Tomplay offers sheet music and audio recordings for learning music. We analyze
interaction patterns on this educational platform, highlighting its distinct user be-
haviors compared to other recommendation datasets. Educational platforms like
Tomplay exhibit sparse interactions, as users often concentrate on specific content
for learning. To address data sparsity, we augment a neural network (NN) recom-
mendation model with entity resolution. Additionally, we enhance this model by
utilizing graph neural networks (GNNs), that provide superior predictive accuracy.
In addition to accuracy, we show that by leveraging user interaction subgraphs, we
can produce explanations for recommendations by highlighting the key users and
items that influenced the recommendation. Interpretability can help business owners
understand user behaviors on their platforms.

1.6.1 Publications
This thesis comprises six publication works accepted or under review in peer-
reviewed scientific conferences and journals. Chapter 2 is based on our published
work [66] and its extension [67]. Chapter 3 is based on our published work [68]
in CIKM 2022 and chapter 4 is based on a work under review for the ICDM 2023
conference. Finally, chapter 5 is based on a published paper [69] and its extension
which is under review for the ACM Transactions on Information Systems journal. A
complete list of these papers is given below.

• “An Interpretable Data Embedding under Uncertain Distance Informa-
tion”. Nikolaos M. Freris, Michalis Vlachos, and Ahmad Ajalloeian. Pro-
ceedings of the 20th IEEE International Conference on Data Mining, ICDM
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2020.

• “Interpretable Embedding and Visualization of Compressed Data”. Niko-
laos M. Freris, Ahmad Ajalloeian, and Michalis Vlachos. ACM Transactions
on Knowledge Discovery from Data.

• “On Smoothed Explanations: Quality and Robustness”. Ahmad Ajal-
loeian, Seyed-Mohsen Moosavi-Dezfooli, Michalis Vlachos, and Pascal
Frossard. Proceedings of the 31st ACM International Conference on In-
formation & Knowledge Management, CIKM 2022.

• “Sparse Attacks for Manipulating Explanations in Deep Neural Network
Models”. Ahmad Ajalloeian, Seyed-Mohsen Moosavi-Dezfooli, Michalis
Vlachos, and Pascal Frossard. Proceedings of the 23rd IEEE International
Conference on Data Mining, ICDM 2023

• “A Case Study in Educational Recommenders: Recommending Music
Partitures at Tomplay”. Ahmad Ajalloeian, Michalis Vlachos, Johannes
Schneider, and Alexis Steinmann. Proceedings of the 31st ACM International
Conference on Information& Knowledge Management, CIKM 2022.

• “Using Neural and Graph Neural Recommender Systems to Overcome
Choice Overload: Evidence from a Music Education Platform”. Hédi
Razgallah, Michalis Vlachos, Ahmad Ajalloeian, Ninghao Liu, Johannes
Schneider, and Alexis Steinmann. Under revision for the ACM Transactions
on Information Systems at the time of the submission of this thesis.





Chapter 2

Interpretable Embedding and
Visualization of Compressed Data

Abstract. Traditional embedding methodologies, also known as dimensional-
ity reduction techniques, assume the availability of exact pairwise distances
between the high-dimensional objects that will be embedded in a lower di-
mensionality. In this paper, we propose an embedding that overcomes this
limitation and can operate on pairwise distances that are represented as a range
of lower and upper bounds. Such bounds are typically estimated when objects
are compressed in a lossy manner, so our approach is highly applicable in
the case of big compressed datasets. Our methodology can preserve multiple
aspects of the original data relationships: distances, correlations, and object
scores/ranks, whereas existing techniques typically preserve only distances.
Comparative experiments with prevalent embedding methodologies (ISOMAP,
t-SNE, MDS, UMAP) illustrate that our approach can provide fidelitous preser-
vation of multiple object relationships, even in the presence of inexact distance
information. Our visualization method is also easily interpretable.

2.1 Introduction
Dimensionality reduction is instrumental for processing large volumes of data. Em-
bedding algorithms map high-dimensional data into low-dimensional representations
so as to alleviate the run-time of machine learning operations, while aiming to
retain object relations between the original data. This work presents an efficient
embedding, that is, the mapping of a high-dimensional dataset onto a Euclidean
space while attempting to preserve not only distances, but also correlations and
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object ranks/importances (if the last are available). First, we show how to create
the 2-dimensional embedding, which can be used for data visualizing. Then, we
generalize the method presented to project the original data on any embedding
dimension.

The literature comprises a wide range of dimensionality reduction methods:
Multi-Dimensional Scaling (MDS) [70], ISOMAP [71], Locally Linear Embedding
(LLE) [72], t-distributed Stochastic Neighbor Embedding (t-SNE) [73], random
projections [74], spectral embedding [75], and Uniform Manifold Approximation
and Projection (UMAP) [76] are some of the most commonly used techniques. All
of these typically operate using exact distance information between data pairs.

A distinct trait of the proposed embedding method is that it can accommodate
inexact distance estimates between object pairs, as captured by lower and upper
bounds. Specifically, our method has access only to distance ranges between pairs
of objects. Such distance estimates can be derived, for example, when data are
represented and compressed in a lossy manner using orthonormal transforms (Fourier,
wavelets, etc.) [77], or compressed sensing methodologies [78]. In such scenarios,
exact distances between pairs of objects are no longer computable, but upper/lower
bounds can be estimated instead; see Fig. 2.1 for a visual illustration.

Figure 2.1: The proposed embedding does not require exact distances but only ranges, i.e., lower/upper
distance estimates. One case where such estimates are available is when operating on lossily
compressed data (e.g., Fourier, Wavelet, Chebyshev compression).

Our data embedding method, called Multi-objective Data Embedding (MoDE),
can successfully capture, with high fidelity, multiple facets of the data relationships:
correlations, distances, and orders or importance rankings. In particular, MoDE may
serve as an effective big-data visualization tool in applications where the amount
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of collected data is so large that it must be compressed in a lossy manner, in which
case only bounds on distances can be deduced such as in [77, 79, 80, 81].

MoDE organizes the dataset as a graph, across the edges of which (i.e., between
pairs of data objects) lower/upper bounds on pairwise distances are obtained. The
method leverages these bounds to cast the 2D embedding problem as a set of linear
inequalities also exploiting the (partial) ordering of objects. It solves the inequality
system in a least-squares sense to obtain the angular values of the embedded data
points. That is, our objective function involves optimizing the angular values of the
data points in 2D such that more important data points (data points with higher rank)
are placed higher in the 2D visualization. Figure 2.2 shows an example of MoDE
embeddings for a time series dataset of stocks. Thanks to the MoDE algorithm,
we are able to incorporate the market capitalization of each stock (as importance
ranking) in the process of learning the embeddings. As a result, the embedded data
points will have a crescent shape in 2D where the more important data points are
placed at a higher angular position.

High market capitalization

Low market capitalization

0
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Figure 2.2: MoDE promotes more interpretable embeddings by placing more important data points at
higher angular positions in the 2D space.

.

Our contributions enlist: (1) an iterative, anytime [82] embedding algorithm that
operates on distance ranges; the anytime nature provides early embeddings even be-
fore complete execution of the algorithm; (2) the preservation of distance/correlation
relations with competitive accuracy to the state-of-the-art; (3) the preservation of
(partial) orders, that is, object importances, (if present in the dataset), thus promoting
the interpretability of the embedding outcome (see Remark 1); and (4) a theoretical
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analysis establishing linear convergence (i.e., exponential decay of the approxima-
tion error with the number of iterations) despite a lack of strong convexity in the
objective.

This work represents an extension of [66]. A significant extension of the present
work is to provide a generalization of MoDE so that it embeds not only on 2-
dimensions, but on any number of dimensions. This general embedding uses a
recursive methodology that operates on the hyper-spherical coordinate representation.
We provide related experiments about the performance of MoDE for an increasing
number of embedding dimensions and compare it with several other embedding
techniques. We also include experimental comparisons with UMAP [76]. Moreover,
we provide experiments that highlight that MoDE is an efficient embedding even
when object orders/scores are not present. Finally, the current manuscript has several
additional figures to better explain the operation and the performance of the new
embedding.

To the best of our knowledge, this is the first embedding approach that can
accommodate uncertain distance information in the form of distance ranges.

2.1.1 Notation

For n ∈ Z+, we denote [n] := {1, . . . , n}. We use boldface lower-case variables
for vectors (represented as column vectors) and denote matrices with upper-case
variables. The standard inner product in Cd is denoted by ⟨·, ·⟩, whereas ∥·∥ denotes
the Euclidean norm. For a matrix A, we use ai, A†, Range(A), and ∥A∥ = σmax(A)
for the i−th column, Moore–Penrose pseudoinverse, range (column space), and max-
imum singular value, respectively. For ℓ < u, we define (x)uℓ := min(max(x, ℓ), u),
the projection of x to the interval [ℓ, u]. We extend the notation for vectors, with
ℓ ≤ u, [ℓ,u], and (x)uℓ :=

(
(xi)

ui
ℓi

)
meant entry-wise.

2.2 Related Work

With the development of advanced data collection techniques, researchers and practi-
tioners typically encounter large volumes of data which are often high-dimensional.
Studying and analyzing such datasets is challenging and requires techniques that
reduce the dimensionality of the data while being faithful to the original dataset as
much as possible. A class of such techniques, termed linear dimensionality reduc-
tion, produce a low-dimensional linear mapping of the original high-dimensional
data that preserves some features of interest in the data [83]. Notable examples
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include Principal Component Analysis (PCA) [84] and Multi-Dimensional Scaling
(MDS) [70]: PCA finds the directions of maximum variance, and MDS attempts
to preserve the squared Euclidean distance between pairs of points. However, the
high-dimensional data often reside on a low-dimensional manifold and linear di-
mensionality reduction methods cannot account for this intrinsic geometry [85]. For
instance, the Euclidean distance used in MDS quantifies the distance between points
in the high-dimensional space rather than the actual distance on the manifold, and
therefore MDS has difficulties in inferring a faithful low-dimensional embedding of
nonlinear data.

Non-linear dimensionality reduction techniques, also referred to as manifold
learning, have the ability to account for the intrinsic geometry of the data [86]. These
techniques typically use graphs to represent the manifold topology of the data, along-
side with metrics such as geodesic distance to compute the distance between data
points. ISOMAP [71], t-SNE [73], and UMAP [76] are examples of such techniques,
that output low-dimensional representations that are usually most suitable to visual-
ize the data in 2D or 3D. Apart from manifold learning methods, there are also other
types of non-linear dimensionality reduction techniques. For instance, [87] uses
deep generative networks to capture and visualize the low-dimensional structures
in single-cell gene expression data by learning a probabilistic parametric mapping.
As another example, kernel dimensionality reduction (KDR) techniques find a low-
dimensional representation of the original data by optimizing kernel dependency
measures that are capable of capturing non-linear relationships [88, 89]. Another
class of dimensionality reduction techniques try to keep the meaning of the original
data features by using feature selection techniques or selecting a linear combina-
tion of the features. For instance, [90] introduces a general approach to reduce
the dimensionality of the data based on feature transformation or feature selection
methods.

Our method, MoDE, is more similar to manifold learning methods because it
organizes the data as a graph. Moreover, to offer more meaningful embeddings
we leverage object scores or rankings that may be present in the dataset so as
to accommodate better interpretability. Such data rankings/scores are typically
present in many datasets and can often be identified by domain experts in different
applications [91].

The performance of dimensionality reduction algorithms often degrades in the
presence of noisy or compressed data. To face this challenge, the authors in [92]
propose the Smooth Geodesic Embedding (GSE), which is similar to ISOMAP in
the sense that it uses a geodesic metric to represent pairwise distances between
points, but it can also accommodate the embedding of noisy data. In ISOMAP, the
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geodesic distance between two points is defined as the shortest path in the data
graph and hence it is generally piecewise linear. GSE replaces the piecewise linear
ISOMAP geodesic by a smoothing spline and considers the length of the spline as
the estimation of the manifold distance between points. In our method, however, we
consider compressed data for which the exact pairwise distances cannot be computed
and we only have access to upper and lower bounds on pairwise distances. In such a
scenario, most dimensionality reduction techniques can only work with one pairwise
distance matrix, for instance, we can use the average of lower and upper bounds
on the pairwise distances. Our method, MoDE, is able to directly use upper and
lower bounds on distances and provide low-dimensional embeddings with fidelitous
preservation of distances, correlations and object ranks. In general, merits of MoDE
include:

1. It can visualize object relationships even in the presence of in-exact distances
(ranges of lower and upper bounds between pairs of objects), which would be
the case when the objects are compressed, or collected from multiple sources
(therefore one could use the range of values to represent each measurement).

2. MoDE has a favorable computational cost that allows it to scale to very large
datasets, particularly when compared to very computationally demanding
embedding methods such as MDS and ISOMAP.

3. MoDE also provides a very consistent and deterministic way of embedding
data (typically leading to a form of a crescent moon on 2D), whereas many
embedding techniques customarily result in different embedding outcomes
across different runs. Having a consistent way of visualizing data works in
favor of the end-user, who is not “surprised” by different embedding outcomes
for the same data. We believe that consistent visualization and embedding
significantly promotes higher interpretability.

2.3 Problem Formulation
In this section, we provide an embedding onto two dimensions. Later, we will
will generalize the approach to work on any projected dimensionality using the
algorithms presented in this section.

Objectives. Given a dataset X ∈ Cd×n, where n is the number of data points and
d their dimension, a primary goal of the proposed 2D embedding is to generate
X2d ∈ R2×n aiming to preserve (as accurately as possible) the distance structure,
that is:
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• Objective 1: ∥xi − xj∥ ≈ ∥x2d,i − x2d,j∥.

In our setting, direct access to X is assumed unavailable, and the only infor-
mation accessible encompasses ranges of distances (i.e., lower and upper bounds)
between a subset of object pairs. For example, this is the case when data are lossily
compressed using orthonormal transforms or they are indexed, see Fig. 2.1. Nonethe-
less, norms of original points are assumed known–one scalar value per object is
stored–and MoDE is norm-preserving in that it satisfies ∥xi∥ = ∥x2d,i∥ for all
i ∈ [n]. We express the embedding in polar coordinates using θi to denote the angle
of x2d,i, which are the decision variables in our method (one scalar value per object).

In the following, we leverage pairwise correlations to obtain linear constraints
on angular values θ ∈ Rn. For simplicity, we assume for now that exact pairwise
distances are known, and showcase how to utilize them for formulating the embed-
ding problem as a linear system. Next, we illustrate how to incorporate bounds in
obtaining a set of linear inequalities (i.e., a linear system with ranges in the entries
of the measurement vector).

Relative angle from correlation. From the basic relation

∥xi − xj∥2 = ∥xi∥2 + ∥xj∥2 − 2cxi,xj
∥xi∥ ∥xj∥ , (2.1)

where cxi,xj
:=

Re⟨xi,xj⟩
∥xi∥∥xj∥ ∈ [−1, 1] is the correlation (coefficient), along with the

fact that MoDE is norm-preserving, it becomes apparent that distance preservation
is equivalent to preservation of pairwise correlations, that is,

• Objective 2: cxi,xj
≈ cx2d,i,x2d,j

.

Note that for a single pair (xi,xj), objectives 1 & 2 can be achieved perfectly when
cxi,xj

is known, by setting:

θj − θi = ± arccos(cxi,xj
), (2.2)

where the sign indeterminacy is due to the fact that cos(·) is an even function. A
distinctive attribute of MoDE, not present in other embedding techniques, is that it
further seeks to preserve an order on data points.

Definition 1. (Partial order) A strict partial order is a binary relation ≺ that is
non-symmetric (x ≺ y implies y ̸≺ x) and transitive (x ≺ y and y ≺ z imply
x ≺ z). This generalizes the notion of (total) ordering because for x, y it may hold
that neither x ≺ y nor y ≺ x, i.e., two points may not be comparable. A non-strict
partial order ⪯ differs in that it does not exclude both x ⪯ y and y ⪯ x for x ̸= y.
A set equipped with a partial order is called a partially ordered set (poset).
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Given a (strict) partial order on [n], the distinct objective of MoDE is to plot
points so that:

• Objective 3:
i ≺ j =⇒ θi < θj. (2.3)

MoDE embodies this objective by means of adopting θj − θi = arccos(cxi,xj
) ∈

[0, π], when i ≺ j. Our method organizes the dataset as a (directed) data graph
G = (V,E), where V is the set of vertices (points) and E is the set of edges.
The ordered pair (i, j) ∈ E if and only if i ≺ j. We let A ∈ Rm×n denote the
incidence matrix (m = |E|, n = |V |), where each row corresponds to a directed
edge (i, j) ∈ E and takes values −1, 1 at the i-th and j−th entry, respectively, and
is zero elsewhere. Consequently, it follows that (2.2), (2.3) can be written compactly
as a linear system:

y = Aθ, (2.4)

where y ∈ Rm stacks the values {arccos(cxi,xj
)}(i,j)∈E computed across the edges

of the data graph G. The following remark discusses means of constructing the data
graph, when not defined a priori alongside a strict partial order.

Remark 1 (Ordering the dataset). A typical embedding will try to preserve only
the pairwise distances in the lower dimensionality. However, in many applications,
the notion of importance ranking of a data point is explicitly given by means of a
score function. For example, in a recommender system application for movies, in
addition to the movie similarities, it would be advantageous to be able to somehow
highlight the importance of the movie. In this case, the average user rating can be
used as a proxy for highlighting the importance of a movie, in addition to other
features such as the director, the actors, etc. Similarly, when visualizing similarities
in financial time-series data, one can use the market capitalization of a company to
highlight its importance. The question that we address here is how to incorporate in
our embedding this importance of a data point.

The score mechanism incurs a total ordering in V , that is, a non-strict partial
order on V × V . MoDE aims to plot more “important” points at higher angles
(see (2.3)), thus yielding an interpretable embedding outcome. In practice, it may
be beneficial to consider only a subset of relations, e.g., based on the K−Nearest
Neighbors (K-NN) of each point, for the sake of computational savings (this is the
option we adopt in our experiments), which incurs a partial order. MoDE does not
require a score per object, but if available it is used to create a more interpretable
embedding. In the absence of scores, random scores are used. Our experiments
reveal that preservation of the objectives of MoDE are not compromised in the
absence of object score values.
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Operating on distance ranges. When the original dataset is unavailable, exact
distance/correlation information between a pair of points in the original space is lost.
We restrict our attention to cases for which it is possible to infer lower/upper bounds
on pairwise distances/correlations between original points. Moreover, note that one
may further use these in constructing a K-NN graph (K-NNG), for example consider
the graph incurred by the average of lower/upper distance bounds across points. This
was the case for our experiments, where we assumed that only the compressed data
are available.

Obtaining such lower and upper bounds can be regarded as a pre-processing
step, during which, for every pair of points (i, j) ∈ E, one deduces a correlation
uncertainty of the form cij ∈ [cij, c̄ij], where cij ≡ cxi,xj

is the correlation of original
points xi,xj (this can be inferred from distance bounds immediately from (2.1),
given knowledge of norms). These bounds directly yield lower/upper bounds of
uij and ℓij on the angular difference θj − θi, namely uij := arccos

(
cij
)

and ℓij :=
arccos (c̄ij), in light of the fact that arccos(·) : [−1, 1] → [0, π] is a decreasing
function. To conclude, we stack the lower/upper bounds in vectors ℓ ≤ u
with ℓ,u ∈ [0, π]m to capture the uncertainty in correlation via a linear system of
inequalities on the angular domain:

ℓ ≤ Aθ ≤ u. (2.5)

Given that the embedding is from a high-dimensional space Rd to the 2D plane, it
is plausible that the inequality system is infeasible, i.e., {θ|ℓ ≤ Aθ ≤ u} = ∅. For
this reason, we consider a solution in the least-squares sense, that is:

minimize
θ

f(θ) :=
1

2
∥Aθ − (Aθ)uℓ ∥

2
. (2.6)

This is equivalent to computing dist(Range(A); [ℓ,u]), i.e., the closest point to [ℓ,u]
that belongs in the range space (i.e., the linear span of columns) of A. In the next
section, we devise an efficient algorithm to solve this problem.

We highlight that the scheme may as well operate on exact distances (or com-
binations of exact and inexact distances for object pairs) by letting ℓ(i,j) = u(i,j) ≡
arccos(cij). Additionally, when a lower (upper) bound is not available, it can simply
be replaced with −∞ (+∞).
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Figure 2.3: Progress of Algorithm 2 (DAE) across iterations. We ran MoDE on a sample of the
S-shaped dataset with 500 points. We highlight 5 randomly selected points with a larger marker size
and a darker color. The DAE algorithm optimizes the angular values of the data points such that more
important points have larger angular values on 2D. In our implementation, the DAE algorithm does
not optimize the angular value of the point that has the least importance (indicated by a star marker)
and keeps the initial angular value of this point.

2.4 Algorithm
We invoke the gradient method for solving (2.6); see the Appendix for an analysis.
The iterates (k ∈ Z+) are:

θ(k+1) = θ(k) − γA⊤
(
Aθ(k) −

(
Aθ(k)

)u
ℓ

)
. (2.7)

The algorithmic description of MoDE is illustrated in Alg. 1. In Steps 1 & 2,
respectively, the algorithm constructs a data graph G and computes the relevant
lower/upper correlation bounds (in case the data graph is available, step 1 is omitted).
In accordance with our experiments, we focus on the special case when the dataset is
not organized a priori as a strict poset; in such a case, one may compute lower/upper
distance bounds for each pair of points and use the average of these bounds to
construct a K-NNG.

The direction of each edge is then determined based on a partial order, for
example, score values, that also constitute an input to the algorithm. If no score
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Algorithm 1 Multi-objective Data Embedding (MoDE)
Input: X, s, K ▷ X: ‘inexact’ dataset; s: scores; K: # NNs

1: Construct G (incidence matrix A)
2: Obtain ℓ,u in (2.5) ▷ Lower/Upper correlation bounds
3: θ ← DAE(A, ℓ,u, ϵ) ▷ Compute angular values
4: for i = 1, . . . , n do
5: x2d,i ← (∥xi∥ cos θi, ∥xi∥ sin θi) ▷ Embedding
6: end for
7: Output: X2d

Algorithm 2 Distributed Angle Estimator (DAE)
Input: A, ℓ,u, ϵ ▷ A : incidence matrix; ℓ,u: lower/upper bounds; ϵ: tolerance

1: θ(0) ← 0; k ← 0 ▷ Initialization
2: d← diag(A⊤A) ▷ Degrees
3: dmax ← maxi∈[n] di ▷ Maximum degree
4: γ ← 1

2dmax
▷ Step size

5: repeat
6: k ← k + 1
7: for i = 1, . . . , n do ▷ Updates

8: ϕ
(k+1)
i ←

∑
j∈N in

i

[
θ
(k)
j +

(
θ
(k)
i − θ

(k)
j

)uij

ℓij

]
+

9:
∑

j∈N out
i

[
θ
(k)
j −

(
θ
(k)
j − θ

(k)
i

)uij

ℓij

]
10: θ

(k+1)
i ← (1− γdi)θ

(k)
i + γϕ

(k+1)
i

11: end for
12: until

∥∥θ(k+1) − θ(k)
∥∥ ≤ ϵ ▷ Termination criterion

13: Output: θ(k+1)

exists for the dataset objects, a random score assignment is used. Step 3 uses
gradient descent (Alg. 2) to compute the angular values, while Steps 4–6 produce
the (norm-preserving) embedding outcome.

The gradient method translates to Alg. 2, referred to as Distributed Angle Esti-
mator (DAE). The update equations for each point’s angular value are distributed in
the sense that a point uses solely angular values pertaining to its neighbors to update
its own, see Steps 8-9 (we define N in

i := {j|(j, i) ∈ E},N out
i := {j|(i, j) ∈ E},

and di = |N in
i | + |N out

i | as the in-/out neighborhood, and (total) degree of point
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i, respectively). We deem this a favorable attribute of MoDE, in that updating a
single point’s angular estimate does not require processing the entire dataset, but
rather a subset of neighboring points. The algorithm terminates when the norm of
the gradient of the objective in (2.6) falls below a given tolerance (Step 11; see proof
of Theorem 2 in the appendix for the equivalence).

Fig. 2.3 shows the progress of Algorithm 2 (DAE) while optimizing the angular
values of each data point in 2D. Note that, in practice, after the initialization step
(step 1) in Algorithm 2, we remove the column corresponding to the lowest ranked
point in the incidence matrix. Therefore, the angular value for the lowest ranked
point will not be updated during the optimization and will be equal to the initial value
(which is equal to zero). One can observe that in Fig. 2.3, the lowest ranked point,
indicated by a star, is always placed at the same coordinates during the optimization.
As the algorithm progresses through iterations, it optimizes the angular values (of
the rest of the points) such that the points with higher ranks (the points with lighter
colors) have larger angular values.

Moreover, because of its iterative implementation, MoDE is an anytime algo-
rithm that provides an embedding of all the points (which progressively improves),
even before the full execution of the algorithm, that is, when the termination criterion
is reached. We provide an example of the anytime nature in the experiments.

The following theorem establishes linear convergence for Alg. 2. The proof is
given in the appendix.

Theorem 2 (Convergence of Alg. 2). For tolerance ϵ > 0, Algorithm 2 takes
O
(
d2maxη

2 log
(
1
ϵ′

))
iterations and outputs an ϵ′−optimal solution where η > 0

is the regularity constant of ∇f , dmax is the maximum degree of the graph, and
ϵ′ := 2dmax · η · ϵ.

In the following, we discuss the scalability of MoDE in terms of dataset size.

Remark 3 (Computational Complexity). MoDE comprises four main steps. The cost
of constructing the K-NN graph G which is O(m) = O(Kn) when data are already
indexed, or O(Kn+ n log n) when a K−NN data graph is constructed on-the-fly.
The aforementioned complexity is typically shared by most embedding algorithms,
as a standard pre-processing step. Then, the computation of lower/upper bounds
over the edges of G is O(m). The cost of producing the embedding given angular
values obtained from DAE (Steps 4-9) is O(n). We next discuss the complexity
of DAE (Alg. 2). One iteration of Alg. 2 takes O(m) computations. The expected
number of iterations, for chosen tolerance, is given in Theorem 2. Characterizing
the regularity constant with respect to singular values of A is a challenging task. A
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notable exception is when ℓ = u ≡ y, for example, when exact distance information
is available. In such a case, problem (2.6) boils down to ordinary least-squares and
Alg. 2 computes the min-norm LS solution A†y. Assume with no loss in generality
a connected graph: it holds that η = λ−1

2 (L), the smallest non-zero eigenvalue of
the Laplacian also known as Fiedler value. This value quantifies the connectivity
of the graph, and can be bounded by Cheeger’s inequality [93, Thm. 2.4]. Among
k−regular graphs, Ramanujan graphs [93, Sec. 5.3] feature optimal expansion,
i.e., λ2(G) = Ω(k −

√
k), and the degree can be selected as k = O(1) [93, Thm.

5.12]. For such a choice, Alg. 2 requires O(n log 1
ϵ
) operations to compute an

ϵ−optimal solution, that is, it features linear scalability with respect to dataset size.

2.5 Extension to p > 2 dimensions

In the prequel, we have presented a mechanism for embedding high-dimensional
data to p = 2 dimensions. In this section, we generalize MoDE to embed data in an
arbitrary number of dimensions, by capitalizing on the hyper-spherical coordinate
representation of Rp.

The embedding is obtained recursively, that is, an embedding to 3 ≤ p′ + 1 ≤ p
dimensions is obtained by applying DAE (see Alg. 2, which optimizes over only one
scalar value per data point) after having obtained the embedding to p′ dimensions.
To illustrate how this works, let us assume that exact distance/correlation is available
(that is, lower and upper bounds coincide, i.e., this is the case for uncompressed
data), an assumption that we shall relax in the end of this section. For such a case,
denote the resulting correlation of a pair of embedded data points (i, j) by cp

′

ij and
the true one by cij . The idea is to now compute the (p′ + 1)−th angular coordinate
by applying DAE to a certain function of the previously computed hyper-spherical
coordinates along with the correlation error

(
cij − cp

′

ij

)
, for each pair of points

(i, j) ∈ E. In effect, this method successively incorporates the correlation in an
increasing number of coordinates, thus yielding a progressively better embedding
and allowing for trading-off accuracy (in terms of distance/correlation preservation)
for data compression efficiency (the dimension of the data embedding). The technical
motivation and implementation details follow.

Recall that we assume that the norms of the data points are known (and perfectly
preserved by our mechanism), thus an embedding of an object to p coordinates
is parameterized by its norm r and angular values (ϕ1, ϕ2, . . . , ϕp−1). In addition,
note that the correlation of two embedded points in p′ + 1 dimensions can also be
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recursively computed using:

cp
′+1

ij = cp
′

ij +

p′−1∏
k=1

(
sin(ϕi

k) sin(ϕ
j
k)
)
·
[
cos
(
ϕj
p′ − ϕi

p′

)
− 1
]
, (2.8)

where ϕi
k represents the k−th hyper-spherical coordinate of the i−th datapoint. This

recursion is an immediate consequence of the transformation from hyper-spherical
to Cartesian coordinates (x1, x2, . . . , xp), which is efficiently computed by:

x1 = r cos(ϕ1)

x2 = r sin(ϕ1) cos(ϕ2)

x3 = r sin(ϕ1) sin(ϕ2) cos(ϕ3)
...

xp−1 = r sin(ϕ1) · · · sin(ϕp−2) cos(ϕp−1)

xp = r sin(ϕ1) · · · sin(ϕp−2) sin(ϕp−1)

To conclude, the embedding to p′ + 1 coordinates can be obtained by targeting for
cp

′+1
ij ≈ cij , which in view of (2.8) boils down to a system of linear equations:

ϕj
p′ − ϕi

p′ = ± arccos

(1 + cij − cp
′

ij∏p′−1
k=1

(
sin(ϕi

k) sin(ϕ
j
k)
))1

−1

 (2.9)

that is to be solved in a least-squares sense. We note two technical points in the above
equation: 1) a truncation to [−1, 1] is needed to make for a meaningful problem, and
2) in order for (2.9) to be well-defined, none of the already computed hyper-spherical
coordinates can be equal to zero (for the denominator to be non-zero); the latter can
be ensured by simple shifting in view of the fact that each linear smoothing problem
has (at least) one degree of freedom (since the null space contains the all-one vector).
Once again, the signs can be selected aiming to preserve a partial order relation (in
such a case, p− 1 distinct such partial orders can be preserved for an embedding in
Rp). The extension to lower/upper bounds is straightforward (by replacing cij with a
range [cij, c̄ij]).

The algorithmic description of MoDE in p dimensions is described in Algorithm
3. Note that we need to run a single instance of DAE (Algorithm 2) for computing
each of the angular coordinates. Therefore our method requires running p instances
of DAE for computing embeddings in p+ 1 dimensions. Before running DAE for
each angular coordinate, we need to obtain the lower and upper bound vectors in
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(2.5). We call these vectors ℓp′ , and up′ (for p′-th angular coordinate), and they can
be obtained by computing (2.9) for c̄ij , and cij respectively. The proposed method
requires running p instances of DAE, thus yielding a total complexity of O(np) for
embedding in p dimensions (for an expander data graph, see Remark 3).

Algorithm 3 Multi-objective Data Embedding (MoDE) - extension to p dimensions
Input: X, s, K, p ▷ X: ‘inexact’ dataset; s: scores; K: # NNs; p: dimensionality of
the embeddings

1: Construct G (incidence matrix A)
2: for k = 1, . . . , p do
3: Obtain ℓk,uk in (2.9)
4: θk ← DAE(A, ℓk,uk, ϵ) ▷ Compute angular values
5: end for
6: for i = 1, . . . , n do
7: Compute xpd,i by transforming the hyper-spherical coordinates to Cartesian
8: end for
9: Output: Xpd

2.6 Experiments
We compare the quality of our embedding methodology with several widely-used em-
bedding techniques, namely ISOMAP, MDS, t-SNE, and UMAP. The comparisons
are in terms of:

1. Quality of embedding

2. Classification accuracy

3. Quality of embedding in p > 2 dimensions

Moreover, for MoDE alone we highlight its ability to provide an accurate em-
bedding even in the absence of object orders/scores in the dataset, its anytime
nature, and its linear scalability. The code and datasets used are available at
https://github.com/ahmadajal/MoDE. All experiments have been con-
ducted on a 2.5 GHz 14-Core Intel Xeon W with 256 GB of RAM.
Experimental setup. Our method assumes as input lower and upper bounds on
the Euclidean distance for a given pair of objects. Any methodology that provides

https://github.com/ahmadajal/MoDE
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such bounds can be used. Here, we derive such bounds by lossily compressing time
series using the approach of [77], which has been proven to compute optimally tight
bounds. First, the data is compressed by keeping only a small subset of the high
energy coefficients of an orthonormal data transform, e.g., the Fourier transform.
Consequently, tight bounds on the Euclidean distances are derived using the method
described in [77]. Therefore, for each pair of objects, we do not compute the exact
distance (as this information is lost in compression), but rather a lower bound ℓ
and an upper bound u. Our methodology uses both of these bounds, see (2.6). The
techniques with which we compare our methodology assume an exact distance, and
for those we use the mid-point 1

2
(ℓ+ u) as a surrogate. For techniques that work on

the K-NN graph (all except MDS), K = 20 was chosen. MDS, which is equivalent
to Principal Component Analysis (PCA), is a global technique and uses all pairwise
distances.

2.6.1 Embedding Quality

Figure 2.4: Comparison of MoDE with other embedding techniques. Our method lags behind
ISOMAP only in distance preservation (Rd), whereas it is superior in the preservation of correlations
(Rc). MoDE performs better than t-SNE and MDS across all evaluated metrics. The metrics Ro and
Rs are depicted for other methods for the sake of completeness, because scores are not considered by
techniques other than MoDE. For example, notice that the order preservation across each object’s
neighborhood Ro is consistently at almost 100% for MoDE, while it is at around 50% (i.e., random)
for all other techniques.

Comparison Metrics. We evaluate the embedding quality on 2D of various tech-
niques across a variety of metrics that highlight the quality in distance, correlation,
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and score order preservation. We define and evaluate metrics on the K-NNG with
respect to original distances on uncompressed data so as to simultaneously assess
the impact of both compression and embedding on a lower-dimensional space (2D)
on the retention of relations. We define the generic formula:

R := 1− 1

m

∑
(i,j)∈E

Cij,

where Cij is the cost of preservation accuracy on the pair (i, j) ∈ E. In all cases, a
higher metric value implies a more accurate preservation, with 1 corresponding to
perfect preservation. Specifically, we introduce:

1. The distance preservation metric Rd ∈ [0, 1], by setting Cij ≡ |dij−d̂ij |
dij+d̂ij

, where
dij := ∥xi − xj∥ denotes the original distance on the high-dimensional data,
and d̂ij := ∥x2d,i − x2d,j∥ denotes the distance between corresponding embed-
dings in 2D.

2. The correlation preservation metric Rc ∈ [−1, 1], by setting Cij ≡ |cij − ĉij|,
where cij := cxi,xj

, ĉij := cx2d,i,x2d,j
refer to the correlation between original

and embedded points, respectively.

3. The order preservation metric Ro ∈ [0, 1], by setting Cij ≡ 1 when i ≺ j
and θi > θj , that is, when order is not preserved, and 0 otherwise; in other
words, we compute the fraction of preserved order relations. Finally, for tests
involving scored datasets (i.e., a total ordering) we further assess the Spearman
correlation metric [94, p. 508] Rs ∈ [−1, 1], which assesses how well the total
order is preserved in the K-nearest neighborhoods of data points.

Understandably, metrics involving order preservation are mainly used to capture the
additional objective of our methodology and are meant to highlight that our approach
can indeed satisfy its multi-objective desiderata. To this end, the corresponding
values for the baseline methods are only presented for the sake of completeness.
Finally, we emphasize that none of the tested methods directly optimizes any of
the used quality metrics (for example, MDS/ISOMAP consider the square of the
difference between original and embedded distances, while an absolute value was
taken in our case). This allows us to ascertain as fair a comparison as possible, which
was the main motivation in introducing the aforementioned metrics.
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Figure 2.5: [Big-Stock dataset] Comparative visualization of our method (MoDE) with ISOMAP,
t-SNE, and MDS. Color coding demonstrates objects’ score values. MoDE excels in the preservation
of partial orders (scores are the market capitalization of each stock), as indicated by the smooth color
coding of the points. MoDE outperforms t-SNE and MDS across all metrics evaluated.
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Datasets. For the first set of experiments, we used two time-series datasets that we
compiled ourselves: Small-Stock (436 stocks of length 128) and Big-Stock
(2252 stocks of length 1024). The time series nature of these datasets allows us to
try small and large compression ratios using Fourier coefficients (by dropping low-
energy coefficients). The datasets were created using historical prices from equities
in the NASDAQ stock index, from which data were extracted using the Investors
Exchange (IEX) API (https://iextrading.com/developer/docs), and
were compressed in the Fourier basis (by storing the highest magnitude Fourier
coefficients). For “score,” we use the market capitalization of each stock. Therefore,
stocks with greater capitalization are aimed to be placed “higher” on a 2D plot,
which provides an additional attribute of interpretability not present in any of the
other baseline methods. We compress the Small-Stock dataset using a 16:1
compression ratio, and the Big-Stock dataset using a 128:1 compression ratio.

We assess the performance of the embedding methods using the aforementioned
quality metrics. Fig. 2.4 depicts the values for each of those metrics for the four
techniques we compared. For t-SNE, because of its randomized implementation,
we report results averaged over 10 runs. We observe that MoDE (darkest bar)
depicts the highest preservation across all metrics and across all techniques, with the
singular exception of ISOMAP which features more accurate distance preservation
(Rd metric), but lags behind MoDE for all other metrics. It should be noted that
ISOMAP incurs a higher computational cost than many other techniques, because
after the K-NN graph computation it builds a minimum spanning tree based on
distances. The metrics Ro and Rs are depicted for other methods only for the
sake of completeness: they are not meant to claim any superiority of MoDE, as
it is the only method with an objective of maintaining partial orders. Note that
for baseline methods Ro and Rs take values very close to 0.5 and 0, respectively,
which reveals no order preservation, in full agreement with the fact that only MoDE
considers score information in its embedding process. This fact is further illustrated
on the comparative visualization plot for the Big-Stock dataset in Fig. 2.5. The
two-dimensional plot reveals that MoDE succeeds in preserving score orders very
accurately, as captured by the smooth transition of color-coded points. In this
example, the scores/colors encode the market capitalization for each stock.

2.6.2 Classification Accuracy

We evaluate the embedding quality of MoDE in the context of classification tasks. In
particular, we assess the prediction accuracy when using MoDE as a pre-processing
step to reduce the dimensionality of the data. We compare with t-SNE, ISOMAP, and

https://iextrading.com/developer/docs
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parametric t-SNE (an extension to t-SNE that learns a parametric mapping between
the high-dimensional data space and the latent space [95]). In this experiment, all
techniques use the exact distances between the object and not approximate distance
information. We re-iterate that this is very easy to accommodate in MoDE by simply
providing the same lower and upper bound with value equal to the exact distance
between any two objects.

To conduct this experiment, we split the dataset into training and test (80-20
split). We map the training points onto 2D using the previously mentioned tech-
niques and build a classifier on 2D using the dimensionality-reduced training dataset.
Subsequently, we map the test points on 2D and use the classifier built to predict
their class. We evaluate on two classification methods:

• Multinomial Logistic Regression (LR), that generalizes logistic regression to
multi-class problems. We used the implementation of scikit-learn [96]. The
regularization hyper-parameter was tuned for each dataset and for each of the
embedding methods, separately.

• K-Nearest Neighbor classifier (KNN), which classifies an object by majority
vote across its nearest neighbors. In the voting phase, we weigh the nearest-
neighbor points by their inverse distance to the query point to give more
importance to closer points. The number of neighbors for this method is set
equal to the number of nearest-neighbors used for the embedding methods
(MoDE, t-SNE, parametric t-SNE, ISOMAP, and UMAP).

For each of the datasets and embedding methods, we report the classification ac-
curacy, that is, the number of correctly classified data points divided by the total
number of data points. These datasets do not come with inherent scores, so for
MoDE we use the actual class labels as score values for each of the data points.
This does not make the comparison to the other methods unfair, because the scores
are only used to embed the training set. The test set only uses the original object
features.

For MoDE and t-SNE, we embed the test data points in the 2D space by con-
sidering the nearest neighbors in the original space and using their location in the
new space to map the new points. We take the weighted average of their nearest
neighbor embeddings with weights set proportional to the inverse of the distance to
these neighbors, that is, given a point i in the test data, we compute its embedding
x2d,i as follows:

x2d,i =
1∑

j∈Ni
d−1
ij

·
∑
j∈Ni

d−1
ij x2d,j, (2.10)
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where Ni is the set of K-nearest neighbors of i in the training set and dij is the
distance between points i and j. For ISOMAP, given that it depends on geodesic
neighbors, we first find the nearest neighbors with respect to the geodesic distance
of each test data point in the training set. Then, we construct a kernel by computing
the shortest geodesic distances from each test point to another in the training set. To
conclude, the embedding of the test set is taken using this kernel on the embedded
vectors of the training set.

Table 2.1: Classification accuracy using Logistic Regression (LR) and K-Nearest Neighbors (KNN).
Datasets were split using an 80–20 training/test split. Reported accuracy is for the test set.

original data MoDE t-SNE parametric t-SNE ISOMAP UMAP
Dataset (# classes) n dim LR KNN LR KNN LR KNN LR KNN LR KNN LR KNN

Arrow (5) 500 1024 0.93 0.87 0.48 0.51 0.72 0.79 0.22 0.37 0.69 0.71 0.82 0.86
Wafer (2) 1000 128 0.955 0.985 0.915 0.93 0.905 0.985 0.905 0.945 0.905 0.99 0.905 0.98

Breast Cancer (2) 569 30 0.982 0.982 0.719 0.807 0.964 0.964 0.964 0.956 0.947 0.956 0.99 0.98
Heart Beat (2) 14545 188 1.0 0.996 0.92 0.932 0.81 0.958 1.0 1.0 0.867 0.898 0.98 0.98

Madelon (2) 2600 500 0.561 0.586 0.586 0.526 0.463 0.501 0.592 0.613 0.517 0.532 0.53 0.515
EEG eye state (2) 11853 14 0.682 0.925 0.822 0.84 0.536 0.742 0.545 0.587 0.569 0.581 0.562 0.84
Wine quality (3) 3961 11 0.606 0.602 0.523 0.537 0.484 0.499 0.442 0.496 0.479 0.503 0.5 0.56

Phishing websites (2) 5425 68 0.938 0.941 0.748 0.757 0.712 0.884 0.727 0.84 0.536 0.682 0.757 0.92
cifar-10 (10) 10000 3072 0.392 0.278 0.106 0.111 0.208 0.189 0.224 0.213 0.221 0.205 0.227 0.223

Table 2.2: Embedding quality on datasets without object orders.

MoDE ISOMAP MDS t-SNE UMAP
Dataset Rd Rc Rd Rc Rd Rc Rd Rc Rd Rc

Arrow 0.68 0.88 0.72 0.88 0.56 0.85 0.73 0.84 0.098 0.81
Wafer 0.63 0.88 0.61 0.91 0.41 0.92 0.57 0.90 0.25 0.87

Breast Cancer 0.75 0.789 0.757 0.787 0.6 0.785 0.401 0.707 0.39 0.67
Heart Beat 0.64 0.872 0.624 0.94 0.492 0.95 0.008 0.029 0.38 0.88

Madelon 0.32 0.155 0.59 0.364 0.193 0.295 0.091 0.358 0.08 0.18
EEG eye state 0.73 0.858 0.779 0.871 0.614 0.873 0.325 0.793 0.41 0.8
Wine quality 0.739 0.827 0.744 0.79 0.647 0.8 0.264 0.633 0.477 0.826

Phishing websites 0.667 0.862 0.743 0.677 0.396 0.677 0.223 0.609 0.35 0.8
cifar-10 0.696 0.939 0.665 0.836 0.394 0.844 0.068 0.063 0.11 0.91

Table 2.1 shows the test accuracy for datasets from the UCR time series archive
and the UCI machine learning repository [97]. These results highlight that training
machine learning models on MoDE embeddings typically yields superior accuracy
than when using the other methods for dimensionality reduction with the exception
of UMAP.

2.6.3 Additional experiments for MoDE

We conducted experiments to further elaborate on several desirable traits of MoDE.
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Embedding without object scores: One might be prompt to consider that a limi-
tation of MoDE is the fact that it asserts the existence of a score function, but this
is not the case. In the absence of scores that dictate an ordering of points, random
orders can be used without affecting the preservation of the given objectives. This
is because the points will still be mapped so that distances and correlations are
(approximately) preserved, by also considering (possibly random) orders. Therefore
the absence of object scores does not affect the performance of MoDE in terms
of distance/correlation preservation. Fig. 2.6 depicts this for the Small-Stock
dataset, where we use both the original and shuffled market capitalization of the
stocks, without observing any deterioration in the metrics evaluated.

To further support this argument, we provide additional experiments with the
previously used classification datasets that come with no ordering of objects. The
preservation of distances (Rd) and correlations (Rc) for all techniques is shown in
Table 2.2.

Although the absence of object orders does not affect MoDE’s performance
regarding distance and correlation preservation, it is important to recognize that
randomly assigning orders can occasionally produce unhelpful or misleading visual-
izations. Particularly this may happen when no meaningful order information can be
derived from the data. For example, in 2D word embedding visualizations, MoDE
with completely random orders may not capture the semantic similarity between
nearby points, unlike t-SNE, which maintains local clusters and, therefore, reflects
semantic relationships. It’s crucial to understand that this is not a limitation of MoDE
but rather highlights the need to choose the most suitable dimensionality reduction
method based on the specific application’s requirements.

Figure 2.6: [Small-Stock dataset] MoDE operates effectively even without object scores. In their
absence, random scores can be used without affecting the embedding quality.

Anytime nature: An important feature of MoDE is its iterative nature which creates
a powerful anytime embedding algorithm, whose outcome progressively improves,
and can be portrayed at any time of the execution. We illustrate this aspect of MoDE
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in Fig. 2.7. With the exception of t-SNE and UMAP, the other embedding algorithms
that we compare operate in a batch fashion, so the embedding outcome is only given
at the end of the algorithm execution (which may be quite time-consuming).

CV: Rd=0.419, Ro=0.898, Rc=0.825

Low Rank

High Rank

CV: Rd=0.525, Ro=0.918, Rc=0.839

Low Rank

High Rank
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Figure 2.7: [Small-Stock dataset] Anytime nature of MoDE: embedding can be visualized at any
time, even before the full execution of the algorithm is completed, with progressively improving
results.

2.6.4 Embedding in more than p > 2 dimensions
We evaluate the quality of p-dimensional embeddings in terms of the preservation
of distances and correlations between data points for different embedding methods.
Figs. 2.8 & 2.9 show the progress of distance and correlation metrics respectively
as we embed the datasets in higher dimensions using different embedding methods.
We can observe that as we embed a dataset in higher dimensions using MoDE,
we progressively obtain better distance and correlation preservation. As explained
in Section 2.5, this is due to the fact that MoDE successively incorporates the
correlation in an increasing number of coordinates, thus yielding a progressively
better embedding. However, for the other dimensionality reduction methods, except
for MDS, we do not observe such a consistent behavior (always getting a better
distance and correlation preservation by embedding in higher dimensions). MDS
seeks a low-dimensional representation of the data in which the distances respect the
distances in the original high-dimensional space. Therefore, by embedding the data
with MDS in higher dimensions we will always get a better distance preservation.
As expected, when the dimensionality of the embedding space is equal to the
dimensionality of the data, we almost get perfect distance preservation for MDS
(recall that the distance metric used in this paper is local, meaning that it is computed
for the K nearest neighbors of each point). Additionally, we should note that MDS
has a cubic complexity in n (number of data points), whereas MoDE has a quadratic
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Figure 2.8: Evolution of the distance metric Rd, while embedding the data in higher dimensions.
Observe that we consistently get a better distance preservation only for MoDE and MDS by increasing
the dimensionality of the embeddings.

complexity in n after constructing the KNN graph. This could also be observed
from Figure 2.10, MoDE has a much smaller running time compared to MDS.
Furthermore, as suggested by [73], using t-SNE for embedding a dataset in p > 3
dimensions requires setting the degrees of freedom for the Student-t distribution
to be p− 1. However, the results suggest that the distance and correlation metrics
are not really meaningful for t-SNE embeddings in p > 3 dimensions, as already
attested in the original publication [73].

These experiments highlight that among the methods compared MDS, ISOMAP
and MoDE feature the best preservation of relationships. However, MoDE has the
advantage of the lowest computational complexity among them. In Fig. 2.10, we
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Figure 2.9: Evolution of the correlation metric Rc, while embedding the data in higher dimensions.
We consistently observe an increasing preservation of the correlation for each additional projected
dimension only for MoDE.

compare the running time of MoDE with ISOMAP and MDS. To strictly capture
the embedding part of each algorithm, we only report the running time of the
embedding process, that is, after the computation of the neighborhood graph. For
this experiment, we use the EEG eye state dataset, with increasing dataset sizes
ranging between 2,000 and 11,000 objects.

The results of Fig. 2.10 support the fact that our embedding algorithm offers a
competitive embedding quality at a lower computational cost.
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Figure 2.10: Running time comparison for the three techniques that produced the best quality
of embeddings: MoDE, ISOMAP, and MDS. Note that the y-axis (time) is in logarithmic scale,
highlighting that MoDE not only offers an embedding of high quality, but it can accomplish it in a
much more efficient manner.

2.7 Discussion
As explained in Section 2.6 in the absence of object scores, random scores could be
used to run the MoDE algorithm and the resulting embedding would still hold a high
distance and correlation preservation. However, in some cases, randomly assigning
orders can produce unhelpful or misleading visualizations. Therefore it is important
to choose the most suitable dimensionality reduction method based on the specific
application’s requirements. A limitation of this work is the lack of an analysis on
how to choose the number of nearest neighbors k in MoDE. Larger datasets usually
require a larger k value; however, a larger k value would cause the computational
complexity of MoDE to increase. An empirical analysis of how to choose k with
respect to the size of the dataset and how different values of k affect the resulting
visualization can be a subject of future extension of this work.

2.8 Conclusion
We presented, to the best of our knowledge, the first embedding approach that is
able to operate on inexact distance information, expressed as ranges of upper and
lower bounds. This can be encountered when operating on compressed data, which
was the scenario considered in this work. However, our research can also be applied
to other scenarios, such as when collecting data from multiple sensors measuring
the same quantity, which would also yield value ranges. Given that our approach
can accommodate visualization of compressed data, we believe that it is a suitable
choice for the dimensionality reduction and visualization of very large datasets.
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Our experiments have shown that our method offers competitive embedding quality
and classification accuracy vis-à-vis other prevalent embedding approaches, albeit
at a lower computational cost. Moreover, when the embedding technique uses
two-dimensions, the placement of objects and the resulting visualization is easily
interpretable by humans.





Chapter 3

On Smoothed Explanations: Quality
and Robustness

Abstract. Explanation methods highlight the importance of the input features
in taking a predictive decision, and represent a solution to increase the trans-
parency and trustworthiness in machine learning and deep neural networks
(DNNs). However, explanation methods can be easily manipulated generating
misleading explanations particularly under visually imperceptible adversarial
perturbations. Recent work has identified the decision surface geometry of
DNNs as the main cause of this phenomenon. To make explanation methods
more robust against adversarially crafted perturbations, recent research has
promoted several smoothing approaches. These approaches smooth either the
explanation map or the decision surface.

In this work, we initiate a very thorough evaluation of the quality and robust-
ness of the explanations offered by smoothing approaches. Different properties
are evaluated. We present settings in which the smoothed explanations are
both better, and worse, than the explanations derived by the commonly-used
(non-smoothed) Gradient explanation method. By making the connection with
the literature on adversarial attacks, we demonstrate that such smoothed expla-
nations are robust primarily against additive attacks. However, a combination
of additive and non-additive attacks can still manipulate these explanations,
revealing important shortcomings in their robustness properties.

45
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3.1 Introduction

Explanation methods attribute a numerical value to each data feature in order to quan-
tify its relative importance towards the model’s prediction. Such attributions help
to better understand and trust complex models like deep neural networks (DNNs).
In safety-critical tasks, such an understanding is a prerequisite to the deployment
of DNNs, because a domain expert will never make important decisions based on
a model’s prediction unless that model is trustworthy. Moreover, explanations can
help to understand the reasons behind a model’s decisions, and when it comes to
model debugging, they can reveal the presence of any spurious data correlations that
may lead to faulty predictions during inference [12].

In the context of image classification with deep neural networks, several ex-
planation methods have been proposed based on the gradient of the output with
respect to input, also called gradient-based explanations [98, 99, 100, 64, 101]. The
explanation generated by these methods, a saliency map, highlights the parts of the
image that contributed to the prediction. Recent work has shown that gradient-based
explanations of neural networks can be fragile and can be easily manipulated via
adversarially perturbed inputs [102, 60, 103, 104, 105]. That is, one can find a
small-norm perturbation to be added to an input (often imperceptible), such that
the focus of the explanation changes towards irrelevant features while the model’s
output remains unchanged. This, in turn, can make explanations inappropriate to
help end-users gain trust in a model’s prediction.

The large curvature of the decision surface of neural networks has been identified
as one of the causes of fragility for gradient-based explanations [102, 60, 62]. To
make explanation methodologies more robust, a class of approaches were proposed
that made the decision surface of neural networks smoother [62, 60, 106]. We
refer to these approaches as smoothing approaches. Figure 3.1 shows a sketch of
explanation attacks and a smoothing approach, the smooth gradient method, which
can make the explanations more robust against additive perturbations. Although, the
perturbation applied to manipulate the smooth gradient explanation is stronger (it is
more visible in the perturbed image in the bottom row), the resulting explanation
is still similar to the original explanation (not the target explanation). It is worth
mentioning that similar methods have been proposed in the context of adversarial
robustness, with the aim of flattening the decision surface of neural networks to
reach more robust predictions [107, 108].

Here, we shed light on the quality and robustness of the explanations made
robust by different smoothing approaches. Because quality can be measured in
numerous ways, we employ various tests to assess the quality of explanations. Each
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Explanation attack 
with goal to change 
the focus from here
to here

GOAL
An explanation attack was 
successful when the simple 
Gradient explanation method 
was used.

An explanation attack was NOT 
successful when a smoothed gradient 
explanation method was used.

Figure 3.1: An illustration of explanation attacks. The left column top row shows the original image
and its corresponding explanation. The goal of the attack is to manipulate the original explanation
such that it resembles a given target explanation (left column bottom row). In the right column, the
result of the attacks against the gradient and smooth gradient explanations are shown.
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test evaluates a desirable property for explanations, including sensitivity to changes
in the model, fidelity to the predictor function, etc. Robustness evaluates how stable
or sensitive are the explanations with respect to changes in the input. We show
that explanations derived by smoothing approaches only provide robustness against
additive ℓp norm attacks. This is the first work which highlights that attacks based on
the combination of spatial transformation [109] and/or color transformation [110]
together with additive perturbations are more effective in manipulating the outcome
of, even smoothed, explanation methods. Our contributions can be summarized as
follows:

• We study the effectiveness of smoothing approaches to achieve robust ex-
planations. We present results on evaluating both the quality and robustness
properties of smoothed explanations. We show our results by conducting ex-
tensive experiments that required several days to execute on GPU-accelerated
hardware.

• We assess the quality of smoothed explanations by presenting the results of a
battery of quality tests. Our tests evaluate explanation quality with respect to
the following aspects: sensitivity to model parameters, the ability to discrimi-
nate the features related to the predicted class, fidelity to the predictor function,
and conciseness (sparsity) of the explanation. Our results demonstrate that the
smoothing approaches based on adversarial training, which penalize the large
curvature of the decision surface during training, are superior to the Gradient
explanation in terms of conciseness and fidelity to the predictor function. How-
ever, smoothing approaches based on post processing, for example, Smooth
Gradient, are inferior to the Gradient method in terms of desirable qualities
such as conciseness and class discriminativeness.

• Until now, the effectiveness of smoothing methodologies has been studied
only under additive attacks. We present experiments that combine additive and
non-additive attacks. We show that such attacks are able to manipulate the
explanations derived by smoothing approaches more successfully. Moreover,
combinatory attacks typically result in a less perceptible perturbation of the
input data thus making them more effective. To the best of our knowledge,
this is the first time that such attacks are used in the context of explanations.

Related work. There have been several works aiming to make explanation meth-
ods more robust. These works mostly focused on either modifying the explanation
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method itself or modifying the predictor model to achieve robust explanations. Wang
et al. [62] introduced the Uniform Gradient, which is similar to the Smooth Gra-
dient, but it uses uniform noise. They showed that it can hardly be manipulated
by additive attacks. Dombrowski et al. [60] showed that a network with soft-plus
activations has a more robust Gradient explanation compared to a ReLU network,
given that the parameter β of the soft-plus function is chosen to be sufficiently small.
Consequently, they proposed the β-smoothing approach in which they substitute
the ReLU activations of a trained network by soft-plus functions with a small β
parameter. Wang et al. [62] introduced a regularization term called Smooth Surface
Regularization (SSR) for the training objective of a DNN. This training objective
penalizes the large curvature of a DNN by regularizing the eigenvalue of the input
hessian with the maximum absolute value. Moreover, they showed that adversarial
training [111] also leads to more robust explanations. This fact can also be deduced
from the results of [107] as they showed that adversarial training leads to a significant
decrease in the curvature of the loss surface with respect to inputs. Anders et al.
[61] proposed an attack in which they adversarially manipulate the model instead
of the input in order to manipulate the explanation. Then they propose a modifi-
cation to the existing explanation methods to make them more robust against such
manipulated models. Lakkaraju et al. [112] proposed a framework for generating
robust and stable black box explanations based on adversarial training. Chen et al.
[113] introduced a regularization term to the training objective of neural networks to
achieve robust Integrated Gradient explanations. Finally, Dombrowski et al. [114]
developed a theoretical framework to derive bounds on the maximum manipulability
of explanations and proposed three different techniques to boost the robustness of
explanations.

In this work, we show that the robustness of smoothed explanations can be
affected by a combination of additive and non-additive attacks. Furthermore, we
present a thorough evaluation of the different quality aspects of smoothed explana-
tions.

3.2 Background
First, we provide the definition of an explanation map and then briefly describe the
explanation methods we used in this paper. Then we continue by introducing the
attacks against explanations and the smoothing approaches we are going to study in
this paper.

Consider a model f : Rd → RK which classifies an input x ∈ Rd into one of
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the K classes. The explanation of an input x, denoted by hf (x) ∈ Rd, associates
a score to each feature of the input indicating the relevance of that feature towards
the model’s prediction. For instance, in the context of image classification, saliency
maps associate a score to each pixel of the input image resulting in a heatmap that
highlights important regions of the image leading to the model prediction. In this
work, we focus on the gradient-based explanations and mainly on the Gradient
method. Given a model f and an input x, the Gradient explanation is defined as
∇xf(x), the gradient of the output with respect to the input data. Because several
gradient-based explanation methods make use of the gradient with respect to input,
our results could be extended to those explanation methods as well. We will also con-
sider two methodologies for smoothing the explanations: the Smooth-Gradient [115]
and Uniform-Gradient [62] methods. The Smooth-Gradient is computed by aver-
aging the Gradient explanations of noisy versions of x, sampled from a Gaussian
distribution: Ez∼N (x,σ2I)∇zf(z). The Uniform-Gradient is computed in a similar
way, with the exception that the noise distribution is uniform and not Gaussian:
Eu∼U(x−σ,x+σ)∇uf(u).

3.2.1 Attacks to manipulate explanations
Similarly to common adversarial attacks [116, 117, 118], recent work has shown that
explanations can also be manipulated by adding a small and almost imperceptible
perturbation to the input [102, 60]. We refer to this class of attacks as explanation
attacks. There have been various formulations for explanation attacks [102, 60]. In
this work, we will use the formulation introduced by Dombrowski et al. [60]. In
this attack, the attacker tries to find a perturbed input for which the explanation is
manipulated to be very similar to a given target explanation map while the output of
the model remains approximately unchanged, i.e., the model prediction is the same
for the original and the perturbed input. Keeping the prediction unchanged makes the
explanation attack more effective, that is, the model is making a correct prediction for
a seemingly legitimate input, but the explanation is highlighting irrelevant features
as important towards this prediction and hence is misleading. The target map used
in this attack could be any heatmap in general. However, we used the explanation of
a target image as a target map in this work. Below, we will give a formal definition
of this attack.

Definition 2 (Targeted manipulation attack). For an input x, an explanation hf (x)
of a model f(x) is vulnerable to attack if there exists a perturbed/adversarial input
xadv, such that hf (xadv) is similar to a given target map ht but the model’s output
remains unchanged. An attacker finds xadv by minimizing the following objective
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function:

L =
∥∥hf (xadv)− ht

∥∥2︸ ︷︷ ︸
manipulate the expl

+

prediction unchanged︷ ︸︸ ︷
γ1 ∥f(xadv)− f(x)∥2+ γ2Lreg(x,xadv)︸ ︷︷ ︸

perceptual similarity

(3.1)

The first term of the equation ensures the similarity between the manipulated
explanation and the target map. The second term ensures the similarity between the
model output for the original and perturbed inputs. The third term regularizes the
perturbation to ensure perceptual similarity between the original and perturbed inputs.
Note that Lreg is defined by the attacker according to the type of the perturbation.
For instance, in an additive attack, that is, when xadv = x+ δ, Lreg could be some ℓp
norm of δ, for example ∥δ∥∞. The relative weighting of the terms in equation (3.1)
is controlled by the hyper-parameters γ1 and γ2.

3.2.2 Robustness of explanations
Recent work has tried to define the robustness of explanations in terms of the
sensitivity of input gradients to changes in the input data [62, 60]. Wang et al. [62]
define the robustness of explanations by the Lipschitz continuity coefficient of the
input gradients; a smaller coefficient means that the explanation is less sensitive to
the changes in the input and hence more robust. In this regard, a class of approaches
to generate robust explanations has been proposed in the recent works. These
approaches are either based on smoothing out the explanation maps or flattening the
decision boundary of the model itself. Broadly, these approaches can be classified
into two categories:

1. Post-hoc approaches do not require retraining of the network and can be
applied as a post-processing step.

2. Ad-hoc approaches to robust explanations require retraining of the network
and hence are more costly.

The post-hoc approaches we use in our experiments are Smooth-Gradient [115],
Uniform-Gradient [62], and β-smoothing [60]. The first two methods smooth the
explanation map and the third smooths the decision surface of the model. All three
approaches act on pre-trained models, hence the characterization ”post-hoc”. There
exist two well-known ad-hoc methods, CURE [107] that uses networks trained with
curvature regularization, and SSR [62]. In our experiments we use only CURE,
because with the publicly available code of SSR we were not able to reproduce the
results in the authors’ original publication.
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3.3 Evaluation of post-hoc approaches
We commence by evaluating the quality of explanations derived by post-hoc ap-
proaches. These do not require retraining of the network. Then, we evaluate the
robustness of these explanations by presenting results on effective non-additive
attacks to manipulate the explanations. For all of the experiments in this section, we
used a VGG-16 style network trained on the ImageNet dataset [119].

3.3.1 Quality of explanations of post-hoc approaches
To evaluate the explanation quality, there exist several quality tests in the literature.
In general, assessing the quality of an explanation is a challenging task and each
quality test only evaluates a particular aspect of an explanation. Therefore the
assemblage of quality tests helps understand which aspects of the explanations are
improved and which are deteriorated by the smoothing approaches.

Cascade randomization of model parameters. Adebayo et al. [120] argued that
it is desired for an explanation to be sensitive to the changes in the model parameters.
They proposed a model parameter randomization test to assess this sensitivity. In this
test, the parameters of a model are progressively randomized (re-initialized) from the
top layer (logits) to the bottom layers. In each randomization step, the explanation
from the resulting model is compared against the explanation from the original
model. Randomizing (re-initializing) the model parameters means losing what the
model has learned from the data during training and hence leads to a quick drop in
the prediction accuracy of the model. Therefore, we expect a ”good” explanation
to change significantly as the parameters of the model are being substituted with
random values. However, if an explanation is insensitive to the randomization of the
model parameters, then it is not deemed appropriate for debugging the model under
erroneous predictions [120].

The visual results of this test for Gradient explanation and post-hoc approaches
are shown in Figure 3.2. One can observe that the explanations derived from post-hoc
approaches show less sensitivity to the randomization of model parameters than
compared to the Gradient method. This can also be verified by the Spearman rank
correlation between the original and randomized explanations shown in Figure 3.3.
We observe that for the smoothed explanation methods, the original and randomized
explanations have a high rank correlation after the randomization of the top layers of
the network. These results highlight that using Smooth Gradient, Uniform Gradient,
and β-smoothing to achieve a more robust explanation can come at the expense of
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having explanations that are less sensitive to model parameters.

Figure 3.2: Cascade randomization of the VGG-16 (ImageNet) layers. The first column shows the
original explanation for the image ”Jay” bird. Each subsequent column shows the effect of the
randomization of the parameters of the network up to that layer (inclusive) on the explanations.
Smooth Gradient, Uniform Gradient, and β-smoothing explanations remain almost visually intact
after randomizing the top layers of the network.

Figure 3.3: Spearman rank correlation between the original and randomized explanation derived for
randomization up to the layer indicated by the x-axis. A higher rank correlation value indicates a
higher similarity, i.e, the higher the curve of an explanation method, the less sensitive it is to model
parameters. The results are averaged over 1000 Images from Imagenet and the shaded area around
each curve indicates the standard deviation.
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Class sensitivity of explanations. A good visual explanation should be able to
localize the image regions relevant to the target category, that is, it should be class
discriminative [100]. This is particularly significant when dealing with images
containing more than one object. To assess the class discriminativeness of an
explanation we used a quality test equivalent to the pointing game [121]. We
sampled images from the MS COCO dataset [122], containing two objects that
are also present among the ImageNet class labels. For this test we only keep the
samples for which one of the objects in the image is the top predicted class by the
network and the other object is among the top 20 predicted classes by the network.
We compute the explanation maps for each of the class labels corresponding to
the objects, that is, we compute the gradient of the output logit corresponding to
each object with respect to the input. Using the segmentation mask of the objects
provided in the dataset as ground truth, we compute the percentage of the top-20
values in the explanation maps generated for each target category that are inside the
corresponding segmentation masks. The results of this test are shown in table 3.1
and a visual depiction of this test is given in Figure 3.4. These results indicate that
the smoothed explanation methods are less discriminatory when generated for the
target class label that has a lower probability. This suggests that in terms of the class
discriminativeness of explanations, the post-hoc smoothing approaches investigated
in this paper are inferior to the Gradient method.

Table 3.1: Ratio of the explanation top-20 values included in the segmentation mask of each object.
Note that the columns ”obj 1” and ”obj 2” are for the explanations computed for the top predicted
class and the class corresponding to the second object in the image respectively. The results are
averaged over 60 samples.

Explanation Method obj 1 obj 2

Gradient 0.6 0.49
Smooth Gradient 0.54 0.37
Uniform Gradient 0.57 0.38

β-smoothing + Gradient 0.62 0.45

Sparseness of explanations. To create explanations that are human-accessible, it
is advantageous to have a sparse explanation map [123], that is, only the features
that are truly predictive of the model output should have significant contributions,
and irrelevant features should have negligible contributions. Sparse explanations are
more concise as they focus more on the features which had a significant contribution
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Figure 3.4: Class sensitivity of explanation methods. The top and bottom rows show the explanations
for the top-predicted class (”Siberian husky”) and the ”Egyptian cat” class respectively. We can
observe that the post-hoc smoothed explanations for the class with lower probability (bottom row)
have less intersection with the segmentation mask of the object (right-most column).

to model prediction. Therefore, sparser explanations can be more helpful for end-
users to understand the reasons for a specific prediction of the model [124]. This is
mainly important in applications where potentially new knowledge can be extracted
from explanations, for instance in medical domain, an expert can potentially learn
about features in an image that could lead to a specific diagnosis. Therefore, it is
important for the explanations to be concise and to highlight only relevant features.

To measure the sparseness of an explanation map, we applied the Gini Index on
the absolute value of the flattened explanation maps. The Gini Index is a metric that
measures the sparseness of a vector with non-negative values [125]. By definition,
the Gini Index takes values in [0, 1] with higher values indicating more sparseness.
Table 3.2 shows the average Gini Index of the Gradient, Smooth Gradient, Uniform
Gradient, and β-smoothing computed for 1000 randomly sampled images from
ImageNet. The results show that compared to the Gradient method, Smooth Gradient
and Uniform Gradient provide less concise explanations, whereas β-smoothing
actually improves the sparseness of the explanations as compared to the Gradient
method. This means that explanations generated by smooth and uniform gradient
methods can be less comprehensive as they can potentially present large attribution
values for irrelevant features. This can also be visually seen in Figure 3.5.

Explanation Infidelity. Introduced in Yeh et al. [43], this metric captures how
the predictor function changes in response to significant perturbations to the input.
For a predictor function f , explanation method hf , and a random variable I ∼ µI
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Table 3.2: Average Gini Index for the explanations of a VGG-16 network (averaged over 1000
samples). A larger Gini Index indicates more sparseness and hence a more concise explanation.
Notation: SG∼Smooth Gradient, UG∼Uniform Gradient, β-s∼ β-smoothing

Gradient SG UG β-s

Gini 0.56± 0.038 0.34± 0.053 0.35± 0.058 0.65± 0.067

Figure 3.5: Sparser explanations (higher gini index) are more concise and do not contain attributions
irrelevant to the predicted class.

which represents a meaningful perturbation, the explanation infidelity for an input x
is defined as:

INFD(hf , f,x) = EI∼µI

[(
ITh(f,x)− (f(x)− f(x− I))

)2]
(3.2)

This metric generalizes the completeness axiom [65, 64] because it allows for
different types of perturbations, which could be of interest depending on the problem
and the dataset. For instance, if we set I = x− x0, that is, the difference between
input x and some baseline x0, then the explanation that optimizes the infidelity for
this deterministic perturbation I , satisfies the axiom of completeness [43].

We use the infidelity metric to compare the effect of post-hoc smoothing ap-
proaches on the fidelity of explanations to the predictor function. As suggested
in [43], we used the square removal perturbation to compute the infidelity of explana-
tions for randomly selected images from ImageNet. Table 3.3 shows the results for
the post-hoc approaches. A lower infidelity value indicates better fidelity of the ex-
planation to the predictor function. The results suggest that the degree of smoothing
used to make explanations more robust, also improves their fidelity to the predic-
tor function. Therefore, with respect to the Infidelity metric, all of the smoothed
explanations investigated in this section are superior to the Gradient method. This
finding is also in line with the results of [43], that is, that modest smoothing im-
proves the infidelity of explanations. Note that in general, post-hoc smoothing of an
explanation reduces its sensitivity to input changes, which can be seen as enhancing
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Table 3.3: Average Infidelity for the explanations of a VGG-16 network (averaged over 200 samples).
A lower Infidelity value indicates better fidelity of the explanation to the predictor function.

Gradient SG UG β-s

Infidelity 2.26± 2.8 2.21± 2.71 2.2± 2.64 1.84± 1.7

its ”robustness” [43]. You can achieve lower sensitivity by applying more aggressive
smoothing, like increasing the standard deviation of Gaussian noise in the smooth
gradient method. However, it’s crucial to understand that lower sensitivity doesn’t
necessarily equate to a better explanation. For instance, consider an extreme case
of a constant explanation with the same value for every input. This explanation has
zero sensitivity but lacks fidelity to the model. So, it’s essential to strike a balance
and apply a reasonable amount of smoothing to maintain a faithful explanation.

Discussion of the results

We compared different quality aspects of the post-hoc smoothed explanations with
the Gradient method. Our results show that none of the investigated post-hoc methods
are constantly better or worse than the Gradient explanation in all quality aspects.
However, investigating different quality aspects can help us understand whether
using a post-hoc smoothed explanation can be harmful in a certain application or not.
For instance, if we intend to analyze erroneous predictions of a model, then smoothed
explanations cannot be helpful as they show less sensitivity to model parameters. On
the other hand, our results with the infidelity metric showed that modest amount of
smoothing helps to achieve explanations which are closer to satisfying the axiom
of completeness. Table 3.4 shows a summary of our results on the different quality
aspects of post-hoc smoothed explanations.

3.3.2 Robustness of explanations of post-hoc approaches

We employ different kinds of explanation attacks to assess the robustness of Smooth
Gradient, Uniform Gradient, and β-smoothing explanations. Mainly, we present
attacks composed of additive and non-additive perturbations, and show that they are
more effective than additive attacks to manipulate explanations. The non-additive
attacks we use are spatial transformation attacks [109], and recoloring attacks [110].
In the rest of this paper, we refer to the additive attack as Delta, spatial transformation
attack as StAdv, and recoloring attack as Recolor.
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Table 3.4: Comparison between different quality aspects of post-hoc smoothed explanations and the
Gradient method. In each cell, the symbol ✕(✓) indicates that the smoothed explanation is worse
(better) than the Gradient method in this quality aspect.

SG UG β-s

Sensitivity to
model parameters ✕ ✕ ✕

Class sensitivity ✕ ✕ ✕

Sparseness ✕ ✕ ✓

Fidelity ✓ ✓ ✓

We used the projected gradient descent (PGD) algorithm to optimize the objective
function (3.1)1. In our experiments, we evaluate three combinations of attacks,
namely Delta, Delta+StAdv, and Delta+StAdv+Recolor, against the explanation of a
VGG-16 network trained on ImageNet [119].

To evaluate the results of the attacks, we use two metrics: (1) The Cosine
Distance metric (cosd) to evaluate the similarity between the target and manipulated
explanations [62]. A lower cosine distance corresponds to a lower ℓ2 distance
between the target and manipulated explanations, which shows a higher similarity
between these explanations and hence a more successful attack. The range of the
values for cosd is between 0 and 1. (2) The LPIPS metric [126] for quantifying the
perceptual similarity between the original and perturbed images. A lower LPIPS
value indicates higher perceptual similarity. In an explanation attack, the attacker
aims to generate a perturbed image perceptually similar to the original image that
can change the explanation significantly. Hence a lower LPIPS value is desirable
for a successful explanation attack. We specifically use these two metrics in our
evaluation to make sure that the comparison between the attacks is fair. While
combining different types of perturbations will naturally make an attack stronger,
it will also cause the perturbation to be easily detectable in the perturbed image.
We show that by carefully setting the parameters of the non-additive perturbations,
combining additive and non-additive attacks can lead to better manipulation of
the explanation (lower cosd value) while having equally or even less perceptible
perturbation (lower LPIPS value) as compared to the additive attacks.

Figure 3.6 shows the cosine distance between the target and manipulated expla-

1As discussed in [102, 60], to avoid zero-valued gradients when optimizing (3.1), we have to
replace the ReLU activation with its smooth approximation. In this work, we used a soft-plus function
with a sufficiently large β.
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Figure 3.6: Evaluation with cosd (left) and LPIPS metrics for attacks against post-hoc approaches. For
both cosd and LPIPS, smaller values indicate higher similarity. The results show that the combination
of additive and non-additive attacks can manipulate the β-smoothing explanations significantly (lower
cosd value) while resulting in equally or even less perceptible perturbations (lower LPIPS value). All
results are averaged over 320 images from ImageNet. The black bars indicate standard deviation.

Figure 3.7: A visual example of explanation attacks against different methods. Under each attack
setting, the left column shows the perturbed image and the right column shows the corresponding
perturbed explanation.

nations, and the perceptual similarity (LPIPS) between the perturbed and original
images for each attack. We can observe that Delta+StAdv, and Delta+StAdv+Recolor
attacks are more effective than Delta attacks to manipulate β-smoothing explana-
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tions, that is, with a less perceptible perturbation (lower LPIPS value), we can
reach a cosd value between manipulated and target explanations very close to the
cosd value when attacking the Gradient method. Note that the Smooth Gradient
and Uniform Gradient methods present a weaker robustness as compared to the
β-smoothing method, that is, under the additive attack setting the cosd value for
these two methods is very close to the cosd value for the Gradient method (Figure 3.6
left). However, for reaching the same level of explanation manipulation, a more
perceptible perturbation is required when attacking Smooth Gradient and Uniform
Gradient methods (Figure 3.6 right). The effect of the non-additive attacks is less
significant on the Smooth and Uniform Gradient methods. However we can still
observe that the non-additive attacks are more successful against these methods,
that is, a smaller cosd value can be reached for an equal or even smaller LPIPS
value compared to the additive attacks. Taken together, these results show that the
β-smoothing explanations show better robustness to additive attacks as compared
to Smooth Gradient and Uniform Gradient explanations, however, they can be ma-
nipulated significantly by combining additive and non-additive attacks. Moreover,
Smooth Gradient and Uniform Gradient explanations are also more vulnerable to
non-additive attacks and hence such attacks should be considered as a threat to the
robustness of these methods. As an example, we visually compare the effectiveness
of Delta and Delta+StAdv+Recolor attacks against different explanation methods in
Figure 3.7.

3.4 Evaluation of ad-hoc approaches

Here, we recreate the experiments of Section 3.3 for the ad-hoc approaches. We study
the explanations of networks trained with curvature regularization (CURE) [107],
and adversarial training [111]. Training with CURE, regularizes the eigenvalue
of the input hessian with maximum absolute value and is similar to SSR, which
was shown to improve the robustness of explanations against additive attacks [62].
Adversarial training also smooths the decision surface and can provide more robust
explanations.

For the experiments in this section, we used a ResNet-18 network trained with
CURE and an adversarially trained ResNet-18 network trained on adversarial ex-
amples with ℓ∞ norm of the perturbations upper bounded by 8/255 [127]. Both
networks are trained on CIFAR-10 dataset [128].
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3.4.1 Quality of explanations of ad-hoc approaches
Cascade randomization of model parameters. We evaluate the sensitivity of
explanations of the networks trained with CURE and adversarial training using the
cascade randomization of model parameters test.

The visual results of this test for CURE and adversarial training are shown in
Figure 3.8. We can observe that the explanations from both of these networks show
less sensitivity to the model parameters compared to the explanations of a network
trained in a standard way. Specifically, the explanation of an adversarially trained
network is highly invariant to model parameters. This can also be observed in the
Spearman rank correlation between the original and randomized explanations shown
in Figure 3.9. These Results show that the explanation of an adversarially trained
network is less sensitive to model parameters. This suggests that the explanation of
an adversarially trained network cannot provide helpful visual evidence to debug a
model when it is making a wrong prediction.

Figure 3.8: Cascade randomization of ResNet-18 layers. The first column shows the Gradient
explanation for the image ”plane”. Each of the other columns show the effect of randomization of the
network parameters up to that layer (inclusive) on Gradient explanations. The explanations of the
adversarially trained network do not visually degrade after the randomization of the top layers of the
network.

Sparseness of explanations. We compare the sparseness of the explanations
derived by ad-hoc approaches, using the Gini Index metric. Table 3.5 compares
the Gini Index for the explanations of networks trained with different training
objectives. These results show that adversarial training helps improve the sparseness
of explanations as compared to standard training. Hence the explanations of an
adversarially trained network are more concise. This is also in line with the results
of [124]. However, the results in Table 3.5 indicate that training a network with
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Figure 3.9: Spearman rank correlation between the original and the randomized explanations (av-
eraged over 1000 Images from CIFAR-10). A higher rank correlation value indicates a higher
similarity, i.e, the higher the curve of an explanation method, the less sensitive it is to model parame-
ters.

CURE does not help to improve the sparseness of explanations as compared to
standard training.

Table 3.5: Gini Index for the explanations of a ResNet-18 network (averaged over 1000 images from
CIFAR-10). A larger Gini Index suggests a more concise explanation.

Standard training CURE Adversarial training

Gini Index 0.54± 0.035 0.54± 0.045 0.71± 0.054

Explanation Infidelity. To compare the fidelity of explanations derived by ad-
hoc approaches to the predictor function, we use the Infidelity metric with square
perturbation [43]. Table 3.6 shows the results for randomly selected images from
CIFAR-10. A lower infidelity value indicates better fidelity of the explanation to the
predictor function. From these results, we can observe that the explanation of the
networks trained with CURE and adversarial training have a higher fidelity to the
predictor model.
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Table 3.6: Infidelity of the explanations of a ResNet-18 network (averaged over 1000 images from
CIFAR-10). A lower Infidelity value is better.

Standard training CURE Adversarial training

Infidelity 5.69± 4.44 0.59± 0.34 1.56± 0.76

Discussion of the results

We compared different quality aspects of the explanations of ad-hoc approaches
with the Gradient method. We did not evaluate the class-sensitivity for the ad-hoc
approaches as there are no segmentation masks available for CIFAR-10 images.
Table 3.7 shows a summary of our results on the different quality aspects of ad-hoc
smoothed explanations.

Table 3.7: Comparison between different quality aspects of ad-hoc smoothed explanations and the
Gradient method. In each cell, the symbol ”✕(✓)” indicates that the smoothed explanation is worse
(better) than the Gradient method in this quality aspect. The symbol ”-” shows that there is no
significant difference.

CURE adv-train

Sensitivity to
model parameters - ✕

Sparseness - ✓

Fidelity ✓ ✓

3.4.2 Robustness of explanations of ad-hoc approaches
We evaluate the robustness of the explanations of ad-hoc approaches against expla-
nation attacks composed of different types of perturbations. We present results for
Delta, Delta+StAdv, and Delta+StAdv +Recolor attacks against the explanation of
the networks trained with CURE and adversarial training. Figure 3.10 (left) shows
the cosine distance (cosd) between the original and the manipulated explanation
and Figure 3.10 (right) shows the perceptual similarity between the original and
the perturbed image as a result of these attacks. For the adversarially trained net-
work, we can observe that non-additive attacks can more effectively manipulate
explanations compared to the additive attacks, that is, a lower cosd value can be
reached with equally or less perceptible perturbations as compared to the additive
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attacks (Figure 3.10, right). However, even with the strongest attack setting, that
is, the Delta+StAdv+Recolor attack, we still cannot get close to the cosd value
reached by attacking the explanation of the network trained in a standard way. This
shows that adversarial training is indeed an effective method in making explanations
more robust and it can show some levels of robustness even against combinations of
additive and non-additive attacks. Explanations of the network trained with CURE
are in general not as robust as the adversarially trained network, that is, a smaller
cosd value is reached when attacking the CURE explanations with an additive attack.
However, non-additive attacks have a less significant effect in manipulating the
explanation of a CURE network, that is, only a small decrease can be seen in the
cosd value compared to the additive attack while the perceptual similarity is also
not significantly better. In Figure 3.11, we can also visually compare the result
of Delta and Delta+StAdv+Recolor attacks against the explanation of a sample
image from CIFAR-10. We can observe that, the additive attack (Delta) almost
cannot visually change the explanation of the adversarially trained network while
the Delta+StAdv+Recolor attack can manipulate the explanation of this network to
be visually very similar to the target explanation (Figure 3.11, last row).

Figure 3.10: Evaluation with cosd (left) and LPIPS (right) metrics for the attacks against ad-hoc
approaches. For both cosd and LPIPS, smaller values indicate higher similarity. The results show
that non-additive attacks are more effective to manipulate explanations of CURE and adversarially
trained networks. All results are averaged over 1024 images from CIFAR-10 (vertical bars indicate
standard deviation)

3.5 Discussion
Investigating the smoothed explanations is an important topic, since the majority of
the efforts in the explainability literature to make robust explanations consists of some



Chapter 3. On Smoothed Explanations: Quality and Robustness 65

Figure 3.11: Results of explanation attacks against ad-hoc methods. Left: the target image and the
corresponding target explanation maps used to manipulate each explanation. Right: Perturbed images
together with the manipulated explanations for Delta and Delta+StAdv+Recolor attacks.

form of smoothing [60, 62, 114, 129, 130]. Therefore it is important to understand
the advantages and disadvantages of the smoothed explanations in terms of usefulness
and the quality of the explanation. The advantage of post-hoc smoothing approaches
is that they have a very low computational cost, that is, they only need to post process
the explanations and in the case of the Smooth and Uniform Gradient methods they
need to compute a few forward passes. However, we showed that explanations
derived by these approaches fall short in providing concise explanations that focus
only on the object related to the predicted class and discriminating it from the other
irrelevant objects in the image. On the other hand the ad-hoc approaches are very
costly and require retraining of the network, but they can provide explanations which
are superior to the Gradient explanations in terms of conciseness and fidelity to
the predictor model. Moreover, the attack results indicate that the explanations by
ad-hoc approaches present stronger robustness as compared to post-hoc approaches.
Furthermore, it is harder to manipulate ad-hoc explanations with strong attacks
that combine additive and non-additive perturbations. Taken together, our results
show that explanations derived by the ad-hoc approaches not only provide better
robustness compared to post-hoc approaches, but they also possess certain desirable
qualities which makes them superior to Gradient explanation.
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3.6 Conclusion
Explanation techniques should be able to increase the transparency of black-box
systems such as Neural Networks, by highlighting which of the input features
contributed to the decision. In this work we highlighted the shortcomings and
strengths of ”smoothed explanations”.

We have evaluated two aspects of smoothed explanations: a) explanation quality,
and b) explanation robustness. In terms of explanation quality, we performed a
thorough evaluation of four quality aspects: sensitivity to model parameters, class
discriminativeness, sparseness, and Infidelity. Our results show that the smoothed
explanations investigated in this paper perform worse than those of the Gradient
method in terms of sensitivity to model parameters and class discriminativeness.
Moreover, with the exception of explanations of the adversarially trained models,
smoothed explanation cannot improve the explanation sparseness. On the other hand,
we show that using such smoothing methods helps to improve explanation Infidelity.

We further looked at the robustness of explanations, when inputs are perturbed
by a combination of additive and non-additive attacks. To the best of our knowledge,
this is the first time such combinations of attacks are used to manipulate explanations.
Our experimental results highlighted the fact that non-additive attacks are still a
threat for explanation methods, including the smoothed ones. These results also
indicate that many problems in explanation robustness can be addressed by making
analogies with the domain of prediction robustness. As these two domains are closely
related, the solutions already explored in prediction robustness can be potentially
helpful to study explanation robustness. This will be the focus of our future work.



Chapter 4

Sparse Attacks for Manipulating
Explanations in Deep Neural Network
Models

Abstract. We investigate methods for manipulating classifier explanations
while keeping the predictions unchanged. Our focus is on using a sparse
attack, which seeks to alter only a minimal number of input features. How-
ever, finding sparse adversarial perturbations that manipulate explanations
can be difficult due to the NP-hardness of the corresponding ℓ0 minimization
problem. Our work presents an efficient and novel algorithm for comput-
ing sparse perturbations that alter the explanations, but keep the predictions
unaffected. We demonstrate that our approach leads to more effective expla-
nation attacks using fewer features than projected gradient descent with ℓ0
projection. Additionally, our algorithm generates sparser perturbations than
existing methods while resulting in greater discrepancies between original and
manipulated explanations. It is also possible to conceal the attribution of the k

most significant features in the original explanation by perturbing fewer than
k features of the input data. We present results for both image and tabular
datasets, and emphasize the significance of sparse perturbation-based attacks
for trustworthy model building in high-stakes applications. Our research re-
veals important vulnerabilities in explanation methods that should be taken into
account when developing reliable explanation methods. Code can be found at
https://github.com/ahmadajal/sparse expl attacks
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https://github.com/ahmadajal/sparse_expl_attacks
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4.1 Introduction

Deep neural networks (DNNs) have achieved exceptional accuracy in classification
tasks for image [131, 132], textual [133, 134], and tabular data [135]. However, un-
derstanding the reasoning behind DNN predictions remains a difficult task, making
them unreliable in critical fields such as finance, law, and medicine where trans-
parency and interpretability are vital. To address this concern, a range of explanation
methods have been developed to attribute numerical values to each data feature,
indicating its contribution to the model’s prediction [98, 136, 65, 115, 100, 12].
This understanding is crucial for high-stakes tasks in which domain experts make
decisions based on the model’s predictions. For example, regulators in the banking
sector may need to ensure that the model used to determine loan eligibility is fair
and unbiased. Thus, explanations are essential for building transparency and trust
between users and the model [21]. They also aid in debugging the model by revealing
potential spurious data correlations that may lead to incorrect predictions during
inference [12].

A widely used class of explanation methods, called gradient-based explanations,
calculates the gradient of the output logit corresponding to the predicted class with
respect to the input [98, 136, 65, 115]. These methods produce an attribution vector
that highlights the importance of each data feature in the prediction. However, recent
research has shown that gradient-based explanations of neural networks can be easily
manipulated through adversarial inputs [102, 60, 103, 104, 105]. By adding small-
norm perturbations to the input, an attacker can shift the focus of the explanation
towards irrelevant features, while keeping the model’s prediction unchanged. This
undermines the ability of the explanation to help end-users gain trust in a model’s
prediction.

For example, by manipulating an explanation, an attacker could potentially
mislead end-users into believing that a model does not rely on sensitive features,
such as gender or race, when it actually does [61, 137, 138, 139]. Another example
is depicted in Figure 4.1. A medical expert may use a model trained on X-ray images
of hands to diagnose bone age. However, if the model was trained on a biased dataset,
it may rely on a spurious signal, such as the tag with the letter ”L” in the image,
when predicting the ”mid-puberty” class. An appropriate explanation can reveal this
reliance on spurious signals and prevent the expert from using an unreliable model.
However, a malicious model owner can embed an adversarial noise in the input layer
of the model to cause manipulated explanations that could conceal the biasedness
of the model. As a result, the medical expert will be misled into thinking that the
model relies on appropriate features to make predictions. Therefore, the expert may
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trust this model since the explanations seem reasonable and the model has a high
accuracy as the attack does not change the predictions!

Original model
------------------------------

The model relies on specific 
tag on the image when 

predicting the “mid-
puberty” class

Input X-ray image

Prediction:
Mid-puberty

Correct explanation
Show reliance of

the model on the tag

Expert does not trust the 
model

---------------------------------
Explanation indicates 

model is relying on 
spurious features

Explanation helped:
The diagnosis won’t be 

based on an 
untrustworthy model

Prediction:
Mid-puberty

Adversary adds
perturbation

Expert trusts the model
---------------------------------

Explanation indicates 
model is relying on 
relevant features

Explanation hide the 
model reliance on 
spurious features:

The diagnosis will be 
based on an 

untrustworthy model

Figure 4.1: An example illustrating how manipulated explanations can lead to the usage of an
untrustworthy model in a real-world medical application. This figure is inspired from [59].

Explanation attacks are a type of method in which an attacker aims to manip-
ulate the output of an explanation method while keeping the model’s prediction
unchanged. This can be achieved by either altering the input to the model, such as
by adding a perturbation to the input [60, 102, 68], or by manipulating the model’s
weights [61]. In this work, we primarily focus on the scenario where an attacker
crafts an imperceptible perturbation to be added to the input in order to manipulate
the explanation. Additionally, we consider explanation methods that are based on
calculating the gradient of the output logit with respect to the input, also known as
gradient-based explanations [98, 136, 65, 100].

Most recent works on explanation attacks only consider ℓ∞ constraints on the
input perturbation to create an imperceptible perturbation [62, 102]. They use a
Projected Gradient Descent (PGD) attack [111] in which the attacker projects the
perturbed input onto the ℓ∞ ball with some radius δ around the original input. In
general, PGD attacks work very well in both prediction attack and explanation attack
scenarios. However, the perturbations resulting from these attacks are very dense
and they change almost every feature of the original input. Such perturbations are
less likely to occur in real-world scenarios. As a result, several sparse attacks have
been proposed in recent works to manipulate a classifier’s prediction by perturbing
only a few features [140, 141, 142, 143].

In explanation attacks, sparse perturbations can create a more realistic scenario
by only altering a small number of features. For example, hiding the importance of
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sensitive features like gender or race by only changing a small fraction of categorical
or numerical features is a more realistic scenario than changing a large number of
features.

In many applications, the goal of an explanation attack is to decrease the impor-
tance of a specific set of features in the explanation, such as in a top-k attack. A
naive solution in such cases is to directly zero out the information corresponding
to that set of features. However, such a naive method does not guarantee that the
model’s prediction will remain unchanged. A more effective solution is to use a
carefully chosen sparse perturbation that alters the minimum number of features
necessary to reduce the importance of the targeted set of features while maintaining
the prediction accuracy.

To address the aforementioned scenarios in explanation attacks, we introduce
sparse explanation attacks, which manipulate explanations by only altering a small
fraction of input features. There are two main challenges in finding perturbations
that affect the least number of features to manipulate an explanation:

1. Respecting the dynamic range of the data. (for example, [0,1] for images)

2. Maintaining the prediction of the model after applying the sparse perturbation.

Figure 4.2 illustrates an example of a sparse explanation attack, where altering only
0.3% of the image pixels changes the focus of the explanation.

Our main contributions are :

• We propose a novel greedy-based attack called GrID to manipulate explana-
tions using sparse perturbations while respecting the valid range of data and
keeping the model’s prediction unchanged.

• We present the outcome of our attacks in both image and tabular data and
under various gradient-based explanation methods and demonstrate that our
attack can successfully manipulate explanations by perturbing fewer features
compared to baseline attacks.

• Finally, we explain in detail an example case that uses sparse attacks to hide
the bias of a model.

4.2 Background
Explanation attacks aim to change the focus of an explanation away from the
important features identified by the original explanation. For example, in the context
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Figure 4.2: An example of a sparse explanation attack (top-k attack with k = 1000). By only
perturbing 0.3% of the pixels, the focus of the explanation shifts from the object corresponding to the
predicted class (trailer truck) to the background.

of image classifiers, this could mean reducing the importance of the region related to
the predicted class in the explanation heatmap, and highlighting irrelevant regions as
important instead (e.g., Figure 4.2).

To alter an explanation, we use the concept of the top-k attack [102]. In this
attack, the goal is to find a perturbed input such that the top-k features in the
perturbed explanation have the least intersection with the top-k features in the
original explanation. For a classifier f(.) and an explanation function h(.), the
perturbed input xadv can be computed from an input x by minimizing the following
objective function:
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minxadv

∑
i∈B

|h(xadv)i|+ γ
(
∥f(xadv)− f(x)∥2

)
(4.1)

where B indicates the set of the k largest values in the original explanation h(x). The
first term of (4.1) aims to reduce the importance of the features in the manipulated
explanation that correspond to the top-k values in the original explanation. The
second term ensures that the model’s prediction for the perturbed input remains the
same as for the original input. The choice of k in the top-k attack is dependent on the
dimensionality of the data. To create a manipulated explanation that is significantly
different from the original, k should be large enough in relation to the dimensionality
of the data.

It’s worth noting that the concept of a top-k attack can be extended to cases
where the attacker aims to hide the importance of a specific set of features in the
explanation, rather than only high-ranked features. In this case, a new set C is
defined, consisting of the targeted features, and the first term of (4.1) is replaced with∑

i∈C |h(xadv)i|. For instance, if the goal is to make a gender/race discriminative
model appear fair in a loan eligibility prediction scenario, an attacker can choose the
set C = {gender, race} to reduce the importance of these features in the explanation.

4.3 Baseline sparse attacks
One might expect that reducing the top-k attribution values of an explanation can be
done by carefully selecting k features of the input to manipulate. However, there are
two main challenges with this approach: 1) How to find the appropriate amount of
perturbation applied to each selected feature such that the top-k attributions change
significantly, but the prediction of the model remains the same. 2) How to find a
valid perturbed input with respect to the valid range of the data. Therefore, one
cannot arbitrarily select k features of the input and perturb them with a large value,
as this will likely violate the valid range of the data or change the prediction of the
model. In the following sections, we introduce two simple methods to find sparse
perturbations that both respect the valid range of the data and preserve the model
prediction. These methods will be used as baseline sparse explanation attacks.

4.3.1 Single-step attack
The objective of the top-k attack is to reduce the importance of the top-k features in
the original explanation, which naturally motivates a sparse solution. One approach
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to this problem is to only perturb the k features corresponding to the top-k attribution
values. To compute such a perturbation, it is sufficient to compute the direction in
which the objective (4.1) can be reduced the most, which is the opposite direction of
the gradient of (4.1). Then, only the dimensions of the gradient corresponding to
the top-k attribution values are used to update the original input x and derive xadv.
This attack is called a Single-step attack because it only performs a single step of
gradient descent. The attack process is shown in Algorithm 4.

Algorithm 4 Single-step attack
1: Input: original input x, predictor function f , explanation function h
2: Parameter: top-k attack parameter k, step size η, prediction loss coefficient γ
3: Initialize: m← 0, B ← argtopk (h(x)), xadv ← x
4: L =

∑
i∈B h(xadv)i + γ

(
∥f(xadv)− f(x)∥2

)
5: m{d|d∈B} = 1
6: xadv = Clip (xadv − η ·m · ∇xadv

L)
7: Return: xadv

We define a mask m to indicate the features of the gradient vector that will be
used to derive xadv from x. Initially, we have xadv = x, so the gradient of the second
term of L is zero. As a result, by choosing a large η in the Single-step attack, the
first term of L (the explanation loss) can be reduced arbitrarily. However, choosing a
large step size η will cause the model prediction to change in the Single-step attack,
as the update direction increases the output loss (second term in (4.1)). Therefore,
the step size η in this attack should be small enough such that the model prediction
does not change.

4.3.2 PGD attack with ℓ0 box constraint
Recent explanation attack research has primarily focused on using a Projected
Gradient Descent (PGD) attack with an ℓ∞ constraint [102, 62]. This attack ensures
that the perturbation applied to each feature is always less than a certain value δ, the
ℓ∞ ball radius. To create sparse perturbations, a similar attack can be modified to
use an ℓ0 constraint instead. The ℓ0 ball of radius k around x includes all points that
differ from x in no more than k dimensions. By applying an ℓ0 projection after each
step of gradient descent, we can create a PGD method with ℓ0 constraint that results
in a sparse perturbation. Formally, the ℓ0 projection is defined as:

Definition 3 (ℓ0 projection [141]). Given an input x ∈ [0, 1]d, we wish to project a
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point y ∈ Rd onto the set

C(x) =

{
z ∈ Rd |

d∑
i=1

1|zi−xi|>0 ≤ k, 0 ≤ zi ≤ 1

}
Or, in other words, the set of points z, which respect the valid range of the data, i.e.,
z ∈ [0, 1]d and differ from x in at most k dimensions.

To compute this projection, it suffices to solve the following constrained mini-
mization problem:

minz

d∑
i=1

(yi − zi)
2

s. th. 0 ≤ zi ≤ 1, i = 1, · · · , d,
d∑

i=1

1|zi−xi|>0 ≤ k

(4.2)

The projection discovers the closest point to y in euclidean distance, that respects
the valid range of the data and differs from x in only k dimensions or less. Croce et
al [141] introduced an efficient solution for the above projection that scales well to
data dimensionality. We refer the readers to the main paper [141] for the details of
this solution.

In the rest of this paper, we denote the PGD attack with ℓ0 box constraint as PGD0

attack. Algorithm 5 summarizes the PGD0 explanation attack. In this algorithm, the
radius of the ℓ0 ball is set to be k in the top-k attack. In other words, we are interested
in manipulating the top-k attributions by only perturbing, at most, k features.

The main drawback of the PGD0 attack is that it always creates perturbations
with exactly k non-zero elements. In other words, the number of perturbed features
is defined before the attack and these features must be perturbed in the attack. As
a result, this attack may perturb many redundant features and therefore may not
result in the minimum number of perturbed features required to manipulate the
explanation.

4.4 GrID attack: Greedy Increasing and Decreasing
the perturbation density

To address the pre-defined number of perturbed features in the PGD0 attack, we
propose a novel greedy-based attack called GrID (Greedy Increasing and Decreasing
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Algorithm 5 PGD0 attack
1: Input: original input x, predictor function f , explanation function h
2: Parameter: top-k attack parameter k, step size η, prediction loss coefficient γ,

number of iterations N
3: Initialize: B ← argtopk (h(x)), xadv ← x, j ← 0
4: while j < N do
5: L =

∑
i∈B h(xadv)i + γ

(
∥f(xadv)− f(x)∥2

)
6: xadv = xadv − η · ∇xadv

L
7: xadv = project-ℓ0(xadv,x, k)
8: j = j + 1
9: end while

10: Return: xadv

the perturbation density). This attack consists of two stages. In the first stage, we
iteratively select the n most important features to perturb based on the gradient of
the loss (4.1) with respect to the input until a successful attack, i.e. until the top-k
intersection between the original and the manipulated explanation is zero. In the
second stage, we perform a greedy search to drop as many less important features as
possible to further improve the sparsity.

We denote x as the original input and y as its corresponding ground-truth label.
Let f be the predictor model and h be the function being used to compute the
explanation. Moreover, we denote the set of top-k coordinates of the original and
manipulated explanations as B and Badv respectively. In the first stage of the attack,
we iteratively increase the density of the perturbation until we find an adversarial
input xadv for which Badv ∩ B = ∅, i.e. there is no intersection between the top-k
attributions of the original and manipulated explanations. For clarity, we define
a mask m indicating the features of the input that have been already perturbed
and initialize it with all zeros. In each iteration, we compute the gradient of the
attack loss (4.1) with respect to the current adversarial input xadv. The features
corresponding to the highest values of the gradient have a more significant effect
in manipulating the explanation. Therefore, in each iteration, we update the mask
m by adding the features with the highest gradient value that have not been already
selected.

g = ∇xadv
L·(1−m)

d1, d2, · · · , dn ←− argtopn (|g|), md1,d2,··· ,dn = 1
(4.3)
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Then we update the adversarial input as follows:

xadv = Clip (xadv − η ·m · ∇xadv
L) (4.4)

where η is the step size and the Clip operator is used to make sure that the computed
adversarial input stays in the valid range of the data. This stage of the attack ends
when we reach a zero top-k intersection between the original and manipulated
explanations. However, in practice, we can also have a perturbation budget, i.e.
the maximum allowed number of features to perturb. In such cases, we can end
this stage either when we reach a zero top-k intersection or when the number of
perturbed features reaches the perturbation budget.

The first stage of the GrID attack searches for sparse perturbations in a greedy
way by exploiting the latest updated gradient. This ensures that the selected features
to perturb in each iteration are the best choice and avoids selecting redundant features
to perturb contrary to the PGD0 attack. Moreover, in each iteration, we update xadv

in the direction of all of the so far selected features. This further helps to achieve an
adversarial input with zero top-k intersection faster.

Previous works that used sparse perturbations to change the prediction of a model
did not incorporate a step size in their attacks ([141, 142]). They used the sign of
the gradient vector to update xadv, i.e. in each iteration they perturb a feature to the
minimum or maximum value of the data valid range, depending on the direction of
the gradient vector. However, for explanation attacks, we found that this approach
often leads to a change in prediction after the attack. Increasing the coefficient γ
in (4.1) does not solve this issue, as it causes the explanation loss term to increase.
Therefore, we decided to include a step size in the sparse explanation attacks to have
better control over the output loss term and prevent changes in prediction after the
attack.

The first stage of the GrID attack achieves an adversarial input that provides
zero top-k intersection, However, some of the selected perturbed features can be
redundant due to the greedy nature of their selection process. Therefore, the GrID
attack also incorporates a second reducing stage to further improve the sparsity of
the adversarial input.

Formally, we denote r = xadv − x as the adversarial noise and define a set S
that contains the non-zero coordinates of r. We hypothesize that the features with
smaller noise values have a less significant contribution to creating a successful
adversarial input. Therefore in each iteration, we drop the noise component with the
minimum magnitude. Then we check whether the top-k intersection is still zero and
the model prediction is still intact after dropping the noise component. If this is the
case then this shows that the selected noise component is redundant and we update
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the adversarial noise and input by removing this noise component. However, if after
removing the noise component either the top-k intersection becomes non-zero or
the prediction changes then this shows that the selected component was a necessary
adversarial component and hence we keep it. In any case, at the end of each iteration,
we remove the selected component from the set S as we do not want to check this
component anymore. The whole process of the GrID attack is shown in Algorithm 6.

Algorithm 6 GrID attack
1: Input: original input x, true label y, predictor function f , explanation function

h
2: Parameter: top-k attack parameter k, step size η, prediction loss coefficient γ,

select number n
3: Initialize: m← 0, B ← argtopk (h(x)), Badv ← B
4: Initialize: xadv ← x
5: while Badv ∩ B ̸= ∅ do
6: L =

∑
i∈B h(xadv)i + γ

(
∥f(xadv)− f(x)∥2

)
7: g← ∇xadv

L · (1−m)
8: d1, d2, · · · , dn ←− argtopn (|g|)
9: md1,d2,··· ,dn = 1

10: xadv = Clip (xadv − η ·m · ∇xadv
L)

11: Badv ← argtopk (h(xadv))
12: end while
13:
14: r← xadv − x, S ← {d|d ∈ N, rd ̸= 0}
15: while S ̸= ∅ do
16: d← argmin

d∈S
|rd|

17: r′ ← r, r′d ← 0
18: x′

adv ← x+ r′, B′
adv ← argtopk (h(x

′
adv))

19: if B′
adv ∩ B = ∅ and argmax (f(x′

adv)) = y then
20: r← r′, xadv ← x′

adv

21: end if
22: S ← S − {d}
23: end while
24: Return: xadv

Note that in practice, if we apply a restriction on the perturbation budget, then for
some samples we may not reach a zero top-k intersection at the end of the first stage.
Therefore, we can alter the condition in the second stage to check if the number
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of elements in the top-k intersection set does not increase after removing a noise
component, i.e. |B′

adv ∩ B| ≤ |Badv ∩ B|. This way we can make sure that we can
have at least the same explanation manipulation as at the end of the first stage but
with a better sparsity.

4.5 Experiments
To demonstrate the effectiveness of the GrID attack in altering the explanations
provided by deep neural network architectures, we conduct extensive experiments
and investigate the following research questions:

• RQ1: How does the GrID attack compare to the baseline sparse explana-
tion attacks in terms of manipulating the explanation and the sparsity of the
perturbation?

• RQ2: How do the top-k intersection and the sparsity of the perturbation
change as we increase the k in the top-k attack?

• RQ3: What is the effect of the decreasing stage in the GrID attack in improving
the sparsity of the perturbation?

• RQ4: How well does the GrID attack perform in fair-washing a biased model?

We present our results on both image and tabular datasets to demonstrate the
generality of the techniques presented. To the best of our knowledge, this is the first
work that presents attacks on both types of datasets.

To evaluate the success of an attack in manipulating the explanation, we define
the top-k intersection loss.

top-k intersection loss =
|Badv ∩ B|

k
where Badv = argtopk(h(xadv),B = argtopk(h(x)

(4.5)

A lower value for the top-k intersection loss indicates that the explanation has been
manipulated to a greater degree, and therefore the attack was more successful. In
the extreme cases where |Badv ∩ B| = k, and |Badv ∩ B| = 0, this metric equals one,
and zero respectively.

To provide a complete analysis, we also calculate the total number of features
perturbed. For color images with 3 channels (red, green, blue), this value is computed
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with respect to the total pixels of the image (not individual features). For example,
for images in the CIFAR-10 dataset with size 3×32×32, we compute the percentage
of the total 1024 pixels that are perturbed. Moreover, we also report the accuracy of
the model for the perturbed samples to show how successful an attack is in terms of
keeping the prediction intact while manipulating the explanation.

4.5.1 Evaluating explanation manipulation and sparsity

We evaluate the sparse attacks on the explanations provided by four gradient-based
explainability methods: Gradient [98], Input times Gradient [65], Integrated Gradi-
ents [136], and DeepLIFT [65]. Across all attack settings, we set the perturbation
budget to be equal to k in top-k loss because we want to observe whether the sparse
attack can manipulate the top-k attributions by altering at most k features of the data.

Attacks in image datasets

We evaluate the sparse explanation attacks on the explanations of a ResNet-18 [131]
network trained on the CIFAR-10 [128] dataset and a VGG-16 network trained on the
Imagenet [119] dataset. For each attack and explanation method, we run the attack
on several images and report the average top-k intersection loss, the average number
of perturbed pixels, and the accuracy of the model on the perturbed images. For
the top-k attack, we set k = 20 for CIFAR-10 and k = 1000 for Imagenet datasets,
in line with past work on image datasets [62]. These values of k are sufficient to
manipulate the explanations of CIFAR-10 and Imagenet images. For all cases, we
set the pixel perturbation budget to be k. Moreover, for the GrID attack, we set n = 1
when attacking the CIFAR-10 explanations. When attacking Imagenet explanations,
since these images are high dimensional, perturbing only one pixel in each iteration
of the GrID’s attack first stage would have made the attack very slow. Therefore, we
decided to perturb n = 5 pixels in each iteration of the first stage.

Tables 4.1 and 4.2 show the results of the sparse attacks on the explanations of
networks trained on CIFAR-10 and Imagenet datasets, respectively. The single-step
attack performs worse than the other attacks because it only applies one step of
optimization. Since in the single optimization step of this attack, only the explanation
loss term gets reduced, this attack also performs worse than the other attacks in
terms of keeping the model prediction intact and its adversarial samples have lower
accuracy. The PGD0 and the GrID attacks can successfully reach a top-k intersection
loss close to zero and manipulate the explanation significantly. Moreover, both of
these attacks have an adversarial accuracy very close to 100% meaning that they
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can successfully preserve the model prediction while manipulating the explanation.
For the CIFAR-10 dataset, our GrID attack can reach a lower top-k intersection loss
compared to PGD0 attack while perturbing a significantly less number of pixels.
For the Imagenet dataset, however, the top-k intersection loss for the GrID attack
is slightly larger than the PGD0 attack. This could be due to the fact that we need
to perform more optimization steps to manipulate Imagenet explanations as these
images are high dimensional. Therefore the PGD0 perturbation gets more updated
during the PGD0 attack which leads to the top-k intersection loss being slightly
smaller.

Table 4.1: Evaluation of the sparse attacks against the explanations of a ResNet-18 trained on CIFAR-
10. We choose k = 20 in the top-k attack and set the perturbation budget to 20. Results are averaged
over 1000 images. (Grad∼Gradient, IG∼Integrated Gradients, top-k ints∼ average top-k intersection
loss, # perturb∼ average number of perturbed pixels)

Single-step PGD0 GrID

top-k ints 0.22 0.06 0.017
Grad # perturb 20 20 12.15

Accuracy (%) 92.83 99.79 99.79

top-k ints 0.28 0.049 0.019
IG # perturb 20 20 14.71

Accuracy (%) 92.94 99.83 100

top-k ints 0.22 0.052 0.021
Grad×
input

# perturb 20 20 13.15
Accuracy (%) 90.86 99.27 100

top-k ints 0.22 0.054 0.02
DeepLift # perturb 20 20 13.3

Accuracy (%) 90.76 99.27 99.72

Figure 4.3 provides a visual comparison of the results of the sparse attacks
against the Gradient explanation for a sample image from the Imagenet dataset. By
comparing the visual heatmaps of the original and manipulated explanations for
GrID and PGD0 attacks, we can see that features with high attribution values in
the manipulated explanation are not relevant to the predicted class (trailer truck).
It can also be observed that the sparse perturbation resulting from the single-step
attack is less noticeable. This is because the single-step attack performs only one
optimization step with a small step-size to keep the prediction unchanged. However,
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Table 4.2: Evaluation of the sparse attacks against the explanations of a VGG-16 trained on Imagenet.
We choose k = 1000 in the top-k attack and set the perturbation budget to 1000. Results are averaged
over 500 samples from Imagenet.

Single-step PGD0 GrID

top-k ints 0.16 0.029 0.023
Grad # perturb 1000 1000 505.6

Accuracy (%) 78.19 99.13 97.38

top-k ints 0.23 0.048 0.06
IG # perturb 1000 1000 422.80

Accuracy (%) 79.21 100 95.05

top-k ints 0.19 0.036 0.044
Grad×
input

# perturb 1000 1000 500.89
Accuracy (%) 81.69 99.71 97.1

top-k ints 0.19 0.034 0.042
DeepLift # perturb 1000 1000 497.65

Accuracy (%) 80.52 99.42 98.25

this attack is not successful and the resulting manipulated explanation is hardly
different from the original explanation. Furthermore, the GrID attack can reach a
manipulated explanation with a much sparser perturbation compared to the PGD0

attack. The sparser perturbation from the GrID attack also results in a less perceptible
perturbation compared to the PGD0 attack.

Note that in Figure 4.3, although the GrID attack provides a very sparse pertur-
bation, still some of the perturbed pixels are visually perceptible in the image. This
is due to the fact that in the GrID attack, we only pursue the objective of achieving a
perturbation that is as sparse as possible and we do not have any restriction on the
maximum magnitude of the perturbation. Therefore, in some cases, the perturbed
pixels may be visible due to the high magnitude of the perturbation. However, our
algorithm can be easily adapted to also accept an ℓ∞ norm restriction to reach a
less visible perturbation. Note that with such additional restriction, there will be a
trade-off between sparsity of the perturbation and imperceptibility.

Attacks in tabular datasets

We evaluate sparse explanation attacks against the explanation of tabular datasets.
For training DNNs on tabular data, we used the benchmark models from [135]. We
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Figure 4.3: Perturbed images and corresponding perturbed explanations resulting from sparse attacks
against the explanation of a VGG-16 network for an image sample from Imagenet.

used the MLP and ResNet architectures trained on tabular datasets. For implementing
these architectures, we used the rtdl Python library1 and for performing neural
architecture search and tuning the hyper-parameters we used the optuna [144]
Python package. We used two synthetic tabular datasets for the experiments of this
section. The characteristics of these datasets are summarized in Table 4.3.

Table 4.3: Tabular datasets

Epsilon Yahoo

# objects 400000 709877
# features 2000 519
# classes 2 5

The results in Tables 4.4 (a) and (b) for the Epsilon and Yahoo datasets show
that the GrID attack is more successful in manipulating the explanations compared
to the other attacks, as it achieves a smaller top-k intersection loss with a sparser
perturbation proving the superiority of this attack.

1https://yura52.github.io/rtdl/stable/index.html
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Table 4.4: Evaluation of the sparse attacks against the explanations of neural networks trained on
the a) Epsilon and b) Yahoo dataset. We choose k = 20 in the top-k attack and set the perturbation
budget to 20. Results are averaged over 1000 samples. (Grad∼Gradient, IG∼Integrated Gradients,
top-k ints∼ average top-k intersection loss, # perturb∼ average number of perturbed pixels).

(a) Epsilon dataset

ResNet model MLP modelExpl.
method Single-step PGD0 GrID Single-step PGD0 GrID

top-k ints 0.59 0.18 0.11 0.58 0.18 0.11IG # perturb 20 20 18.97 20 20 19.0

top-k ints 0.63 0.25 0.11 0.58 0.17 0.11Grad×
input # perturb 20 20 18.95 20 20 19.04

(b) Yahoo! dataset

ResNet model MLP modelExpl.
method Single-step PGD0 GrID Single-step PGD0 GrID

top-k ints 0.86 0.29 0.26 0.76 0.24 0.14IG # perturb 20 20 15.68 20 20 15.06

top-k ints 0.72 0.18 0.088 0.63 0.24 0.13Grad×
input # perturb 20 20 13.80 20 20 12.08

4.5.2 Ablation study

Effect of the decreasing stage in the GrID attack

We investigate the effect of the decreasing stage in the GrID attack on the sparsity of
the adversarial input. In what follows, we denote the first stage of the GrID attack as
”greedy increase”, and the second stage as ”greedy decrease”. For this experiment,
we perform top-k attack with k = 20 against the gradient explanation of a ResNet-18
network trained on CIFAR-10 dataset and we set the perturbation budget to 20.

The results shown in Table 4.5 show that the first (increasing) stage of the GrID
attack can successfully manipulate the explanation, i.e. it can reach an average top-k
intersection loss close to zero. Moreover, the increasing stage of the GrID attack is
already better than the PGD0 attack in terms of the perturbation sparsity as it can
reach a zero top-k intersection loss without using the whole perturbation budget. By
adding the decreasing stage, which forms the GrID attack, we can observe that the
average number of perturbed pixels reduces from 14.55 to 12.15. This proves that
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the reducing stage is indeed effective in improving the sparsity of the adversarial
input. Furthermore, we also applied the decreasing stage of the GrID attack to the
result of the PGD0 attack to improve the sparsity of the resulting adversarial input.
The results shown in Table 4.5 indicate that the perturbation resulting from the GrID
attack is sparser compared to the perturbation resulting from the PGD0 + greedy
decrease attack. This proves that the choice of the pixels to perturb in the increasing
stage of the GrID attack is more effective compared to the PGD0 attack.

Table 4.5: Effect of the decreasing stage in the GrID attack. Here top-k ints indicate average top-
k intersection loss and # perturbation indicates average number of perturbed pixels. Results are
averaged over 1000 images.

top-k ints # perturbation

greedy increase 0.021 14.55
PGD0 + greedy decrease 0.053 15.73

GrID 0.017 12.15

Effect of k in the top-k explanation attack

We evaluate the sparse explanation attacks under different values of k. To do this,
we run the sparse attacks against the gradient explanations of CIFAR-10 images for
increasing values of k in the top-k attack objective (4.1). For all attacks, we set the
pixel perturbation budget to be k.

Figure 4.4 shows the results of these attacks. As we can see, for all values of
k, our GrID attack reaches a lower top-k intersection loss and performs a more
successful attack (Figure 4.4, left). It is important to note that as we increase k, the
top-k intersection loss initially decreases, but then starts to increase again. This
is expected, as for small values of k, the perturbation is more restricted due to
the small number of pixels that can be modified. As we increase k, we have a
larger perturbation budget and hence the attack can reach a lower top-k intersection
loss. However, for large values of k that are close to the dimensionality of the
image, changing all of the top-k features of the explanation becomes a difficult
task, resulting in a larger top-k intersection loss. However, this does not mean that
the explanation gets less manipulated for very large values of k. By looking at
the cosine distance (cosd) values for different values of k (Figure 4.4, right), we
can see that as we increase k, the cosine distance between the original and the
manipulated explanations increases, indicating that the manipulated explanation
becomes increasingly different from the original. The number of pixels perturbed
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by the PGD0 attack is always equal to k since the ℓ0 projection always results in
a perturbed image different from the original image in exactly k pixels. This can
be seen in Figure 4.4 (middle column). On the other hand, the GrID attack can
manipulate the explanation with sparser perturbations. Moreover, we can observe
that for very large values of k, reducing the top-k intersection loss to zero becomes
more challenging, and hence the GrID attack requires perturbing a larger fraction of
the perturbation budget.

Figure 4.4: Comparing the performance of the sparse attacks for different values of k in the top-k
attack. left: top-k intersection loss vs k, middle: number of perturbed pixels divided by k vs k, right:
cosine distance between the manipulated and target explanations vs k. Each attack setting is run over
500 samples from CIFAR-10 and the average results are shown in the figure.

4.5.3 Case study: fair-washing a gender-biased model
As mentioned in Section 4.1, explanations can help to reveal the dependence of
a model on spurious signals. This is particularly important in applications in the
areas of medicine, finance or law where provision of explanations is an important
component to make sure biases or unfair treatment of certain classes can be avoided.
Particularly, dependence on sensitive features such as gender or race can lead to
unfair models which are gender or race discriminative.

Although explanations can help to reveal the dependence of a model decision
on sensitive features, they can also be used to hide such fact and hence mislead a
user into believing that the model is fair (when it is actually not). Recent works
refer to this (mis)use of explanations as fair washing [137, 145, 138, 59]. In this
experiment, using a sparse explanation attack we seek to hide the fact that a model is
gender-biased, in specific, that it is discriminative against females. To conduct this
experiment, we used the adult income dataset [146], which has been widely used in
the fairness literature and is well-known to have a gender bias. The classification
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Figure 4.5: Explanation for a data point from the adult income dataset. The scores shows the contri-
bution of each feature towards predicting the positive class (high salary). The original explanation
shows high negative importance for the gender=female feature (highlighted in yellow), i.e, the
model depends heavily on the gender being female when predicting a low salary. The manipulated
explanation hides this gender-discriminative behavior of the model and shows that being a female has
no effect on model’s decision when predicting a low salary.

task for this dataset is to predict whether an adult earns more or less than $50K
annual salary. To create a predictive model, we trained a ResNet architecture on this
dataset. We trained a model on a subset of this dataset to strengthen the dependence
of the model on gender=female when predicting salary<=$50K. We can also
observe this dependence in Figure 4.5 (left) which shows the Integrated Gradients
explanation of model prediction for a female sample. This explanation shows that
being a female has the highest negative contribution towards predicting a high salary,
which clearly shows the discrimination of the model against females.

We perform an explanation attack to fair-wash the above-mentioned model
and hide the fact that it discriminates against females. For the samples for which
gender=female and salary<=$50K, we wish to reduce the importance of the
gender feature in the explanation while keeping the prediction unchanged. Using
our GrID attack, we are able to do so by only perturbing a few features of the
data. To perform the attack in this setting we do not use the top-k loss in (4.1).
Instead, we choose the set B = {gender=female} in the first term of (4.1) as we
intend to reduce the importance of this feature in the explanation. We do not perturb
the gender=female and gender=male features in this attack, i.e, we do not
change the gender of the data point when perturbing it. Figure 4.5 (right) shows the
resulting manipulated explanation after the attack for a sample in the adult income
dataset. We can observe that in this explanation being a female is not a decisive
feature for predicting a low or high salary. Compared to the original explanation, the
ranking of the remaining features has not been drastically modified which enhances
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the truthlikeness of the manipulated explanation.

4.6 Discussion
We introduce an innovative and efficient algorithm named GrID, designed for gener-
ating sparse perturbations that effectively manipulate the explanations provided by
graph neural networks. Our method demonstrates remarkable efficacy in achieving
substantial explanation manipulation using notably sparser perturbations compared
to PGD attacks with ℓ0 constraints. In some scenarios, as illustrated in Figure 4.2, the
GrID attack may produce perceptible perturbations. By integrating an ℓ∞ constraint,
we can achieve perturbations that are less conspicuous yet less sparse. Furthermore,
to enhance the imperceptibility of sparse perturbations, an enhancement approach
involves the identification of pixels in the image that are less susceptible to visible
perturbations. Subsequently, the algorithm assigns a higher probability to perturb-
ing these less noticeable pixels. This has the potential for further refinement and
optimization in future iterations of the GrID attack.

4.7 Related work
Explanation attacks. Past work has shown that explanations can be manipulated.
This could be done by adding a small-norm perturbation to the input data such that
the explanation changes significantly, but the model prediction remains unchanged.
Such perturbations can be found by optimizing an appropriate objective function
with the gradient descent method. Ghorbani, et al [102] showed that gradient-
based explanations of deep neural network (DNN) image classifiers are fragile and
defined three different types of explanation attacks. Dombrowski, et al [60] gave
an analysis showing that the explanations of DNNs are malleable due to the high
curvature of the decision surface of DNNs. In line with this analysis, Wang et
al [62] defined the robustness of gradient-based explanations around a data point
x as the local Lipschitz Continuity of the explanation function around point x. To
robustify explanations, they introduced a regularization term called Smooth Surface
Regularization (SSR) for the training objective of a DNN, which penalizes the large
curvature in a DNN. [107] and [62] showed that adversarial training [111] leads to a
significant decrease in the curvature of the decision surface of a DNN and hence to
more robust explanations. Finally, Dombrowski, et al [114] developed a theoretical
framework to derive bounds on the maximum manipulability of explanations and
proposed three different techniques to boost the robustness of explanations. Besides
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input perturbation, another approach to achieve manipulated explanations is via
adversarial model manipulation, which was explored in [61, 103].
Sparse perturbations. Sparse perturbations have been explored in the context of
adversarial attacks to change the decision of image classifiers. [141] proposed a
black-box technique to craft sparse adversarial perturbations. Their method is based
on sampling progressively more pixels of an image and perturbing each selected
pixel to one of the 8 corners of the unit cube in the RGB space which decreases
the corresponding logit of the true label the most. Although this method can reach
the minimum number of perturbed pixels required to change the prediction, it is a
very costly method, and applying it to high-dimensional data is not practical. As a
white-box and cheap technique to find adversarial examples with small ℓ0 distance
to the original input, [141] proposed a method to compute projection onto the ℓ0 ball.
Using this projection in an adversarial attack leads to finding an adversarial input
with a small ℓ0 distance to the original input (and hence a sparse perturbation). They
called such an attack as PGD0. As another method to craft adversarial examples
with sparse perturbations, [142] proposed sparsefool. This method is a white box
method which can find sparse perturbations very fast and can scale well to high-
dimensional data. This method is based on linearizing the decision surface around a
data point and then solving an ℓ1 constrained linear optimization problem, which has
a sparse solution. Finally, Dong, et al [143] proposed GreedyFool, a distortion-aware
greedy-based sparse attack to change model prediction. This attack uses a Generative
Adversarial Net (GAN) to learn a precise distortion map which acts as an invisibility
constraint that helps the attack to achieve better invisibility.

4.8 Conclusion

Computing sparse adversarial perturbations that can manipulate the explanations is
a challenging task. This is mainly due to the NP-hardness of the ℓ0 minimization
problem, which is equivalent to finding the most sparse solution. One needs also to
make sure that the valid range of the data is respected and that the prediction does
not change after the attack. Here, we explored these challenges and proposed an
effective algorithm that computes sparse perturbations. We showed that our approach
works better than performing a PGD attack with ℓ0 projection. It also leads to
higher dissimilarity between the original and manipulated explanations and a sparser
perturbation. We demonstrated that it is possible to completely hide the attribution
of the k most important features in the original explanation by perturbing less than k
features of the input data. Additionally, we highlighted the potential implications
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of these attacks on building trustworthy models in high-stake applications, where
explanations are crucial for ensuring fairness and avoiding bias. Our results reveal
new vulnerabilities in the current explanation methods and call for the development
of more robust explanation methods.





Chapter 5

Using Neural and Graph Neural
Recommender Systems to Overcome
Choice Overload: Evidence from a
Music Education Platform

Abstract. The application of recommendation technologies has been crucial in
the promotion of physical and digital content across numerous global platforms
such as Amazon, Apple, and Netflix. Our study aims to investigate the advan-
tages of employing recommendation technologies on educational platforms,
with a particular focus on an educational platform for learning and practicing
music.

Our research is based on data from Tomplay, a music platform that offers
sheet music with professional audio recordings, enabling users to discover and
practice music content at varying levels of difficulty. Through our analysis,
we emphasize the distinct interaction patterns on educational platforms like
Tomplay, which we compare with other commonly used recommendation
datasets. We find that interactions are comparatively sparse on educational
platforms, with users often focusing on specific content as they learn, rather
than interacting with a broader range of material. Therefore, our primary goal
is to address the issue of data sparsity. We achieve this through entity resolution
principles and propose a neural network (NN) based recommendation model.
Further, we improve this model by utilizing graph neural networks (GNNs),
which provide superior predictive accuracy compared to NNs. Moreover, we
demonstrate that by leveraging the computational subgraph of a node in a
GNN, we can generate an explanation for a recommendation by highlighting
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the influential users and items. Finally, our study demonstrates that GNNs are
highly effective even for users with little or no historical preferences (cold-start
problem).

Our cold-start experiments also provide valuable insights into an independent
issue, namely the number of historical interactions needed by a recommen-
dation model to gain a comprehensive understanding of a user. Our findings
demonstrate that a platform acquires a solid knowledge of a user’s general
preferences and characteristics with 50 past interactions. Overall, our study
makes significant contributions to information systems research on business
analytics and prescriptive analytics. Moreover, our framework and evaluation
results offer implications for various stakeholders, including online educational
institutions, education policymakers, and learning platform users.

5.1 Introduction

E-commerce sites and digital distribution platforms offer a vast amount of physical
and digital content, which can make it overwhelming for a user to discover content
that aligns with their personal preferences. As a result, users are often faced with a
choice overload [147]. Recommender systems fall under the category of business
analytics that can alleviate these challenges by discovering content that aligns with
the user’s interests based on their historical preferences [148]. Such analytics have
been shown to increase user satisfaction by reducing the time required to search
for relevant content [149]. The presence of a recommendation system is equally
advantageous for the business implementing it [150, 151], as it extends the users’
overall engagement on the platform, resulting in interaction with new content or
leading to new purchases [151].

Numerous studies have demonstrated the advantages of recommender systems
for both users and businesses [152]. Most research has focused, however, on e-
commerce and multimedia content providers and platforms including Amazon,
Netflix, Spotify, and YouTube, where users are regarded as quick ”consumers” of
physical or digital content. Such platforms benefit from increased user engagement
with existing content to gain a better understanding of users and provide tailored and
personalized recommendations. Conversely, in an educational or learning system,
users typically interact with fewer items due to the inherent learning curve associated
with comprehending or assimilating presented content. Our study examines a case
that generally displays different interaction patterns than typical multimedia and
e-commerce platforms.
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In collaboration with Tomplay, we studied the potential benefits of using rec-
ommendation technologies on their educational platform. Tomplay is an app that
offers interactive music sheets, or partitures. The music sheets for any type of music
are paired with high-quality recordings. Noteworthy is that the same content is
created and is available at different degrees of difficulty and for different instruments.
Musicians can download music sheets that match their proficiency level and play
along with a professional multi-track recording of the piece. This allows them to
enjoy the experience of playing with a band or an orchestra while practicing the
music.

We examined the users’ past preferences to understand their musical tastes
and predict music sheets that they would be interested in. While building the
recommendation engine, we discovered interesting characteristics of user interactions
on this educational platform. We found that the majority of users interact with fewer
items compared to traditional recommender systems. We hypothesize this to be a
characteristic of educational platforms, where the goal of users is to ”learn” some
content (such as how to play a song in this case) rather than to consume content
(e.g., a movie or a song). As a result, users interact with fewer items but access
patterns exhibit a more repetitive behavior, as users come back to the same item
multiple times. We posit that to be another important characteristic of an educational
or learning platform, where users revisit the same content multiple times as part of
the learning process.

We begin by conducting a comparative analysis of the data characteristics of this
educational platform compared to other recommendation datasets for movies, songs,
and books. We highlight the high degree of data sparsity in this educational dataset
and discuss the implications for applying recommendation technologies. In the
case of Tomplay, we take advantage of the availability of music sheets for multiple
musical instruments to create additional associations between users and items (music
sheets). We achieve this by implementing a lightweight entity resolution system
based on neural embeddings. By combining the embedded music sheets with user-
item interactions, we create a neural recommendation engine. We demonstrate that
our approach can improve accuracy compared to matrix factorization and neural
network-based recommender systems. Subsequently, we build a recommendation
engine using graph neural networks and present various design choices. We show
that this approach provides even better recommendation accuracy. Contributions of
this work include:

• A presentation and comparative study of the interaction characteristics of an
educational platform compared to more traditional content-providing platforms
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for books, songs, and videos. To the best of our knowledge, this is the first
time such findings and comparisons have been reported.

• We take advantage of the ”multi-instance” of music sheets for different instru-
ments and at multiple difficulty levels to alleviate some of the data sparsity
issues for user-item interactions. We use entity resolution concepts based on
embeddings to alleviate the multi-instrument and multi-difficulty instances of
the same music, thus reducing the interaction sparsity.

• We show the improvement in predictive power that we can achieve with the use
of a neural architecture and an architecture based on graph neural networks.
We also compare our approach to other prevalent batch and sequential neural
recommendation algorithms.

• We demonstrate that by leveraging the computation sub-graph used by the
GNN architecture, we can generate an explanation for a recommendation. This
explanation highlights the most influential users and items toward a specific
recommendation, making the recommender system decision process more
transparent to business owners.

• We investigate the number of past user interactions that a predictive model must
access in order to sufficiently understand a new user and generate effective
recommendations. To study this, we conduct a cold-start experiment where
we progressively increase the recommender model’s knowledge of a user’s
historical preferences and calculate the recall and precision of the predictive
system. We discover that with approximately 50 historical interactions, the
recommender model has good knowledge of the user.

In what follows, first, we describe the type of data that we use. Then, we
present a neural recommendation system, and afterward, one based on graph neural
networks. We show how to properly tune the graph model and how to address
cold-start situations. Later, we present our experiments. We delegate the discussion
of the related literature until after the experiments so that the reader becomes more
acquainted with the contributions of this work. We conclude with a discussion and
further applications and extensions of this research.

5.2 The Tomplay app
To give the reader an understanding of the type of data collected, we will start by
briefly describing some of the functionalities of the Tomplay app. The app offers
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Exploration / Multiple difficulties Partiture and Playback

Figure 5.1: Two major functionalities offered by the Tomplay app related to this paper: exploration
and playback. The Beatles song ”Hey Jude” (left panel) has multiple instances: different difficulty
levels, different accompaniments (with or without orchestra, etc) and offered to various instruments.

two main modes, as shown in Fig. 5.1:

1. Exploration of available music sheets through the Tomplay store or already
downloaded content. Users can filter the music sheets based on instrument,
song difficulty, or perform a text search. There are more than 20 instruments
for which music content exists, including piano, violin, saxophone, clarinet,
drums, etc.

2. Playback of already downloaded content. Users can accompany the playback
of the music performance with their own instrument. When viewing the actual
music partiture, there are several other functionalities offered (annotation,
partial playback, etc.), but they are not relevant to this work.

The data we have available is as follows: during every user playback of a music
sheet, a log event is recorded as {song ID, user ID, timestamp}. Therefore, the
dataset can be viewed as a graph where nodes are the music sheets and the edges
represent the time sequence of the playback. We provide examples of the data graph
for three users in Fig. 5.2.

5.3 Data characteristics
The dataset that we examine has several interesting characteristics that are different
from traditional recommendation datasets.
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Figure 5.2: Playback patterns for three different users (from top to bottom). Each node is a music
sheet/song, and each arc indicates the sequence of interactions in time. The user behavior is highly
repetitive; users visit the same song several times.

1. Multiple instantiations of the same content (Fig. 5.5). In our scenario, there
are multiple versions of the same song: a) at different levels of difficulty, b) for
various instruments, and c) with different accompaniments or orchestrations (e.g.,
single instrument recording, duet, with/without orchestra, etc.). In Table 5.1, we see
an example of the same musical piece by Bach, offered for different instruments
(violin and cello), at different difficulty levels (easy and intermediate), and with
diverse accompaniments (duet or single instrument). This is important to note
because we have multiple versions of the same piece but under different IDs. These
IDs may be consecutive in many cases, but not always, as different versions of the
same song may have been created at different points in time. The main challenge
is that if we treat each version with a separate ID as a separate item, we may miss
important content relationships, for example, similar musical content accessed by
users playing different instruments. All these songs would have completely different
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IDs because they represent separate entities.
2. Extremely sparse interactions. The previous observation suggests that the

interaction between users and items in the Tomplay dataset is even more sparse than
typical recommendation platforms that offer a single version of the same content. Fig.
5.3 compares the sparsity of interactions of the Tomplay dataset to other well-known
recommendation datasets for books (Goodreads), movies (Netflix and Movielens),
and songs (LastFM). We observe that for Tomplay, users have on average much
fewer interactions than for all the other datasets. This is likely because each item
(music sheet) may require learning time, and thus users interact with fewer items in
total.

Figure 5.3: Comparison of Tomplay dataset with other benchmark recommender datasets in terms of
interaction sparsity. We see that in an educational setup, such as Tomplay, users interact with fewer
items because of the learning curve involved in properly appreciating and learning an item on the
platform.

3. Multiple visits. Items (music sheets) are commonly visited multiple times by
the same user (Fig. 5.2). We hypothesize that, in an educational platform, content
must be repeated several times for it to be learned. In comparison, one rarely reads
a book more than once, and it is quite infrequent to watch a movie several times.
These observations are also discernible in Fig. 5.4, where we provide a histogram
comparing the average in-degrees of user graphs, as shown in Figure 5.2, for 100
random users in the Tomplay and LastFM datasets. For LastFM, nodes have lower
in-degrees because users usually listen to a song a few times. In contrast, in the
Tomplay dataset, it is not uncommon to have nodes (music sheets) that are visited
10, 20, or more times by a user.
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Figure 5.4: Comparing the average user graph in degrees for 100 random users of the Tomplay dataset
and the LastFM dataset (users stream music songs). We see that in the Tomplay dataset, many nodes
(music sheets) have higher in-degrees because they are visited multiple times.

We believe that the characteristics mentioned above are generic to educational
platforms, and are not typically exhibited in non-educational platforms or recom-
mendation datasets. In non-educational settings, a user typically ”consumes” content
and interacts with it a limited number of times, as there is no learning curve present
as in educational settings.

Based on the previous discussion, we can provide recommendations by leverag-
ing the collective knowledge of users with similar musical preferences. The musical
taste would be captured by a high overlap in their preferences for music items,
regardless of the instrument, difficulty, or accompaniment of those items.

5.4 Neural Networks with Entity Resolution
The previous observations have highlighted that to uncover the underlying music
preferences of users, one should emphasize the higher-level characteristics of an
item (e.g., the title and the composer) and underemphasize the importance of the
specific instantiation of a song: difficulty, instrument, accompaniment.

To address this challenge, we decided to perform a lightweight entity resolution
phase in our recommendation engine that would allow us to ”group” (but in a soft,
probabilistic manner) the multiple instantiations of a musical item. The main idea
of our approach is to first extract representations of song names from a powerful
language model and then combine them with the song embeddings learned during
the training of the recommender system. The song title embeddings provide us
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Table 5.1: A sample of the data that we have at our disposal. The same song (a song by Bach in
this case) is available for different instruments, at different levels of expertise, and across various
recordings (e.g., single instrument or with orchestra, etc.).

ID Title Composer Style Difficulty Instrument Accompaniment

1001
Erbarme dich, mein Gott,
BWV 244 (level easy) Bach Classical Easy Violin Without Accompaniment

1002
Erbarme dich, mein Gott,
BWV 244 (level intermediate) Bach Classical Intermediate Violin Without Accompaniment

3035
Erbarme dich, mein Gott,
BWV 244 (level easy) Bach Classical Easy Cello Duet

3036
Erbarme dich, mein Gott,
BWV 244 (level intermediate) Bach Classical Intermediate Cello With Orchestra

6032 The Pink Panther Mancini Film Music Progressive Clarinet With Orchestra

7455
Ma rendi pur contento
- SOPRANO Bellini Classical Intermediate Singing With Orchestra

12704
The Logical Song
(level difficult, sax soprano) Supertramp Pop/rock Difficult Saxophone With Orchestra

21047 Braveheart James Horner Film Music Easy Violin With Orchestra

84176
Braveheart
(level beginner, with orchestra) James Horner Film Music Beginner Piano With Orchestra

Beginner

Very easy

Easy

Easy to Intermediate
..

Upper advanced

Progressive

Solo

With Orchestra

With accompaniment

Duet (Piano-Violin)
Duet (Violin-Guitar)

Trio

…

Item = music sheet

composer title difficultyID instrument style accompaniment

Figure 5.5: The database can contain the same song with multiple IDs, instruments, difficulties, and
accompaniments, because of the multi-instantiations of a song. The attributes that do not necessarily
have a unique value for the same song are striped.
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Figure 5.6: Our neural recommendation architecture uses a lightweight entity resolution process
based on text embeddings to enforce the ”soft” grouping of multiple instantiations of the same song.

with embedding vectors that place the same songs (with potentially different levels,
instruments, etc.) close to each other. On the other hand, the song (item) embedding
learned by the recommender system places similar songs (according to users’ prefer-
ences) close to each other in the embedding space. Therefore, combining these two
embeddings is expected to give us the best of the two cases.

More precisely, for each song we append the composer’s name to the song
title and extract the representation of the resulting text from the sentence-BERT
model [153]. We used the pre-trained multi-lingual model from huggingface 1.
Supporting multiple languages is necessary as the song titles in our dataset are in
English, French, and German. After extracting the text representation, the resulting
vector is averaged with the item embedding vector. Although averaging the two
embedding vectors may lead to losing some information specific to the dimensions
of the two embedding spaces, in practice we found averaging more effective than
concatenating the two vectors. Moreover, by avoiding concatenation, the resulting
model will have fewer parameters and hence will be lighter. The resulting vector can

1https://huggingface.co/sentence-transformers/paraphrase-xlm-r-multilingual-v1
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be treated as a new item embedding which is fed to the recommender architecture.
Our approach can be applied to any recommender model that learns item embeddings,
for example, neural recommender systems. Figure 5.6 provides the details of our
architecture. Similar to conventional recommender systems, the item embeddings
capture different features of the items. In our case, they capture the features of the
songs such as the instrument and difficulty. By combining the item embeddings
with the user embeddings, the recommender system learns about users who have
the same level of expertise and instrument of choice and have similar musical tastes.
Moreover, the sentence-BERT model embeddings place instances of the same song
with varying difficulty levels, instruments, and accompaniment close to each other
in the latent space. By combining the sentence-BERT embeddings and the item
embeddings, the model can learn about users with similar musical tastes regardless
of their level of expertise and preferred instrument.

5.4.1 Architecture of the Neural Network model

The input layer of the model consists of user and item identifiers together with
the item features used by the model. On top of the input layer is the embedding
layer which projects sparse representations, i.e., user (item) identifiers, into dense
vectors called user (item) embedding. These embeddings are trained such that
similar users (items) are placed close to each other in the users’ (items’) latent space.
To perform the entity resolution task for the same songs with different levels or
instruments, the model contains another embedding lookup which is initialized with
the embeddings of the concatenated song and composer names extracted from the
pre-trained sentence-BERT language model.

Notation Consider a recommendation problem consisting of M users and N
items. The matrices EM×K

U and EN×K
I are the users and items embedding matrices

respectively, where K is the dimensionality of the users (items) latent space. The
embedding vectors for a user u and an item i are denoted by vU

u and vI
i respectively.

The matrix EN×K
T contains the textual embeddings of song names and composers.2

For an item i, its textual embedding vector is denoted by vT
i .

For a user u and item i, the input to the fully connected network is the concate-
nation of the vectors vU

u and vavg
i , where vavg

i =
(
vI
i + vT

i

)
/2. The fully connected

network can include several fully connected layers (also known as hidden layers).

2Note that this matrix has the same dimensions as the item embedding matrix EN×K
I
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The output of each layer serves as the input to the next layer:

al+1 = ReLU
(
Wlal + bl

)
, (5.1)

where al is the vector of the neuron values in layer l, bl is the bias of the layer, Wl

is the weight matrix of the layer. A Rectified Linear Unit (ReLU) function is used as
the activation function of the network. Finally the prediction of the model for a user
u and an item i can be formulated as:

ŷu,i = f
(
vU
u ,v

I
i ,v

T
i | EU ,EI ,ET ,Θf

)
, (5.2)

where Θf denotes the learnable parameters of the network f . Note that the textual
embeddings of song names and composers, extracted from the sentence-BERT pre-
trained model, can also be updated during the training. That is why we included the
matrix ET as part of the model parameters in (5.2).

5.4.2 Training the model
The output of the model, ŷu,i represents how likely it is that user u interacts with
item i. To have a probabilistic form of this likelihood, ŷu,i is constrained to be in the
range [0, 1] by applying a sigmoid function σ(.) on the output neuron. To learn the
model parameters, the binary cross-entropy loss function is minimized:

L = −Σ(u,i)∈Y+ log σ(ŷu,i) + Σ(u,i)∈Y− log(1− σ(ŷu,i)) (5.3)

where Y+ is the set of all user-item interactions in the dataset. Since we are dealing
with an implicit feedback problem, that is, we have access only to the positive
interactions, we need to create a set of negative interactions Y− as well. For each
positive interaction (u, i) several items are uniformly sampled which are not among
the items the user u interacted with. The set Y− in (5.3) is built in this way.

5.5 Using Graph Neural Networks
In this section, we extend and tune the previous neural network into a graph neural
network (GNN) architecture. GNNs have been shown to outperform deep neural
networks in many setups where the problem can be more naturally posed and
represented as an instance of a graph problem. Moreover, GNNs are designed to
handle complex relationships and interactions by learning from the graph structure
of the data, making them well-suited for recommendation tasks.
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There exist several GNN architectures, which one can use to build their model. As
our GNN architecture, we adopt the LightGCN [154] architecture because it is simple
and lightweight. We modified and augmented this architecture in the following ways
: (1) we employ the same lightweight entity resolution as the previous approach for
the item embeddings, (2) we intelligently assign weights to the user-item interaction
graph’s edges to capture the time dependency of interactions, (3) we augment the
LightGCN architecture to address the cold start problem – that is, how to predict
future items for new users for whom we do not have access to any of their historical
preferences. The last part is particularly important because it allows us to make
predictions for users without (or with only a few) historical preferences.

5.5.1 Architecture of the GNN model
Recommendation of items to users can be formulated as a link prediction problem
in the user-item interaction graph. We represent the interactions between users and
items as a bipartite graph G = {VU

⋃
VI , E} where VU is the set of users, VI is

the set of items, and E is the set of edges between them. In our case, we have a
multigraph with one edge for each log event {u, i, timestampui} ∈ VU × VI × R.

As mentioned, we use LightGCN as the backbone of our GNN model, which cap-
tures node features by averaging the features of its neighbors. The GNN architecture
that we use is presented in Figure 5.7.

Starting with the initial embedding e
(0)
u for each user u and e

(0)
i for each item i,

embeddings at each layer of the GNN are propagated to the next layer according to
the following equations:

e(k+1)
u =

∑
i∈N (u)

e
(k)
i√

|N (u)|
√
|N (i)|

∀u ∈ VU

e
(k+1)
i =

∑
u∈N (i)

e
(k)
u√

|N (u)|
√
|N (i)|

∀i ∈ VI

(5.4)

whereN (u) is the set of neighbors of user u in the graph,N (i) is the set of neighbors
of item i, and the superscript (k) indicates the layer number. The final embedding of
a user/item is computed as the average of the embeddings across all layers and the
initial embeddings:

en =
1

K + 1

K∑
k=0

e(k)n ∀n ∈ VU ∪ VI , (5.5)
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Figure 5.7: The Graph Neural Network architecture used in this work.

where K is the number of GNN layers. The predicted score of an interaction between
user u and item i is then computed as the dot product of their embeddings:

yui = eTuei. (5.6)

We denote the adjacency matrix of the graph by A, the degree matrix by D,
the normalized adjacency matrix by Ã = D− 1

2AD− 1
2 , and the initial and final

embedding matrices as E(0) and E, respectively. The users are represented in the
first M rows of A and the items are represented in the next N rows. The adjacency
matrix is given by:

A =

(
0 R
RT 0

)
,

where R is an M×N matrix that represents the interactions between users and items.
As we have a multigraph, R ∈ N(M+N)·(M+N), we can rewrite the equations (5.4)-
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(5.6) into simplified matrix operations:

E(k+1) = ÃE(k), (5.7)

E =
1

K + 1

K∑
k=0

E(k). (5.8)

where E(k) is the matrix of embeddings at layer k. We compute the scores of all
interactions as:

Y = ET
UEI ,

where EU is the matrix containing the embeddings of all users and EI is the matrix
containing the embeddings of all items (i.e. the first M and the last N rows of E).
The embeddings are initialized in the same way as the neural recommender system
introduced in Section 5.4, i.e., we also use the item name and composer embeddings
from the sentence-BERT model.

5.5.2 Preprocessing the graph
Here, we describe pre-processing steps that we considered for the user-item interac-
tions graph, to make it more amenable for use by a GNN-based predictive model. In
particular, we considered (1) adding edges between items to highlight the connection
between multiple instantiations of the same content/song in various difficulty levels,
and, (2) assigning weights on the edges of the graph in order to differentiate between
interactions based on their timestamp. Below, we describe these two pre-processing
steps in more detail.

Adding edges. As discussed in Section 5.3, users tend to interact with only a
few items, resulting in a sparse graph. However, in our case, many items are
similar, e.g., instances of the same song with different difficulty levels or different
instruments. Therefore, one may expect that connecting such items with edges can
be advantageous for the GNN-based recommender system. We proposed to connect
“similar” item nodes based on the various instantiations of a song. Adding extra
edges between such item nodes increases the density of the graph and can potentially
enhance the performance of the GNN. We investigated various strategies for adding
edges, namely, adding edges between items with the same title and similar difficulty,
adding edges between items with the same title and same instrument, and connecting
the items with the same composer, style, or instrument. However, none of these
strategies proved to be helpful to achieve better recommendation accuracy.
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Adding edge weights. To consider the time dependency of the interactions, we
assigned weights to the graph edges using the timestamp of each interaction. Specif-
ically, we assigned weights such that more importance is given to more recent
interactions. For an interaction between user u and item i, we compute its weight
based on the difference between the timestamp of the interaction and the times-
tamp of the most recent interaction of user u. More precisely, the edge weights are
computed as follows:

wui = exp

(
−γ ·

maxi′∈N (u)(timestampui′)− timestampui

C

)
where γ is a hyperparameter that controls the decay of edge weights over time.
γ = 0 means that the edge weights are constant and equal to one, while γ → ∞
means that only the most recent interactions are considered. C is a normalization
constant that can be selected to be in the order of the cardinality of interactions in a
recommendation dataset. With edge weights, equations (5.4) can be rewritten as:

e(k+1)
u =

∑
i∈N (u)

wuie
(k)
i√∑

i′∈N (u) wui′

√∑
u′∈N (i) wu′i

∀u ∈ VU ,

e
(k+1)
i =

∑
u∈N (i)

wuie
(k)
u√∑

i′∈N (u) wui′

√∑
u′∈N (i) wu′i

∀i ∈ VI .
(5.9)

Adding edge weights improved the model performance, indicating that the time
dependency of interactions is important for capturing user preferences. Results are
shown in Figure 5.9 and discussed in Section 5.6.

5.5.3 Handling new users
In this section, we explain how the graph neural network architecture can be adapted
to handle new users for whom there are no historical preferences.

Reformulation of the problem

We divide the set of users into two groups: existing users VU,t, and new users
(cold-start) VU,c such that VU,t

⋃
VU,c = VU , VU,t

⋂
VU,c = ∅. We assume that we

have a model trained on the existing users and their interactions. The goal is to
make recommendations to new users. Our goal is to understand the amount of
information (past interactions) we need to know about a new user in order to reach a
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good understanding of the user’s preference. To achieve this goal, we examine the
recommendation performance for the new users when varying the number of known
interactions of the new users. We denote the number of known interactions of the
new users by m. In this case, we can represent the adjacency matrix of the graph as
follows:

A =

 0 0 Rt

0 0 Rc

RT
t RT

c 0

 ,

where Rt represents the interactions of the existing users and Rc represents the
already known interactions of the new users. Note that in the case where we do not
know any past interactions of the new users, i.e., m = 0, the matrix Rc will not have
any non-zero element. We also define the matrices At and Ac as the interactions of
the existing users and the known interactions of the new users respectively:

At =

 0 0 Rt

0 0 0
RT

t 0 0

 , Ac =

0 0 0
0 0 Rc

0 RT
c 0


Having a model trained on the adjacency matrix At, the goal is to predict the next
interactions of the new users given the information we already know about their first
m interactions, i.e., the information represented in the matrix Ac.

GNN forward pass for the new users

The GNN forward pass to compute the node embeddings is based on the Equations
5.4 and 5.7. Since the model has been trained only on the existing users’ interactions,
that is, the matrix At, we only have the embedding of the items and existing users
and do not have the representation of the new users in the embedding space. By
leveraging the GNN forward pass together with the m interactions we already know
about the new users, we can compute the embedding of the new users.

To compute the embedding of the new users, we mainly face two challenges: 1)
How to normalize the message aggregation in the forward pass, that is, equation (5.4),
for the new users? 2) How to initialize the embedding of the new users?

In the standard forward pass of the GNN, we normalize the message aggregation
by the square root of the degree of the nodes that are at both ends of the message
passing (equation (5.4)). However, we empirically observed that when computing
the embedding of a new user, normalizing only by the square root of the user node’s
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degree leads to a better cold start accuracy. Suppose that uc is a new (cold start) user.
Then its embedding at the (k + 1)th layer of the GNN can be computed as follows:

e(k+1)
uc

=
∑

i∈N (uc)

1√
|N (u)|

e
(k)
i , (5.10)

To initialize the embeddings of the new users, for instance in the above case e(0)uc , we
decided to initialize them with an all-zero vector. In our experiments, we observed
that a zero vector initialization led to a better cold start accuracy compared to using
the average embedding of the users with the same level and instrument as the cold
start user.

5.6 Results
In this section we present the results of our experiments and address the following
research questions:

• RQ1: How does our proposed approach perform in comparison with the state-
of-the-art classical recommender systems and neural recommender systems
(batch or sequential)?

• RQ2: Do the recommendations of our approach make sense considering the
user’s expertise, instrument of choice, and musical taste?

• RQ3: Can the item embeddings learnt by our architecture capture the similari-
ties between music sheets?

• RQ4: Under a cold-start setting, how many historical interactions do we need
to know for a new user to make good recommendations?

In what follows, we present the experimental settings together with the answers to
the above research questions.

5.6.1 Accuracy of predictions
Dataset. The Tomplay dataset that we used for the experiments of this section has
in total 7,510,000 interactions from 35,028 users practicing 33,397 music partitures
(items).
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Baseline methods. We compare our GNN approach to various methods, including
both neural network (NN) based recommender systems and classic recommender
systems such as matrix factorization:

• Matrix Factorization. This method uses the classic matrix factorization [155]
approach to derive latent vectors for users and items. The dot product of these
latent vectors gives the predicted score for a user-item pair. For training this
model, we used the Bayesian Personalized Ranking (BPR) [156] loss function.

• Factorization Machine [157]. This method learns user and item vector
representations and uses both first-order and second-order user/item feature
interactions in order to predict recommendations.

• Neural Factorization Machine [158]. This method combines the linearity
of factorization machines and the non-linearity of neural networks to model
higher-order feature interactions.

• Neural Collabuserorative Filtering [159]. This model learns embedding
vectors to represent users and items. To predict recommendations, this model
uses a multi-layer perceptron (MLP) network to learn the user-item interaction
function.

• TiSASRec [160]. This is a sequential recommendation approach that not
only models the time order of interactions using self-attention layers, but also
models the actual time interval between interactions.

• Wide & Deep [161]. This method jointly trains wide linear models and deep
neural networks to combine the benefits of memorization and generalization
for recommender systems.

• Neural Network + entity resolution [69]: Our neural recommender system
as described in Section 5.4.

Parameters settings We implemented the models in PyTorch. The embedding size
is tuned among {64, 128, 256, 512} for all baselines and fixed to 512 for LightGCN.
We used the Adam optimizer with a batch size fixed to 1024. The learning rate
is tuned among {0.001, 0.0001} across all models. For our GNN architecture, the
number of layers is tuned among the set of values {1, 2, 3, 4}.
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Figure 5.8: Evaluation process. Split: The first 70% of each user interactions are in the training set,
the next 10% in the validation set, and the last 20% in the test set. When training the GNN model, the
edges corresponding to validation and test interactions are not included in the graph. In the test phase,
the validation edges are added to the graph.

Evaluation. To evaluate the performance of item recommendation, we re-organized
each user’s interactions based on time, and kept 20% of the most recent interactions
in the test set, the last 10% of the interactions before the test interactions in the vali-
dation set, and the rest in the training set (see Figure 5.8). For evaluation metrics, we
used: Recall@25, Precision@25, HR@10, and NDCG@10. Recall@25 shows how
much of the ground truth items in the test set are among the top 25 recommendations
for a user, whereas Precision@25 computes the fraction of the top 25 recommended
items that are included in the test set. To compute HR@10 and NDCG@10, we use
a method similar to [159]. For each user, we considered the oldest item in the test set
as the test item. Then we sampled 99 items with which the user has not interacted
in the past, and ranked the test item among these 100 items. HR@10 computes the
existence of the test item among the top 10 recommendations, while NDCG@10 also
considers the rank of the test item among the top 10 recommendations and assigns
higher values to higher ranks. To assess the statistical significance of our results,
we repeated the evaluation phase multiple times and each time we sub-sampled
50% of the test set randomly. Also, we trained the models multiple times with a
random initialization of the networks. In this way, we assess robustness with respect
to variation of data and network initialization. Finally, we performed a t-test to
determine whether the difference in performance between our approaches and the
comparative approaches is statistically significant. We can observe that the majority
of the reported results between our approach and all other techniques are statistically
significant for a p-value < 0.001.

Table 5.2 presents the performance of different recommender models for the
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Table 5.2: Comparison of various batch and sequential recommendation approaches on the Tomplay
dataset. All reported results between our approach and the other methods are statistically significant
for p -value < .001.

Model F1-score Recall@25 Precision@25 HR@10 NDCG@10

Matrix Factorization [155] 0.09∗∗∗ 0.14∗∗∗ 0.07∗∗∗ 0.93∗∗∗ 0.74∗∗∗

Factorization Machine [157] 0.184∗∗∗ 0.337∗∗∗ 0.127∗∗∗ 0.967∗∗∗ 0.864∗

Neural Factorization Machine [158] 0.185∗∗∗ 0.322∗∗∗ 0.130∗∗∗ 0.943∗∗∗ 0.847∗∗∗

Neural Collaborative Filtering (NCF) [159] 0.19∗∗∗ 0.33∗∗∗ 0.13∗∗∗ 0.97∗∗∗ 0.87∗∗∗

TiSASRec [160] 0.182∗∗∗ 0.226∗∗∗ 0.152∗∗∗ 0.954∗∗∗ 0.863∗∗∗

Wide & Deep [161] 0.167∗∗∗ 0.319∗∗∗ 0.131∗∗∗ 0.959∗∗∗ 0.861
Deep & Cross [162] 0.191∗∗∗ 0.333∗∗∗ 0.134∗∗∗ 0.964∗∗∗ 0.869∗∗∗

Neural Network + entity resolution [69] 0.205∗∗∗ 0.353∗∗∗ 0.145∗∗∗ 0.998 0.810∗∗∗

This work: GNN + entity resolution 0.239 0.382 0.174 0.996 0.86

***: p-value < 0.001, **: p-value < 0.01, *: p-value < 0.1

Tomplay dataset. These results show the superiority of our approach across a variety
of metrics. Our method performs particularly well with respect to recall and precision
metrics. This means that our approach performs better in recommending items that
will be in the interest of the user for future interactions. This is due to the fact that
our approach alleviates the problem of having multiple instances of the same song,
and recommends items that both match the musical taste of the user and her level
of expertise and instrument of choice. Our approach is only marginally inferior to
some of the other baseline models in terms of the NDCG metric. The NDCG metric
has a higher value when the test item has a higher rank among the recommendations.
However, for our application, it is the F1-score, recall, and precision metrics that
are of more interest to the user. They weigh equally the global basket of future
recommendations, and this is exactly what the user needs to see in this application:
all the potential music sheets to explore based on past preferences.

5.6.2 Examples of recommendations
Here we showcase some examples of recommendations generated by our recom-
mender system. We show the actual top-10 recommended music sheets for random
users in Tables 5.3 and 5.4. From these results, we can observe that even for the
recommended music sheets that were not included in the user’s test set (the rows
that are not colored green), they are still compatible with the user’s difficulty level
and instrument. Moreover, the recommended items closely capture a user’s musical
taste as their style and composer reflect similar music genres.

In Table 5.5 we observe recommendations for a sampled user given by our neural
network (Section 5.4) and GNN (Section 5.5) recommender systems. We observe
that their predictions are quite similar and the recommendations from the GNN-based
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Table 5.3: Recommended songs for a sample user with 101 interactions in the training set. Highlighted
green rows indicate the undeniably ”correct” recommendations, i.e., those which were present in the
user’s test set.

Title Composer Style Level Instrument

The Four Seasons
’Spring’ - I. Allegro Vivaldi Classic Very easy Flute

The Twelve Days of Christmas Traditional Christmas music Easy to intermediate Flute
Titanic - My Heart Will Go On

(level easy) Horner (James) Film music Easy Flute

Marche nuptiale Wagner Classic Very easy Flute
Pirates of the Caribbean Zimmer (Hans) Film music Intermediate Flute

We Wish You a Merry Christmas Traditional Christmas music Very easy Flute
The Nutcracker - Dance of the Sugar-Plum Fairy Tchaikovsky Classic Very easy Flute

Ouverture 1812, Opus 49 - Andante Tchaikovsky Classic Easy Flute
Ochi Chernye Traditional World music Easy to intermediate Flute

The Four Seasons
’Spring’ - I. Allegro Vivaldi Classic Difficult Flute

Table 5.4: Recommended songs for a sample user with 81 interactions in the training set. Highlighted
green rows indicate the undeniably ”correct” recommendations, i.e., those which were present in the
user’s test set.

Title Composer Style Difficulty Instrument

Chasing Cars (level intermediate) Snow Patrol Pop/rock Intermediate Violin
Honeysuckle Rose Fats Waller Jazz Easy to intermediate Violin

The Sound of Safed (Klezmer) Sher World music Easy to intermediate Violin
Summertime (level intermediate) Gershwin Jazz Intermediate Violin

Ki Mitziyon (Klezmer) Burstyn World music Easy Violin
Tico Tico no Fuba Traditionnel World music Intermediate Violin

What a Wonderful World
(level intermediate/difficult) Louis Armstrong Jazz Intermediate to difficult Violin

Tango Habanera Nazareth World music Intermediate Violin
Concerto pour deux violons en ré mineur,

BWV 1043 – I. Vivace (Violon 1) Bach Classic Intermediate Violin

Pirates des Caraı̈bes (level intermediate) Zimmer (Hans) Film music Intermediate Violin
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Table 5.5: Comparison of recommended songs between our Neural recommender system (above
double horizontal lines), and by our GNN recommender systems (below double horizontal line) for
a user who had 79 interactions in the training set. Highlighted green rows indicate the undeniably
”correct” recommendations, i.e., those which were present in the user’s test set.

Title Composer Style Level Instrument
Titanic - My Heart Will Go On (niveau débutant) Horner (James) Musique de film Beginner Guitar

Sur le pont d’Avignon Traditionnel Enfants Beginner Guitar
Au clair de la lune Traditionnel Enfants Beginner Guitar
A la claire fontaine Traditionnel Enfants Beginner Guitar

Alouette Traditionnel Enfants Very Easy Guitar
Cadet Rouselle Traditionnel Enfants Very Easy Guitar

L’eau vive Béart Musique du monde Très Facile Guitar
Vive le vent (niveau facile) Pierpont Musique de Noël Easy Guitar

1492 : Christophe Colomb - Conquest of Paradise Vangelis Musique de film Beginner Guitar
Ton invitation (niveau facile, guitare acoustique) Louise Attaque Pop/rock Easy Guitar

Titanic - My Heart Will Go On (niveau débutant) Horner (James) Musique de film Beginner Guitar
Old MacDonald Had a Farm Traditionnel Enfants Beginner Guitar

Sur le pont d’Avignon Traditionnel Enfants Beginner Guitar
Frère Jacques Traditionnel Enfants Beginner Guitar

Au clair de la lune Traditionnel Enfants Beginner Guitar
A la claire fontaine Traditionnel Enfants Beginner Guitar
Joyeux anniversaire Traditionnel Enfants Beginner Guitar

Une souris verte Traditionnel Enfants Beginner Guitar
Alouette Traditionnel Enfants Very Easy Guitar

Le Parrain (niveau très facile, guitare seule) Nino Rota Musique de film Very Easy Guitar

model are slightly more accurate.
Another way to use the recommendation model is for generating ”more like

this” recommendations, when a user visits a particular music-sheet. Therefore, the
recommendations now are not necessarily tailored to a particular user, but capture
global similarities between songs. This can be achieved by computing the embedding
of each item using our architecture, and then finding the k-Nearest-Neighbors (kNNs)
of that item in the embedding space. We show an example of this for the ”We wish
you a Merry Christmas” song for the violin in Table 5.6. We see that the 10 most
similar items are related to Christmas music. The second example in Table 5.7 is
for a rock song, ”She Said” at intermediate level for Drums. The kNNs of that item
are also music-sheets for drums in the Pop/rock style and at intermediate or difficult
levels.

5.6.3 Tuning the GNN recommender system
Our GNN recommender system has several hyperparameters that can influence its
performance, such as the embedding size, the learning rate, the number of layers,
and the hyperparameter γ related to edge weights (see Section 5.5.2). Our hyper-
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Table 5.6: Top-10 similar items to the first item highlighted in grey. The item similarities are derived
by computing the euclidean distance between the trained song embeddings.

Title Composer Style Difficulty Instrument

We Wish you a Merry Christmas
(Quatuor - Violin 1) Traditionnel Christmas music Intermediate Violin

Deck the Halls (Violin 1) Traditionnel Christmas music Intermediate Violin
Vive le vent (Vioion 1) Pierpont Christmas music Easy Violin

Away in a Manger (Là-bas dans une étable)
(Quatuor - Violin 1) Traditionnel Christmas music Easy Violin

Les Douze Jours de Noël
(The Twelve Days of Christmas) Traditionnel Christmas music Easy Violin

The First Noël (Quatuor, Violin 1) Traditionnel Christmas music Intermediate Violin
Deck the Halls (Violin 2) Traditionnel Christmas music Intermediate Violin

Carol of the Bells (level easy) Traditionnel Christmas music Easy Violin
Les anges dans nos campagnes Traditionnel Christmas music Very Easy Violin

Les gammes Tomplay, Vol. 3 – N° 23 Si majeur Cherubini Classic Easy to intermediate Violin
Douce nuit, sainte nuit (level very easy, Duo) Gruber Christmas music Very easy Violin

Table 5.7: Top-10 similar items to the first item highlighted in grey. The item similarities are derived
by computing the euclidean distance between the trained song embeddings.

Title Composer Style Difficulty Instrument

She Said - Version original
(level intermediate) Plan B Pop/rock Intermediate Drums

Don’t Speak (level intermediate/difficult) No Doubt Pop/rock Intermediate to difficult Drums
Shotgun - Version original

(level intermediate/difficult) George Ezra Pop/rock Intermediate to difficult Drums

Do I Wanna Know? (level intermediate) Arctic Monkeys Pop/rock Intermediate Drums
Should I Stay Or Should I Go

(level Intermediate) The Clash Pop/rock Intermediate Drums

Uptown Girl - Version original
(level Intermediate) Billy Joel Pop/rock Intermediate Drums

Sweet Home Alabama (level intermediate) Lynyrd Skynyrd Pop/rock Intermediate Trumpet
Mr. Jones (level intermediate/difficult) Counting Crows Pop/rock Intermediate to difficult Drums

Sweet Child O’ Mine (level intermediate) Guns N’ Roses Pop/rock Intermediate Drums
The Reason (level difficult) Hoobastank Pop/rock Difficult Drums

Take on Me (level intermediate) A-Ha Pop/rock Intermediate Drums
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parameter tuning experiments revealed that the values 0.0001 for the learning rate and
512 for the embedding size lead to the best performance for the GNN recommender
system.

Table 5.8 demonstrates the performance of our GNN recommender system with
respect to the increasing number of layers. Each model had the lightweight entity
resolution component and was trained on a graph with edge weights as presented in
Section 5.5.2 and with γ = 2. The best performance was attained when using only
one layer of GNN. We argue that this is mainly due to the repetitive interactions of
users with the same item which makes the diameter of the graph smaller. Therefore,
using more graph convolution layers may lead to over-smoothing, degrading the
recommendation performance.

Table 5.8: Performance of our GNN-based model for different number of layers.

Number of layers F1-score Recall@25 Precision@25

1 0.239 0.382 0.174
2 0.232 0.376 0.168
3 0.218 0.357 0.157

In Figure 5.9 we can observe the performance of our GNN-based recommender
system when using the edge weights described in Section 5.5.2 with different values
of γ. The value of γ determines the extent of the importance we give to the most
recent interactions. The curve of Recall@25 as a function of γ exhibits an inverted
”U” shape, indicating that up to a certain point, giving more importance to the most
recent interactions improves the model performance. These results were obtained by
training a GNN model with an embedding size of 64. With an embedding size of
512, between γ = 0 and γ = 2 we had a 2.5% increase in Recall@25 (p-value of
5.10−5).

5.6.4 Cold start evaluation
In this section, we analyze the ability of our models to recommend items to new
users. A new user is one for whom there are no past interactions. Therefore, for that
user, there is no trained embedding vector and we compute its embedding based on
what we discussed in Section 5.5.3. For this experiment, we take 20% of the users as
new (cold start) users and use the remaining 80% of the users in the training process.

The results of the cold-start experiments also aim to answer an important question,
which is, how many interactions do we need in order to know a new user well
enough to make good recommendations? To answer this question, we evaluate the
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Figure 5.9: Performance of GNN-based recommender system for different values of gamma for the
edge weights. Here the models are trained with an embedding dimension of 64 and have only one
layer.

recommendation accuracy for the new users while increasing the value m, i.e., the
number of known interactions of the new users. In this experiment, we vary m in
the range of 0 to 300 and evaluate the Recall@25 and Precision@25 for the next
25 interactions. In each step of the experiment, we exclude the users in the set of
new users who had less than m+ 25 interactions in total. The experimental setup is
depicted in Figure 5.10.

Cold-start evaluation baselines. We used the following strategies as baselines to
compare with our cold-start recommendation strategy:

• Random: In this approach, we randomly assign a score to each item and
recommend the items with the highest scores.

• Most popular: The most popular items in the dataset are suggested to the
cold-start users in this approach.

• Most popular by instrument: For a new user, we recommend the most
popular items among users playing the same instrument as the new user.

• Most popular by instrument and level: For a new user, we recommend the
most popular items among users playing the same instrument and at the same
level as the new user.

Additionally, we also used an approach called Heater [163] as another baseline
for recommendation to cold-start users. In this method, the goal is to learn a
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# Known interactions = 𝑚

1 𝑚⋯

Evaluate on the
next 25 interactions

𝑚 + 1 ⋯ 𝑚 + 25

⋯ ⋯ ⋯
Interactions in the increasing order of timestamp

New users 
(cold start), 
20% of the total
number of users

# interactions < 𝑚 + 25 ⟶ this user will be excluded

Figure 5.10: Evaluation for the cold start users. For each value of m, i.e., the number of known
interactions for the new users, we compute the embeddings of the new users. Based on these
embeddings we evaluate Recall@25 and Precision@25 for the next 25 interactions of each new user.
If a user has less than m+ 25 interactions, it will be excluded from the experiment.

collaborative filtering representation of new users based on their features while
requiring the intermediate representation to be close to a high-quality pre-trained
representation. In our case, we use the one-hot encoding of the users’ features, i.e.,
users’ level and preferred instrument.

In the first experiment, we evaluate the performance of the above-mentioned
baseline approaches. Then, in the subsequent experiments, we will only compare
our cold-start recommendation approach with the best baseline. Figure 5.11 shows
the performance of the baseline cold-start recommendation approaches in terms
of Recall@25 and Precision@25. We can observe that Heater[163] is superior to
the other baseline approaches. Therefore, in the next experiment, we only used the
Heater approach as a baseline for comparison.

In addition to the baseline approach, we also include the cold-start performance
of our neural network-based recommender system (Section 5.4) in our comparison.
To address the cold start problem with the neural network-based model, we estimated
the embedding vector of a new user using the trained embedding of similar users in
the training set. To do so, we averaged the embeddings of users in the training set
who had at least one interaction in common with the new user.

Figure 5.12 shows the Recall@25 and Precision@25 as a function of m, i.e., the
number known interactions of new users, for the Heater approach and Our cold-start
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Figure 5.11: Recall@25 and Precision@25 of the 4 baselines on cold start experiments.

recommendations strategies for our neural network-based and graph neural network-
based recommender systems. Our cold-start approach based on the GNN model,
unlike the other two approaches, takes into consideration the known interactions of
the new users. This is reflected by the increase in the cold-start recommendation
metrics for the GNN model as we increase the value m. On the contrary, the
cold-start performance of the other two models degrades as the value m increases.
This is mainly due to the fact that these approaches cannot improve the new users’
embeddings as the extent of information about the new users increases. Moreover, we
can also observe that the cold-start performance of the GNN model slightly degrades
for m > 50. This could be due to our cold-start experiment design (Figure 5.10)
and the fact that the set of 25 interactions for which recall and precision are being
computed changes at each step.

With these results, we demonstrate that our proposed GNN-based recommender
system is well suited for providing relevant recommendations to the users without
any, or with little, historical preference information. In addition, with this experiment,
we answer the question we mentioned at the beginning of this section, that is, ”How
many interactions do we need in order to know a new user well enough to make
good recommendations”? We observe that having a knowledge of approximately 50
historical interactions of a user provides us with sufficient information in order to
generate highly relevant recommendations for them.
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Figure 5.12: Evaluation of the performance for cold start users: Recall@25 (left) and Precision@25
(right) of the Heater approach and our NN-based and GNN-based recommender systems.

5.6.5 Explaining the recommendations
In this section, we attempt to leverage the graph characteristics of user interactions
together with the GNN recommender system architecture to explain a recommenda-
tion made by the model for a specific user. That is, here we attempt to generate local
explanations for the recommender system. We explain a specific recommendation
by highlighting the most influential items and users that led the model to make
this recommendation. For instance, if the model recommends item i to user u, the
explanation highlights the items among the past interactions of user u that had the
most contribution to this recommendation. Additionally, the explanation highlights
the users who previously interacted with the item i and are the most similar to the
user u. Combining these two sets of information, that is, the most contributing items
and users, gives us a clear idea about what has led the model to make this specific
recommendation to the user u.

To generate explanations, we use the GNNExplainer [164] which is a post-hoc
interpretability method for explaining the prediction of graph neural networks. The
formulation of the GNNExplainer is mainly explained for node classification tasks in
the original paper, however, it can be easily extended to link prediction tasks which
is the task in recommender systems. GNNExplainer generates an explanation based
on a rich sub-graph of the entire graph that the GNN was trained on. Here the key
observation is that the computation graph of a node v, which is defined by the GNN
neighborhood-based aggregation mechanism, fully determines all the information
that GNN uses to generate a prediction for node v. The goal of GNNExplainer
is to identify a set of pathways within the node v’s computation graph which are
crucial for the classification of node v. GNNExplainer identifies this set of pathways
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by learning a mask matrix through an optimization problem. This mask creates
an explanation sub-graph that indicates which edges within the computation graph
will be used for prediction. Therefore, the goal of the optimization problem is to
maximize the probability of the correct prediction on node v, given the explanation
sub-graph.

To adapt GNNExplainer to the recommendation scenario which is a link pre-
diction task, we need to determine the explanation graph for both of the nodes
involved in a prediction, i.e, the user and the item. Additionally, we have to replace
the cross entropy loss in the objective of the optimization problem with the BPR
loss [156] which is used in recommender systems. In our case, since the GNN with
the best recommendation accuracy has only one layer (Table 5.8), the pathways
highlighted by GNNExplainer lead us to the most influential items and users toward
the recommendation. Figure 5.13 shows an example of the explanation generated
by GNNExplainer for a specific recommendation, recommending ”Lady Madonna”
to the user u. In this figure, we indicate the importance of the highlighted items
and users by the thickness of the arrows. The explanation can identify the items
among the past interactions of the user u which had the most contribution to this
recommendation. All of the items highlighted as influential by the explanation are
pop/rock songs, similar to the recommended item ”Lady Madonna”. Interestingly,
we can observe that the previous interest of the user u in The Beatles group, among
other factors, has led to this recommendation. Additionally, the explanation also
identifies the users who had interacted with the recommended song and had the most
contribution to this recommendation. These users have a total of ten interactions
in common with the user u, which shows that their taste is similar to the user u.
Moreover, same as the user u, these users are all at the intermediate level and play
piano. As another example, in Figure 5.14, we show the explanation for the recom-
mendation ”La La Land (City of Stars)” to a user. Again here we can observe that
the users highlighted as influential by the explanation have a total of 77 interactions
in common with the user getting the recommendation, showing that they have very
similar interests to this user.

Providing an explanation for a recommendation helps to improve the engagement
of a user on the Tomplay platform. For instance in the example depicted in Fig-
ure 5.13, the platform can show a message to the user such as ”Since you explored
Michell, Let it Be, etc.” and then provide the recommendation ”Lady Madonna”. Or
as another example, in the case of Figure 5.14, the platform can show a message
like ”Users with similar interests are also practicing La La Land (City of Stars).”
Providing the explanations in such ways would help to attract the users more to the
recommendations and hence improve the users’ engagement in the platform.
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Mademoiselle chante le Blues
(Patricia Kaas)

Michelle
(The Beatles)

Let it Be
(The Beatles)

Dust in the Wind
(Kansas)

Against All Odds
(Phil Collins)

5 most influential items

5 most influential users

Top 5 most influential
users who also interacted
with the “Lady Madonna”
song. These users
together with the user 𝑢
have 10 common
interactions. Also, similar
to the user	𝑢, they are all
at the intermediate level
and play piano.

Recommended item
to user 𝒖

Lady Madonna
(The Beatles)

Figure 5.13: Explanation for the recommended track, ”You Can Leave Your Hat On”, to a specific
user. The Explanation shows the top 5 influential items and users towards this recommendation.

Por Una Cabeza
(Gardel)

Perfect
(Ed Sheeran)

Nocturne n° 2 
en mi bémol majeur

(Chopin)

Le Roi Lion – Can You Feel
The Love Tonight

(Elton John)

La Vie En Rose
(Edith Piaf)

5 most influential items

5 most influential users

Top 5 most influential
users who also
interacted with the “La
La Land (City of
Stars)” song. These
users together with the
user 𝑢 have 77
common interactions.
Also, similar to the user
𝑢 , they are all at the
intermediate level and
play piano.

Recommended item
to user 𝒖

La La Land (City of Stars)
(Hurwitz)

Figure 5.14: Explanation for the recommended track, ”La La Land (City of Stars)”, to a specific user.
The Explanation shows the top 5 influential items and users towards this recommendation.
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5.7 Discussion
In this work, we introduced a graph neural network-based recommender system with
the aim of enhancing the user experience within an educational platform by delivering
tailored recommendations. We incorporated several components into the GNN
architecture, showcasing their capability to significantly improve recommendation
accuracy.

As we look toward the future, a promising avenue for further enhancing such a
system lies in transitioning from a homogeneous graph to a heterogeneous graph.
This approach allows us to explicitly model the diverse items and user attributes
present in the dataset. One exciting prospect is the potential to enhance the recom-
mendation performance by modeling multiple instances of the same songs through
specific edge types in this heterogeneous graph. This may unlock new avenues for
improving recommendation quality.

Additionally, adopting a heterogeneous graph facilitates an expansion of our
explanations beyond merely influential users and items. By incorporating potentially
vital user or item features into the explanation of a recommendation, we can provide
users with a more comprehensive and insightful rationale behind the suggestions they
receive. This dynamic shift from homogeneous to heterogeneous graph modeling
paves the way for even more effective and interpretable recommendation systems,
further enriching the user experience within educational platforms.

5.8 Related Work
Collaborative Filtering. Classical recommendation methods such as matrix factor-
ization [165, 157] commonly use separate embedding vectors for users and items.
They are often combined using a dot product giving a rankable score for each item.
In particular, factorization machines [157] combine factorization models with SVMs
tailoring applications of high data sparsity like recommender systems. A key limita-
tion is the limited expressiveness of classical methods preventing them from learning
complex relationships between users and items. Deep learning allows to enhance the
interaction function as witnessed by a variety of works [159, 158, 166, 161, 162].
The neural factorization machines [158] combine factorization machines and deep
learning. Neural collaborative filtering [159] replaces the dot product in classical
collaborative filtering with a neural network allowing to learn arbitrary non-linear
functions. [161] combined generalized linear models that are simple, effective and
interpretable with deep learning techniques to create low-dimensional, dense em-
beddings to boost generalization. Interpretability has also been a key element in
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other works, e.g., [166, 167]. The Deep & Cross network [162] has been proposed
in the context of ad click prediction. It utilizes a cross-network to more efficiently
learn feature interactions of bounded degree than deep neural networks that learn all
interactions implicitly. There are also multiple works on the cold-start problem. For
example, recently [168] considered interactively exploring user preferences using a
multi-armed bandit approach.

Cold start issues in recommender systems. Cold start users and items pose several
challenges for modern recommender systems, especially when it comes to new user
engagement. There have been several works in the recommender system literature
to address the cold start issue. For a complete review, we refer the readers to the
systematic review by [169]. Research on cold start strategies can be broadly classified
into two categories: data-driven strategies and approach-driven strategies [169]. The
primary purpose of data-driven approaches is to effectively use different types of
data to alleviate the problems with new users and items. For instance [170] and [171]
use social network data to enhance the recommendations for cold-start users. On the
other hand, approach-driven strategies focus on defining a new algorithm to address
the cold start problems. [172] introduced MSIR, a deep neural network approach
that leverages multiplex interaction data to extract latent features. [173] developed a
two-stage neural network system, DACR, and NNCF, which utilizes item content and
collaborative filtering for cold start item rating predictions. [174] presented SADE, a
deep neural network, and timeSVD++, a temporal collaborative filtering model, both
addressing cold start scenarios. [175] proposes a two-stage soft-cluster embedding
algorithm within a matrix factorization framework that effectively addresses the cold
start item problem by leveraging side information about items to create soft item
clusters for generating recommendations.

Graph Neural Networks. Recent advances in graph neural networks (GNNs) have
led to state-of-the-art recommender systems that capture information by exploiting
the user-item graph structure of the system. For recent surveys, see [176, 177].
We focus on major developments relevant to our work. In particular, NGCF [178]
adapts collaborative filtering using the message-passing architecture of GNNs to
propagate the collaborative filtering signal. It uses a model similar to the Graph
Convolutional Network and adds a term in the message passing that captures the
interaction between users and items. However, it was then observed that removing
the weight of NGCF resulted in better efficiency and competitive performance.
The observation motivated the design of LightGCN [154], which is a message-
passing network that simplifies NGCF by only using neighborhood aggregation. In
addition, the effectiveness of recommender systems could be enhanced with extra



Chapter 5. Neural and Graph Neural Rec Sys to Overcome Choice Overload 123

knowledge of item properties, leading to the designs of knowledge graph-based
graph recommendation models [179, 180, 181]. Furthermore, sequential signals
could be leveraged to focus on predicting the next item given users’ historical
behaviors [182, 183], which overcomes the limitation of traditional recommendation
tasks that treat user preferences in a static fashion.

Sequential Recommender Systems. Sequential Recommender Systems take into
account the time-wise ordering of user-item interactions. Early approaches like
[184] relied on matrix factorization and Markov chains. Newer approaches rely
on neural architectures such as recurrent neural networks [185, 186], convolutional
neural networks [187], and self-attention networks [188, 160]. [160] employed
neural networks and, in particular, it considered not only the order of interactions of
users with items, but also the time difference between them.

Educational recommender systems. Educational recommender systems can be
teacher or student facing [189, 190, 191]. [192] recommended MOOC courses using
a deep belief network. Given the limited time budget a learner has available, [193]
derived algorithms using classical methods such as matrix factorization to maximize
the learning outcomes of courses. If a student failed to reach the required scores, the
system would recommend auxiliary learning objects. More generally, educational
recommender systems propose a learning path [194, 195], that is, a personalized
implementation of a curriculum design composed of a set of learning activities that
should enable users to achieve particular learning goals. In contrast, we are primarily
concerned with matching users’ interests.

Sentence Embeddings. BERT is a language representation model based on trans-
formers [196] superseding word vectors [197], which are the successors of one-hot
encodings of words. Elements of the BERT neural architecture have also been
employed for recommender systems, for example, BERT4Rec [198] employs a
bidirectional self-attention network. The use of BERT embedding vectors has also
been explored recently for recommendations [199] confirming that such vectors
contain valuable information on the content of books, music and movies. Reimers
et al. [153] claim that vector spaces between languages are not aligned for BERT,
that is, sentences with identical content in different languages are mapped to vary-
ing locations in the vector space. This motivated sentence-BERT [153] and other
multi-lingual models such as LabSE [200] creating sentence embeddings close to
each other if the original sentences are semantically similar.
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5.9 Conclusion

In this study, we examined how to address the issue of choice overload in an
educational music learning platform. Our recommendation framework is developed
by considering several unique patterns that exist in educational platforms. First, such
platforms offer content at varying levels of difficulty to cater to users’ learning needs,
so we need to determine the user’s knowledge level and recommend appropriate
content. Second, users interact with fewer items on educational platforms than
they do on traditional e-commerce, content streaming, and social networking sites,
resulting in sparse interactions. Third, the interactions between users and the multiple
instances of items can easily be modeled as a graph.

To address these issues, we incorporate a component that implements a lightweight
entity resolution based on text embeddings, which identifies similar or identical
content instantiated at various difficulty levels and connects them to users who
have interacted with them, thus reducing data sparsity. We propose a deep-learning
recommender systems using a graph neural networks architecture and demonstrate
its efficacy in performing content filtering for the Tomplay platform. The graph
neural networks outperforms a typical deep-learning model in terms of precision and
recall. We conduct several experiments to test our predictive model and compare our
model against state-of-the-art recommendation systems using data collected from
Tomplay’s global music learning platform. The results of the experiments provide
strong evidence for the effectiveness of our proposed recommendation framework.

Our study contributes to the fields of business and big data analytics [201]
and business intelligence [202]. We show that prescriptive analytics based on
graph neural recommenders can generate valuable predictions for content to access,
something that is beneficial for both the end-users and for the enterprise. The
neural and graph-neural recommendation frameworks we developed are significant
contributions to the literature on recommendation systems and online learning tools.
Our work also highlights the unique access patterns of an educational setting, which
has not been previously explored. From a practical standpoint, our recommendation
framework can be applied to real-world recommendation problems in learning
platforms, as demonstrated in the case of Tomplay, to alleviate information overload.
Additionally, we demonstrate the benefits of incorporating an entity resolution
component based on text embeddings, which improves the precision and recall of
the recommendation system.

Our cold-start experiments provided insights into an interesting question that has
been raised in the field of recommender systems: how many historical interactions
are necessary to accurately understand a user’s preferences? Our findings, based
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on the dataset we examined, suggest that 50 historical interactions provide a good
understanding of the user’s preference patterns. This result can be compared with
existing research in the field of psychological and cognitive sciences, which has
explored the accuracy of algorithms in making personality judgments compared to
humans [203]. That study found that having access to 60-70 Facebook “Likes” is
equivalent to the knowledge captured by a friend of the individual at question.

Our recommendation framework is designed to aid in content discovery on online
learning platforms, but its methodology can be applied to a range of problem settings
where content is offered in various instantiations and catered to users with different
levels of expertise. One potential extension is to combine it with interpretable
machine learning, which generates explanations for predictive decisions at varying
levels of detail and complexity to serve different stakeholders. For instance, in a
medical context, a doctor might receive a more technical explanation than a patient.
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Conclusion

Driven by the vital importance of unraveling the intricate inner workings of opaque
machine learning (ML) models for enhanced understanding, trust, and fairness,
this thesis delved into the realm of Interpretable Machine Learning (IML). Our
exploration spanned diverse facets. Initially, we proposed a method to construct
a more interpretable low-dimensional embedding space. Embedding methods are
a ubiquitous need in modern ML tasks dealing with large-scale high-dimensional
data. However, the lack of interpretability in such embeddings hinders their appli-
cability in critical domains. As a pivotal contribution, we inspected the robustness
and utility of attribution methods designed to explain deep neural network predic-
tions. Our focus centered on probing these methods’ resilience against adversarial
attacks aimed at altering explanations. Our findings underscored the vulnerability of
common robust explanations and their limitations in achieving desired explanation
properties. Notably, we extended our investigation to introduce sparse explana-
tion attacks, shedding light on the potential occurrence of disruptive perturbations
in real-life scenarios, which could in turn undermine the reliability of attribution
methods. Finally, we showcased the practical utility of IML through a graph neural
network-based recommender system that provides insightful explanations for rec-
ommendations, exemplifying the tangible benefits of interpretable approaches in
real-world applications.

In the following, we review the main contributions of this thesis and discuss
some possible future research directions.

126
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6.1 Review of main contributions

In chapter 2 we introduced a novel embedding method, MoDE, capable of operating
on inexact distance information, characterized by ranges of upper and lower bounds.
This novel capability is relevant to compressed data scenarios, which our work
primarily addressed. Given its capacity to visualize compressed data, our approach
is well-suited for dimensionality reduction and visualization of extensive datasets.
Our empirical investigations underscored its competitive embedding quality and clas-
sification accuracy compared to prevailing techniques, all while incurring a reduced
computational cost. Furthermore, thanks to the objects’ order preservation property,
in the two-dimensional embedding space resulting from MoDE, the positioning of
objects and resulting visualization remains highly interpretable to human observers.

In chapter 3 we assessed the shortcomings and strengths of ”smoothed expla-
nations” that are supposed to be robust against adversarial attacks. Our evaluation
encompassed two vital aspects: explanation quality and explanation robustness. In
terms of quality, a comprehensive examination encompassing sensitivity to model
parameters, class discriminability, sparsity, and infidelity was conducted. Notably,
our findings indicated that the investigated smoothed explanations underperformed
the Gradient method in terms of sensitivity, class discriminability, and sparsity
(except for adversarial training). However, smoothed explanations demonstrated im-
provement in infidelity. Furthermore, we delved into the robustness of explanations
under additive and non-additive attacks. The results emphasized the persistence of
non-additive attacks as a concern for explanation methods, including the smoothed
variants.

In chapter 4 we focused on the sparse attacks to manipulate the explanation of
a deep neural network. The main challenges of computing a sparse perturbation
for this task are the NP-hardness of ℓ0 minimization, the need for adherence to
valid data ranges, and the preservation of the model prediction. Through these
challenges, we proposed an innovative algorithm, outperforming the PGD attack with
ℓ0 projection. This method not only achieved better results in terms of dissimilarity
between original and manipulated explanations but also yielded sparser perturbations.
Notably, it showcased the ability to effectively conceal the attribution of k most
important features in the original explanation by perturbing less than k features in the
input data. Our findings emphasized the far-reaching implications of these attacks
in domains where reliable explanations are indispensable for ensuring fairness and
mitigating bias. Unveiling vulnerabilities within existing explanation methods, our
research advocates for the development of more robust explanation techniques.

In chapter 5 we addressed the choice overload in an educational music platform
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by tailoring a recommendation system to the unique platform patterns. These
patterns include variable content difficulty, sparse user-item interactions, and the
graph-like nature of the user-item relationships. Our solution involves a lightweight
entity resolution based on text embeddings to reduce data sparsity and utilizing a
graph neural network-based recommender system. The proposed model outperforms
typical deep-learning models in content filtering, demonstrated through experiments
on Tomplay’s platform data. The results underscore the effectiveness of the proposed
framework in handling educational platform challenges. Moreover, we demonstrated
that by leveraging the user and item sub-graphs we are able to generate insightful
explanations for recommendations by highlighting the key users and items that
influenced the recommendation.

6.2 Future directions

In the context of the increasing adoption of opaque machine learning models in
critical applications, the need for transparency and trustworthiness has become
imperative. Achieving transparency requires effective explanation methods to illumi-
nate the model’s internal mechanisms. Additionally, selecting suitable explanation
methods for specific tasks and ensuring the trustworthiness of these explanations
are equally crucial. Our research addressed the quality and robustness of attri-
bution methods for explaining deep neural networks, acknowledging the ongoing
challenges.

However, evaluating attribution methods remains complex, particularly due to
the absence of clear ground truth for explanations. Presently, evaluations rely on
subjective criteria such as smoothness and sparsity, which can bias the process
toward human expectations. Such biased criteria might lead to favoring attribution
methods that produce results closer to human expectations and might potentially
penalize the ones that better explain the underlying model behavior. A promising
future direction is the development of objective criteria for evaluation, reducing
subjectivity. Furthermore, the evaluation scope predominantly centers on image data,
leaving other modalities like tabular, text, and recommendation datasets unexplored.

Regarding robustness, our introduction of attacks to manipulate smoothed ex-
planations highlights the connection between prediction and explanation robustness.
Further exploration of this relationship holds potential for future research. Moreover,
there is still limited work that analytically explores the explanation robustness from
a geometrical standpoint. Analyzing the geometric aspects of deep neural networks
could enhance our understanding of explanation robustness and contribute to more
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effective attacks. This avenue also presents an interesting research direction.
Considering the emerging applications of Interpretable Machine Learning (IML),

the advent of Large Language Models (LLM) like GPT-3 [204] opens doors for
generating comprehensive textual explanations. Current approaches rely on large
datasets of human-generated explanations to train neural networks to generate ex-
planations [205, 206]. However, human-generated explanations can be biased, and
gathering a vast amount of them to make a dataset is very costly. Moreover, us-
ing an opaque and complex model to generate explanations is in contrast with the
goal of having an explanation for transparency. Leveraging advancements in text
and image generation models to produce reliable and adaptable natural language
explanations is an exciting direction worth exploring, bridging the gap between
complex model-driven explanations and transparency goals. On the other hand, with
the advancement of generative AI models, experts in many domains are starting to
use such models in their daily tasks. For instance, legal experts are adopting AI
to streamline tasks like contract analysis, legal research, and due diligence. IML
can provide explanations for AI-generated legal advice, helping lawyers understand
how AI systems arrive at their conclusions. This can enhance the trustworthiness of
AI-driven legal work.
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[12] Marco Túlio Ribeiro, Sameer Singh, and Carlos Guestrin. ”why should I trust you?”: Ex-
plaining the predictions of any classifier. In Balaji Krishnapuram, Mohak Shah, Alexander J.
Smola, Charu C. Aggarwal, Dou Shen, and Rajeev Rastogi, editors, Proceedings of the 22nd
ACM SIGKDD International Conference on Knowledge Discovery and Data Mining, San
Francisco, CA, USA, August 13-17, 2016, 2016. doi: 10.1145/2939672.2939778.

[13] Rebecca Wexler. When a computer program keeps you in jail: How computers are harming
criminal justice. The New York Times, 2017.

[14] Brian Edwards. FDA Guidance on Clinical Decision Support: Peering Inside the Black Box
of Algorithmic Intelligence. Chilmark Research, 2017.

[15] Ashraf Abdul, Jo Vermeulen, Danding Wang, Brian Y. Lim, and Mohan Kankanhalli. Trends
and trajectories for explainable, accountable and intelligible systems: An hci research agenda.
In Proceedings of the 2018 CHI Conference on Human Factors in Computing Systems, 2018.
Association for Computing Machinery. doi: 10.1145/3173574.3174156.

[16] Alex Alves Freitas. Comprehensible classification models: a position paper. SIGKDD Explor.,
2013. doi: 10.1145/2594473.2594475.

[17] Johan Huysmans, Karel Dejaeger, Christophe Mues, Jan Vanthienen, and Bart Baesens. An
empirical evaluation of the comprehensibility of decision table, tree and rule based predictive
models. Decis. Support Syst., 2011. doi: 10.1016/j.dss.2010.12.003.

[18] David Martens and Bart Baesens. Building Acceptable Classification Models, pages 53–74.
Springer US, 2010. doi: 10.1007/978-1-4419-1280-0 3.

[19] David Lewis. Copyright Page. In Philosophical Papers Volume II. Oxford University Press,
1987. doi: 10.1093/0195036468.001.0001.002.003.

[20] Carl G. Hempel and Paul Oppenheim. Studies in the logic of explanation. Philosophy of
Science, 1948. doi: 10.1086/286983.

[21] Zachary C Lipton. The mythos of model interpretability: In machine learning, the concept of
interpretability is both important and slippery. Queue, 2018.

[22] Finale Doshi-Velez and Been Kim. Towards A Rigorous Science of Interpretable Machine
Learning. arXiv e-prints, 2017. doi: 10.48550/arXiv.1702.08608.



132 Bibliography

[23] Tim Miller. Explanation in artificial intelligence: Insights from the social sciences. Artificial
Intelligence, 2019. doi: https://doi.org/10.1016/j.artint.2018.07.007.

[24] James Woodward. Making Things Happen: A Theory of Causal Explanation. Oxford
University Press, 2004. doi: 10.1093/0195155270.001.0001.

[25] Wesley C. Salmon. Four Decades of Scientific Explanation. University of Minnesota Press,
1989.

[26] Graziano Mita. Toward interpretable machine learning, with applications to large-scale indus-
trial systems data. (Contributions à l’apprentissage automatique interprétable : applications
aux données de systèmes industriels à grande échelle). PhD thesis, Sorbonne University,
France, 2021.

[27] Or Biran and Courtenay V. Cotton. Explanation and justification in machine learning: A
survey. 2017.

[28] Tania Lombrozo. The structure and function of explanations. Trends in Cognitive Sciences,
2006. doi: https://doi.org/10.1016/j.tics.2006.08.004.

[29] Fritz Heider and Marianne Simmel. An experimental study of apparent behavior. The American
Journal of Psychology, 1944.

[30] Bertram Malle. How the mind explains behavior: Folk explanation, meaning and social
interaction. MIT press, 2004.

[31] Been Kim, Oluwasanmi Koyejo, and Rajiv Khanna. Examples are not enough, learn to
criticize! criticism for interpretability. In Daniel D. Lee, Masashi Sugiyama, Ulrike von
Luxburg, Isabelle Guyon, and Roman Garnett, editors, Advances in Neural Information
Processing Systems 29: Annual Conference on Neural Information Processing Systems 2016,
December 5-10, 2016, Barcelona, Spain, 2016.

[32] Aaron Fisher, Cynthia Rudin, and Francesca Dominici. All models are wrong, but many are
useful: Learning a variable’s importance by studying an entire class of prediction models
simultaneously. J. Mach. Learn. Res., 2019.

[33] Christoph Molnar, Gunnar König, Bernd Bischl, and Giuseppe Casalicchio. Model-agnostic
feature importance and effects with dependent features - A conditional subgroup approach.
CoRR, 2020.

[34] Amit Dhurandhar, Vijay S. Iyengar, Ronny Luss, and Karthikeyan Shanmugam. TIP: typifying
the interpretability of procedures. CoRR, 2017.

[35] Qing Zhou, Fenglu Liao, Chao Mou, and Ping Wang. Measuring interpretability for different
types of machine learning models. In Mohadeseh Ganji, Lida Rashidi, Benjamin C. M. Fung,
and Can Wang, editors, Trends and Applications in Knowledge Discovery and Data Mining
- PAKDD 2018 Workshops, BDASC, BDM, ML4Cyber, PAISI, DaMEMO, Melbourne, VIC,
Australia, June 3, 2018, Revised Selected Papers, 2018. doi: 10.1007/978-3-030-04503-6\ 29.



Bibliography 133
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