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Executive Summary 

Social Engineering is a threat for the security of information to individuals and companies alike. 

Deceptive criminals with malicious intentions manipulate people all around the world for their 

financial gain or for the sake of the information itself. Social engineering threats show 

themselves for example in phishing attacks, phone call scams or even interpersonal physical 

attacks.  Effective universal preventive strategies against those criminal acts are still desirable. 

What all the different types of attack have in common is its manipulation of human psychology 

to trick people into trusting a trickster with confidence.  

The aim of this thesis was to investigate the role of personality traits and the 

effectiveness of an interactive serious game as security training concerning the proneness of 

people in falling prey to a social engineering attack. A discussion and derivation of 

psychological influencing factors was presented for the further application in the research. In a 

qualitative study with a sample size of 97 professionals, a serious game was researched for 

improvements concerning its content and proceeding. The derived serious game was then used 

as an intervention in a controlled quasi-randomized field experiment with 180 reserve soldiers 

of the Swiss Armed Forces. Phishing emails were used as test instruments, testing whether 

participants click a link in the email that would direct them to a designated landing page and 

secondly whether those who clicked also inputted the requested information on the landing 

page. Time pressure and Cialdini’s authority and unity principles were applied. The result was 

that the Honesty-Humility dimension of the HEXACO personality inventory seems to be 

slightly predictive for falling prey to the pre-test and inputting information on the designated 

landing page. Moreover, Honesty-Humility is positively associated with less risky 

cybersecurity behaviour, whereas higher scores in Openness and Conscientiousness indicate 

more favourable attitudes towards cybersecurity and cybercrime. Emotionality shows a slight 

negative impact on a desired attitude towards cybersecurity. In the pre-test setting, 57.2% of 

study participants complied to the request of clicking the link in the email, whereas of those 

who clicked, 88.3% also disclosed information. In the post-test settings, results were 

significantly lower. For the first post-test the shares were 16.7% who fell for the scam and of 

those who fell for it 26.7% inputted information, whereas for the second post-test the numbers 

were 25.6% and 43.5%, respectively. However, the results showed that no effect for the 

intervention was observable in the data. Both study groups statistically significantly improved 

from pre- to post-tests. Experimental group participants did however not improve substantially 

more than the control group. Advanced statistical analysis showed that the sample size was too 
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small to measure significant effects for the serious game. A sample two to three times as large 

would have been necessary. The largest statistically significant effect was, however, measured 

for other variables. Past victimization and individual victimization expectation were found to 

be good predictors for the vulnerability to the phishing scams in this research. This is an 

essential finding of this dissertation. A routine activity approach for social engineering was 

derived in the course of the thesis, which is, to the best of my knowledge, the first of its kind.  

It is concluded that certain personality traits help to better evaluate cybersecurity 

behaviour in an organization. Studies with larger sample sizes are needed to look on the effects 

of the serious game. An observed U-shaped relationship among one’s own capability of spotting 

and resisting phishing scams and an eventual victimization is a key finding that is worth looking 

at in future studies. Approaches that put the spotlight on personality characteristics like self-

confidence could be helpful in tackling human proneness to social engineering fraud. The 

findings of this dissertation help practitioners in the Swiss Armed Forces to better evaluate 

cybersecurity behaviour based on personality traits and self-reported victimization variables.  
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Résumé 

L'ingénierie sociale constitue une menace pour la sécurité des informations, tant pour 

les particuliers que pour les entreprises. Des criminels motivés par des intentions malveillante 

manipulent des personnes dans le monde entier pour en tirer un avantage financier ou pour 

dérober des informations. Les menaces d'ingénierie sociale se manifestent par exemple par des 

attaques de phishing, des escroqueries par téléphone ou même des attaques physiques.  Des 

stratégies préventives universelles efficaces contre ces actes criminels sont toujours 

souhaitables. Le point commun de tous ces différents types d'attaques est la manipulation de la 

psychologie humaine pour inciter les gens à faire confiance à un agent malveillant.  

L'objectif de cette thèse était d'étudier le rôle des traits de personnalité sur la 

prédisposition des sujets à devenir victimes d'une attaque d'ingénierie sociale, et l'efficacité d'un 

jeu sérieux interactif en tant que formation à la sécurité. Une discussion et une dérivation des 

facteurs d'influence psychologiques ont été présentées pour une application ultérieure dans la 

recherche. Dans une étude qualitative portant sur un échantillon de 97 professionnels, un jeu 

sérieux a fait l'objet d'une recherche visant à améliorer son contenu et son déroulement. Ce jeu 

a ensuite été utilisé comme intervention dans une expérience de terrain contrôlée quasi-

randomisée avec 180 soldats de réserve des forces armées suisses. Des courriels d'hameçonnage 

ont été utilisés comme instruments de test pour vérifier si les participants cliquaient sur un lien 

dans le courriel qui les dirigeait vers une page de destination désignée, et dans un deuxième 

temps si ceux qui suivaient ce lien saisissaient également les informations demandées sur la 

page de destination. La pression du temps et les principes d'autorité et d'unité de Cialdini ont 

été appliqués. Les résultats obtenus indiquent que la dimension Honnêteté-Humilité de 

l'inventaire de personnalité HEXACO semble être légèrement prédictive de la possibilité de 

cliquer sur le pré-test et de saisir les informations sur la page de destination désignée. De plus, 

la dimension Honnêteté-Humilité est positivement associée à un comportement moins risqué 

en matière de cybersécurité, tandis que des scores plus élevés en Ouverture et Conscience 

indiquent des attitudes plus favorables à la cybersécurité et à la cybercriminalité. L'émotivité a 

un léger impact négatif sur l'attitude souhaitée à l'égard de la cybersécurité. Dans le cadre du 

pré-test, 57,2 % des participants à l'étude se sont conformés à la demande de cliquer sur le lien 

dans le courriel, tandis que parmi ceux qui ont cliqué, 88,3 % ont également divulgué des 

informations. Dans le cadre du post-test, les résultats étaient nettement inférieurs. Pour le 

premier post-test, 16,7 % des participants sont tombés dans le piège et 26,7 % d'entre eux ont 

fourni des informations, tandis que pour le second post-test, les chiffres étaient respectivement 
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de 25,6 % et 43,5 %. Cependant, les résultats ont montré qu'aucun effet de la formation au 

moyen du jeu sérieux n'était observable dans les données. Les deux groupes d'étude se sont 

améliorés de manière statistiquement significative entre les pré et post-tests. Les participants 

du groupe expérimental ne se sont toutefois pas améliorés de manière substantielle par rapport 

au groupe de contrôle. Une analyse statistique avancée a montré que la taille de l'échantillon 

était trop petite pour mesurer des effets significatifs pour le jeu sérieux. Un échantillon deux à 

trois fois plus grand aurait été nécessaire. Un effet statistique plus important a toutefois été 

mesuré pour d'autres variables. La victimisation antérieure et les attentes individuelles en 

matière de victimisation se sont avérées être de bons prédicteurs de la vulnérabilité aux 

escroqueries par hameçonnage dans cette recherche. Il s'agit là d'une conclusion essentielle de 

cette thèse. Une approche d'activité de routine pour l'ingénierie sociale a été dérivée au cours 

de la thèse, qui est, à ma connaissance, la première de ce genre.  

Il est observé que certains traits de personnalité aident à mieux évaluer le comportement 

en matière de cybersécurité dans une organisation. Des études avec des échantillons de plus 

grande taille sont nécessaires pour examiner les effets du jeu sérieux. L'observation d'une 

relation en forme de U entre la capacité d'une personne à repérer et à résister aux escroqueries 

par hameçonnage et une éventuelle victimisation est un résultat clé qui mérite d'être examiné 

dans de futures études. Les approches qui mettent l'accent sur les caractéristiques de la 

personnalité, comme la confiance en soi, pourraient être utiles pour lutter contre la tendance 

humaine à la fraude par ingénierie sociale. Les résultats de cette thèse aident les praticiens des 

Forces armées suisses à mieux évaluer le comportement en matière de cybersécurité en fonction 

des traits de personnalité et des variables de victimisation autodéclarées. 
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1. Introduction 
More than three thousand years ago the fight for an unconquerable town has been won by 

tricking the adversary with a genius idea. After fighting for around ten years without 

successfully conquering the defending walls or beating the opponent’s troops, it was an act of 

reciprocity and pleasantness that allowed the offender to intrude right into the interior of its 

enemy’s premises with devastating consequences for the screwed enemy due to accepting the 

fraudulent gift. 

Fraud is an old phenomenon and at least as old as Greek mythology like in the example 

above (Cendrowski & Petro, 2012). This story that has been passed on over centuries, written 

by Homer in his work Ilias, is also known as the history of the Trojan Horse. The Trojan Horse 

nowadays is rather commonly known as a mean method of infecting and exploiting computers, 

when for example cybercriminals send malicious mails. It is a means to conduct online fraud 

with the intention to acquire economic gains and it is commonly observed in online banking 

frauds (Mermod, 2012; Jansen & Leukfeldt, 2015). Although there is neither a joint agreement 

on, whether this story has been evolved in the way what is common knowledge nowadays, nor 

whether it is true at all, this story does provide some valuable insights into offender strategies 

for committing crimes that will lead us through this thesis. In general, there are two main points 

we can derive from the Trojan Horse example that are of importance in the course of this thesis. 

First, the human factor is an important component in setting-up effective strategies against fraud 

vulnerability. In a setting where security measures, and literally speaking, walls are intended to 

be set so high that you just cannot overcome them, offenders will look for other entry points 

like vulnerabilities in the human that are easier to overcome with a well-thought-out scamming 

scheme and that will increase the likelihood of their attack to be successful. In the Trojan Horse 

example this was obviously the case when the Greeks focused their attack on the Trojans’ 

gentleness, pleasantness and for sure to some degree on their self-perceived invincibleness. 

Nowadays, the most vulnerable link that can be exploited for frauds and in particular for frauds 

using online appliances is often stated to be the human factor as well (Nohlberg, 2009; Mahfuth 

et al., 2017; Sharma & Bashir, 2020; Wiley et al., 2020). Technological solutions have advanced 

and will further advance online security. Nevertheless, internet users can contribute to reduce 

their own vulnerability towards fraudulent online scams by acquiring a sustainable awareness 

about the fact that they themselves are often the primary attack vector for motivated offenders 

(Aldawood & Skinner, 2018; Armerding, 2018). Second, understanding the rationales behind 

the approach by which the human factor is exploited is a decisive component for the reduction 
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of individual vulnerability towards such fraud threats. The Trojans have been tricked to believe 

that the Greeks returned home, leaving them a farewell gift. Imagine a hypothetical situation, 

where this farewell gift was not attractive enough to be accepted or where the Trojans were 

simply more suspicious towards the supposed gift. Thus, demonstrating a different more risk 

aware behaviour and attitude towards the situation. The story might have turned out differently, 

then. Hence, further exploring the individual rationales that determine victimisation and 

potential strategies that could reduce the risk of exploitation of the human factor is important 

to tackle fraudulent offences centred around the human factor.  

Frauds that are centred around the human factor and that exploit it are referred to as 

using Social Engineering (SE) techniques (Mann, 2008; Hadnagy, 2010; Weber et al., 2020). 

SE uses psychological manipulation to deceive a respective target (Rusch, 1999; Ferreira et al., 

2015; Bullée et al., 2015) and it can take on various vectors to carry them out (Krombholz et 

al., 2015; Mouton et al., 2016). It can use Trojan Horses as malicious programmes attached to 

deceptive emails, but it can take on a broad diversity of vectors either digital or analogous, with 

or without the use of technology. A social engineer can use emails, telephone or the direct 

physical interaction with the victim to carry out the fraud (Hadnagy, 2010; Bullée et al., 2016; 

Salahdine & Kaabouch, 2019). Recent incidents reflect the variety that this threat poses to 

organizations and to society. Elderly people, as well as employees are tricked by telephone-

based Social Engineering Attacks (SEA) and are defrauded money (Blass, 2017; Hamann, 

2017). The 2020 Twitter hack showed the dimension that SEA can have when cybercriminals 

used SE for hacking around 130 Twitter accounts (Iyengar, 2020). This SEA targeted the 

accounts of various politicians and celebrities. Their accounts were compromised, and their 

followers were encouraged to transfer an amount of a digital currency to a respective 

cryptocurrency account. On July 31st, 2020, the U.S. Department of Justice charged three 

individuals for their alleged role in the hack (DoJ, 2020). Those three individuals aged between 

17 and 20 years. Based on criminological statistics (Killias, Kuhn & Aebi, 2012, p. 194), this 

corresponds with offender demographics of analogous crimes. Given this, at the time of the 

writing, most current example of an SE related cyberattack, the SE criminal seems to be not 

very different in terms of age than suspects of other criminal offences. However, the 

interconnected digital sphere offers possibilities for offences using SE techniques that are 

sparsely limited in time and space. This said, it is worth for practitioners and generally speaking 

for every individual that does not want to be tricked by a social engineer to be aware of those 

attacks and thus make SE a broader subject of discussion in criminology as well. Passwords, 
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Antivirus programmes, firewalls and the like are necessary components of building the security 

walls, reduce the risk of victimisation and to protect the valuable information and data. 

Nevertheless, as it comes with SE, it is the vulnerability and victimisation of the human factor 

that is targeted and exploited. A social engineer will exploit this human factor, as “Social 

Engineering is all about exploiting social weaknesses, the ordinary weaknesses of you or I…” 

(Barber, 2001). To keep it with the metaphor of the Trojan Horse at the beginning, the height 

of the Trojan walls, the force of their defence weaponry and armed forces have been irrelevant 

for the protection of their precious assets, when you let yourself being tricked and let in the 

enemy right through the front door.  

At the time I began my research for this doctoral thesis, the exploitation of the human 

factor was already a severe threat and quite present in the Information Security, as the literature 

and literature reviews on the topic demonstrate (Mitnick & Simon, 2002; Hadnagy, 2010; Gupta 

et al., 2016; Aldawood & Skinner, 2018). It was in March 2020 when CoVid-19 hit the whole 

world and locked down almost the whole world economy. Even the research to this dissertation 

received a drawback, as scheduled dates for experiments could not take place as agreed, such 

that the effective completion was anticipated to take some months longer. Nevertheless, the 

pandemic exposed, that criminals and cybercriminals do use such extraordinary environmental 

factors for their sake. Although research suggests that there were no new fraudulent approaches 

but that criminals rather used CoVid-19 as the rationale for their schemes (Cross, 2020), it 

shows that the amount of reported online fraud and cyber-dependent crime increased during the 

CoVid-19 pandemic (Buil-Gil et al., 2020). In the United Kingdom CoVid-19 related frauds 

were seen to have increased by 400% in March 2020 (Georgiadou, 2021). Different law 

enforcement agencies reported offences that particularly used the topic of CoVid-19 as their 

primer to trick people and thus succeed with their online, but also telephone-based fraud 

schemes (BKA, 2020; EUROPOL, 2020; FBI, 2020; KAPO Zürich, 2020; NCSC, 2020). A lot 

of those crimes, like phishing or other frauds, naturally make use of the manipulative and 

deceptive SE techniques to frighten and influence people. The Corona CoVid-19 crisis in my 

opinion implied two major conclusions that are particularly relevant for the research 

significance of this dissertation.  

First, offenders do not care about extraordinary humanitarian situations. Indeed, they 

used the CoVid-19 crisis for their gain (Boehm et al., 2020). Hence, people have to be aware 

about the rationales and techniques of SE, they have to be aware about the impact it could have 

on them, to be prepared to spot potential SEA and protect the financial and information assets 
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they care about. Organizations and employers in general should be particularly aware of the 

deceptive SE techniques and the impact it could have on their valuable corporate assets. 

Employers bear a specific responsibility in making their employees aware of the SE risks, 

reducing the victimisation risk of their employees not to fall prey for such scams and by this 

positively impacting the security of their corporate financial and corporate information assets. 

This rationale puts a specific spotlight on the importance of this dissertation that researches 

individual differences of SE victimisation and the effectiveness of preventive strategies.  

Second, due to the lockdown, the rate of employees working from home took a steep 

increase and the general outlook for the future shows that people want to work more often from 

home (Chung et al., 2020; Reuschke & Felstead, 2020). Thus, this could put employees more 

regularly in a situation where they could be compromised by deceptive social engineers, as an 

explicit or implicit corporate control environment is not perceivably present. It could be 

assumed that CoVid-19 contributed to the velocity of the digital transformation. 

Simultaneously, this forced increase in the speed of digital transformation puts a high 

importance on the risk of fraud victimisation through SE, as it is now even more important to 

protect corporate information assets that are increasingly accessed remotely. In particular, the 

employees accountable for the information assets, such as management and financial 

employees, are seen to be among those with the highest rate of access to telework (Desilver, 

2020). Thus, the opportunities for crimes that are facilitated by manipulative and deceptive SE 

techniques that victimise employees working from home might see a continued or increased 

appearance in case no countermeasures are taken. This implies an increased, but at least 

continuous, importance also for the research conducted in the regard of this dissertation project.  

The remainder of this thesis is divided into eight chapters that present the basic definitions 

and concepts this dissertation utilizes (chapter 2), a literature review of the main concepts of 

the topics under investigation (chapter 3), , the operational framework of the empirical section 

(chapter 4), the research questions and the research hypotheses (chapter 5), the methodology  

(chapter 6), the results (chapter 7), a chapter concerning theoretical considerations (chapter 8), 

as well as the standard sections on discussion and conclusion (chapter 9 and chapter 10).  

 

 

 



 

 

2. Definitions and Concepts 

The following paragraphs present the definitions and further insights of the main concepts that 

build the foundation and that will be referred to throughout this thesis. In particular, the thesis 

deals with victimisation and victimisation models, personality traits, the evolution of fraud, 

social engineering, serious gaming, and experimental research designs.  

Victimisation and victimisation models 

Victimology is a relatively young direction (Fattah, 2010). It was not before 1948 that research 

almost exclusively focused on the offender side in studying crime and deriving policy 

implications (Fattah, 2010). In 1948 it was Hans von Hentig who first brought to the table the 

importance of studying the victim side as well, in order to bring a step forward the 

understanding of the offender-victim interrelation (Fattah., 2010). In his book The Criminal and 

His Victim he specifically proposed to take into consideration the individual vulnerability of 

people to be victimised. Thanks to this seminal contribution von Hentig is therefore 

understandably recognised as the father and inventor of the victimological vein (Fattah, 1991; 

Fattah, 2000; Dillenburger, 2007, Fattah, 2010). Other early contributors in the field that 

followed the direction paved by von Hentig were Mendelsohn (1956) and Wolfgang (1958). 

Former primarily focused on the specific typology of victims in the sense that he grouped 

victims into six different categories. On the one end of the scale ranges the completely innocent 

victim and on the other end ranges the imaginary victims (Sengstock, 1976). Wolfgang (1958) 

focused on patterns of criminal homicide with evidence that victims were not always passive 

recipients of crime.  

Since the establishment of the victimology research vein by von Hentig over 70 years 

ago, the field has taken a tremendous step to advance the knowledge about the victim and to 

close a knowledge gap in the field (Fattah, 2010). Since then, four main theoretical models drive 

research in victimology (Lusignan & Marleau, 2010). In the 1970s and 1980s two seminal 

contributions with continuous relevance have broadened the understanding of what drives 

victimisation. First, there is the lifestyle theory approach defined by Hindelang, Gottfredson 

and Garofalo (1978) that defines individual’s lifestyles and behaviours as explanatory variables 

for the risk of being victimised. Second, there is the routine activity theory proposed by Cohen 

and Felson (1979). It uses routine activities as a theoretical concept to explain victimisation. 

Two years after their contribution Cohen et al. (1981) contributed another theoretical concept 

that is known as the opportunity model. It says that the combination of lifestyles and routines 
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forms attractive opportunities for offenders. The Dutch model developed by van Dijk and 

Steinmetz (1982) defines proximity, exposure and attraction as main drivers of victimisation. 

Proximity is the social relation of persons in space to one another. Exposure defines the 

possibility for the offender to conduct a crime when meeting a victim and attraction defines 

tendencies within the offender triggered by the victim.  

In a more recent article Zaykowski and Campagna (2014) evaluate the occurrence of 

victimology theories based on a content analysis approach of victimology textbooks and group 

them into different categories. Other classifications of victimology theories have been 

undertaken by Mawby and Walklate (1994), Fattah (2000) and Wilcox (2010). Table 2.1 

presents the classification of Zaykowski and Campagna in an own illustration in more detail. It 

distinguishes among victim precipitation, exposure/opportunity, learning/culture, control and 

critical theories.  
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Table 2.1: Classification of victimology theories (Zaykowski & Campagna, 2014) 

 

Theories Focus Author Year 

Precipitation individual vulnerable 

characteristics 

von Hentig 1948 

  
 

Mendelsohn 1956 

  homicide victimisation Wolfgang 1958 

  sexual victimisation Amir  1971 

  victim-offender interaction Luckenbill 1977 

  
 

Felson and Tedeschi 1994 

  deviant lifestyles Sampson and Lauritsen  1990 

Exposure and 

Opportunity 

victim lifestyle Hindelang Gottfreson and 

Garofalo 

1978 

  victim routine activities Cohen and Felson 1979 

  social structures Miethe and Meier 1994 

  fear of crime Tillyer, Fisher and 

Wilcox 

2011 

Social Learning 

and Cultural 

acceptance of violence Wolfgang and Ferracuti 1967 

  abusive relationships Walker  1984 

  cultural norms Anderson 1994 

  
 

Berg, Stewart, Schreck 

and Simons 

2012 

Control self-control Gottfredson and Hirschi 1990 

  characteristics of low self-

control 

Schreck 1999 

  low self-control and risky 

lifestyles 

Pratt, Turanovic, Fox and 

Wright 

2014 

Critical victimisation of women Brownmiller 1975 

  DeKeseredy and 

Schwartz 

2009 

 

  abuse of power by elites Mawby and Walklate 1994 

 

It is fair to say that the classification provided by Zaykowski and Campagna (2014) provides a 

good overview of the respective theoretical approaches but is neither the only nor the ultimate 

classification. Different approaches as those by Mawby and Walklate (1994), Fattah (2000) and 

Wilcox (2010) also would qualify for a theory’s comparison. The classification provided above, 

however, implicitly shows the evolution of the theoretical considerations in victimology. In the 

beginning of research in victimology, researchers mainly focused on individual characteristics 

as an explanation for victimisation (precipitation theories). Exposure and opportunity theories 

on the contrary take into consideration the social contexts that define victimisation. Theories of 
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lifestyle choices and routine activities take into account structural constrains, amongst others, 

as victimisation drivers. According to social learning and cultural theories, victimisation is the 

result of acceptance and regular appearance of crime within a society or parts of a society. 

Crime is understood to be part of the culture or the societal norms, such that specific 

victimisation patterns evolve out of these conditions. Control theories assume that victimisation 

is negatively related to internal and external controls. People with a high self-control, for 

example, are expected to demonstrate a lower probability of being victimised as those with a 

low self-control, such as a low level of tolerance or problem solving (Schreck, 1999). Lastly, 

critical theories look at victimisation from a broader perspective and suggest that it is a result 

of differences in social groups. Critical criminology therefore examines things like state crime, 

victimisation of women or crime committed by the rich and powerful (Zaykowski & Campagna, 

2014). 

 

Personality traits 

Personality is referred to as the field of psychology that investigates “the thoughts, feelings, 

behaviours, goals and interests of normal individuals.” (Watson, 2019, p. 871). Since more 

than 2’000 years mankind is interested in investigating on the elements that describe an 

individual’s personality. Hippocrates thought that different body fluids, the so-called 

temperaments, are responsible for specific phenotypical behaviours (Fazeli, 2012). Galen, a 

Greek physician, further developed Hippocrates’ theory and introduced his conviction that 

personality and diseases are based on an individual’s imbalances of the four fluids. He 

distinguished among the choleric, the melancholic, the phlegmatic and the sanguine persons 

(Clark & Watson, 2008). This long-lasting theory was taken on and refined by philosopher 

Immanuel Kant who attached specific traits to the four categories, such as choleric persons 

being impulsive or melancholic persons being thoughtful (Stelmack & Stalikas, 1991; Eysenck, 

2009). Moreover, psychologist Wilhelm Wundt (1874/1886) believed that it is more reasonable 

to divide the four categories based on two different axes. The first axis distinguishes between 

strong and weak emotional temperaments (choleric / melancholic vs. sanguine / phlegmatic), 

whereas the second axis describes the distinction between changeable and unchangeable 

temperaments (choleric /sanguine vs. phlegmatic / melancholic) (Eysenck, 2006). A different 

approach to describe personality was introduced by Sigmund Freud in the early 20th century 

(Freud, 1916-1917). His well-known psychodynamic perspective of personality was inevitably 

the first encompassing theory of personality. The introduction of the conscious and unconscious 
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was ground-breaking and although different of his perspectives are rejected or criticized from 

researchers in psychology nowadays, a lot of his thoughts are still prevalent. But even in his 

days there was no unison among scholars regarding his perspectives. Despite the general 

agreement on the importance of childhood experiences as personality drivers, neo-Freudians 

like Alfred Adler, Erik Erikson, C.G. Jung or Karen Horney disagreed with Freud on his 

centrism of sexuality as the essential force of explaining personality. In particular, the neo-

Freudians believed that the social environment, as well as cultural differences are significant 

drivers of personality. Adler (1930 & 1961) believed that the power behind an individual’s 

emotions, thoughts and behaviours are feelings of inferiority endured during childhood. Erikson 

(1958 & 1963) highlighted the importance of social relationships for the personality 

development and believed that a person’s personality develops throughout her or his life. 

Horney believed that unconscious anxiety, built by unmet cognitive needs in childhood, drives 

the style of personality (Paris, 1994). Individuals cope with this anxiety either by moving 

towards, against or away from people (Burger, 2008). Lastly, Swiss psychiatrist C. G. Jung 

developed his theory of analytical psychology. He put a special attention on the approaches 

distinguishing the consciousness from unconsciousness. In his opinion, Freud’s theory of the 

unconscious was incomplete as it only describes the personal unconscious and, in his opinion, 

lacks the collective unconscious (Jung, 1921). The archetypes, as he called them, are those 

ancestral memories that are commonly shared among society (Jung, 1959). Jung’s most 

important and still prevalent contribution to personality psychology, however, is his proposal 

of psychological types (Jung, 1921) and the respective approaches to life. The concepts of 

introversion and extraversion (not extroversion, as it has been manifested in some languages 

over time. It is, however, extraversion (Jung, 1921, p. 36f.) are common descriptors when 

talking about peoples’ personality and when assessing individual personality. Introverted 

people derive their energy from their inner psychic activity, whereas extraverted people derive 

their energy from being with other people. 

Beyond those briefly discussed psychodynamic approaches to explain personality, other 

approaches to explain personality developed over time. In doing so, learning approaches focus 

on observable phenomena to describe personality. As they can be scientifically tested, they 

enjoy greater popularity nowadays compared to psychodynamic approaches. Learning 

approaches generally divide into behavioural, humanistic, cultural and trait perspectives 

(Dumper et al., 2019). Behaviourists like B.F. Skinner (1953) or Pavlov (1927) think that the 

reasons for all behaviour lie outside an individual and that the environment, a person is 
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confronted with, drives the resulting behaviour (Skinner, 1953). Mischel (1968) found that 

personality traits vary across situations, though are more consistent within situations and that 

behaviour is also consistent across equivalent situations over time. Humanistic approaches 

include those of Maslow (1954) and Rogers (1980). Former argued that psychoanalytic and 

behaviourist approaches do not respect human experience, but that personal experience indeed 

impacts personality. Rogers introduced the self-concept of the thoughts and feelings of 

ourselves to personality psychology. Biological approaches argue that personality is predefined 

through our genetical dowry. Biological predispositions and physiological processes are 

believed to drive our personalities (Burger, 2008). Cultural learning theories see the driving 

forces of our personalities in the environmental factors that we are exposed to dependent on the 

culture we live in (Triandis & Suh, 2002).  

Finally, the trait theoretical approach of personality psychology says that an individual’s 

personality can be described by specific traits and ways of behaving. Personality traits are said 

to “reflect people’s characteristic patterns of thoughts, feelings and behaviours…. Trait 

psychology rests on the idea that people differ from one another in terms of…basic trait 

dimensions…” (Diener et al., 2019, p. 856). In an attempt to summarize all traits that describe 

an individual’s personality, Gordon Allport (1936) identified almost 18’000 English words in 

the dictionary that could be used to describe a person. Cattell (1946 & 1957) reduced Allport’s 

list to 171 traits and concluded that there are 16 dimensions that describe a person’s personality, 

resulting in his 16PF assessment of personality. In another approach Eysenck (1947) theorized 

that people range within two specific dimensions, namely introversion/extraversion and 

stability/neuroticism and that these dimensions quite well describe a person’s personality. 

Nowadays, the most common model of describing personality traits is the Five-Factor Model 

(McCrae & Costa, 1987; Goldberg, 1990; McCrae, 1992). The so-called Big 5 personality 

framework is one of the most widely used models for personality research and broadly accepted 

among scholars (Gosling et al., 2003; Lang et al., 2011; Rammstedt et al., 2012). It summarizes 

human personality traits under five broad categories (Extraversion, Agreeableness, 

Conscientiousness, Emotional Stability, Openness), with each having a bipolar counterpart (e.g. 

Extraversion vs. Introversion). Thus, it is possible to create a comprehensive personality profile 

of the test taker. In a revision of the Big 5 personality framework, Ashton and Lee (2004 & 

2007) made some refinements on some traits and proposed a sixth dimension to the model. 

Their HEXACO-Model of personality traits builds on the Big 5 personality model, but further 

entails the dimension Honesty-Humility (see Table 2.2 for the definition of the sixth 
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dimensions). This dimension maps people on a scale from being fair and modest, when scoring 

high and being manipulative, narcissistic as well as being self-centred when scoring low. 

Another personality inventory that is frequently used to assess people is the Dark Triad, though 

it is looking at what is supposed to define the rather dark side of personality. Paulhus & 

Williams (2002) developed this inventory to measure peoples’ expressions of the personality 

domains Narcissism, Machiavellianism and Psychopathy. In this regard, the Dark Triad 

categorizes people by their narcissistic expressions like grandiosity, pride, egotism or a lack of 

empathetic abilities; by their sense for manipulating other, a moral absence and a high self-

interest as Machiavellian characteristic; and lastly by their psychopathic expressions like being 

antisocial, selfish or impulsive.  

As in other domains and fields, there is probably no ultimate right or wrong when 

evaluating different approaches, but rather a continuous evolution of knowledge, as well as a 

subjective conviction and believe of appropriateness of theories. It is the beholder’s subjective 

choice and point of view in deciding what the most appropriate tool for a topic under 

investigation is. 

Table 2.2: Personality traits of the HEXACO-Model (Lee & Ashton, 2004) 

Personality Trait Definition 

Honesty - Humility The Honesty – Humility personality domain captures the 

personality facets Sincerity, Fairness, Greed Avoidance and 

modesty. Persons who score high in this domain are supposed to 

be fair, modest, avoid the manipulation of others, are less inclined 

to break rules, do not feel the need for wealth and do not thrive for 

social status. 

Emotionality The Emotionality domain incorporates the personality facets 

Fearfulness, Anxiety, Dependence and Sentimentality. Persons 

who score high in the Emotionality domain are said to fear of 

physical dangers, experience anxiety under stress, feel a need to 

be emotionally supported by others, are empathetic and 

sentimentally attached to others. 
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Extraversion The Extraversion personality domain captures the personality 

facets Social Self-Esteem, Social Boldness, Sociability and 

Liveliness. Persons with high expressions in Extraversion are 

supposed to feel positive about themselves, feel confident in social 

interactions, enjoy social gatherings and the respective social 

interactions and are supposed to experience positive feelings of 

enthusiasm and energy. 

Agreeableness The Agreeableness personality domain incorporates the 

personality facets Forgivingness, Gentleness, Flexibility and 

Patience. Persons who score high in these dimensions are 

supposed to be more forgiving towards others who caused them 

harm, indulgent in judging others, cooperative and willing to 

compromise with others and are supposed to be more in control of 

their temper.  

Conscientiousness The Conscientiousness personality domain captures the 

personality facets Organization, Diligence, Perfectionism and 

Prudence. Persons that score high in these dimensions are said to 

be good in organizing their time and physical surroundings, are 

disciplined in working towards their goals, put a large focus in 

accuracy and perfectionism in their tasks and deliberately evaluate 

options in decision-making processes.  

Openness to Experience The Openness to Experience personality domain incorporates the 

personality facets Aesthetic Appreciation, Inquisitiveness, 

Creativity and Unconventionality. Persons with expressions in 

these domains are supposed to enjoy the beauty of art and nature, 

are inquisitive, have a good imagination and use it freely in 

everyday life, and have an interest in unusual ideas or people. 
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Fraud - A concise historical review 

It is probably a hard task to define a specific start date in history when the act of fraud first 

appeared. Fraud is commonly seen as something unlawful and criminal. A quick look in the 

Oxford English Dictionary (2022) confirms that fraud is neither an unambiguous term nor a 

recent phenomenon. It is defined, amongst others, as “Criminal deception; the using of false 

representation to obtain an unjust advantage or to injure the rights or interests of another” or 

“An act or instance of deception,…, a dishonest trick or stratagem. A method or means of 

defrauding or deceiving”.  This definition carries aspects that are very important for the further 

understanding of the subject of this thesis as will be resumed in the following subchapter. Social 

engineers are deceptive tricksters too and thus fraudsters according to the definition above. 

Scrolling further through these definitions shows that the English language makes use 

of the term in these senses since the 14th century. However, it would be careless to say that 

fraud did not exist before. Obtaining an unjust advantage against someone or something else 

for personal gains does not seem to be a matter of centuries of human history but rather a fact 

that is deeply rooted in human nature. Ever since humankind is organized in societal structures, 

there have been endeavours by people or groups of people to deceive their fellow tribesmen or 

fellow citizens to gain an advantage over them, may it be for the greater good, for the groups’ 

or tribe’s sake or just for a personal gain, as is the case in so many instances since money has 

been invented to attach a direct value to things and people and by this distributes wealth and 

power. The following lines will present some epochal fraud occasions and will show that 

generally, fraud has been there since long ago, but that the means by which it is carried out and 

the names for it have developed as society did too. 

It is therefore no surprise that there is evidence that already in ancient Rome and Athens 

societal phenomena existed that can be considered a fraud in terms of the definitions presented 

above. Laws against the adulteration of food and beverages already existed more than 2’000 

years ago (Sumar & Ismail, 1995), which imply a corresponding and preceding behaviour that 

was considered as unlawful. Food frauds such as the Melamine scandal in 2008, where milk 

was diluted with water and melamine was added to stimulate a certain protein content, or the 

chemical treatment of rotten meat from Brazil in the “Gammelflesich Scandal” of 2017 are 

therefore no new phenomena. We do not have to jump far in time to present another example 

of societal behaviour that lawful people would consider as unfair and deceptive. The usage of 

performance enhancing substances or methods for gain and fame in sport competitions is 
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nothing new. Competitors in ancient Olympic Games regularly used such methods to defraud 

their honest opponents for glory (Müller, 2010). The fabulous and glorious ancient time inspired 

other fraudsters as well. It is probably not a very well-known example among ordinary people, 

as to us the name of the following person does not come to our mind when we think of famous 

fraudsters, but rather when we think about famous artists. Probably, one of the greatest of all 

times. It is said that Michelangelo committed one of the first recorded instances of forgery. He 

forged an ancient Roman sculpture in 1496 and buried it to make it appear older before selling 

it as an historical piece. Besides that, Michelangelo is also known as a highly gifted copier. He 

made a business of copying artists’ drawings while keeping the original and selling his copies 

(Amineddoleh, 2016). Our travel through time takes us to another highly skilled fraudster who 

made a fortune with faking gold and silver coins. In 17th century, William Chaloner, a 

counterfeiter and confidence trickster, was the greatest counterfeiter of gold coins and for a 

substantial period successfully tricked society and parliamentary members in a conspiracy. It 

was Isaac Newton who was the warden of the royal mint at that time and who finally succeeded 

in securing a conviction of William Chaloner at a trial in March 1699 (Iliffe, 2009). Although 

frauds like the one of William Chaloner defraud society by sometimes substantial financial 

value, the late 1800s and early 1900s inhibited frauds with more severe impacts on society’s 

health. Back then, many medicines were marketed as patent medicines while promising 

therapeutical effects for the respective illness. In fact, the medicines were neither patented, nor 

did they have any therapeutic use beyond a placebo effect (Valuck et al., 1992). People are 

creative to satisfy their need and greed for a financial gain. Around the same time in early 19th 

century, a couple of men made a business by selling the Brooklyn Bridge to visitors, tourists 

and other people. One of them, a man named George Parker, managed to sell public structures 

in New York City for over forty years (Cohen, 2005; Yadon and Smith, 2011). Around the same 

time, two young women who were geographically separated in Europe and the United States 

are supposed to be the inventors of a scam that has become famous throughout the last two 

centuries. Between 1869 and 1880 the first incidents of what nowadays is known as the "Ponzi 

Scheme” were recorded. In Germany, Adele Spitzeder performed scams that promised large 

returns on investments that were repaid by continuously using investments of new investors. 

Similarly, in the United States at about the same time Sarah Howe promised female only 

investors large returns on their investment that she eventually would not pay back (Zuckoff, 

2005). The scheme was later named after Italian businessman Charles Ponzi who in the 1920s 

deceived various people to make a huge amount of money by promising very high returns with 
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little risk originated from supposed businesses or business ideas that actually did not exist. One 

of the latest Ponzi Scheme incidents with worldwide media coverage was Bernard Madoff’s 

multi-billion fraud. In late 2008, he was exposed to have stolen about $65 billion by using the 

Ponzi Scheme over years (Quisenberry, 2017). Our journey through time takes us to another 

prominent scam that is regularly observed even nowadays. Since the 1970s, an African criminal 

network makes its fortune with the so-called Advance Fee Fraud. It has its roots in Nigeria 

where the influx of petro-dollars by oil revenues created attractive opportunities to defraud 

people. In its earliest form, the Nigerian Advance Fee Fraud scheme was a “contact non-violent 

crime” where the perpetrator meets physically with the potential victim, builds trust and 

sympathy by telling a hard-luck or business opportunity story. Once the victim is interested, the 

scammer reverts to the original plan of obtaining money from the victim under false pretences. 

The scam exists in many other variants and also makes use of technology nowadays (Salu, 

2004; Ben Simon, 2009).  

Technological innovation brings opportunities and inhibits threats. Society has evolved 

tremendously with and through technological innovation. The opportunities for criminal 

motivated people developed likewise. Using standard telephone lines to fool people has become 

common since the 1980s. Consumer are regularly fooled by criminal networks but also by 

ruthless companies while promising them attractive deals and products over the phone. Victims 

are either fooled by having to pay for the phone line connection or by agreeing on fraudulent 

deals over the phone (Kertz, 1992; Nettleton, 2006). Ever evolving technology provides more 

attack surfaces for the criminals as well. The processing of digital data exposes enormous 

opportunities. Credit card fraud where authorization rights of the legitimate credit card owner 

are compromised and exploited by the criminals for their financial gain are common attacks 

that involve technology (Barker et al., 2008). Identity theft scams that make use of the stolen 

identity for a financial profit are nowadays not seldom either (Dwan, 2004). Even natural and 

societal disasters, such as the CoVid-19 pandemic, are seized to deceive innocent people by 

exploiting them or their identities with scams that use digital attack vectors, such as phishing 

(Ma and McKinnon, 2021).  

Regardless of the exact attack vector, the appearance over time and space or the 

technological status-quo, all the provided examples have one thing in common: the perpetrators 

successfully managed to fool the victims into acting to the offender’s advantage. People like 

Michelangelo, William Chaloner, Adele Spitzeder, Sarah Howe, Charles Ponzi, Nigerian 

advance fee fraudsters or Bernard Madoff all have these skills in common. This might not be 
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that clear cut for the food fraud or sport fraud examples. However, those fraudsters also 

managed to trick people into seeing them as a trustworthy seller or athlete to cheer for or bet 

for. Otherwise, they would not have succeeded at the first place. These fraudsters know how to 

build trust and confidence in people such that their potential victims would not discover the 

fraudulent intention of their initial request. The rationales of these scams have not changed 

much over time, the tools and tricks that technological innovation has brought along in the 

evolution of society have, however, broadened the attack surface and the amount of attack 

vectors. Fraudsters that use these principles to succeed with their malicious campaign are also 

regularly named as con artists. They are artists in the sense that they very well understand how 

to persuade people from having confidence into them and their doings. The examples and the 

literature imply that those artists rather possess a specific set of personality traits and persuasion 

skills that are consistently inhibited in humankind than that the appearance of the first con artist 

dates back to a specific point in time. There was, however, an incident that shaped the common 

understanding of the terminology. In 1849, on a summer day in July a swindler was arrested by 

the police of New York City. The man was accused to have tricked people out of valuable 

possessions, such as gold watches. His modus operandi was always the same. He would 

approach perfect strangers in the streets of New York City and after a little conversation he 

would ask them: “Have you confidence in me to trust me with your watch until tomorrow?” 

Obviously, he would never turn back the watch. During his conversation with the perfect 

strangers the swindler would build trust in the victim that he is an old acquaintance and would 

convince his victim to be a trustworthy person. Besides building this kind of confidence in the 

target, he also acted confidentially throughout the whole scam and even actively used the word 

“confidence” in his swindle, which has earned him the name of the “Confidence Man” 

(Bergmann, 1969). Around 10 years after his arrest, the modus operandi and the term were 

common features of society, such that The Rogue’s Lexicon defined the term as (Matsel, 1859):  

A fellow that by means of extraordinary powers of persuasion gains the confidence of 

his victims to the extent of drawing upon their treasury, almost to an unlimited extent… 

As this definition shows, con artists and confidence men are masters in deceiving their targets 

into having confidence with them and eventually give away their precious possessions. The 

essence of fraud is independent of space and time or the geographical location. Neither does 

the technological status-quo hinder the fraudsters from committing their malicious campaigns. 

On the contrary, it provides them additional attack surfaces and vectors. Sociological and 

psychological circumstances effect frauds no matter its appearance: 
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…almost all fraud can be seen to contain the kernel of the “confidence game” procedure 

– the creation, by one means or another, of a relation of confidence, through which a 

swindle is effected. (Schur, 1957)   

Social Engineering 

Social Engineering (SE) is the deceptive exploitation of the human factor (Mann, 2008; 

Hadnagy, 2010; Weber et al., 2020) and in this regard links to the previous section. Social 

Engineers are con artists too and SE is an old fraud disguised in a modern terminology (Manske, 

2000; Pimentel and Steinmetz, 2022). SE techniques rely on psychological concepts of 

influence, which were also the rationale of the successful intrusion method of our Trojan Horse 

example in the introduction part of the thesis. It is applicable for the Trojan Horse example, but 

SE techniques are applicable for various kinds of attacks on the human factor, as they target the 

psychological dimension of a victim. In the Oxford English Dictionary (2019) a social engineer 

is “A person who uses centralized planning in an attempt to manage social change and regulate 

the future development and behaviour of a society” and has allegedly first been mentioned in 

1842 by John Gray. The term Social Engineering, however, has, according to the Oxford 

English Dictionary (2019), first appeared in 1899 and is defined by the Oxford English 

Dictionary (2019) as “Politics (orig. U.S.). The use of centralized planning to manage social 

change and regulate the future development and behaviour of a society”. In the mid-20th 

century Karl Popper (1966) in his book “Open Society and Its Enemies” spoke about the 

techniques of SE in the sense of social change based on well-founded instrumental knowledge 

(Hansson, 2006). Originally, the term is therefore meant to reflect a socio-political normative 

intention on a macrolevel and does not relate in any way to the modern usage in relation to 

Information Security (IS) and the exploitation of the technology user. However, even nowadays 

the meaning of SE should not be seen as solely related to IS. As Hadnagy (2021), Bullée et al. 

(2017) and Mouton et al. (2016) note, SE is a technique of influencing people to reveal 

information by using compliance principles, also known as Cialdini’s weapons of influence 

(Cialdini, 1984 & 2021). The terms influencing tactics or principles of persuasion are used 

synonymously. Throughout the remainder of this thesis all those terms are defined as 

psychological influencing tactics (PIT). Ferreira et al. (2015) researched the use of PIT in SE, 

although limited to the use in phishing attacks. Nevertheless, social engineers use psychological 

techniques to interact with and deceive their targets (Rusch, 1999). The SE techniques therefore 

rely on rationales that define the interpersonal communication. Rusch (1999) and Atkins (2013) 

show that these rationales are properly discussed in the domain of social psychology. Social 
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psychology is a scientific field looking at the interrelation among humans with a special focus 

on how people “think about, influence and relate to one another” (Myers, 1994). Several 

authors derived a direct link between the findings of social psychology and the techniques of 

SE by showing how the process of deceiving people during a SEA refers to principles of human 

interpersonal, quite often subtle, communication (Long, 2008; Mann, 2008; Raman, 2008; 

Thompson, 2006; Workman, 2008). The precise description of the basic and most relevant 

principles of interpersonal persuasion techniques that are also applied in SEA is given in Robert 

Cialdini’s breakthrough work INFLUENCE (Rusch, 1999). Those principles of persuasion are 

used by everybody in everyday life, consciously or unconsciously, for the better or the worse 

(like in the case of fraudulent SEA), for selfish reasons or the common interest. Cialdini 

discovered those principles through various experiments, academic research and insights gained 

through the exposure to work of compliance professionals in field studies. These principles are 

the basic rationales of persuasion in social psychology that he observed to be universally valid. 

Cialdini’s principles of persuasion are: 

1) Reciprocation 

2) Commitment and consistency 

3) Social proof 

4) Liking and similarity 

5) Authority 

6) Scarcity 

7) Unity 

Table 2.3 highlights each principle with its characteristics, Cialdini’s guide on how to protect 

against the principle and a constructed example by the researcher of its application by social 

engineers. 
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 Table 2.3: Cialdini’s “Weapons of Influence” (Source: Rule & How to say ”NO” - Cialdini (1984); Social Engineering Application - own 

elaboration). 

Weapon of Influence  

Reciprocation  

Rule “The rule says that we should try to repay, in kind, what another person has provided us.” 

 

Reciprocation possesses awesome strength and is probably the strongest of the compliance 

principles. It crosses distances, cultural differences, time and disconnects even self-interest. The 

rule enforces unwanted debts. People give back, although they cannot or didn’t like the gift. 

Reciprocation triggers unfair exchange. The indebting first favour can be independently chosen 

by the “attacker”, the return favour however can be larger, indeed. The exact extent of the return 

favour obviously depends on the target’s sense for obligation and probably on how well one 

matched the personal need for the gift and its personal valuation of what it is worth to the target. 

How to say “NO” • Recognize that the rule is the opponent, not the requester using the rule. 

• A policy of blanket favour rejection is a choice but is ill advised for situations where 

they are indeed a favour. 

• Accept offers only for what they fundamentally are not what they are represented to be. 

• Learn to recognize, whether the initial offer is a compliance tactic to stimulate larger 

return favour. 

• Do not meet a compliance tactics with a favour 

Social Engineering Application A social engineer sends the receptionist flowers thanking for helping with ordering a taxi. The 

next time the social engineer will use the built trust for asking for a favour. 
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Commitment & Consistency  

Rule “It is, quite simply, our nearly obsessive desire to be (and to appear) consistent with what we 

have already done. Once we have made a choice or taken a stand, we will encounter personal 

and interpersonal pressures to behave consistently with that commitment.” 

 

Personal (inside) and interpersonal (outside) consistency pressures will lead us to behave in 

accordance to our earlier final decision. The rule is so strong, as inconsistency is seen as an 

undesirable trait and a high degree of consistency is perceived as a sign of personal and 

intellectual strength. Once a commitment is public, you have to act consistent to your 

commitment. Written statements require more effort than verbal ones and in this regard trigger 

consistent behaviour, such that commitment is met, and one acts compliant. Commitments are 

effective when they are made actively, publicly and with effort. However, one thing that is 

superior to the three mentioned conditions is that commitments are most likely to be met 

consistently when they stem from an inner choice. 

How to say “NO” • There are two physical signals that unmask dangerous mechanical consistency. 

1) When we are trapped into a request we know, we do not want to perform, we 

usually have an unpleasant stomach feeling. 

2) A split of a second before we intellectualize situations, we recognize our 

evaluated heart feeling.  

• Train yourself to be attentive, before the cognitive apparatus engages. 

• Tell the requestors exactly what they are doing by forcing you to act consistently. 

Social Engineering Application A social engineer will acquire written agreement from a targeted person regarding the sale of a 

specific item. Afterwards the social engineer will enforce minor additional conditions to gather 

personal information, which the targeted person feels obliged to share for being consistent with 

the sale commitment. 

 

 



21 

 

 

Social Proof  

Rule “The tendency to see an action as more appropriate when others are doing it normally works 

quite well. As a rule, we will make fewer mistakes by acting in accord with social evidence than 

contrary to it.” 

 

According to the rule, people follow the actions of a herd, as the thing the most people do is 

perceived the right thing to do. At the same time this is the principles major strength and major 

weakness. It provides a convenient shortcut on how to behave, but simultaneously makes us 

vulnerable using the shortcut. The more people behave in the same way, the better the principle 

works on us. The principle works best under conditions of uncertainty and is most powerful 

when the herd is characteristically similar to us, making us more likely to follow 

How to say “NO” • Try to recognize when the underlying data of Social Proof are in error. 

• Being sensitive for situations where Social Proof autopilot works with inaccurate 

information (1) when social evidence has been falsified on purpose (2) pluralist 

ignorance phenomenon.  

• Social Proof as an autopilot should never be trusted fully 

Social Engineering Application A social engineer convinces a target to release confidential information by stating and showing 

that others already complied with his or her request. 
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Liking & Similarity  

Rule “As a rule, we most prefer to say yes to the requests of someone we know and like.” 

 

The rule of Liking is used in a large number of different ways. However, Cialdini identified, 

based on accumulated evidence, the appearance of several dominant factors that generate liking. 

First, physical attractiveness is a strong factor that produces liking for good-looking people in 

others. Findings suggest that the factor has been heavily underestimated. Second, similarity 

plays an important role as well. We simply like people who are similar to us. Third, the use of 

compliments increases the likelihood that we like other people, as we feel flattered. Fourth, we 

are more probable to like things that are familiar to us, things or persons that we have had contact 

to previously. Lastly, we like things or people that are conditioned and associated with pleasant 

experiences or feelings. 

How to say “NO” • Let liking factors work at the beginning. 

• Concentrate on the effect, rather than on the cause. 

• Being sensitive for one thing: Do we have come to like the compliance practitioner more 

quickly or more deeply than we expected? 

Social Engineering Application A social engineer visits the same online platforms as the target, building a relationship based on 

similarities and later uses the trusted relationship to gather passwords. 
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Authority  

Rule “In the case of obedience to authority, even a brief consideration of human social organization 

offers justification aplenty…where a legitimate authority has spoken, what would otherwise 

make sense is irrelevant. In these instances, we don’t consider the situation as a whole but attend 

and respond to only one aspect of it.” 

 

Authority is another strong persuasion principle rooted in the rules of social structures and 

human social organisations. An accepted system of hierarchy and societal authority leads to 

situations where what was spoken by persons of authority is not questioned, although it might 

not make sense. In those cases, only one aspect is evaluated, and the situation as a whole is 

neglected. Where authority is not given at first, it can be obtained and used by “attackers” easily 

through small but noticeable characteristics, such as titles, clothes or trappings. Titles imply a 

specific rank and position, take usually time to achieve and in this regard are a sign of authority. 

The same rationale relates to clothes. Respected authorities who reflect responsibility are usually 

dressed in a specific way. Fancy trappings additionally show one’s status or rank and imply 

authority as well. 

How to say “NO” • Remove the element of surprise, but instead possessing a heightened awareness of 

authority power. 

• This can be achieved by posing two questions to ourselves: (1) Is this authority I am 

confronted with truly an expert? (2) How truthful can we expect this expert to be at this 

occasion? 

Social Engineering Application A social engineer masquerades as a policeman to induce the target via phone to release the 

information he or she wants to acquire. 
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Scarcity  

Rule “Since that encounter with the scarcity principle—that opportunities seem more valuable to us 

when their availability is limited— The idea of potential loss plays a large role in human 

decision making.”  

 

Scarcity is a powerful principle that is frequently used by marketing and compliance 

professionals in a wide-ranging and diverse field. The principle is so powerful as it operates on 

the worth, we assign things. It works on our weakness for shortcuts, due to the fact that we value 

items, which are difficult to possess better than items easily available. A secondary source of 

power is the loss of freedom. Scarcity means a decrease in available opportunities. People hate 

to lose freedoms they already have. Scarcity works best when specific conditions are met. Things 

are more desirable when they become scarce than when it has been scarce already. Moreover, 

competition for a scarce item enforces the powerfulness of the principle. 

How to say “NO” • Recognizing a rise in emotional arousal from scarcity should be seen as a sign of 

compliance tactic with a need for caution. 

• Calm ourselves down and regain a rational perspective. 

• Asking ourselves why we want the item: (1) for the purpose of owning it – evaluate how 

much we want to spend for it (2) for the purpose of its function – remember that the item 

will function equally well, whether scarce or plentiful. 

Social Engineering Application A social engineer researched the needs of a targeted person and sends it a malicious mail stating 

the scarce availability and the unique purchase opportunity by clicking a link. 
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Unity  

Rule “People say yes to someone they consider one of them. The experience of “we”-ness (unity) with 

others is about shared identitites – tribe-like categories that individuals use to define themselves 

and their groups, such as race, ethnicity, nationality, and family, as well as political and 

religious affiliations.”  

 

Unity is a powerful principle that is deeply rooted in humans’ psychological self. The experience 

of “we”-ness has defined our identities and our responses to requests since the tribal beginnings 

of society thousands of years ago. There are generally two distinctions inhibited in this  principle. 

Unity can be observed in people of some groups with specific shared values, interests or other 

uniting criteria when people share the feeling of belonging together or secondly a feeling of 

acting together. Those two factors make it easy for group members to create a shared 

understanding of beliefs, interests, attitudes, behaviours and eventually creating mutual trust. 

Typical commonalities can be shared kinship, regional or local heritage, language, nationality, 

etc. But also shared experiences or attitudes towards politics are unifying factors. 

How to say “NO” • Upon receipt of a request of a supposed group member, take a step back proverbially and 

take your time to process the information. Do not let yourself be trapped into a rush. 

• Test the supposed group member whether (s)he is really acquainted with specifics of the 

group. 

• Verify the request with other group members. Chances are high that not all group 

members share the same stance but are reacting to the principle instead as well. 

• Emphasise that despite shared group identities individualism brings variety to the group 

that ultimately advances the group as a whole. 

Social Engineering Application A social engineer researches any kind of information that can categorize the targeted person to 

a specific group, tribe, or community. The target person might be part of a specific club, military 

battalion, religion, ethnicity, company, or fan of a specific sports club. These information can 

be used by the social engineer to build trust with the target in posing to be part of the same group. 

Followingly, the trust will be used to start the malicious attack. 
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Although the seven different weapons of influence have each their own specific characteristics, 

they all work better under some conditions than under others. “If we are to defend ourselves 

adequately against those weapons of influence, it is inevitably that we know their optimal 

operating conditions, in order to recognize when we are most vulnerable to its influence.” 

(Cialdini, 1984, p. 98). For wise compliance decisions, panicky and feverish reactions do no 

good and will lead us to be deceived, eventually (Cialdini, 1984). 

Since Cialdini’s publication, different authors with a special emphasis on psychological 

deception techniques in SE have elaborated on the PIT concept in more recent studies (Gragg, 

2003; Stajano & Wilson, 2009). Gragg (2003) presents a multi-level defence mechanism against 

SEAs. In this regard, he refers to psychological triggers, as he terms them, that foster those 

attacks to be successful. Those psychological triggers have not been tested by himself, but rather 

refer to a summary of separate compliance principles. Thus, he specifically makes reference to 

Rusch (1999) who himself relates to the social psychology of Cialdini (1984). It is therefore no 

surprise that some of the psychological triggers presented by Gragg read similar to the weapons 

of influence by Cialdini, not only in their terminology but also in their description within 

Gragg’s publication. Whereas some can be used fully interchangeably with the compliance 

principles demonstrated by Cialdini, others also incorporate particular characteristics of the 

comparable weapon of influence. In general, Gragg distinguishes among seven psychological 

triggers:  

1) Strong Affect 

2) Overloading 

3) Reciprocation 

4) Deceptive Relationships 

5) Diffusion of Responsibility and Moral Duty 

6) Authority 

7) Integrity and Consistency 
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By reading through the list of the seven psychological triggers, it is obvious that Reciprocation, 

Authority and, after further validation, also Integrity and Consistency present weapons of 

influence already discussed in Cialdini’s work. Moreover, the psychological trigger “Deceptive 

Relationships” is discussed as being a tactic to build relationships for the purpose of subsequent 

exploitation of the person. This is achieved by a relationship that reflects joint interests or 

attitudes towards life, such that the target feels alike with the Social Engineer. This said, the 

psychological trigger Deceptive Relationships therefore, in the opinion of the researcher, does 

not present a completely new compliance principle, but rather builds on Cialdini’s Unity 

principle and should not be counted as a separate fundamental PIT. This leaves us with three 

additional psychological triggers presented by Gragg that are new compared to Cialdini’s 

weapons of influence when evaluating their applicability in SE situations. Those psychological 

triggers are: Strong Affect, Overloading and Diffusion of Responsibility and Moral Duty. They 

are more precisely described in Table 2.4. 
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Table 2.4: Gragg’s additional psychological triggers (Source: Rule – Gragg (2003, p.6-8); 

Social Engineering Application – own elaboration) 

Psychological Triggers  

Strong Affect  

Rule “Strong Affect is a trigger that uses a heightened emotional state 

to enable a hacker to get away with more than what would be 

reasonable.” 

 

Strong Affect is induced when at the beginning of an interaction 

strong emotions are triggered by statements that let the victim 

feel a strong sense of surprise, anger or anticipation. Strong 

Affect implies counterfactual thinking, which disables the target 

to think reasonably. 

Social 

Engineering 

Application 

A social engineer can use Strong Affect by calling a victim. The 

victim is told to have won a prize, which will lead to surprise and 

counterfactual thinking. The social engineer will then collect 

personal information to validate the prize.  

Overloading  

Rule “Having to deal with a lot of information quickly affects logical 

functioning and can produce “sensory overload.” 

 

People become mentally passive when too much information 

have to be processed at the same time, such that they only absorb 

instead of evaluating the information. When people argue from 

new perspectives, people are usually overloaded without enough 

available time to process the new point of view. Arguments that 

should have been challenged are more likely to be accepted then. 

Social 

Engineering 

Application 

A social engineer will call a target, pretending to be in an 

emergency case and provides a lot of information in a short time. 

The social engineer eventually manipulates the victim to do the 

things he or she wants them to do. 

Diffusion of 

Responsibility and Moral 

Duty 

 

Rule “Diffusion of responsibility is when the target is made to feel that 

he or she will not be held solely responsible for his or her 

actions.” 

 

Although this seems to be connected to Cialdini’s Social Proof 

principle, moral duty enforces the trigger by taking from the 

target feeling guilt. The target made to feel that his or her 

decision is decisive for success or failure.  

Social 

Engineering 

Application 

A social engineer will masquerade as being an employee calling 

another employee, as he or she supposedly forgot to send an 

important mail, which is important for the company. The victim 

has the moral duty to decide about the company’s “success” and 

about the “colleague’s” job. 
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In another more recent approach that investigated on the psychological methods of deception 

in SE, Stajano and Wilson (2009) present principles of human behaviour applied on scam 

victims deceived by SE techniques. The authors present different scam scenarios that have been 

tested and performed in the regard of a TV documentary series named “The Real Hustle”. It is 

a series where one of the authors is acting as a social engineer deceiving random targets with 

scam techniques. The objective of the show is to educate the spectators about the risks and the 

methods used by fraudsters or Social Engineers. The paper describes the principles of human 

behaviour used in those scam scenarios. In general, the authors distinguish among seven 

different principles like Gragg (2003) did too. Although the naming of the principles does 

differentiate from Cialdini’s principles as well, some of them do indeed relate to the weapons 

of influence like already in the case of Gragg. Stajano and Wilson explicitly mention the relation 

of some of their principles to Cialdini’s weapons of influence. While highlighting only a 

relation to Cialdini to a specific extent, a closer look shows that those related principles 

basically reflect the same rationale, however, applied and mastered to the scam and security 

environment. The authors distinguish among the following principles (Stajano & Wilson, 2009 

p. 9-19): 

1) Distraction 

2) Social Compliance 

3) Herd 

4) Dishonesty 

5) Deception 

6) Need and Greed 

7) Time 

The authors themselves state that their principle Social Compliance refers to Authority, Herd 

refers to Social Proof and Time refers to Scarcity of Cialdini’s compliance principles (Stajano 

& Wilson, 2009 p.20). Additionally, they state that the Distraction, as well as the Need and 

Greed principle sometimes matches the compliance principle Liking. Nevertheless, the 

description of the two principles used for their scams does not totally overlap with the Liking 

compliance principle, such that Distraction, as well as Need and Greed are respected separately. 

However, the principle Deception deserves some extended critique. While reading through the 

description of the principle, the reasoning lacks some logic to classify it as a stand-alone 

principle. The authors themselves state that almost all scams fall under the proposed principle 

of Deception. In case a principle covers all variations of scams, deception, or compliance 
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situations, it should be considered as being superior to others. This reasoning holds true when 

remembering that the usage of weapons of influence or generally speaking the usage of PIT, is 

an act of deception. This act of deception can be achieved by applying different principles like 

Authority, Social Proof, etc. and thus they can be interchangeably called a tool for deception. 

Therefore, classifying the principle of Deception as a tool for deception would cancel itself out 

of the equation and should not be respected on the same level as the other principles. It should 

rather be accepted as a superior, general description. Stajano & Wilson’s human behaviour 

Time should be evaluated similarly. The authors were initially unsure, whether this principle 

qualifies as a behavioural trait. After reviewing the literature, they argue that time plays an 

important role in human decision-making processes. When forced to decide quickly, humans 

will act on impulse without thinking clearly about the possible alternatives. Hence, whenever 

an attacker is putting time pressure on his or her target, it is easier to deceive, as it relies on 

impulse for conclusions and uses short-cuts for the decision-making process. Interestingly, 

Cialdini (1984) describes that the compliance principles work, as humans seek short-cuts for 

convenience. Following the behaviour of a mass of people is a short-cut for a decision-making 

process, as it is believed that a majority obviously behaves correctly. The word of authorities is 

less questioned, as the state of authority is a sign of correctness and therefore acts as a short-

cut as well. Although a lack of time forces people to use short-cuts for their decision-making 

process, I argue that this principle is superior to the other principles presented by Stajano & 

Wilson, as it intensifies the effect of the remaining principles once time pressure is put on the 

target during the application of any compliance principle. Time should therefore rather be 

respected as a universal accelerator of deception during a compliance process than as a stand-

alone PIT. Hence, this leaves us with three additional principles of human behaviour, namely 

Distraction, Dishonesty as well as Need and Greed that will be presented in Table 2.5 in more 

detail. 
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Table 2.5: Stajano’s & Wilson’s additional principles of human behaviour (Source Rule - 

Stajano & Wilson (2009, p. 9;14;17); Social Engineering Application – own elaboration) 

Psychological Triggers  

Distraction  

Rule “While you are distracted by what retains your interest, 

hustlers can do anything to you, and you won’t notice.” 

 

Distraction is an ingredient of most magic performances 

enabling the magician to be “one step ahead”. The distraction 

principle guarantees the success of this one step ahead 

strategy. Distracted targets focus on what is most interesting 

to them and what seems to be the most important action, thus 

people care about what they want to do and distracts them 

from the task of protecting themselves. This rule is also highly 

effective in espionage settings and is easy to administer in a 

group of Social Engineers. 

Social Engineering 

application 

A social engineer distracts the targeted person by randomly 

starting a conversation or jostle the one and secretly install 

spying gadgets. More efficiently this is done in a group of two 

Social Engineers. 

Dishonesty  

Rule “Anything illegal you do will be used against you by the 

fraudster, making it harder for you to seek help once you 

realize you’ve been had.” 

 

Anything illegal a victim does will be used against them, 

making it harder for the victim to seek help once the victim 

realizes it has been conned.  

Social Engineering 

application 

A social engineer sends mails to targets with the offer for free 

access to pornography entailing a Trojan horse programme. 

When corporate users fall prey to it, they have strong 

incentives not to cooperate with the forensic investigator to 

avoid the associated stigma, even if the incident affected the 

security of the whole company network. 

Need and Greed  

Rule “Your needs and desires make you vulnerable. Once hustlers 

know what you really want, they can easily manipulate you.” 

 

The Need and Greed principles covers all the aspects a human 

needs and desires. People are highly vulnerable, once an 

attacker targets people’s needs as point of starting the 

deception. 

Social Engineering 

application 

A social engineer targets an employee that is indebted and 

offers him or her a lottery win, which is obviously faked. The 

victim will fall for the scam and give the social engineer the 

envisaged information. 
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Social engineering relies on the application of psychological persuasion principles. In the 

literature, different approaches for psychological persuasion are found, with Cialdini’s weapons 

of influence being the most fundamental ones. Gragg, as well as Stajano and Wilson provide 

an extended view with a particular focus on SE situations. Differences and similarities of the 

principles have been discussed and duplicates with the same meaning or principles evaluated 

as being superior to the rest of the principles have been excluded. Table 2.6 presents the 

remaining set of PIT, representing different psychological rationales for the concept of SE to 

be successful: 

Table 2.6: Collection of different PIT (w/o duplicates of same reasoning or superiority)  

Cialdini Gragg Stajano & Wilson 

Reciprocation Strong Affect Distraction 

Commitment & 

Consistency 

Overloading Dishonesty 

Social Proof Diffusion of Responsibility and Moral 

Duty 

Need & Greed 

Liking & Similarity   

Authority   

Scarcity   

Unity   

 

SE in the modern understanding should reflect a global definition for exercising influence on 

somebody, such that the person being influenced acts in the intended way. Burkett (2013) even 

argues that national intelligence agencies should be more aware of Cialdini’s principles in their 

SE approaches for their agent recruitment. On the contrary, Muhly et al. (2021) give advice on 

how executives can use the principles to influence a security aware corporate culture. 

Psychological persuasion techniques that are the fundament of the SE rationale and its deceptive 

techniques in its modern understanding therefore drive the definition set by the researcher 

hereafter. Throughout this dissertation the term is used to mean the following:  

Social Engineering is a form of carrying out influence on a target person or party with 

the intention to steer their behaviour in the preferred and envisaged direction in order to 

acquire and exploit information, with or without the use of technology. 
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Serious Gaming  

The playful process of Serious Gaming derives from the term Serious Game (SG). SG are 

currently seen as “games that do not have entertainment, enjoyment or fun as their primary 

purpose” (Michael & Chen, 2005; Susi et al., 2007; BinSubaih et al., 2009). Similarly, 

Vermillion et al. (2017) describes SG as being used “for purposes beyond entertainment”. This 

definition is widely accepted and therefore the most current designation within the evolution of 

the definition of the term (Djaouti et al., 2011). According to Djaouti et al. (2011), these 

definitions all have been derived from the one set by Sawyer & Rejeski (2002) who, with their 

whitepaper, paved the way to the current understanding of applying SG with technology for 

training and education. The authors made a decisive contribution to the SG industry with their 

publication. Further, they also invented the “Serious Game Initiative” and SG conferences like 

the “Serious Gaming Summit” or “Games for Health” (Djaouti, 2011). The origin of the term’s 

definition and the first use of the term “Serious Games” or “Serious Gaming” dates back to 

the 1970s. The first precise specification of the term “Serious Game” is found in the work by 

Clark Abt (1970). In his book “Serious Games” he describes the use of games for training and 

education purposes and how decision-makers in different occupations like industry, 

government, education and personal relations can be trained by those games and simulations 

(Abt Associates, 2020). Although nowadays SG are commonly perceived as being related to 

virtual computer games and, by definition, are assumed to be limited to the digital sphere (Zyda, 

2005; Rudman, 2019), the definition originated from Abt (1970, p. 9) is rather open and does 

not use terms related to technology.  

“Games may be played seriously or casually. We are concerned with serious games in 

the sense that these games have an explicit and carefully thought-out educational 

purpose and are not intended to be played primarily for amusement. This does not mean 

that serious games are not, or should not be, entertaining.” 

The fact that SG nowadays are commonly attached to the digital sphere should be 

contributed to the technological progress since the 1970s and the possibilities of transferring 

concepts to the digital world rather than thinking that SG are meant to be purely digital. In an 

offline application of a SG that educated students about the US politics mechanisms, Jansiewicz 

(1973) researched their suitability for educating people about complex concepts like politics. 

Games that are played by incorporating human interactions are better suited to teach complex 

matters (Linehan, 2009; Jansiewicz, 2020). Moreover, interactive experiential learning 
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methods, like SG are, ideally fit the purpose to assist participants in understanding implicit and 

subtle concepts, such as deception (Arcos & Lahnemann, 2019).  

SG are applied in a broad range of domains, such as military, education, healthcare, 

communication, politics, etc. (Djaouti et al., 2011). The first specified domains for the 

application of SG refer to those mentioned by Abt (1970). He explicitly described that they 

could train and educate decision-makers in different occupations (industry, government, 

education, etc.). He created different games, digital and non-digital, that were used by schools 

for educating pupils or by the military for training officers in Cold War simulations (Djaouti, 

2011). Since then, SG application has widened and releases of SG accelerated (Djaouti, 2011). 

The continuous improvement in digital or virtual computer capabilities contributed to this 

increase as well. Moreover, SG application domains are almost limitless according to Abt’s 

definition, as their educational and training purpose, fostering an informed decision-making, 

applies to a vast number of different domains. Almost every domain or industry where 

knowledge and awareness creation is needed to support people’s understanding of principles, 

processes and rationales could be a possible SG application area. Current applications of SG 

were used by scholars for researching human behaviour in emergency scenarios or disaster 

communication, anti-terrorism training, engineering and information systems, healthcare, 

military, educational system purposes, the application of SG in environmental contexts, the 

application in the policing context or for researching the effect of gaming approaches in 

Cybersecurity trainings. Table 2.7 provides a selection of domains that were featured in 

academic literature about SG. It is a snapshot of the identified publication domains at the point 

of writing, and it does not claim to be complete.  

 

Table 2.7: Selected domains of Serious Gaming application in academic literature 

Disaster Communication Healthcare 

Anti-Terrorism training Military 

Engineering and Information Systems Education 

Policing Cybersecurity 

 

 



35 

 

Experimental Research Designs 

Aspirations to research criminal trajectories and the underlying principles of criminal behaviour 

have been studied using experiments already since the mid-1930s. The Cambridge-Somerville 

Youth Study was an “innovative” and “rigorous” experimental study that is known as being 

the first experiment focusing on delinquency prevention and the first longitudinal experimental 

design generating criminological insights (Welsh et al., 2019). Its intention was to 

experimentally assess the differences in the development of potential delinquent behaviour 

among a group of boys that were split into an experimental group, receiving a treatment, such 

as family guidance or medical and academic assistance (McCord, 1959 &1992), and a control 

group without support. The idea behind this approach was derived from work of Sheldon and 

Eleanor Glueck (1936) who say that criminal behaviour often originates from events in early 

childhood and that preventive stimuli must be given already at this stage. In McCord’s (1959, 

p. 96) words “the program must be regarded as a magnificent experiment” and to be considered 

a success for its incorporation of a control group and the fundamental insights produced by the 

collected information that are essential for future studies researching crime prevention.  

Other seminal experiments conducted in the field include the Manhattan Bail Project by 

the Vera Institute of Justice, researching the role of collected, verified information about the 

convicted person’s character and roots in the community in order to be successfully released on 

parole (Ares, 1963), the Havant Policing Scheme established in the 1960s looking at the effects 

of reforms in neighbourhood policing (Neyroud, 2007) and the Minneapolis Domestic Violence 

Experiment, which “was the first scientifically controlled test of the effects of arrest for any 

crime” (Sherman & Berk, 1981, p.1).  

Since then, experimental criminology has gained traction. The establishment of various 

organizations in the 1990s and 2000s like the Crime and Justice Group of the Campbell 

Collaboration, the Coalition for Evidence-based Policy, the Academy of Experimental 

Criminology or the Experimental Criminology division at the American Society of Criminology 

mainly contributed to the rise of Experimental Criminology (Mazerolle & Bennet, 2011).  

Its increase in academic popularity, especially within the last two decades, shows that 

experimental research designs are an important method to research, amongst others, criminal 

behaviour, criminal offences and the effectiveness of potential crime prevention programmes.  

Experimental research designs are usually conducted in field settings outside the laboratory and 

are profitable approaches for explaining and evaluating the causes of phenomena under 

investigation (Maxfield & Babbie, 2017). Experimental designs are procedures where one or 
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more sample groups are treated in a specific way and where the outcome of different treatment 

measures among a treatment group and a control group is compared against each other to derive 

conclusions about the treatment’s effectiveness. (Fischer, Boone and Neumann, 2014). An 

experimental study that is most appropriate as primary evidence for the examination of 

questions of effectiveness is the Randomised Controlled Trial (RCT). RCTs minimise biases 

by the application of randomisation and using a control group (Greenhalgh, 2010). 

Experiments are known to act as a powerful tool for constructing criminal justice policy 

and can be applied for many different conditions (Weissburd, 2000). The classical experiment 

is configured in three stages consisting of an intervention stage where the target population is 

split into an experimental group that receives a stimulus and a control group without receiving 

the treatment. Pre- and post-test stages measure potential differences in a dependent variable 

among the experimental and the control group. A central feature of the classical experiment is 

that the group assignment follows a random allocation process, with the experimental and 

control group being statistically equivalent (Maxfield & Babbie, 2017). Such randomised 

experiments are a valuable tool for public policy evaluation (Farrington, Ohlin & Wilson, 

1986). Where randomisation of the experimental groups does not take place, the research design 

is labelled as being quasi-experimental. In general, randomised experiments are less common 

in criminology research than nonexperimental research methods are (Weissburd, 2000; 

Farrington & Welsh, 2005). Nevertheless, randomised experiments increased in quantity since 

the 1950s, with 35 experiments being published in the period of 1957 and 1981, compared to 

83 experiments in the period 1982 and 2004 (Farrington & Welsh, 2005). Farrington and Welsh 

(2005) present a classification they have used to categorize published experiments. They 

summarize experiments into five categories, namely Policing, Prevention, Corrections, Court, 

Community but nevertheless state that it is to a certain degree arbitrary and that experiments 

could be allocated to multiple categories. 

Since the 1990s the field of experimental criminology shows exponential growth, which 

is also linked to the establishment of above-mentioned key organisations, but still few studies, 

using experimental designs, researched the effectiveness of crime prevention or crime control 

interventions (Mazerolle & Bennett, 2011). In this regard, some leading experimental 

criminologists give advice on how to improve the field and what future research designs using 

experimental methods should focus on for a lasting knowledge creation process.  

In a review of randomised experiments, Farrington & Welsh (2005) present an overview 

of conducted randomised experiments between 1982 and 2004, comparing them to the review 
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results of an earlier period. They conclude that the significant increase of the amount of 

performed experiments is good news for the academic field. Theirs review has nevertheless 

shown a need for studies like the dissertation at hand. They call for more geographical diversity 

of published experiments, as most of the reviewed studies were conducted within the United 

States of America, leading to a high geographical homogeneity. They note that researchers are 

still quite often confronted with multiple hurdles in successfully conducting randomised 

experiments. A lack of permission and collaboration challenges a successful randomisation 

process. Additionally, serious differences between assigned treatments and delivered treatments 

were registered frequently. Moreover, the administration and in particular the reporting of 

experiments is unsatisfactory, such that often basic information of the samples or the 

experimental process are missing in the publications. Based on this, a valuable contribution to 

the field can be made by applying randomised experiments in a setting outside the United States 

of America, with a thorough experiment reporting and a careful experiment administration, 

allowing for replication and thus further generalisation of the research findings. 

 

3. Literature Review 

This chapter presents the results of a literature review for three main directions of interest, 

namely social engineering and fraud, personality traits and fraud, as well as serious gaming and 

crime prevention. The aim of the review was to scan literature to identify studies dealing with 

the directions of interest and finally highlight research gaps. It was intended to identify literature 

that investigated the topic of social engineering as a technique of fraud. Second, it was intended 

to identify literature that interrelated individual personality traits with fraud. Lastly, literature 

that interrelated serious gaming as a method of crime prevention was searched.  

The literature scan was performed by searching the databases for the terms Thus, 

databases were searched for social engineering AND fraud, personality traits AND fraud and 

serious gaming AND crime prevention.1 In the latter case, a search variation between gaming 

and game was also applied as different results from these searches were to be expected. Table 

3.1 provides an overview of the selected search systems and the respective databases. Insights 

derived from Gusenbauer and Haddaway (2020) were respected for the search system and 

database selection.  

 
1 The literature scan was performed by doing a keyword search of the exact terms and term combination using 

online search systems and databases 
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The covered terms of this literature review are each applicable in a broad field of studies, 

but when combined would reduce the pool of relevant search hits. Apart from the term fraud, 

the remaining search terms are a combination of two words of which each alone would produce 

a huge amount of search results not or not directly related to the objectives of this study. It was 

therefore imperative to choose search systems and databases that are relevant for the field of 

study, but that also perform effective and efficient searches when using the Boolean operator 

“AND”, as well as parentheses to retrieve the exact combination of the term. Gusenbauer and 

Haddaway (2020) show that these requirements are not given for all the search systems they 

studied. In this respect, an additional remark may be made to Google Scholar and OVID. The 

authors show that the former search system does not manage to efficiently and effectively 

perform searches that use Boolean operators and parentheses. The application of those 

instruments was, however, critical to the review at hand to retrieve relevant results in an 

efficient way. Google Scholar was therefore not used as a search system tool in the process. 

The latter, and in particular the database PsycInfo, was included for the search, as some of the 

search terms also relate to the field of psychology. The search results of the keyword search 

were, then exported into Microsoft Excel where they were prepared to be sorted in a databank 

including the author’s name, the publication year, the title, and, where possible, keywords and 

abstract. For the term social engineering, only literature that used the term in the meaning of 

the definition presented in chapter 2, was respected. Literature that did not study the term in the 

sense of a deception technique, but rather as a macro-level normative approach (Popper, 1966) 

to steer society behaviour, was not respected. Only literature that was available in a language 

understood by the researcher, that is English, German or French, was kept in the list. Duplicates 

were also erased from the list. Based on the findings of Gusenbauer and Haddaway (2020) it 

was assumed that the selected search systems reliably searched the databases for the exact and 

combined search terms. Consequently, the exact terms should be jointly present in the retrieved 

results. Their mere presence in the publication does, however, not guarantee a focused dispute 

with the topic of the terms. Thus, the columns title, keywords and abstract of the Excel lists 

were searched for the respective keywords and synonyms, like deception or manipulation and 

their respective adjectives for the term social engineering. The retained results were 

summarized in an overview list.  
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Table 3.1: Utilized search systems and databases. 

Selected Search System Database 

BASE Full Index 

ERIC Full Index 

JSTOR Full Index 

OVID PsycInfo 

PubMed Full Index 
ProQuest ProQuest Dissertations & Theses 

 Sociological Abstracts 

Science Direct Full Index 

SpringerLink Full Index 

Web of Science Full Index 

Wiley Online Library Full Index 

 

3.1 Social Engineering & Fraud 

The literature search for the respective terms discovered that the general prevalence of literature 

relating to the search terms has a rather current concentration. The first researcher that discussed 

SE as a technique of internet fraud was Rusch (1999). Despite a continuous increase of 

publications in this direction since then, most of the observed literature concentrates on the 

years since 2010. The screening of the selected literature results in different conclusions. First, 

Phishing as method of fraud is a frequently discussed topic among the search results (Schipke, 

2006; Barnes, 2006; Long, 2013; Ferreira et al., 2015; Choo, 2016; Choi et al., 2015; Sun & 

Yeh, 2017; Marriot, 2018; Lancaster, 2021). Barnes (2006) and Sun and Yeh (2016) provide 

insights on how to prevent Phishing. Choo (2016) and Lancaster (2021) research different 

Phishing detection techniques. Although Phishing uses SE rationales it is, however, only a part 

of the SE repertoire, though a prevalent and important one. Not surprisingly, other researchers 

take a broader stance when investigating SE as a technique to conduct fraud (Nagy et al., 2010; 

Townsend, 2010; Tetri & Vuorinen, 2013; Fan et al., 2017; Junger et al., 2017; Stirnimann, 

2018; Böck, 2018). 

Second, frauds that use digital means as attack vector receive particular interest in 

academic literature. Cross (2014 & 2020) researched the online romance fraud and the business 

email compromise scam (BEC). Other researchers (Algarni et al., 2014; Wilcox et al., 2014 & 

2015; Njenga, 2018) investigated the importance of SE in relation to the use of social media 

and social networking sites. Weber et al. (2020) also explored the importance of SEA on 

cryptocurrency users. The universal usage of digital and online appliances in business and 

private sphere is understandably a good reason to investigate SE fraud from this perspective. It 
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is nevertheless not the only application dimension. Deceptive methods can also be used either 

as direct or as intermediary non-digital means to gather information. Bullée & Junger (2020) 

demonstrate the application of SE techniques via telephone, email and person-to-person 

experiments. Chen (2015 & 2016) researched SE as an attack technique in telecommunications 

fraud. A fraud where people are lured into divulging information or transferring funds to 

fraudulent bank accounts. Tabron (2016) investigated the impact that creating urgency in such 

telecommunication fraud scenarios has. Becker et al. (2010) provided insights on how to detect 

telecommunications fraud.  

Third, SE relies on psychological persuasion techniques as rationales for successfully 

scamming victims (Atkins, 2013; Ferreira et al., 2015; Bullée et al., 2018). Clearly not all of 

the viewed literature highlights the importance of the psychological principles behind the 

fraudulent usage of SE techniques. It is, however, crucial to understand that the fundamental 

driver of attack success depends on these psychological human elements that drive the 

likelihood of falling prey to the attacks (Junger et al., 2017; Fan et al., 2017).  

Fourth, SE fraud appears to be subject of research in various industries. Kleist (2012) 

investigated the importance of IT controls of Casino slot machines to counteract SE fraud. Long 

(2013) for instance discusses the usage of Phishing and SE awareness among financial 

employees. Einarsen (2019) researched the origin of the wine investment fraud. Hove (2020) 

researched SE mitigation strategies for the payment card industry. Cross (2020) created an 

overview of the origin and impact of the business email compromise scam (BEC) that took a 

large toll on organizations of various industries globally with an estimated total loss of $26 

billion since 2016.  

Fifth, researchers use different approaches to look at the topic. Some use qualitative 

methods like interviews or observations (Einarsen, 2019; Hove, 2020; Trim & Lee, 2019) while 

others use quantitative methods like surveys or experiments (Barnes, 2006; Longe et al., 2010; 

Davinson & Sillence, 2010; Choo, 2016; Altaher, 2017; Sun & Yeh, 2016; Moreno-Fernández 

et al., 2017; Aladawy et al., 2018; Aviv, 2019; Bullée & Junger, 2020; Schneider, 2020). Bullée 

& Junger (2020) used different experiments to look for the success of SEA in telephone-, email- 

and person-to-person based scam scenarios. Other researchers used different experimental 

designs to research Phishing (Barnes, 2006; Longe et al., 2010; Davinson & Sillence, 2010; 

Choo, 2016; Altaher, 2017; Sun & Yeh, 2016; Moreno-Fernández et al., 2017; Aviv, 2019). 

McConnell (2020) researched the effect of a security education, training and awareness 
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workshop on the information security policy compliance of databank administrators in 

healthcare organizations using a pre- and post-test in an uncontrolled experimental design. 

Aladawy et al. (2018) tested the effectiveness of a SE serious game in an uncontrolled pre- and 

post-test experiment to create awareness about SE among participants.   

Finally, there are studies that research potential SE mitigation strategies. While some 

specifically research how to mitigate phishing (Parno, 2006; Moreno-Fernández et al., 2017; 

Shaw, 2020) others try to provide a more universal mitigation approach. Nagy et al. (2010), Fan 

et al. (2017) and Hove (2020) elaborated on a broader perspective of SEA and provide different 

strategies, human and or software focused, that help to prevent SEA being successful. In a 

similar vein, Bullée and Junger (2020) performed a meta-analysis to study the differences in 

the effectiveness of SE interventions across different experimental studies, which focused on 

researching the effectiveness of at least one intervention for reducing SE victimization. They 

found substantial differences for effect sizes of the survey interventions, ranging from highly 

effective to showing no effect at all. Moreover, the results of studies with fully randomized 

study group allocation were found to be not statistically significantly different from quasi-

randomized studies or studies that used no randomization at all. Highly intensive interventions 

and those with more focused content were also found to be more effective to reduce the 

vulnerability for SE fraud. 

3.2 Personality Traits & Fraud 

The literature search for the respective search terms has shown that the discussion of personality 

traits in relation to fraud already appeared in the early 20th century. Hartshorne and May (1928) 

studied how to measure deception and show that it is the offender’s conscientiousness and 

sensitiveness towards the possibility of being caught that finally helped him or her to get away. 

Since then, research involving personality and fraud is of increasing importance and comprises 

different directions and methods. The screening of the identified literature produced different 

conclusions. First, there are various approaches to look at the interrelation of the two rationales. 

While most of the publications take a more universal perspective on personality traits in relation 

to fraud, there are authors that only discuss specific personality traits. Narcissism as a 

personality trait is of interest to research fraud and white-collar crime (Kent, 2008; Alalehto & 

Azarian, 2018; O’Reilly, 2018). Many other researchers investigate on the relation of 

psychopathy and fraud (Haapasalo, 1992; Puig-Verges & Schweitzer, 1996; Bailey, 2017; 

Lingnau, 2017; Alalehto & Azarian, 2018). More recently, scholars investigated on the third 

component, Machiavellianism, of the Dark Triad triangle and fraud. Shafer (2018) researched 
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the impact of Machiavellian personality expressions on taxpayers’ compliance. Carré (2020) 

shows a significant correlation among Machiavellianism and the perception of illegal 

opportunities for profit. Moreover, the personality dimension Honesty-Humility of the 

HEXACO inventory was subject to explain different types of cheating and dishonest behaviour 

(Cropsey, 2018; van Rensburg et al., 2018; Schild, 2020). Purdioux (2015) used the personality 

dimensions Agreeableness and Openness to explain individual ability of detecting deception 

situations.  

Second, there is a difference in looking at personality traits of the specific individual in 

the way that the identification of prevalent personality traits can be viewed from the offender’s 

perspective or from the victim’s perspective. The former perspective is clearly dominating in 

the literature, while the victim’s perspective is under-represented compared to the research on 

the offender’s personality traits. The offender’s perspective is, amongst others, subject to 

research looking at white-collar crimes (Keen & Fitness, 2011; Perri, 2011; Craig & Piquero, 

2016; Ribeiro et al., 2019) deviant tendencies in students (Bailey, 2017), CEO fraud (van 

Scotter et al., 2018), the possibility to neutralize Dark Triad personality traits for cybersecurity 

behaviour (Padayachee, 2020) or identifying the HEXACO personality traits prevalent in 

deceptive offenders (Semrad et al., 2020). Research from the victim’s point of view in relation 

to fraud talks about fraud victimisation in general (van Wyck & Benson, 1997), workplace 

victimisation (Parker, 2019), online or digital victimisation (Holt & Turner, 2012; Garrett, 

2014; van de Weijer et al., 2017; Williams et al., 2017; Annisette & Lafreniere, 2017; Kirwan 

et al., 2018; Kilovaty, 2019; George et al., 2020). In this regard, literature that takes into account 

a general perspective of the rationales and principles of deceptive fraud appears to be under-

represented. Fischer et al. (2013) investigate on the psychological determinants that are 

responsible for people falling prey for fraudulent scam communications. Jones et al. (2016) 

developed a theory based on biological rationales to research the drivers of deception from a 

victim’s perspective.    

Third, it appears that there are different approaches in terms of research methodology, 

particularly in terms of studying personality traits with specific personality inventories. Among 

the identified literature, there are studies that use personality inventories to research the topic 

of interest, but most do not use any personality inventory. Mainly three types of personality 

inventories are commonly used among the publications. The Big 5, the HEXACO and the Dark 

Triad personality inventory. However, personality inventories appear to be more frequently 

used to research personalities of offenders than the personalities of victims. For the Dark Triad 
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this seems reasonable, as the respective included personality dimensions are stated to be typical 

for malevolent behaviour (Muris et al., 2017; Wright et al., 2017). Big 5 personality traits and 

fraud are studied in cybercrime victims (van de Weijer et al., 2017), older people’s vulnerability 

to fraud and their personality traits (Xing et al., 2020) or the effect on reflective thought of 

social media and texting users resulting in moral shallowness (Annisette & Lafreniere, 2017). 

In another approach, Judges et al. (2017) use the HEXACO inventory to investigate the 

personality of aged fraud victims. The authors show that older victims to fraud demonstrate a 

lower level on the Honesty-Humility and the Conscientiousness dimension than non-victims 

do. Similarly, George et al. (2020) use the HEXACO inventory to complement a measure of 

gullibility in researching the psychological profiles of students exposed to phishing emails.  

Finally, other researchers (Norris et al., 2019) look for specific psychological 

components that make one vulnerable to internet fraud victimization. In a systematic review 

they divided among message, experiential and dispositional factors that would define the 

proneness of someone to fall for this type of fraud. Clearly, personality traits fall under the 

category of dispositional factors. They identified 21 studies that classify for this category, 

although not all specifically focus on a personality theory.  Those who did, used probability 

models (Cho et al., 2016), experiments (Pattinson et al., 2011; Hong et al., 2013; Alseadoon et 

al., 2015) or cross-sectional surveys (Buchanan & Whitty, 2014; Chuchuen and Chanvarasuth, 

2015) to perform their research. In further research, scholars particularly look on the relevance 

of Big5 personality traits and fraud. Shappie et al. (2019) reported a positive effect on 

information security awareness for people scoring high in the Emotionality dimension, meaning 

that more fearful and anxious people seem to have a somewhat better awareness towards 

information security. Strong evidence for extraverted people being at higher risk to experience 

cybercrime victimization is found in other research studies. Alseadoon et al. (2015) reports that 

the score of the extraversion scale is positively correlated with individual compliance with 

phishing scams. Similarly, Albladi and Weir (2017) show that persons frequently engaged in 

social networks, which is considered with a higher risk of cyber victimization, show higher 

score on extraversion. Other theories also relate a high score on the extraversion domain with 

a higher risk of cybercrime victimization (Van de Weijer & Leukfeldt, 2017). Uebelacker and 

Quiel (2014), Hadlington and Murphy (2018) as well as Shappie (2019) say that there is a 

positive interplay among the domain Agreeableness and cybersecurity practices. In their 

opinion, people who are more agreeable might be more likely to show compliant behaviour 

towards malicious SE requests. People with good ability to self-control themselves and with a 
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low degree of impulsivity are likely to score higher on the domain conscientiousness and 

represent careful decision-makers (McRae & John, 1992; Lee & Ashton, 2004). A high score 

on this dimension is therefore considered to result in better decision and behaviour regarding 

information and cybersecurity (Bossler & Holt, 2010; Uebelacker & Quiel, 2014; Shappie et 

al., 2019; Hadlington & Murphy, 2018). Lastly, people that are more open to experience and 

inquisitive about new ideas and other people score higher on the dimension Openness. A high 

score is also considered as being positively related to cybercrime victimization (Van de Weijer 

& Leukfekdt, 2017; Albladi & Weir, 2017). Indeed, personality traits as predictors for fraud, 

and in particular SE fraud victimization, have become a popular subject for academic research 

in recent years. 

3.3 Serious Gaming & Crime Prevention  

Among the three directions of interest, the literature search on the topic of SG for crime 

prevention produced the smallest amount of relevant search results. The playful process of using 

SG as an educational tool is prevalent in literature since the 1970s (Abt, 1970). The small 

sample of the obtained results shows however that SG in relation to crime prevention is a rather 

young application of the method. Ruskov et al. (2012 & 2014) developed a SG for the purpose 

of teaching crime prevention. Wendorf (2016) evaluated the effectiveness of a SG as an “active 

entertainment-education” for preventing the sexual exploitation of children. Lastly, Cozens 

(2018) researched how the use of gaming engines support the visualization of crime prevention 

through environmental design.   

Obviously, there is no large pool of literature that directly relates SG as a method of 

crime prevention. Although other publications do not explicitly mention SG for crime 

prevention, there are some studies that highlight this educational approach for the purpose of 

anti-terrorism training (Bruzzone, 2009; Sormani, 2016), in the policing context (Sorace et al., 

2018; Akhgar et al., 2019) and for making use of it with respect to cybersecurity (Newbould & 

Furnell 2009; Denning, 2013; Adams & Makramalla, 2015; Olanrewaju & Zakaria, 2015; 

Beckers & Pape, 2016; Aladawy et al., 2018; Hart et al., 2020). An early and seminal example 

of a gamified approach that tries to raise awareness for malicious SE techniques among players 

is the game Anti-phishing Phil (Sheng et al., 2007) developed at Carnegie Mellon University. 

It is an online game that teaches players ways to identify phishing attacks. The researchers 

tested its effectiveness by evaluating a player’s ability to spot fraudulent websites compared to 

the abilities of study participants who did not play the game. The researchers recruited 42 

participants on campus who were split into three study groups. Although phishing is a very 
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prevalent type of SE attack, it is only one attack vector in the malicious repertoire of social 

engineers. The literature search does, however, show that the overall number of academic 

contributions in this direction is rather small. The literature that researched the application of 

SG as a measure of crime prevention has a rather manageable size.  

3.4 Summary 

The chapter provided a comprehensive and narrative review on the existing literature discussing 

SE in relation to fraud, personality traits in relation to fraud and SG approaches as crime 

prevention methods. Throughout the course of the literature review, gaps in the literature have 

been discovered that will form the research questions and hypotheses addressed in the further 

sequence of this dissertation.  

Literature discussing SE and fraud appears to be a relatively new direction of research 

with the first noted publication in 1999 (Rusch, 1999), but gained traction especially with the 

increasing importance of online communication, transactions, and the associated increase of 

criminal activities in the digital sphere since the early 2000s. Not surprisingly, academic 

research reflects a focused consideration of SE, and in particular Phishing as a technique of SE, 

with respect to the online domain. Phishing is without doubt a prevalent scamming scheme and 

deserves particular focus. It is, however, rather an extract of possible SE techniques than a 

universal perspective on the rationales behind SE. As SE is a present threat to society and to 

the economy, it is worth to broaden research on the SE rationale, in order to tailor more effective 

mitigation strategies against those types of attacks. The literature review has shown that little 

is known about the individual differences that makes one vulnerable to SEA fraud. Some studies 

present and discuss the psychological principles behind SE persuasion techniques and research 

which principles are most effective (Ferreira et al., 2015; Bullée & Junger, 2020), but the victim 

perspective is however not that readily present in the literature.   

Academic studies that discuss personality traits as an explanatory variable for fraud are 

most popular among the three literature review directions. Personality traits and different 

inventories to measure them are commonly discussed. The discovery of relations among 

personality traits and crime, either from the offender or the victim point of view, were already 

subject of research in the early 20th century. At the same time, efforts to further investigate on 

the deceptive rationales of the SE phenomena seem to be a promising approach. Different 

scholars provide insights into the relation between deception and crime, predominantly from 

the offender perspective. The victim perspective to study fraud scenarios appears to a minor 
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degree. Although there are some studies that researched the relation between personality traits 

and vulnerability for SE fraud (mostly Phishing), endeavours to look for interrelations among 

victim’s personality traits and the general psychological deception principles underlying SE 

fraud seem to have received little attention in academic research so far. Overall, the literature 

review shows that research focussing on the personality composition of fraud victims is a 

direction not yet exhaustively researched. Further, the HEXACO personality model (Lee & 

Ashton, 2004; Ashton & Lee, 2007) is a personality inventory that has received little attention 

in studying personality traits of fraud victims. More specifically, there are no such studies that 

look at the interrelation of HEXACO personality traits and SE fraud and IS behaviours and 

attitudes that are linked with SE victimization. Judges et al. (2017) show that people with a low 

expression on the Honest-Humility domain, meaning people that are rather unfair, dishonest, 

wealth oriented and with a high self-esteem seem easier to be scammed. It seems fruitful to use 

the HEXCO personality inventory for researching individual personality differences of 

potential fraud victims in a broader and extended manner with respect to SE fraud and with 

respect to behaviours and attitudes that drive SE victimization.  

SG appears to be a promising but under researched tool to be tested as a preventive 

measure in keeping people aware about specific rationales. The literature review has shown that 

there are generally only a few studies that explicitly discuss SG for crime prevention. There are 

more studies that implicitly apply a SG approach to educate law enforcement personnel, educate 

people against anti-terrorism or use it to convey cybersecurity rationales. The application of a 

SG approach for SE awareness creation appears to be a field with minor attention. Moreover, 

the few studies that applied SG for a SE context do either present only a small sample size in 

the verification process, applied the game in an uncontrolled experimental environment and/or 

administer the game online. I argue that for counteracting SEAs, which are the result of a 

creative process of psychological deception and quite often do entail human interaction 

sequences, it is essential to incorporate the human element in an approach suitable to act as a 

crime prevention tool, may it online or offline.  

Lastly, the literature review has shown that randomised controlled trials are rather scarce 

among the identified publications. Especially for the domains SE and fraud, as well as SG and 

crime prevention there seems to be little application of this approach. This view is supported 

by research of Farrington & Welsh (2005) who show that the field of experimental criminology 

is growing but based on the review of current publications still lacks extent in terms of quantity, 

especially outside the United States of America. 
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The identified gaps in the literature of each direction of interest show that studies exploring 

SE fraud from an universal perspective rather than specifically looking at attack vectors like 

Phishing, proposing effective mitigation strategies based on empirical evidence collected 

during randomised controlled trials and using a SG approach to do so are scarce and even non-

existent when taking into account individual differences that could drive the likelihood of 

victimisation of potential SE targets. The following chapters will provide the fundament to 

approach these research gaps with an empirical study.  

4. Serious Gaming against Social Engineering as Operational 

Framework 
In this section I present the operational framework of this thesis that helps to address the 

research questions and hypotheses. The operational framework consists of a serious gaming 

approach that is administered as a training for SE awareness creation. An approach of Beckers 

& Pape (2016) was utilized, amended, and researched for improvement potentials with a field 

observation in three samples in research conducted between December 2019 and February 2020 

(Muhly et al., 2021).2  

Game Design 

Chapters two and three already presented the SG prominence as a tool for SE in literature and 

has shown that it is a rather new evolution of pedagogical instruments for this purpose. 

Additionally, the review showed that academic literature in the field is relatively small. 

Academic work that presents SG in the field of criminology, including policing and law 

enforcement, exists, but none of them uses SG as an interactive experiential learning tool for 

SE. In order to sensitize people about the concepts of SE and prepare them for the variety of 

SEA, it is reasonable to integrate an interactive human component like in an offline SG 

approach. Conveying knowledge and rationales by only putting the player in front of a screen, 

externalizes the human component and makes it more intangible again. The underlying SG 

approach therefore is administered as a physical table game. The game is played by teams of 2-

3 persons with 4-5 teams per game table and is led by a game master. At the end of the game, 

each game table has a winner team. The game material and corresponding fictitious game 

environment consists of a situation plan of a fictitious company (office) and a set of fictitious 

employees, each characterized by job position, computer skills and personal strengths & 

 
2 Annex A provides the associated study with the detailed research design and its results, whereas annex B 

provides an overview of the utilized game material and data. The remainder of this chapter presents, the initial 

game design and the improvement potentials derived from the field research, which are applied in an improved 

SG version that is then tested for its effectiveness as a mitigation measure in the remainder of this thesis. 
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weaknesses. Additionally, the game set consists of two stacks of cards. There is one set that 

covers all PIT, which are the foundation of SE deception techniques for building trust. The 

second set incorporates different SEA. This game material helps people to familiarise with the 

concept of SE and enabling them to better understand and be able to detect SE attack techniques 

by putting them into the shoes of a social engineer. The game can be played a couple of 

iterations. For each iteration, the teams are asked to create a SEA based on the available 

information. Each team needs to define a target asset they want to “steal” from the fictitious 

company. This can be financial information, other intangible or physical company assets like 

patents and important documents or simply passwords. After an initial familiarization phase 

with the situation plan and the fictitious employees of about 10 minutes, each team draws 3 

cards from the PIT and from the attack technique stack. The teams now have to formulate a 

reasonable SEA, for which they have available about 10 minutes, again. Based on the cards 

they have drawn, they need to figure out a combination of PIT and SE attack technique that, in 

their opinion, best fits to one of the fictitious characters. Subsequently, they formulate an attack 

that incorporates a detailed description on how they deceived one of the characters by using a 

combination of PIT and attack techniques applied to their chosen fictitious character. After this 

preparation phase the teams present each other their formulated attack. Each team’s attack gets 

evaluated by the other teams at the table based on a pre-defined point scale. Therefore, the point 

rating acts as an instrument of proof, whether the SE concepts and the underlying compliance 

principles have been understood, correctly. This process is done for each team at the table. Once 

all teams at the table have been evaluated, another iteration of this process can take place. The 

team that accumulated the most points over the total of iterations is the winner of the SG per 

table. Although winning is not the sole purpose of the SG, its playful character and the 

motivation to perform good, engages participants to familiarise with the concepts. At the end 

of the SG there is a joint discussion on the participants’ experiences and opinions with the SG, 

giving them time to reflect and to reinforce the concepts of SE they were confronted with during 

the game.  
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Improved Game Design 

In the course of a field research with a total of 97 participants in three field observations and 

unstructured interviews the game design described above was researched for potential 

procedural and administrative improvements (please see annex A for the detailed research 

design). It was the researcher’s intention to observe participants’ game involvement and 

instruction compliance during the game and to look for improvement potentials that could make 

it effective as an experiential learning tool and SE mitigation measure. The conclusions that 

were derived from the field research are presented in Table 4.1 below. They are respected in an 

improved version of the initial SG design in an experimental application through the remainder 

of this dissertation: 

Table 4.1. Summary of key improvement potential applications for the serious game 

Dimension/Area Briefing Complexity level Other 

Game Material Provision of 

introductory sheet 

Provision of target 

person sociogram 

in second iteration 

 

Game Process Stimulating 

introductory 

presentation 

Two iterations 

approach. Mutual 

attack 

improvement 

proposals only in 

second iteration. 

Sustainable 

training of game 

masters 

Game Purpose   Usage as risk 

assessment and 

insider threat 

detection tool 

 

Besides pure socio-dynamic observations, it was possible to identify valuable insights on how 

to adapt the layout and the administration of the SG to make it more accessible, less generic 

and hopefully effective for the purpose of raising awareness among the participants towards the 

rationales and techniques of SE. Moreover, in two of the three samples the researcher observed 

deviant behaviour and thoughts, which might hint on the applicability of the game as a detection 

tool for insider threats.  

Based on the research findings, three improvement dimensions were derived: the game 

material, the game process and the game’s purpose. Each dimension can be improved in the 
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following areas: the briefing, the level of complexity and other. Eventually, I propose the 

following adaptions for the game. First, to increase participants’ involvement and instruction 

compliance, the players need to be briefed more sustainably. This will be achieved by 

conducting a stimulating SE introductory presentation and by providing an introductory sheet 

at the beginning of the game. Moreover, game masters need to be more sustainably briefed, as 

they take on focal role in stimulating active learning (Hart et al., 2020) and thus foster the 

degree of participant involvement with the game. Second, it seems to be beneficial for the 

awareness creation process to apply an increasing level of complexity by adding different levels 

of difficulty during the game process. This implies that, ideally, the game process should 

convey more than one iteration, whereas in the second iteration players will be provided a 

sociogram of the target persons as an additional layer of difficulty that highlights the importance 

of interpersonal trust relationships which can be seized for SE manipulation. Moreover, they 

will be provided the possibility to propose attack improvements on other teams’ SEA during 

the mutual evaluation phase in the second iteration. This will further deepen participants’ 

reflection and understanding of the rationales. Third, an interesting finding that shows the 

importance and added value of field observations for research, refers to the observation of 

deviant intent during the game. In two of the three samples deviant behaviour and deviant 

thoughts were discovered among a participant, each. In case deviant intentions can be readily 

observed among participants, the game could act as a method of detecting insider threats by 

identifying those persons. Game participants who during a playful approach, where everybody 

can act impartially, show effective, real criminal intentions, might act criminally in other 

occasions in their daily life as well. 
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5. Research Questions and Hypotheses 
The objective of this study was twofold. First, it is of particular interest to research individual 

differences in personality and their impact on the proneness towards SE fraud and victimization. 

Extraverted, open people that are generally trusting, who become easily distracted and perform 

their duties with a lack of responsibility, might be assumed to be an easier target for social 

engineers as those who do present characteristics with complementary expressions. Thus, I 

argue that for a holistic victimisation risk mitigation strategy against SEA, all those dimensions 

do matter in the assessment of target proneness. There exist a couple of studies that researched 

the relation between personality traits and proneness to SE online fraud (mostly phishing) 

(Pattinson et al., 2011; Hong et al., 2013; Chuchuen and Chanvarasuth, 2015; Cho et al., 2016; 

Judges et al., 2017). Uebelacker and Quiel (2014) proposed a Social Engineering Personality 

Framework that links the Big 5 personality traits with Cialdini’s compliance principles used by 

social engineers. In another approach, Hadlington (2017) links impulsivity as a personality 

indicator with attitudes towards cybersecurity and risky cybersecurity behaviour. However, the 

literature that directly combines and researches the link between an individual’s proneness 

towards SE and different dimensions of personality is rather small. Further to mapping the 

individual performance in SE deception situations with personality expressions, answering 

research question I also creates insights on how personality characteristics perform as additional 

variables explaining the individual proneness towards SE deception rationales.  

I: How do individual differences in personality impact the proneness towards SE 

deception rationales? 

Following the above considerations and the research question leads us to the respective research 

hypotheses. The hypotheses are: 

H I.1: People high on the personality domain Honesty-Humility are more prone towards 

SE deception rationales. 

 Lee and Ashton (2004) describe people that score high in this domain as being fair 

and modest. Those people might possess a well aligned moral compass and could be 

more prone to deceptive social engineers that ask for help with a supposed legitimate 

request. 
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H I.2: People high on the personality domain Emotionality are more prone towards SE 

deception rationales. 

 A high score on the domain Emotionality is associated with empathy and attachment 

to people whereas people low on the domain are considered to have fewer social 

capabilities (McRae & John, 1992; Lee & Ashton, 2004). Thus, deceptive offenders 

might find it easier to manipulate people that have a pronounced emotional 

personality.  

H I.3: People high on the personality domain Extraversion are more prone towards SE 

deception rationales. 

 A high score on the domain is associated with people who are more outgoing and 

socially active (McRae & John, 1992; Lee & Ashton, 2004). Extraverted people are 

said to find it easier to connect with other people. A motivated offender therefore 

might find it easier too to successfully trick those who score high on the domain 

Extraversion. Current research on cybersecurity and cybercrime victimization 

confirms these theoretical considerations (Alseadoon et al., 2015; Van de Weijer & 

Leukfeldt, 2017; Albladi & Weir, 2017). 

H I.4: People high on the personality domain Agreeableness are more prone towards SE 

deception rationales. 

 A pronounced Agreeableness defined by a high score reflects people that are more 

lenient in judging others and more willing to cooperate with others than do people 

who score low. Social engineers might be able to trick those who score high easier 

than the ones scoring low on the domain.  

H I.5: People low on the personality domain Conscientiousness are more prone towards SE 

deception rationales. 

 This domain maps whether one is disciplined, organized and acts carefully when 

making decisions or not (McRae & John, 1992; Lee & Ashton, 2004). People scoring 

low are said to be satisfied with little quality in their doings and make decisions on 

impulse rather than reflecting them in advance. For motivated offenders such a 

personality expression might help them to successfully trick their targets. 

Researchers found positive dependencies among high scores in this dimension and 

better cybersecurity behaviour (Uebelacker & Quiel, 2014; Bossler & Holt, 2018; 

Hadlington & Murphy, 2018).    
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H I.6: People high on the personality domain Openness are more prone towards SE 

deception rationales. 

 As the term already suggests, people high on the domain are more open to new 

experiences and unusual ideas or people (McRae & John, 1992; Lee & Ashton, 

2004). People with a pronounce personality expressions in the Openness dimension 

might be successfully exploited by social engineers in the regard of their deceptive 

attacks. Openness to experiences is found to be positively connected with cybercrime 

victimization (Van de Weijer & Leukfeldt, 2017; Albladi & Weir, 2017). 

Based on the above considerations it was of further interest to the researcher to investigate on 

potential empirical evidence that would enlarge the research performed in the field of 

personality psychology and cyber victimization. In particular, there was a special interest to 

look at self-reported risky cybersecurity behaviour and attitudes towards cybercrime and 

cybersecurity in relation to the collaborating organization that possesses system relevant 

importance for national security. To the best of my knowledge, there exist no such studies that 

researched the interrelation among HEXACO personality traits and self-reported risky 

cybersecurity behaviour, as well as self-reported attitudes towards cybercrime and 

cybersecurity. The research questions that followed these considerations are thus: 

II: Is cyber risk behaviour measured by a self-report inventory dependent on individual 

personality traits? 

III: Are attitudes towards cybersecurity and cybercrime measured by a self-report inventory 

dependent on individual personality traits? 

The researcher derived the research hypotheses following the literature previously 

presented above. The hypotheses that shall be tested refer to both the relevance of individual 

personality traits for risky cybersecurity behaviour and to their relevance as predictor for 

attitudes towards cybercrime and cybersecurity per each dimension of the HEXACO 

personality framework. Thus, this results in a set of six hypotheses per each inventory of 

interest: 

 

 

 



54 

 

H II.1: People high on the personality domain Honesty-Humility are less engaged in self-

reported risky cybersecurity behaviour. 

H III.1 People high on the personality domain Honesty-Humility show favourable self-

reported attitudes towards cybercrime and cybersecurity. 

 Lee and Ashton (2004) describe people that score high in this domain as being fair, 

modest and have little temptation to break rules. Those people might possess a well 

aligned moral compass one could say and thus could show less risky cybersecurity 

behaviours and more favourable attitudes towards cybersecurity. 

H II.2: People high on the personality domain Emotionality are less engaged in self-

reported risky cybersecurity behaviour. 

H III.2 People high on the personality domain Emotionality show favourable self-reported 

attitudes towards cybercrime and cybersecurity. 

 A high score on the domain Emotionality is associated with empathy and attachment 

to people. At the same time, they experience more fear to dangers. (McRae & John, 

1992; Lee & Ashton, 2004). Thus, those scoring high might be more careful in their 

cybersecurity behaviour and show positive attitudes towards cybersecurity.  

H II.3: People high on the personality domain Extraversion are more engaged in self-

reported risky cybersecurity behaviour. 

H III.3 People high on the personality domain Extraversion show less favourable self-

reported attitudes towards cybercrime and cybersecurity. 

 A high score on the domain is associated with people who are more outgoing and 

socially active (McRae & John, 1992; Lee & Ashton, 2004). Those people might 

demonstrate less favourable cybersecurity attitudes and behaviours, as it would limit 

their freedom in connecting and communicating with people. Current research on 

cybersecurity and cybercrime victimization confirms these theoretical considerations 

(Alseadoon et al., 2015; Van de Weijer & Leukfeldt, 2017; Albladi & Weir, 2017). 

H II.4: People high on the personality domain Agreeableness are less engaged in self-

reported risky cybersecurity behaviour. 

H III.4 People high on the personality domain Agreeableness show favourable self-reported 

attitudes towards cybercrime and cybersecurity. 

 A pronounced Agreeableness defined by a high score reflects people that are more 

lenient in judging others and more willing to cooperate with others than do people 
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who score low. It is probable that those who score high on this domain are more 

willing to follow cybersecurity instructions and have more favourable attitudes 

towards these policies.  

H II.5: People high on the personality domain Conscientiousness are less engaged in self-

reported risky cybersecurity behaviour. 

H III.5 People high on the personality domain Conscientiousness show favourable self-

reported attitudes towards cybercrime and cybersecurity. 

 This domain maps whether one is disciplined, organized and acts carefully when 

making decisions are not (McRae & John, 1992; Lee & Ashton, 2004). People 

scoring low are said to be satisfied with little quality in their doings and make 

decisions on impulse rather than reflecting them in advance. People high in this 

dimension therefore might reflect more favourable cybersecurity beahviours and 

attitudes. Researchers found positive dependencies among high scores in this 

dimension and better cybersecurity behaviour (Uebelacker & Quiel, 2014; Bossler & 

Holt, 2018; Hadlington & Murphy, 2018).    

H II.6: People high on the personality domain Openness are more engaged in self-reported 

risky cybersecurity behaviour. 

H III.6 People high on the personality domain Openness show less favourable self-reported 

attitudes towards cybercrime and cybersecurity. 

As the term already suggests, people high on the domain are more open to new 

experiences and unusual ideas or people (McRae & John, 1992; Lee & Ashton, 

2004). People with a pronounced personality expressions in the Openness dimension 

might therefore be less disciplined in following cybersecurity policies and 

instructions. Openness to experiences is found to be positively connected with 

cybercrime victimization (Van de Weijer & Leukfeldt, 2017; Albladi & Weir, 2017). 

Second, SG as an experiential learning tool is relatively new and to the best of my knowledge, 

there exist no studies in criminology that experimentally research such an approach as a 

preventive measure against SE. Generally, only a few studies attempted to research its 

application for SE (Newbould & Furnell, 2009; Olanrewaju & Zakaria, 2015; Beckers & Pape, 

2016, Aladawy et al., 2018). Those studies mark the beginning in using gamified approaches 

for the training of individuals against SE threats.. These approaches added new perspectives to 

the literature and were innovative. Nevertheless, crime preventive measures require to be 
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effective in specific situations by, amongst others, enabling potential targets to avoid risky 

behaviours. Thus, knowing what SE is, is beneficial but does not guarantee correct behaviour 

in SE situations without being exposed to the rationales and techniques underlying this 

deceptive approach. It is therefore reasonable to research the effectiveness of a SG as a 

preventive measure against SE. The research question that follows these considerations is: 

IV: Is SG an effective tool to decrease individual proneness towards SE deception 

rationales? 

Following the previous considerations of the respective research question catalyses the research 

hypotheses. The hypotheses are: 

H IV.1 People that have participated in the SG against SE are less prone to SE victimization 

than those who have not.  

 An interactive tabletop game that conveys knowledge and the rationales of SE in a 

playful manner to the participants might be helpful in increasing their resistance 

against SEA. Thus, decreasing their individual vulnerability to SE deception 

rationales. 

H IV.2 Participants' perceived knowledge gain about SE positively depends on their 

perceived usefulness of the SG.  

 An interactive tabletop game that conveys knowledge and the rationales of SE in a 

playful manner to the participants might be helpful in increasing their resistance 

against SEA. Thus, decreasing their individual vulnerability to SE deception 

rationales. 

HII.3 Participants' perceived gain in awareness about SE threats positively depends on 

their perceived usefulness of the SG. 

 The interactive tabletop game is able to sensitize the SG participants in way that they 

feel more aware with the topic and SE threats. Thus, creating a basis for resilient 

behaviour. 

HII.4 Participants' perceived likelihood of the training helping them to avoid future SE 

victimization positively depends on their perceived usefulness of the SG 

The interactive tabletop game is able to create confidence in the participants in a way 

that they perceive themselves less vulnerable to SE victimization in the future. 
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6. Methodology  

This chapter presents the methodology and the approach of the experimental design that 

empirically investigated the research questions and hypotheses formulated in the previous 

chapter. 

6.1 Research Design 

The current study was conducted using a quantitative research approach which included a 

survey and a classical experiment with an intervention stage, as well as pre- and post-test stages. 

The survey was used to recruit study participants and to corroborate on research questions I – 

III and the respective hypotheses by gathering knowledge about participants’ personality traits, 

as well as their cyber fraud victimization attitudes and behaviours. Figure 6.1 represents the 

outline of the research design. It was intended to produce knowledge about the effectiveness of 

a serious game presented in the operational framework as a tool for decreasing individual 

proneness towards deceptive social engineering rationales and about the role that individual 

factors, namely different personality expressions of potential victims, play as explanatory 

variable in the course of those deceptive SE approaches. An experimental study that is most 

appropriate as primary evidence for the examination of questions of effectiveness is the 

Randomised Controlled Trial (RCT). RCTs minimise biases by the application of 

randomisation and by using a control group (Greenhalgh, 2010). A RCT was considered an 

appropriate methodological choice for the research purpose of the study at hand.3 

The experimental research design of this study researched the effects of an independent 

variable, namely the participation in the serious game as a stimulus, on the dependent variable, 

namely the individual proneness towards SE rationales. In a control setting, participants did 

not receive a treatment. For deriving reliable and valid insights on individual proneness towards 

SE, the application of deceptive techniques had to be as realistic as possible. Independently of 

doing this explicitly or implicitly, ethical considerations had to be respected. Purposefully using 

deceptive techniques in an academic setting could be considered as unethical. However, it is 

especially profitable to produce knowledge about individual behaviour in specific SE situations 

for the prevention of crimes that use the power of social psychology grounded rationales, rather 

 
3 Experimental research designs are usually conducted in field settings outside the laboratory and are profitable 

approaches for explaining and evaluating the causes of phenomena under investigation (Maxfield & Babbie, 

2017). Experimental designs are procedures where one or more sample groups are treated in a specific way and 

where the outcome of different treatment measures among a treatment group and a control group is compared 

against each other to derive conclusions about the treatment’s effectiveness. (Fischer, Boone and Neumann,  

2014). 
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than, for example, asking participants about their likely behaviour. The study at hand therefore 

gathered approval from the ethical commission board of the school of Criminal Justice of the 

University of Lausanne (see annex D) for the sections of the experimental design that applied 

the principles of social psychology to test participants’ actual behaviour. Moreover, the study 

and its design were reviewed by the legal department of the Swiss military, the collaborating 

organization. As this study was supported by the chief of the Swiss Armed Forces and as 

participants were recruited from a technical battalion of the organization, compliance with 

organizational standards and regulations had to be respected for safety and reputational 

purposes of both the organization and the researcher. Thus, recommendations given by the legal 

department of the Swiss Armed Forces concerning participant recruitment and data protection 

were respected in the research design. These recommendations referred to the effective method 

of participant recruitment.  The legal department proposed a flyer that would accompany the 

marching order for the yearly repetition course of the respective battalion as recruiting method. 

Moreover, data protection and privacy matters were addressed too. The researcher 

countersigned an ethics agreement among the representing generals (the respective battalion 

and the Swiss military academy that was the researcher’s place of work at that time) and him 

outlining, amongst others, that any personal identifiable data will only be handled by the 

researcher and only for the time until the successful completion of this PhD thesis.  It was 

agreed that stored data will be wiped and deleted from all storage media after the successful 

completion of the PhD thesis. 
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Figure 6.1: Outline of the research design  
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6.2 Data & Data collection 

Sample Recruiting and Characteristics 

The study was conducted in collaboration with the Swiss military between February 2022 and 

May 2022. The researcher used his affiliation as a scientific collaborator at the faculty of 

Defence Economics at the Military Academy (MILAK) at the Swiss Federal Institute of 

Technology (ETH) Zurich to recruit study participants from reserve soldier resources. It was 

intended to recruit a study population from a technical battalion of the Swiss military that is by 

nature exposed to information technology systems and to handling important, partially critical, 

military information. In an informal request, the researcher asked the chief of the Swiss Armed 

Forces, Lieutnant General Thomas Süssli, for supporting the research. This request was 

endorsed and contact persons of the respective brigade of interest were accompanying the 

researcher in his endeavour to carry out the research. After the content and research design was 

confirmed by the organization, the legal department of the Swiss Armed Forces was consulted 

to authorize the study and in particular the participant recruitment strategy, as well as the 

respective data protection efforts. Voluntary participation and an active declaration of consent 

were key components for the recruitment of study participants. Eventually, Swiss reserve 

soldiers were recruited by the initial online survey.  

Following these administrative requirements, the study was ready to be initiated. 

Participant recruitment took place by disseminating a flyer (see figure 6.2 and annex E) in 

February (week 8) 2022 to the members of a specific technical battalion of the brigade in the 

course of the official marching order for their next service. Prior to sending the flyer, the 

researcher’s counterpart in the brigade created a list of participant-IDs. Each reserve soldier 

was allocated a unique participant-ID that was highlighted on the individual study flyer. This 

was necessary to track participants throughout the study. The two-sided flyer appeared in the 

organizational colour design, presented the purpose, design and requirements of study 

participation, as well as the individual participant-ID. Interested reserve soldiers were directed 

to a LimeSurvey questionnaire by scanning the QR-code on the flyer. Prior to topical questions, 

the questionnaire required the interested participants to read and accept the study information 

and declaration of consent sheet. By doing so, participants declared their voluntary participation 

in the study. In the beginning of the questionnaire, participants were asked to provide their 

participant-ID and their personal email address.  

Participant recruitment was active for four weeks between week 8 and week 12 2022. 

Thereafter, a participant list with email addresses and participant-IDs was generated and sent 

to the researcher’s counterparts in the organization. This step was necessary to initiate pre- and 
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post-test stages and to correctly allocate voluntary participants to either experimental or control 

group. The random assignment of participants to either experimental or control group was a 

desired feature by the researcher for the experimental design. Participants were allocated to 

either experimental or control group by the researcher’s counterparts in the Swiss military while 

respecting given conditions of the military service that the voluntary participants were obliged 

to perform during the study. This said, the final experimental design cannot be considered as a 

randomized controlled trial but a quasi-experiment instead, as the allocation to either the control 

or the experimental group was non randomized. 

Eventually, a group of 182 Swiss reserve soldiers of a technical battalion was recruited. 

During the experiment, 2 participants requested to opt out of the study (one participant per study 

group). Hence, the experiment data of 180 study participants were analysed. The experiment 

was conducted with a treatment and a control group, whereas 138 participants were allocated 

to the control group and 42 participants to the experimental group due to their availability 

during the military service. The group consisted of 100% male reserve soldiers with an age 

ranging between 21 and 36 years of age. Most of the study participants mentioned German to 

be their first language, whereas 2 said that their first language is French, and 4 participants 

mentioned Italian as their mother tongue. 
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Figure 6.2: Flyer for the recruitment of Swiss reserve soldiers 
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Pre-Experiment Survey 

The study started with a questionnaire (see annex C) (Fig. 6.1). The online administered survey 

was active during four weeks between February 25th, 2022, and March 27th, 2022. This pre-

experiment survey served two purposes: participant recruitment and data gathering. Recruiting 

participants without obliging them to participate was a main challenge. Based on a consultation 

with the legal department of the Swiss Armed Forces and in accordance with ethical guidelines 

in academics, the online survey served the purpose of recruiting reserve soldiers. Voluntary 

participation with an active declaration of consent was key to recruiting participants. At the 

same time, this provided the opportunity to gather data about the voluntarily participating 

reserve soldiers. The main data of interest were personality traits to solve research question I-

III. The survey also collected data on other individual characteristics that could provide 

interesting results and an added value for the Swiss Armed Forces. Hence, data concerning 

dimensions, such as cyber risk behaviour or attitudes and victimization patterns were collected 

too. The inclusion of these dimensions created the opportunity to elaborate on research 

questions II and III. 

The questionnaire was administered by using LimeSurvey. In total, the questionnaire 

incorporated 129 questions in 5 sections. The arithmetic mean of processing time among 

recruited participants was 21 minutes and 42 seconds. While the survey was accessible via a 

QR-code, it is fair to believe that participation was mainly conducted using mobile devices. It 

was administered by a question-by-question structure without allowing backward navigation. 

It was intended to avoid revisions of previous answers and top-down selection of the same 

answer when answers would have been presented group by group. However, by doing so the 

click and selection process increased significantly. The QR-code for accessing the survey was 

scanned 276 times of which 182 totally completed the survey and 94 only partially and/or 

repeatedly took part in the survey.  

The survey was administered in different languages. Participants had the opportunity to 

take the questionnaire in 3 of the 4 Swiss national languages, namely German, French and 

Italian as well as in English for respondents that are not fluid in one of the three languages 

mentioned before. However, the majority 96.7% of study participants answered in German, 

which is not a surprise given the fact that the battalion is predominantly German speaking too. 

In terms of layout, the survey was held simple without the use of too many colours or fonts. 

Bolding of text was used for each section heading and the key elements in the question, as well 
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as a minimum of text was intended to be employed making the questions easier and faster to 

read, yet understandable (Maxfield & Babbie, 2017, p. 236 ff.). The survey was completely 

built via LimeSurvey4. LimeSurvey is an online survey site that allows the easy and fast creation 

of questionnaires and provides various templates and analysis tools, making both the creation 

and analysis process easy and efficient. The questionnaire was tested by the researcher and 

colleagues prior to the usage in the study. The questionnaire incorporated the standard section 

asking for specific demographics like age, gender and mother tongue. Moreover, in this first 

general part of the questionnaire, participant-ID and email address were asked for too. It was 

asked to input the unique participant-ID that participants were provided the flyer prior to the 

experiment. This procedure allowed to distinguish among treatment and control group 

participants, as well as instrumentalizing the variables that define their belonging to the 

respective group in retrospect. Additionally, participants had to answer questions about prior 

experiences with information security trainings and their individual opinion about the 

importance of information security in personal and military settings. The survey consisted of 

consecutive sets of closed-ended and multiple-choice questions which are less complex and 

faster to answer by the respondents. Moreover, closed-ended questions are easier to compare 

and therefore simplify the analysis process.  

The second and third group of questions reflect explanatory variables, that illustrate 

individual differences in personality expression and individual victimisation. Personality trait 

questions were based on the HEXACO inventory introduced by Ashton & Lee (2009). This 60-

item (HEXACO-60) based inventory is a reliable tool to measure the personality framework 

that summarizes human personality under six broad categories (Honesty-Humility, Emotional 

Stability, Extraversion, Agreeableness, Conscientiousness, Openness), with each having a 

bipolar counterpart (e.g. Extraversion vs. Introversion). Moreover, the HEXACO-60 allows to 

further refine each personality category in four facet-level-scales. Under the Honesty-Humility 

domain the facets sincerity, fairness, greed avoidance and modesty are summarized. The usage 

of the HEXACO inventory for researching fraud victimisation is accepted among scholars and 

already has received attention (Judges et al., 2017; George et al., 2020). Based on the 

HEXACO, the questions were administered with responses on a 5-point Likert scale: (5) 

Strongly Disagree, (4) Disagree, (3) Neutral (neither agree nor disagree), (2) Disagree, (1) 

Strongly Agree.  

 
4 https://www.limesurvey.org/de/ 
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In the third section, study subjects were asked questions about victimisation. In a set of 

5 questions, personal victimisation with respect to fraudulent information requests via email 

communication was assessed. Participants had to answer questions about whether they in the 

last 12 months have ever received information requests via email, opened them or answered to 

those requests and if so, how often this was the case in the last 12 months and whether they 

reported the case to the police or not. Moreover, the perceived future victimisation concluded 

this section. Personal perception of future victimisation reflects past experiences but also to 

some degree the fear of future victimisation. Research shows that fear of crime is a good 

indicator of past personal victimisation or victimisation among family members that are 

supposed to share common beliefs and attitudes. Fear of victimisation therefore provides a good 

approximation of future victimisation (Killias, Kuhn & Aebi, 2012, p. 348 ff.). 

In two concluding sections, the questionnaire assessed participants Attitudes towards 

Cybersecurity and Cybercrime in Business (ATC-IB) with a set of 25 questions on a 4-point 

Likert scale and Risky Cybersecurity Behaviour (RCsB) with a set of 20 questions on a 7-point 

Likert scale. The set of questions refer to the questionnaires developed and validated by 

Hadlington (2017) in prior research. In his publication he presents the application of the ATC-

IB and RCsB inventories. These inventories provide a “further step in understanding individual 

differences that may govern good cybersecurity practices” (Hadlington, 2017, p.1-2) and 

therefore provide a good tool to be used for the objectives of this study as well. The ATC-IB 

consists of 25 items evaluated on a 4-point Likert scale: (4) Strongly Disagree, (3) Disagree, 

(2) Agree, (1) Strongly Agree. Based on the outline of the inventory, advantageous 

cybersecurity behaviour correlates positively with the achieved score in the inventory. Thus, 

the higher the score a participant achieves, the more positive his/her engagement and higher the 

attitude towards cybersecurity is and vice versa. The particular application of the inventory in 

a military environment implied that the questions had to be adapted slightly. Terms like 

company or management had been replaced by army or military command respectively. For 

instance, instead of asking survey takers: (2) I am aware of my role in keeping the company 

protected from potential cybercriminals, survey participants were asked (2) I am aware of my 

role in keeping the army protected from potential cybercriminals. The RCsB consists of 20 

items, asking the participants how often they engaged in risky cybersecurity activities in the 

last 6 months, with response opportunities ranging on a scale from 0 – 6 (0 = never and 6 = 

daily). For instance, participants were asked how often in the last 6 months they were using 

free-to-access public Wi-Fi. The higher the score in the RCsB, the riskier the cybersecurity 
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behaviour of the respondent. Finally, the survey was closed with a thank you note for 

participation.  

Intervention 

The intervention consisted of the serious game as presented under section 4. Before the actual 

intervention was given as experimental treatment, the respective game masters had to be 

trained. The actual SG was administered by three game masters in each SG setting. Each of 

them took control of a game table with up to 8 participants grouped in teams of two to three 

participants. The game masters were all male, aged between 25 and 36 years and had no direct 

relation to the battalion or the Swiss Armed Forces during the period of the study. These facts 

were important to limit instrumentation and authority bias that could have been present in case 

the game masters had a direct relation to the battalion or any military function and rank superior 

to the participants’ rank. Another potential threat for the validity of the study could have 

emerged from the ability of the game masters to administer the game table. In prior research 

(Hart et al., 2020; Muhly et al., 2021) argue that game masters obtain a vocal role in the 

proceedings of the game with respect to participant involvement and knowledge transfer. Thus, 

the game masters that were subject to the experiment received a collective introduction to the 

game and the game proceedings, such that they were in possession of a common pool of 

didactical and informational instructions, as well as familiar with their tasks throughout the 

game. The game masters were trained by the researcher on their specific tasks during the game 

in a game master instruction training on April 21st, 2022. The game masters were trained by 

following the exact outline of the intervention. First, they were confronted with the introductory 

SE presentation before playing the full game (2 iterations) as described in 5.2 and in annex B. 

Afterwards, the researcher was explaining to them their precise tasks and responsibilities during 

the game. Finally, the game masters received a detailed instruction cheat sheet (see annex B.2) 

for utilization during the intervention that served the purpose of standardizing the game 

proceeding and instruction process as best as possible. The actual intervention stage as the third 

procedural component of the research design took place on May 4th, 2022. The 182 study 

participants recruited with the pre-experiment survey were distributed into an experimental and 

a control group. The allocation of the participants to either group was performed by the 

responsible counterparts of the battalion taking account of the actual military service plan.5  The 

organizational fact that only soldiers that were currently active in service were able to be 

 
5 The researcher did not have any influence of the effective allocation other than asking the responsible military 

counterparts to make safe that groups are evenly distributed as best as possible.   
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ordered the participation in the game limited the ability to distribute the study population into 

even samples.6 The remaining study participants were at the time of the planned intervention 

not in service, but in their regular job, and could therefore not be approached to take part in the 

serious game. Thus, the experimental group consisted of 42 study participants. They received 

as a treatment the social engineering serious game as described under the operational 

framework in section 4 and in annex B. There were two SG administrations. Group A performed 

the SG in the morning session between 8:00 and 12:00, whereas the second experimental group, 

group B, received the SG as experimental intervention in the afternoon between 13:30 and 

17:30. By doing so, the researcher aimed to limit diffusion bias, as there was only 1.5 hours in 

between the two SGs that would limit the possibility to exchange information among 

participants. The serious game was administered in a bright and climatized room with three 

pools of tables providing enough space for 8 players and one game master. The game started 

with a joint introductory presentation of the SE rationales and specific case studies before each 

game table played two iterations of the game. A 15-minute break was given between iteration 

one and two. Time was kept centrally in each of the game’s different stages, ensuring that the 

tables concurrently started and finished the game. The game material was distributed by the 

game masters to the groups of players after the introductory presentation and was collected after 

the game officially finished. Consequently, it was avoided that single study subjects 

familiarized with the game material prior to the start of the game or took with them game 

material what could have effects on their performance in the post-test surveys.   

The control setting consisted of a group that did not receive the treatment. The 

administration of a control group served two purposes. First, the control group allowed to 

control for any effect the experiment itself had on the participants. Second, it allowed to 

compare the performance of experimental group participants and control group participants 

with respect to the effectiveness of SG for SE in reducing individual proneness to SE 

rationales.7   

 
6 However, research shows that uneven distributed samples might even give more power to the study results, 

when the control group is larger than the experimental group (Riniolo, 1999; Oldfield and Haig, 2016). 
7 Other researchers used different techniques as experimental treatment for testing its effectiveness in SE related 

situations. Heartfield et al. (2016) used a security education to test its effectiveness against semantic SEAs. In 

similar SE experiments (Aburrous et al., 2010; Ivaturi, 2014), participants had to actively distinguish among 

fraudulent and harmless emails or websites. Subsequently, the researchers analysed the differences among the 

control and experimental group in post-tests. Bullée (2017) conducted different SE experiments using leaflets, 

posters and security awareness trainings as an intervention. Beckers and Pape (2016) experimentally tested the 

effectiveness of a SG for SE as an intervention strategy with a small population size in an uncontrolled setting in 

an academic environment.   
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Post-Serious Game Survey 

Directly after the completion of the SG intervention, experimental group participants were 

asked to fill out an online questionnaire administered in LimeSurvey about their experience and 

satisfaction with the SG administration. The questionnaire consisted of 10 questions and 

participation took around 3 to 5 minutes. Annex G shows the content of the questionnaire. 

Experiment group participants were able to access the questionnaire via a QR-code projected 

at the wall in the room where the SG was conducted. For the case that participants did not have 

their smartphone with them, each game master was provided the questionnaire on paper for 

distribution and subsequent collection. Participation in the survey was voluntary and the 

researcher did not instantly control whether all experimental group participants successfully 

filled it out. However, none of the 42 participants denied filling it out, such that a complete 

dataset of 42 respondents was derived. The questionnaire intended to ask them different 

questions about their satisfaction with the training, the usefulness of the content and their 

perceived likelihood of being resilient towards SEA due to their participation in the training. 

The training consisted of the introductory presentation and the SG. Questions were structured 

accordingly. Participants were asked to input their participant-ID at the end of the questionnaire, 

though on a voluntary basis. Thus, a direct link with the post-test phishing performance could 

not be established for the whole sample, as some of the training participants chose not to 

disclose their participant-ID. Additionally, they were asked questions about game improvement 

potentials.  

Pre- and Post-Test  

The pre- and post-test stages each consisted of phishing mails that intended to test participants’ 

proneness to fall for PITs, implemented into a realistic phishing scenario, before and after the 

intervention.8  

The pre-test phishing took place on April 8th, 2022, whereas the post-test phishings took 

place on May 6th, 2022, and on May 27th, 2022, for the second post-test. Each of them was sent 

on a Friday like is so often the case in the real world to induce pressure and increase information 

 
8 Different researchers (Jagatic et al., 2007; Mohebzada et al., 2012; Butavicius et al., 2016; Bullée, 2017) used 

phishing to test study participants’ proneness to SE. Although phishing is not the only vector to carry out SE 

rationales, it has certain advantages for conducting research on the topic. First, phishing is an easy to apply 

method of testing the proneness, as it does not require large amounts of manpower. It is easily scalable, and a 

large number of recipients is simultaneously approachable in contrast to individually administered SEA over 

telephone or in person. Second, it is relevant. Despite its advantageous applicability in academic research 

compared to the beforementioned other SE forms, it is also highly relevant in practice. Phishing is one of the 

most used vectors for cybercriminals to gain access to potential victims, their financial possessions and their 

information. According to Proofpoint (2022), 83% of respondents in their 2022 State of the Phish Report 

experienced a successful email-based phishing attack in 2021.   
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asymmetry by taking away the possibility to directly raise some suspicion to fellow workers or 

in our case soldiers about the email receipt. The technical implementation and execution of the 

phishing was performed by a vendor of the Swiss Armed Force’s cybersecurity and awareness 

team who have no direct relation to the battalion. The researcher created four (4) realistic 

phishing scenarios that each applied PIT(s) and asked mail recipients for information that were 

requested to be inputted by clicking a link in the mail (see annex F). There were two purposes 

for this rationale. First, it was of interest who and how many study participants would click the 

link and thus would fall for the phish as they assumably trusted the sending mail address and/or 

the scenario described in the mail.9 Second, once tricked participants clicked the link, they were 

requested to input specific information such as name, location of military service, subjectively 

perceived physical and digital security risks, or other personal identifying information that 

would threaten the battalion’s information security on a dedicated landing page.. In each 

phishing scenario, mail recipients were explicitly requested to follow through with the 

demanded action within 72 hours. This addition served two purposes. First, it created urgency 

and implied the overarching principle Time of the PIT repertoire. Second, it served operational 

and validity purposes. In this regard, results of the pre- and post-tests were downloaded and 

stored 72 hours after the phishing mails had been sent. Participants that fell for the scam after 

the 72 hours were not included in the results. However, defining a precise period of data 

collection that is standardized among the different pre- and post-test data collection processes 

was imperative for a valid comparison of the results among the test stages. The four phishing 

scenarios were proofread by the cybersecurity and awareness team of the Swiss Armed Forces 

and were discussed with the phishing service vendor for its reasonableness and implementation 

adequacy. Based on the team’s experience with internal phishing campaigns, it appeared that 

the scenarios were rather sophisticated and would imply a high phishing success rate. On a scale 

of difficulty from easy (1) to very difficult (5), the team rated the researcher’s phishing 

scenarios as very difficult (5) compared to the usual phishing campaigns conducted by them. 

They advised the researcher to aim for scenarios that would reflect a medium difficulty (3). 

However, the researcher chose to conduct the experiment with the initial scenarios to apply the 

highest degree of difficulty and accordingly test the effectiveness of the serious game under this 

condition. Figurers 6.3 to 6.5 and annex F show the initial phishing scenarios that were 

eventually applied in the research and the respective landing pages as well. The screenshots of 

 
9 There is evidence (Abraham & Chengular-Smith, 2010; Wüest, 2010; Liu & Zhong, 2017; Zimba, 2017) that 

even clicking a link may infect a user device. 
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the phishing emails and landing pages were taken by the researcher from the test emails that 

were sent by the service provider to the researcher prior to sending the emails to the study 

participants. Upon receipt of the test emails, the researcher was confused by the adding 

“Difficulty 3” in the title of the email. Initially, the service provider stated that the scenarios, as 

created by the researcher, would reflect a difficulty of 5. The researcher reassured himself by 

asking the service provider about that fact. The service provider confirmed that the scenarios 

as created by the researcher and as were eventually sent to the study participants reflected 

difficulty level 5. The adding to the title in the test emails only reflected the standard used in 

test mails. Landing pages of the links where information was requested to be inputted, were 

created by the vendor too. Moreover, it was also controlled for mail receipt information to 

reduce the probability of deriving false conclusions in case not clicking due to not receiving the 

phishing mail at all was interpreted as not being prone to the phish. Overall, it was a beneficial 

opportunity for the researcher having access to this service. The professional service and 

experience of the vendor that offers phishing penetration tests as its product provided a certain 

degree of execution security and professionalism to the study. Prior to the execution of the pre-

test phishing, the researcher provided the cybersecurity and awareness team a list with 

participant-ID and email addresses that were gathered with the questionnaire during the pre-

experiment survey. After each phishing stage, the researcher obtained an analysis file that 

contained information about who fell for the phish and whether information inputs were 

executed on the landing page. It is important to say that click and information input behaviour 

was communicated to the researcher only by associating the behaviours to the participant-ID of 

the respective participant. It was neither possible to derive insights on precise information that 

were inputted by the respective participant nor was it possible for third parties to derive direct 

conclusions about the respective participant as a person. These were conditions that were 

discussed with and confirmed by the legal department of the Swiss Armed Forces prior to the 

launch of the study.  

The phishing scenarios were constructed in a way that applied the principles of 

persuasion, the PITs, that were discussed in chapter 2 of this thesis. It is needless to say that the 

application of all 13 PITs that were defined in the regard of this thesis was not possible. 

However, in each of the scenarios two to three rationales were applied. The overarching Time 

principle was applied in each of the scenarios by requesting the participants to follow through 

with the requested behaviour within a specific period of 72 hours. Additionally, the Authority, 
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Unity and Reciprocity rationales were used to frame the message of the phishing scenarios. 

Please see annex F for a precise description of the phishing scenarios and the applied PITs. 

The administration of the pre- and post-test phishing took place three and a half weeks 

(3.5) prior to the intervention and within three and a half weeks (3.5) in two independent post-

tests after the treatment. This process follows two reasonings. First, the chosen time span 

between the different stages of the experimental design account for potential learning effects 

induced by the repeated receipt of military related emails via a personal email account. The 

phishing tests were independent, and the scenarios were different among pre- and post-test. An 

insufficient time-lag between them could, nevertheless, have had learning effects on 

respondents’ answer behaviour in the post-test phishing. Second, the administration of two post-

tests served the purpose to gather knowledge about the treatments’ possible retention effects of 

their contents on participants. Both rationales follow the conclusions deducted from the 

forgetting curve theory of Ebbinghaus (1885).10 Transferred to the study at hand, this means 

that a phishing email, which tests participants’ likely behaviour in SE situations will not be 

remembered precisely already after one week since it was submitted. It is obvious that in a 

corporate or organisational environment, but also in student life, the daily business, private and 

professional activities play the most important role, such that a supposedly “one-time” receipt 

of a specific mail assumedly does not claim long-term cognitive resources.11 Military related 

mails on the personal email account are not regularly recurring events in the daily life of the 

research subjects, as most communication regarding military service is performed by postal 

mail and thus, it was hypothesised that the sample population would remember quite well after 

one week the existence of the email receipt, though not precisely the topics. It was therefore 

fundamental to launch the pre-test stage sufficiently enough before the treatment in the 

intervention stage in order to neutralize as good as possible any learning or remembering effect 

induced by the email receipt. The pre-test phishing mail was therefore sent three (3.5) weeks 

before the treatment of the SG in the intervention stage. The post-test was submitted to the 

experiment population within 24 hours after the intervention and in a second post-test three 

(3.5) weeks after the intervention. This rationale also followed the principle of the forgetting 

curve and intended to discover retention effects of the treatments. It was not opted to fully 

 
10 According to the theory, newly learned information remains consciously present at a decreasing rate over time, 

with almost 80% of the information learned not being correctly repeated after seven days. In similar, more recent 

studies those results were replicated and, besides some variation, confirmed (Murre and Dros, 2015; Radvansky, 

2017; Fisher & Radvansky, 2018). 
11 Nevertheless, results also show that descriptions or occurrences of specific events are longer remembered and 

follow a rather positively than negatively accelerated curve, meaning that memory of specific event description 

is retained longer, but abruptly forgotten after around 12 weeks  (Radvansky, 2017; Fisher & Radvansky, 2018). 
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integrate the conclusions derived from Radvansky (2017) and Fisher & Radvansky (2018) in 

the design of the experiment, as a period of 12 weeks between the different stages of the 

experiment would have had limiting effects on the operability and the internal validity, as the 

likelihood of maturation, demoralization and experimental mortality was very likely to increase. 

About two hours after the pre-test phishing mail had been sent, the researcher was 

contacted by his supporting counterpart at the Swiss Armed Forces notifying him that the Swiss 

National Cybersecurity Centre (NCSC) had contacted them to report malicious activity. It 

seemed that either a participant or other red flags had notified the centre about this supposed 

malicious activity. The centre was informed about the purpose and origin of the research and 

that there is no need to block neither the landing page nor the email address.  

 

Figure 6.3: Snapshot of the pre-test scenario test mail and landing page 
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Figure 6.4: Snapshot of the 1st post-test scenario test mail and landing page 
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Figure 6.5: Snapshot of the 2nd post-test scenario test mail and landing page 
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Variables 

The variables used in the data gathering process were: gender, age, mother tongue, prior 

participation in information security training (PIST), individual perception of information 

security importance (IPISI), HEXACO personality traits – Honest-Humility, Emotionality, 

Extraversion, Agreeableness, Conscientiousness, Openness – past individual victimization 

(PIV), individual victimization expectation (IVE), RCsB, ATC-IB, participation in serious 

game (PSG), as well as clicking on the link in the phishing email (Link) and inputting 

information on the respective landing page (Info). However, some variables were excluded, as 

there was no variance observed. General demographics were particularly of minor interest, as 

homogeneity of gender, age and mother tongue was very high in the study group at hand. Please 

see table 6.1 for an overview of the variables. The independent variable PISTPI measured 

whether the subject completed an information security training about the protection of personal 

information in the last 12 months prior to the study at hand. Analogously, the independent 

variable PISTMI measured whether the subject completed an information security training about 

the protection of military related information in the last 12 months prior to the study at hand. 

The dichotomous variables were dummy coded as 0 = did not participate and 1= did participate. 

The independent continuous variable IPISIPI measured the importance of the protection of 

personal information to the subjects, whereas the independent continuous variable IPISIMI 

measured the importance of the protection of military information to the subjects. Importance 

was measured on a 5-point Likert scale (1 = not important at all, 5 = very important). The 

independent continuous variables Honest-Humility, Emotionality, Extraversion, 

Agreeableness, Conscientiousness, Openness measured subject’s individual expressions in 

these personality dimension. Dimension expression was measured on a 5-point Likert scale (1 

= Strongly disagree, 5 = Strongly agree) with several items being reversed coded as by Ashton, 

and Lee (2009). The independent dichotomous variable PIV measured whether the subject 

experienced an online phishing attack in the last 12 months prior to the study at hand that 

requested the personal information. The dichotomous variable was dummy coded as 0 = No 

and 1= Yes. The independent continuous variable IVE measured subject’s individual 

expectation of becoming a victim in the next 12 months.  IVE was measured on a 5-point Likert 

scale (1 = very unlikely, 5 = very likely). The independent continuous variable RCsB measured 

the frequency of risky cybersecurity behaviour of the subject, whereas the independent 

continuous variable ATC-IB measured the attitudes towards cybersecurity and cybercrime in 

business of the subject. The variables were measured on a 7-point Likert scale (0 = never, 6 = 

daily) and 4-point Likert scale (1 = strongly disagree, 6 = strongly agree), respectively. Coding 
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was performed according to Hadlington (2017). The independent variable PSG measured 

whether the subject was part of the control or the experimental group that received the serious 

game as intervention. The dichotomous variables were dummy coded as 0 = did not participate 

and 1= did participate. The dependent ordinal variable IPSE measured whether the subject 

complied with the request in the phishing mails in the pre- and post-test scenarios (0 = did not 

comply, 1 = did comply by clicking the link, 2 = did comply by clicking the link and inputting 

requested information).      

Confidentiality and Data Management  

The commander of the military academy, as a military representative, and the researcher 

countersigned an agreement concerning data protection of the data of study participants. The 

researcher agreed that all collected data of reserve soldiers, besides those that are necessary to 

guarantee the study process, will be used and processed only by him, will not be disclosed to 

any other internal or external party, and will be deleted after the successful completion of the 

doctorate, the latest. Publication of study results shall be anonymous, and a report of the 

consolidated results shall be made available to the organization afterwards. Raw data from 

survey results were transferred from LimeSurvey to Microsoft Excel by exporting the respective 

data sheets and data from pre- and post-testing were transferred from the phishing service 

platform of the supporting counterpart at the Swiss Armed Forces to Microsoft Excel as well. 

The data files were merged, such that all data per study subject were ready to be analysed in 

one sheet. Hence, in addition to the data gathered through the initial survey, columns for serious 

gaming participation, as well as pre- and post-test results were reflected in the data sheet. 

Subsequently, data were checked for outliers, completeness and were edited to obtain a unified 

layout. For HEXACO, RCsB and ATC-IB data, an overall score was calculated on a dimension 

level for the HEXACO and on indicator level for RCsB and ATC-IB. Afterwards the data were 

loaded into the statistical computing software R, where it was further prepared and analysed for 

testing the hypotheses.  
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Table 6.1: Variable description  

 

Variable Code Name Scale Content Data Source

IPSE - Clicking on link in phishing email Link binary - Pre- & post-tests

IPSE - Inputting requested information on dedicated landing page Info binary - Pre- & post-tests

Participation in serious game training PSGpart binary - Serious game

Post-test 1 time1post binary Results of post-test1 Post-test

Post-test 2 time2post binary Results of post-test2 Post-test

Honesty-Humility Hone 5-point Likert scale 60-item HEXACO personality inventory Pre-experiment survey

Emotionality Emot 5-point Likert scale 60-item HEXACO personality inventory Pre-experiment survey

Extraversion Extr 5-point Likert scale 60-item HEXACO personality inventory Pre-experiment survey

Agreeableness Agre 5-point Likert scale 60-item HEXACO personality inventory Pre-experiment survey

Conscientiousness Cons 5-point Likert scale 60-item HEXACO personality inventory Pre-experiment survey

Openness Open 5-point Likert scale 60-item HEXACO personality inventory Pre-experiment survey

Previous information securtiy training for personal information PIST_pitrue binary Have you attended any training in the last 12 months that focused on the 

protection of personal data and information? Pre-experiment survey

Previous online information securtiy training for personal information PIST_piOtrue binary Was it an online training? Pre-experiment survey

Previous information securtiy training for military information PIST_mitrue binary Have you attended any training in the last 12 months that focused on 

protecting military data and information? Pre-experiment survey

Previous online information securtiy training for military information PIST_miOtrue binary Was it an online training? Pre-experiment survey

Previous individual victimization PIV_receivetrue binary In the last 12 months, have you ever received an email link from someone 

asking you to provide sensitive information such as personal identification, 

bank and credit card details, and passwords? Pre-experiment survey

Individual victimization expectation IVE 5-point Likert scale In the next 12 months, how likely are you to provide personal information

online to someone who asks you to provide sensitive information (e.g.,

personal identification, bank and credit card information, and passwords) via

email? Pre-experiment survey

Risky cybersecurity behavior RCsB_Mean 7-point Likert scale 20-item inventory concerning self-reported cybersecurity behavior Pre-experiment survey

Attitudes towards cybersecurity and cybercrime in business ATCIB_Mean 4-point Likert scale 25-item inventory concerning self-reported attitudes Pre-experiment survey

Perceived usefulness of serious game U_SG 5-point Likert scale How useful was the interactive serious game to you? Post-SG survey

Perceived knowledge gain about social engineering through serious game KC_SG

5-point Likert scale How much do you agree with the following statement:  The serious game 

has contributed to my knowledge about social engineering? Post-SG survey

Perceived social engineering threats awareness increase SET_AC

5-point Likert scale How much do you agree with the following statement:  I am now more 

aware of the threats posed by social engineering than before the event. Post-SG survey

Perceived confidence in avoiding social engineering victimization SEV_avoid

5-point Likert scale How likely is the event to help you avoid becoming a victim of social 

engineering? Post-SG survey
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Dataset of Pre-Experiment Survey  

The dataset of the pre-experiment survey consisted of the variables highlighted in table 6.1 

above. Data were collected with regard to participants’ personality traits, previous IS training 

experience, previous and expected individual victimization and to cybersecurity behaviour and 

attitudes. A set of indicators looked at previous participation in training sessions during the 12 

months prior to the research. It is differentiated between personal and military training and 

whether the training was held online or in person. An additional indicator relates to previous 

victimization, namely if a phishing email similar to the tests was received by the participant 

during the 12 months preceding the study. These variables shall be summarized in the set ℋ as 

before. As a note, the indicators for whether the previously received emails were opened and 

information was lost are left out from the analysis, since this was negative for over 95% of 

participants. The following figure illustrates relative dependencies of those variables in the 

dataset, whereas light blue cells represent high relative probabilities and dark blue cells low 

relative probabilities. One can see that e.g. there is 𝑃 = 0.750 for participants having received 

a phishing email withing the 12 months preceding the survey and participants’ participation in 

an information security training in the same period. Thus, there was a 75% chance that when 

randomly selecting a participant from the ones who reported that they were victim of a phishing 

email, this participant also attended an information security training that dealt with the 

protection of personal information in the same period. Moreover, one can see that regardless of 

the nature of the security training – military or personal information related – the means of 

administering these trainings was to 100% online. Interactive offline trainings as the one subject 

to this thesis were therefore not common to the study participants before participating in the 

study. 
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Figure 6.6: Relative probabilities matrix 

Further sections in the questionnaire were used to measure first of all the individual 

victimization expectation for the future as well as evaluations of risky cyber security behaviour 

and attitude towards cyber security. The statistical characteristics of the results of these sections 

are illustrated in figure 7.4 below. 
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Figure 6.7: Variable matrix 

 

Dataset of Test Stages  

The quantity of interest in the test stages were multiple indicators 𝑌𝑎,𝑖
𝑡   describing whether a 

participant fell victim to a phishing attack or not. The participants are enumerated by 𝑖 =

1, … , 𝑁 and the number of participants that were part of the study is 𝑁 = 180. There are two 

types of indicators 𝑌𝑎 with a ∈ {link, info} for different severities of the failed test, namely if a 

participant merely pressed the link in the phishing email and secondly if a participant also 

entered information on a dedicated landing page. Additionally, the tests were conducted at three 

different times 𝑡 ∈  {0, 1, 2} giving a full set of six indicators per participant with respect to the 

different SE phishing tests in the regard of the research design. 

The following figures show the absolute and relative number of participants that failed 

the tests of both assessment types (only clicking the link or clicking the link and also disclosing 

information) along the three points in time. Clearly, only clicking the link happens more often 

than entering information and it can also be observed that the number of failed study 

participants shrinks from the pre-test to the first post-test.  
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The treatment to be studied is the participation in a training with a SG and its effect on 

the performance in phishing emails, as well as the influence of personality traits. The time of 

the test indicators 𝑌𝑎,𝑖
𝑡  is relative to this training with the first one 𝑡 =  0 being the pre-test 4 

weeks before the training, then 𝑡 =  1 being directly 1 day after and 𝑡 =  3 being the post-test 

4 weeks after. The participation in the SG training is indicated by the variable 𝑃𝑖 for each 

participant. Both groups look very similar with respect to the percentage of participants that 

failed the tests.  

 

Figure 6.8: Percentage of failed participants in either test stage (N=180) 

 

 

Figure 6.9: Number of failed participants in either test stage  
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Dataset of Post Serious Game Survey  

The following pages present the data of the post-serious game survey in a descriptive manner. 

First of all, it was of interest for the researcher how satisfied experimental group participants 

were with the training in a whole, namely the introductory presentation and the SG. Out of 42 

training participants, 34 (81.4%) reported that they were satisfied or very satisfied with the 

whole event. Only one person reported that he was not at all satisfied with the event. 

Afterwards, experimental group participants were asked to state their individually perceived 

usefulness of the introductory presentation that showed the participants the rationales and 

techniques of SE, as well as report of a real-life SE example conducted by the instructor. Among 

the training participants, 86% evaluated the stimulating introductory presentation as either 

useful or very useful. Only one person did not find the presentation useful. 

Another question related to participants’ satisfaction with the game master of their table. This 

question is of huge importance, as the game masters obtain a focal role in the administration of 

the SG. Knowledge acquisition and the understanding of new rationales and concepts 

specifically depends on the ability and experience of the respective game master. The individual 

perception of these dimensions by the players gives a good indication whether these conditions 

were intact, as if not, the game participants would have struggled to grasp the core of the topic. 

The survey results support the view that the game masters were well capable of doing their job 

knowledgeably.  

Next, respondents were asked about their individually perceived usefulness of the SG. Different 

to the results of the questions before, answers were less extreme distributed, though only 

slightly. Still, almost three quarters found the interactive SG useful or very useful to them, 

whereas a bit less than a quarter did neither find it useful nor useless. Only 2 participants did 

not see any usefulness in the game.   

Further, experimental group participants were asked to state their perception that the game 

helped them to increase their knowledge about SE. 74.4% of training participants either agreed 

or even strongly agreed that this was the case for them. Only three people stated that the game 

did not provide any new insights for them into the rationales and concepts of SE. This result is 

particularly interesting, as all the study participants were part of a technical battalion that also 

deals with topics of information security to a certain degree. On the other hand, this result shows 

once more that SE as a socio-technical method of conducting fraud or intelligence operations 
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is still not commonly known in its facets even with people who have a pronounced 

understanding of cyber and information security risks.    

Similar results were obtained for the next question in the survey. Training participants were 

asked whether, in their opinion, the whole event helped them to become more aware of the 

threats of SE. Almost seven out of ten respondents either agreed or strongly agreed that the 

event helped them to become more aware of SE threats. Again, only three respondents did not 

see any value in the event for this purpose. 

The second last question of the survey asked training participants to report their perceived 

likelihood that the event helped them to avoid a future SE victimization. Less than half of the 

training participants (48.8%) were confident that the event likely or very likely helped them to 

not become victim of SE. The vast majority of respondents chose a neutral answer to this 

question, feeling that the event might help or might not help to resist targeted attacks. 

Table 6.2: Relative responses of post serious game survey 

  5 4 3 2 1 

Satisfaction with the whole event 20.9% 60.5% 16.3% 0.0% 2.3% 

Perceived usefulness of the introductory 

presentation 

39.5% 46.5% 11.6% 2.3% 0.0% 

Perceived satisfaction with game master 46.5% 44.2% 9.3% 0.0% 0.0% 

Perceived usefulness of the interactive serious 

game 

11.6% 60.5% 23.3% 2.3% 2.3% 

The serious game has contributed to my 

knowledge about social engineering? 

39.5% 34.9% 18.6% 7.0% 0.0% 

I am now more aware of the threats posed by 

social engineering than before the event 

39.5% 30.2% 23.3% 4.7% 2.3% 

Perceived likelihood of the event helping to 

avoid future SE victimization 

9.3% 39.5% 41.9% 9.3% 0.0% 

(5 = Very satisfied/very useful/very likely/strongly agree; 1 = Not at all satisfied/not at all 

useful/very unlikely/strongly disagree) 
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Finally, the researcher was interested in any improvement potential of the event as a whole, of 

the introductory presentation, of the interactive game or improvement potentials categorized as 

«other». Around 30% of training participants provided suggestions. Most of the improvement 

potentials referred to administrative aspects of the event. A couple of respondents perceived the 

personal effort that was necessary to attend the event as too high. Although all experimental 

group participants were part of the same battalion and had their repetition course at the same 

time, they belonged to different troops stationed at different sites of service in Switzerland. For 

some training participants this demanded a huge effort to travel to the event site. Clearly, those 

soldiers were, to a certain degree, somewhat exhausted before event even started.  

Besides pure administrative remarks, a couple of participants provided improvement 

proposals that referred to the game and the pre-test phishing. According to them, the game 

would profit of erasing the scoring system and providing more or better examples. With respect 

to the phishing tests, one participant suggested to use tracking pixels, such that it can be 

evaluated whether the mail went to the junk or was received by the recipient but not opened. 
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6.3 Analytical strategies 

The analysis was performed by using the statistical computing software R. For the 

research questions under investigation different analytical strategies were performed. Table 6.2 

shows an overview of the strategies and tests, as well as the dependent and independent 

variables that were used for corroborating the respective research hypotheses.  

 

Table 6.2: Analysis strategies and statistical tests used 

 

 

Research 

Hypothesis

DV IV Analysis Test

H I.1 - H I.6 Link Hone Logistic regression model Likelihood ratio test

Info Emot

Extr

Agre

Cons

Open

H II.1 -H II.6 RCsB_Mean Hone Linear regression model F-Test

Emot

Extr

Agre

Cons

Open

IVE

H III.1 -H III.6 ATCIB_Mean Hone Linear regression model F-Test

Emot

Extr

Agre

Cons

Open

IVE

H IV.1 Link PSGpart Cross-sectional Chi
2
 Test

Info Fisher's exact test

Longitudinal Bootstrapped Odds Ration Variation

McNemar Test

Difference-in-Differences Likelihood ratio test

Generalized linear mixed effects model Likelihood ratio test

H IV.2 - H IV.4 KC_SG U_SG Linear regression model F-Test

SET_AC

SEV_avoid

Validation and verification of H I.1 - H I.6 and H IV.1 with general classification model respecting the whole datset

Logistic regression model Chi
2
 Test

Decision Tree

Random Forest

Power Analysis

What-If Analysis
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The data were analysed using different types of analysis, which depended on the respective 

research hypothesis and the corresponding type of data. Whereas for hypotheses H I to H III 

less statistical variety was applied, this was different for hypothesis H IV.1. This was necessary 

due to the sophisticated design of the research with data across different points in time and 

across study groups. Finally, advanced statistical analyses were applied to derive hypothetical 

conclusions about the dataset. 

Less statistical variety was necessary to investigate on the hypotheses of research 

question I, II and II. As the dependent variable, namely the performance in the phishing tests, 

is categorical, generalized linear analysis was used to determine the model and the selected 

variables of personality traits as predictive indicators. Likelihood ratio tests were performed for 

the goodness of fit of the model and the predictors. Further, bidirectional variable selection was 

used to come up with the variables with the strongest effect on the estimated results. In addition, 

Fisher’s exact test was performed to verify the results. For the analysis of research H II and H 

III a linear regression model was used. Data on either side of the equation were scaled ordinal, 

such that the most appropriate analysis was the linear regression model. This said, F-Tests were 

used to test the significance of the impact the independent variables had on the dependent 

variable. 

More statistical variety was used in order to evaluate the potential effects the serious 

game could have on the study participants’ performance in phishing tests. The experimental 

design of this research incorporated a control and an experimental group, that were exposed to 

the phishing tests at different points in time, prior and after a serious gaming intervention. This 

set-up allowed to look at the collected data in various forms. First, it was analysed whether 

there is any statistically significant cross-sectional indication of a dependency among the 

variables of having participated in the serious game and having failed the phishing tests. To do 

so, a chi-squared contingency table was created, and a chi-square test performed. It must be 

mentioned that for a chi-square analysis two data assumptions must be met. There has to be 

independence among the data and a minimum frequency of five observation per cross-

tabulation cell (Field et al., 2012). Only if both assumptions are met, the chi-square test provides 

accurate results. Otherwise, the Fisher’s exact test (Fisher, 1922) has to be performed. The fact 

that categorical data were used, satisfied the requirement of independence. However, the 

category participation in the serious game while simultaneously failing the post-test only 

showed one observation, such that the second requirement was not met. The Fisher’s exact test 

was performed additionally in this case. Second, in order to study potential effects of the serious 
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game over time, a longitudinal analysis of the odds ratios and risk ratios of the two groups was 

performed. By doing so the hypothesis H IV.1 was corroborated, namely whether it is correct 

that the serious gaming helps to decrease the odds or risk of failure in the experimental group 

but not in the control group. Looking at odds ratios for categorical variables has advantages and 

is common in criminology (Farrington and Loeber, 2000; Wilson, 2001), such as they are quite 

often more realistic and a better measure of relationship for those variables than the correlation 

indicators (Farrington and Loeber, 2000). Moreover, a non-parametric bootstrap sample was 

created from the data set to test the statistical variation of the measured odds ratios. The 

statistical method of bootstrapping was first introduced by Efron (1979) and is used for different 

statistical endeavours. For the research at hand, it served mainly two purposes. First, it was of 

interest to see what would happen to the results, if, from the basic data set, repeated samples 

would be created synthetically at random. Thus, creating a random selection by replication or 

resampling of the original data (Hardle et al., 2004). Second, by performing this approach, it is 

possible to smoothen the effects of the non-random participant allocation to either study group 

by the persons in charge of the collaborating organization. Resampling the original study data 

and creating a synthetic random selection of the whole data set, allows to smoothen the impact 

of the non-random study group allocation and look at the statistical variation of the measured 

odds ratio with a bias-corrected accelerated bootstrap confidence interval. In a further step, 

McNemar tests (McNemar, 1947) were performed to determine any statistically significant 

change among matched pairs in the experimental and control group for having passed or failed 

the pre- and post-tests. This is a common approach to test categorical experimental outcomes 

(Agresti, 2003; Amin et al., 2011; Dorr et al., 2020).  

The most appropriate way to look at data of a sophisticated experimental design with 

several different data points over time among different study groups is a difference-in-

difference analysis. In particular, those analyses are commonly used in criminology and are 

also applicable for natural or quasi-experiments (Meyer, 1995; Bertrand et al., 2004; Ariel, 

2012; Kondo et al., 2015; Grossrieder et al., 2017). Lastly, a Generalized Linear Mixed Effects 

Model was constructed and tested. Those models take into account the correlation between the 

results of each participant by also looking at the error terms of each participant in addition to 

the standard errors of fixed-effects models. The power of such a model will be lower since the 

correlation of the results of each participant is taken into account, but comparing models is more 

accurate. Likelihood ratio tests were performed to evaluate whether the inclusion of the 

difference-in-difference parameters has any statistically significant effect or not. Likelihood 
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ratio tests are common tools to test the goodness of fit of different statistical models in 

hypothesis testing. They are also used in victimology and research about situational crime 

prevention (Miethe and Mc Dowall, 1993; Shane et al., 2015). 

Further data analysis was performed to derive possible additional insights while looking 

at the whole dataset at once including personality traits and other variables. Logistic regression 

was used while including all parameters to produce a general classification model. Again, a 

stepwise selection in both directions of the most valuable and statistically significant variables 

was used to end up with a model that includes only variables that promise to add statistically 

significant meaning to the model and estimation. In a last step, a chi-square test was performed 

on the eventual model to see whether adding the variables that were left out from the final model 

do indeed not change the estimates significantly anymore. Two further steps were taken to 

verify the results of the logistic regression. First, a decision tree analysis was performed to 

generate further insights on how the phishing test results are clustered and to look at possible 

interaction effects. The method of decision tree building is a fast and effective way of 

classifying data of large, complex, or erroneous datasets (Aitkenhead, 2008). Decision tree 

analysis is a predictive approach that can be used in statistics or machine learning by mapping 

conclusions about a variable’s target value to its observation in the dataset (Ivan et al., 2017). 

Second, a random forest analysis was used to derive increasingly effective predictive models. 

With bootstrap aggregation, individual trees are used to derive importance scores.12  

In a separate analysis, the statistical power of the investigations regarding the statistical 

significance of the variable PSG was performed. With a statistical power analysis one can 

estimate the strength of a research design or estimate the necessary size of a sample that would 

lead to a predefined level of statistical power in the research and model under investigation 

(Britt and Weissburd, 2010). The power analysis took the results of the chi-squared tests and 

the McNemar tests that evaluated the effects of serious gaming and derived the desired sample 

size that would be necessary to detect a statistically significant effect on the 5% level. The 

power analysis used an assumed power level of 80% to do so. Lastly, the researcher used a 

“What-If” analysis to check the impact of the participation in the serious game with hypothetical 

scenarios (LaFleur and Greevy, 2009; Chihara and Hesterberg, 2022). It uses resampling of the 

original dataset to derive synthetic data. By resampling a synthetic dataset with an equal amount 

 
12 Random forest analysis is a machine learning approach that develops prediction models (Speiser et al., 2019). 

This approach was first introduced by Breiman (2001) which uses a collection of decision trees, creates a 

synthetic aggregation and permutates them into scores that can rank their importance. Thus, making it possible to 

evaluate which variables represent importance for the question under research. 



89 

 

of study participants that passed and failed the post-tests, one can infer the amount of control 

and experimental group participants in a hypothetical way. 

6.4 Methodological Limitations 

The experimental part of this research study applied a pre- and two post-test stages, a treatment 

and a control setting with a non-random participant assignment. The advantage of a classical 

experiment is that its set-up reduces the likelihood of different validity threats (Maxfield & 

Babbie, 2017). The study at hand nevertheless had to deal with limitations that had an impact 

on its explanatory power. In particular, the elimination of six threats had to be considered prior 

to the study, whereas two additional methodological limitations evolved during the study.  

First, the generalizability of the study’s results heavily depends upon the selection and 

size of the target population. The study was conducted with reserve soldiers of a battalion of 

the Swiss Armed Forces. It is for certain that this very specific group of population neither 

reflects (Swiss) society nor the Swiss Armed Forces as a whole. The size of the study population 

of 180 does reflect only a minor part of the before mentioned base populations, such that derived 

results are limited in their transferability and applicability to a broader public. The relatively 

small sample size does not allow to derive universal conclusions. However, compared to other 

researchers who used SG in similar settings (Beckers & Pape, 2016; Hart et al., 2020) the 

sample size was nevertheless significantly above the average. 

Second, the researcher had to deal with the threat of experimental mortality. The 

experiment was designed in a way that it made use of the forgetting curve rationale 

(Ebbinghaus, 1885) to reduce the likelihood of learning effects induced by the surveys on the 

one hand and to derive conclusions about the treatment’s retention effect on the other hand. The 

effective time span between the different experimental stages was set to three weeks to account 

for operability and experimental mortality. Further, the initial survey for participant recruiting 

and data gathering was constructed in a way that the expected time burden did not exceed 20 

minutes. In total, the survey was accessed 276 times of which 182 reserve soldiers successfully 

completed it and initially took part in the study. This ratio confirms that time burden might not 

have been a large issue although the data gathering process has been extensive indeed. Opting 

out in the recruitment process mainly happened at the beginning of the questionnaire when the 

personal email-address had to be disclosed. The fact that the intervention was administered 

during the yearly repetition course of the battalion, that participation in the study was granted 

a half day of the service and the fact that the service is mandatory provided some security 

barriers that limited experimental mortality. Additionally, recruited participants had to confirm 
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not only the data protection information but also their consent to participate in the whole study 

in advance to the initial survey for increasing the likelihood of keeping up with the study. This 

approach seemed to have been successful, as of the 182 committed participants only 2 requested 

their exclusion from the study. The experimental mortality was obviously rather low. 

Third and fourth, there are justified concerns that participants who were not assigned to 

the SG will either be demoralized or will compensate their non-selection with additional effort 

in the test stages. Moreover, there are also justified concerns that discussions among the study 

subjects about the contents of the treatment will affect their post-test performance. The 

experiment design took these considerations into account by separating the groups and keeping 

anonymity among the participants as best as possible. Only study subjects of the treatment 

group were able to get to know each other personally and exchange information during and 

after the treatment. Study subjects of the control group were not specifically disclosed to the 

participants of the experimental group. However, there was a valid concern that control group 

members that were in the same troop and service as the experimental group members or part of 

the group may have been demoralized due to their non-selection. However, in the flyer that 

promoted the study among the battalion and that was the initial step to recruit participants, it 

was clearly stated that effective allocation to the SG will be done by the battalion commander. 

Thus, with their voluntary participation, study participants should have been aware with the 

probability of non-selection in advance. On the contrary, explicitly mentioning the probability 

of non-selection in the recruiting flyer might have limited the number of recruited participants 

at first.  The SG was administered in two rounds on two consecutive days to reduce the 

likelihood of diffusion before the first post-test, which took place within 24 hours after the 

intervention stage. 

Fifth, Hart (2020) showed that there is a justified concern of instrumentation threat 

stemming from the usage of multiple game masters in the treatment setting. The differences in 

game master ability to administer the game, as well as explaining to the study subjects the game 

proceedings and the material could significantly impact the post-test performance within the 

experimental group. Therefore, the researcher selected five game masters sufficiently prior to 

the experiments and trained them about their role as game masters, the game material, and the 

game proceedings in a joint half-day training. Further, the researcher provided the game masters 

a leaflet outlining the precise proceeding of the game and their responsibilities that guided them 

during the game (see Annex B.2).  
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Lastly, another validity threat that had to be respected refers to the researcher himself. 

The active participation of the researcher in the SG as a game master would have led to a 

researcher bias in the way that he probably would favour the supervised study subjects to 

perform particularly good (Hart, 2020). It was therefore opted to assign the researcher an 

observing position during the treatment. 

Additionally, two further methodological limitations evolved during the study and were 

to a certain degree out of the researcher’s control. First, a random assignment of the voluntary 

study participants to either the control or the experimental group was not possible as initially 

planned and discussed with the cooperating organization due to administrative and 

organizational conditions in the battalion that were not possible to overcome. Allocation to 

either the control or the experimental group was performed by the Swiss Armed Forces as they 

had to respect the availability of, as well as securing the operational capability of the battalion. 

It was therefore not possible for the researcher to randomly assign the participants to either of 

the two groups. Participant assignment had to be accepted as given. The research of Bullée and 

Junger (2020) shows, nevertheless, that quasi-experimental SE intervention studies do not 

perform worse than full randomized studies. Second, the pre- and post-test instruments could 

have been insufficiently measured the response rate to the phishing scenarios. Pre- and post-

test have all been administered by the vendor of the Swiss Armed Forces that also does phishing 

campaigns with civil employees in the organization for cybersecurity awareness building. The 

researcher gratefully accepted the opportunity to collaborate with the vendor, as it provided 

efficiency and internal know-how of what must be respected when performing phishing tests 

within the organization. Further, it simplified a major obstacle, namely study authorization. As 

a Swiss Armed Forces contracted vendor the service provider underwent several background 

and service checks, which would have been necessary in case any other third-party service was 

used instead. Nevertheless, it turned out that responses to phishing mails only measured the 

opening of an email and whether information were inputted on a dedicated landing page. The 

service of the vendor did not measure whether mails went to the spam or junk folder and thus 

were not opened. The researcher asked the vendor whether it is possible to test the phishing 

emails in advance with certain email providers. Study participants were asked to disclose their 

private email address to take part in the study. It was therefore crucial to test whether these 

mails make it into the inbox of the accounts of such providers as gmail or hotmail. During these 

tests, the researcher experienced no issues that this was not the case. However, this is no 
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guarantee that all of the 182 initial study participants received the email in their account inbox 

and therefore reflects another a methodological limitation of this research. 

 

7. Results 

7.1 Personality Traits and SE Fraud Victimization 

The first research question of this dissertation asks whether individual personality traits play a 

role in the individual proneness towards SE fraud. The effect of the personality traits on 

participants’ proneness towards SE email phishing is observed in the pre-test. The test results 

of the participants are correlated with their results in the HEXACO personality test. The test 

has six dimensions (1: Honesty, 2: Emotionality, 3: Extraversion, 4: Agreeableness, 5: 

Conscientiousness, 6: Openness) denoted by 𝑥𝑖
ℎ , ℎ ∈  𝐻 = {1, … ,6}. The values are measured 

averages of a 5-point Likert scale and hence in the domain 𝑥𝑖
ℎ , 𝑖 ∈ {1, … ,5}. For each of the 

HEXACO personality dimensions a separate hypothesis was constructed in order to answer the 

research question more detailed. The null-hypotheses for each of the six dimension are denoted 

as follows: 

 

𝐻 𝐼. 10: People high on the personality domain Honesty-Humility are not more prone towards 

SE deception rationales. 

𝐻 𝐼. 20: People high on the personality domain Emotionality are not more prone towards SE 

deception rationales. 

𝐻 𝐼. 30: People high on the personality domain Extraversion are not more prone towards SE 

deception rationales. 

𝐻 𝐼. 40: People high on the personality domain Agreeableness are not more prone towards SE 

deception rationales. 

𝐻 𝐼. 50: People low on the personality domain Conscientiousness are not more prone towards 

SE deception rationales. 

𝐻 𝐼. 60: People high on the personality domain Openness are not more prone towards SE 

deception rationales. 
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Figure 7.1 shows the correlation matrix of the HEXACO variables and the pre-test results, 

including scatter plots and distribution graphs for each of the six variables and a histogram for 

the pre-test – HEXACO results relation.   

Figure 7.1: Correlation matrix of HEXACO variables and pre-test results 

 

Generalized linear analysis quickly shows the estimated parameters for each of the six 

personality dimensions. One can easily see that for the link test stage Honesty-Humility and 

Openness seem to have a positive effect on falling for the test, whereas the remaining four 

dimensions show a lower ratio and thus would indicate a negative impact of a pronounced 

personality trait on the proneness. Things stay the same for the info test stage, except for the 

dimensions Agreeableness and Conscientiousness, where effects change directions. These 

insights are contrary to the hypotheses presented in chapter 5, except for the dimensions 

Honesty-Humility, as well as for Agreeableness in the info stage and for Openness in the link 

stage. This analysis is crucial but nevertheless of less importance when looking at their 

statistical significance. None of the surveyed HEXACO personality traits in ℋ have significant 

influence on the pre-test results. The table below shows the measured multiplicative effects 

together with their p-values.  
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Table 7.1: Logistic regression results for HEXACO variables on pre-test results 

 

Among the six dimensions, it is the dimension Honesty-Humility that somewhat shows to be 

the best predictor of the performance in the pre-test, though not statistically significant.  

A 𝜒2 likelihood ratio test shows that no evidence is present that the test results depend 

in any straight way on the personality traits. Comparing this linear model with likelihood ratio 

tests finally confirms with p-value 0.771 for the link assessment level and p-value 0.661 for the 

info assessment level that the effect of personality traits is not significant for the results of the 

pre-test. 

Table 7.2: Results of the χ2 likelihood ratio test 

 

 

 

 

 

 

 

type Resid. Df Resid. Dev Df Deviance Pr(>Chi)

link 179 245.764 NA NA NA

link 173 242.466 6 3.298 0.771

info 179 249.511 NA NA NA

info 173 245.396 6 4.115 0.661

Est. p Est. p

(Intercept) 4.272 0.467 1.207 0.924

Hone 1.387 0.247 1.508 0.144

Emot 0.853 0.579 0.816 0.473

Extr 0.742 0.254 0.948 0.837

Agre 0.824 0.534 1.105 0.744

Cons 0.935 0.801 0.816 0.441

Open          1.010 0.967 0.852 0.508

Link Info
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The research hypotheses shall be evaluated in the following paragraph. Table 7.3 illustrates the 

evaluation result. 

Table 7.3: Research hypotheses evaluation 

 

7.2 Personality Traits and Cyberfraud Victimization Behaviour and Attitudes 

The second and third research question looks at the interdependencies of HEXACO personality 

traits as independent variables and variables for cybersecurity behaviour and attitudes. For each 

of the HEXACO personality dimensions a separate hypothesis was constructed in order to 

answer the research question more detailed. The null-hypotheses for each of the six dimension 

are denoted as follows: 

𝐻 𝐼𝐼. 10: People high on the personality domain Honesty-Humility are not less engaged in self-

reported risky cybersecurity behaviour. 

𝐻 𝐼𝐼𝐼. 10: People high on the personality domain Honesty-Humility do not show favourable 

self-reported attitudes towards cybercrime and cybersecurity. 

𝐻 𝐼𝐼. 20: People high on the personality domain Emotionality are not less engaged in self-

reported risky cybersecurity behaviour. 

𝐻 𝐼𝐼𝐼. 20: People high on the personality domain Emotionality do not show favourable self-

reported attitudes towards cybercrime and cybersecurity. 

𝐻 𝐼𝐼. 30: People high on the personality domain Extraversion are not more engaged in self-

reported risky cybersecurity behaviour. 

𝐻 𝐼𝐼𝐼. 30: People high on the personality domain Extraversion do not show less favourable self-

reported attitudes towards cybercrime and cybersecurity. 

 

H0 H0

H I.1 not reject H I.1 not reject

H I.2 not reject H I.2 not reject

H I.3 not reject H I.3 not reject

H I.4 not reject H I.4 not reject

H I.5 not reject H I.5 not reject

H I.6 not reject H I.6 not reject

InfoLink
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𝐻 𝐼𝐼. 40: People high on the personality domain Agreeableness are not less engaged in self-

reported risky cybersecurity behaviour. 

𝐻 𝐼𝐼𝐼. 40: People high on the personality domain Agreeableness do not show favourable self-

reported attitudes towards cybercrime and cybersecurity. 

𝐻 𝐼𝐼. 50: People high on the personality domain Conscientiousness are not less engaged in self-

reported risky cybersecurity behaviour. 

𝐻 𝐼𝐼𝐼. 50: People high on the personality domain Conscientiousness do not show favourable 

self-reported attitudes towards cybercrime and cybersecurity. 

𝐻 𝐼𝐼. 60: People high on the personality domain Openness are not more engaged in self-

reported risky cybersecurity behaviour. 

𝐻 𝐼𝐼𝐼. 60: People high on the personality domain Openness do not show less favourable self-

reported attitudes towards cybercrime and cybersecurity. 

The interdependencies among the variables of interest is illustrated in a correlation matrix in 

figure 7.2. Looking at this pairwise correlation matrix shows a couple of weak but significant 

values. It seems as if there is significant evidence for self-reported risky cybersecurity 

behaviour being negatively correlated with the Honesty-Humility dimension and positively 

correlated with the dimension Conscientiousness. This evidence would support H II.1 but not 

H II.5. There are even more weak but significant correlations for self-reported attitudes towards 

cybercrime and cybersecurity. All except of the dimension Agreeableness seem to add valuable 

information for explaining study participants’ self-reported attitudes towards cybercrime and 

cybersecurity. The directions of the effects do however not always correspond with the ones 

hypothesized. To confirm the dependency of these observed first results, a linear model for each 

of the latter two variables is built.  
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Figure 7.2 correlation matrix of variables of interest 

 

A look at table 7.4 provides information about the descriptive statistics of the sample. It 

is easy to see that the variation of participants’ age is rather small, which is no wonder given 

the organizational background of the study participants. Interesting to see are absolute values 

of the RCsB and ATC-IB score. Former is a scale that ranges from 0 to 120 and latter from 25 

to 100, with higher values being associated with risky behaviour for the former and with more 

favourable attitudes towards cybersecurity for the latter. The table shows that for either 

instrument the means are respectively low /high. The self-reported behaviours and attitudes are 

therefore rather favourable for desired behaviours and attitudes. 
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Table 7.4: Descriptive statistics 

 

We obtain the results for the estimated linear model as presented in table 7.5 below, 

once the model is built and regression is run through the statistic software.  

Table 7.5: Results of linear regression model 

 

The p-values show that indeed there are some HEXACO personality dimensions that 

obviously have a statistically significant impact on the self-reported risky cybersecurity 

behaviour and attitudes. On a 5% significance-level Honesty-Humility is a good predictor for 

the risky behaviour with people who seem to be fairer and more honest to be less engaged in 

risky behaviour. With respect to ATC-IB, people with higher scores in the Emotionality 

dimension are expected to score lower on the ATC-IB scale, thus presenting less favourable 

attitudes towards cybercrime and cybersecurity in a business and organizational setting. At the 

Est. Std. p Est. Std. p

(Intercept) 1.621 0.477 0.001 2.395 0.243 0.000

Hone -0.231 0.067 0.001 0.037 0.034 0.277

Emot 0.042 0.070 0.548 -0.103 0.035 0.004

Extr 0.038 0.062 0.541 0.046 0.032 0.147

Agre 0.015 0.074 0.839 -0.002 0.038 0.965

Cons -0.071 0.064 0.266 0.045 0.032 0.165

Open 0.109 0.058 0.064 0.077 0.030 0.011

IVE2 0.150 0.102 0.142 -0.124 0.052 0.018

IVE3 0.261 0.184 0.158 -0.102 0.094 0.279

IVE4 0.071 0.350 0.840 -0.338 0.178 0.060

ATCIB_MeanRCsB_Mean

N Min Max Mean Std.

Age 180 21 36 26.88 3.48

Hone 180 1.80 5.00 3.64 0.59

Emot 180 1.10 3.90 2.58 0.54

Extr 180 1.60 4.60 3.52 0.62

Agre 180 2.10 4.80 3.43 0.52

Cons 180 1.90 4.90 3.80 0.62

Open 180 2.00 4.80 3.23 0.64

RCsB 180 5 57 23.83 10.22

ATC-IB 180 57 94 70.38 6.79

RCsB Mean 180 0.25 2.85 1.19 0.51

ATC-IB Mean 180 2.28 3.76 2.82 0.27

IVE 180 1.00 4.00 1.28 0.60
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same time, a higher score in the domain Openness is expected to lead to more favourable 

attitudes. Interestingly, the variable IVE2, which reflects people who report that they unlikely 

expect individual victimization in the next 12 months, has a statistically significant negative 

impact on the attitudes score.  

The researcher performed further statistical analysis to come up with an increasingly 

meaningful model. Stepwise bidirectional selection can help to eliminate variables that have no 

significant dependence on the target quantity. Table 7.6 shows the obtained results of this 

process with the remaining variables per each dependent variable. 

Table 7.6: Results of linear regression model after stepwise bidirectional selection 

 

The table shows that for the RCsB dependent variable only two HEXACO dimensions 

remain in the model, but when using a 5% significance-level only the dimension Honest-

Humility remains. This confirms the previous model. The dimension Honesty-Humility has a 

highly statistically significant negative impact on the self-reported risky cybersecurity 

behaviour. For the model where ATC-IB is the dependent variable, there remain four highly 

statistically significant variables on a 5% significance-level in the model. The dimensions 

Openness and Conscientiousness seem to have a weak positive impact on the self-reported 

attitudes, whereas Emotionality and IVE2 seem to have a negative impact. 

Finally, an F test confirms the significance of the reduced model with only the selected 

variables and in a second step shows that the excluded variables do not contribute significantly 

to the estimation of the target quantities. 

Est. Std. p Est. Std. p

(Intercept) 1.867 0.281 0.000 2.610 0.174 0.000

Hone -0.270 0.062 0.000 NA NA NA

Open 0.095 0.057 0.095 0.083 0.029 0.005

Emot NA NA NA -0.107 0.035 0.003

Cons NA NA NA 0.063 0.030 0.039

IVE2 NA NA NA -0.122 0.052 0.020

IVE3 NA NA NA -0.121 0.092 0.192

IVE4 NA NA NA -0.308 0.177 0.083

RCsB_Mean ATCIB_Mean
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Table 7.7: Results of F-Test 

 

The internal consistency of the questionnaires is also of importance when conducting 

survey research. The questionnaires HEXACO, RCsB and ATC-IB were analysed for their 

internal consistency with Cronbach’s alpha tests. Table 7.8 shows the results of the tests. 

Table 7.8: Internal consistency of the test instruments 

 

The results for the HEXACO (0.749) and for the ATC-IB (0.716) are in an acceptable 

range. Values above 0.70 are reflect a good internal consistency for a survey instrument (Bland 

& Altman, 1997), although other authors consider a reliability of 0.60 and higher adequate too 

(Field, 2000). Cronbach’s alpha for the ATC-IB was on 0.70 to 0.80 range in the original and 

in replication studies where the instrument was used (Hadlington, 2017; Aivazpour, 2019; 

Nunes et al., 2021). Cronbach’s alpha is lower for the RCsB with 0.595 in the study at hand.  

Previous studies measured values above 0.70 for the RCsB (Hadlington, 2017; Aivazpour, 

2019; Nunes et al., 2020). 

 

 

 

 

 

 

name Res.Df RSS Df Sum of Sq F Pr(>F) R² Adj. R²

RCsB_Mean 179 46.749 NA NA NA NA 0.000 0.000

RCsB_Mean 177 41.760 2.000 4.989 10.499 0.000 0.107 0.097

RCsB_Mean 173 41.101 4.000 0.660 0.694 0.597 0.121 0.090

ATCIB_Mean 179 13.191 NA NA NA NA 0.000 0.000

ATCIB_Mean 176 11.201 3.000 1.990 10.406 0.000 0.151 0.136

ATCIB_Mean 173 11.028 3.000 0.173 0.903 0.441 0.164 0.135

alpha Booststrap CI

HEXACO 0.749 [0.691,0.797]

ATC-IB 0.716 [0.65, 0.768]

RCsB 0.595 [0.497,0.671]
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The research hypotheses shall be evaluated in the following paragraph. Table 7.9 illustrates the 

evaluation result. 

Table 7.9: Research hypotheses evaluation 

 

Honesty-Humility has a statistically significant negative impact on the self-reported 

risky cybersecurity behaviour. Reserve soldiers scoring high are therefore expected to show 

less risky behaviour. The null-hypothesis of H II.1 can thus be rejected on a 5% significance-

level. Openness seems to have a weak positive impact on risky cybersecurity behaviour, which 

confirms H II.6. However, on a 5% significance-level the null-hypothesis of H II.6 cannot be 

rejected by a very small degree. The remaining four HEXACO variables do not show to have 

any statistically significant impact on the self-reported RCsB and null hypotheses cannot be 

rejected. It looks differently in terms of statistical significance for the role of HEXACO 

personality traits in predicting self-reported scores on the ATC-IB scale. The direction of the 

effects does however only in one out of three cases correspond to the constructed hypothetical 

considerations. The null-hypothesis of H III.5 can be rejected at a 5% significance-level. 

Reserve soldiers who score high on the Conscientiousness dimension are expected to show 

more favourable attitudes towards cybercrime and cybersecurity as measured by the ATC-IB. 

The results for the dimensions Openness and Emotionality are highly statistically significant 

too but do not correspond to the hypothesized effect. The results suggest that the higher one 

scores in the dimension Openness the more favourable the attitudes towards cybercrime and 

cybersecurity will be. On the contrary, higher scores in Emotionality are expected to result in 

less favourable attitudes. Only the null hypothesis of H III.5 can thus be rejected. 

 

H0 H0

H II.1 reject H III.1 not reject

H II.2 not reject H III.2 not reject

H II.3 not reject H III.3 not reject

H II.4 not reject H III.4 not reject

H II.5 not reject H III.5 reject

H II.6 not reject H III.6 not reject

RCsB_Mean ATCIB_Mean
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7.3 Serious Gaming for Social Engineering Resilience 

Research question IV deals with the effect of the serious gaming training on experimental group 

participants’ proneness towards phishing email compared to the performance of the control 

group. The effect of the training can be observed in the two post-tests. The null-hypothesis and 

the alternative hypothesis are denoted as follows: 

𝐻 𝐼𝑉. 10: Participation in the SG does not affect individual proneness towards SE deception 

rationales. 

and 

𝐻 𝐼𝑉. 11: Participation in the SG affects individual proneness towards SE deception rationales. 

Classical statistical tests on just the post-tests can be used treating them like a cross-sectional 

study. Observing just the effects of the SG on the experimental groups treats the experiment as 

a longitudinal study. Both dimensions, pre versus post as well as participant versus control, can 

be combined in a difference-in-differences analysis to look for combined insights. In an even 

more in-depth analysis, the error terms of mixed effects among each participant can be taken 

into account with generalized linear mixed effects analysis. Finally, the test improvement of 

either group from pre-test results is analysed. 

Cross-Sectional Analysis 

The chi-squared contingency test relies on contingency tables to test for dependence of 

variables, in this case the indicator of having participated in serious gaming training and the 

indicator of having failed the test. 

Table 7.10: Contingency table with pre- and post-test results per study group 

  

Neither the results for the link assessment level nor the ones for the info assessment level show 

significant indications of a dependence between the two variables. It is worth to note, however, 

that the chi-squared test may not give accurate results with certain entries in the contingency 

table being below 10. For these cases Fisher’s exact test is conducted simultaneously giving 

better results since it tests for the one-sided alternative hypothesis of odds ratios being below 

PSG pass fail pass fail pass fail pass fail pass fail pass fail

contr 59 79 114 24 102 36 69 69 131 7 124 14

exp 18 24 36 6 32 10 20 22 41 1 36 6

Info

pre Post-test 1 Post-test 2 pre Post-test 1 Post-test 2

Link
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1. However, there is still no statistically significant indication to be found for the impact of the 

participation in the training. 

Table 7.11: Test results per type and pre-/post-test point in time 

 

Longitudinal Analysis 

Longitudinal analysis focuses on the odds ratios and risk ratios of the two groups over time. If 

the hypothesis is correct that the serious gaming training helps in reducing the odds or the risk 

of failure, then significant differences from the pre-test to the post-test should be observable in 

the experimental group, but not in the control group. However, it looks as though both groups 

significantly improve due to an unknown effect. The black line illustrates the odds ratios of the 

respective tests, namely the odds of failure of the participant group in relation to the control 

group. 

 

Figure 7.3: Longitudinal illustration of pre- and post-test results 

 

 

 

Type Time X-squared P-value

info pre 0.009 0.925

info 1post 0.098 0.754

info 2post 0.218 0.640

link pre 0.000 1.000

link 1post 0.056 0.813

link 2post 0.009 0.925
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Bootstrapped odds ratios 

Non-parametric bootstrap samples can be used to test the statistical variation of the measured 

odds ratios. The individual participants are sampled independently at random, and a bias-

corrected accelerated bootstrap confidence interval is constructed. Since all the confidence 

intervals well include the value 1, one can conclude that the measured odds ratios are the 

product of statistical variation and cannot be used to make a definitive statement about the 

relationship of the odds of failing the tests and participation in the serious gaming training. 

Figure 7.4: Statistical variation of bootstrapped measured odds ratios 

 

McNemar Test 

The McNemar test allows for a pre-post analysis of the experimental group. The paired results 

tables are shown for the link assessment level for the improvement at both the first and second 

post-test compared to pre-test results. Clearly a lot of participants experience no change as can 

be seen by the high numbers in the diagonal, but for those that do experience change they often 

times go from failing the pre-test to passing the post-test. 

 

Table 7.12: Contingency table – link clicked in pre and 1st post-test 

 

pass fail Sum

pass 17 1 18

fail 19 5 24

Sum 36 6 42
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Table 7.13: Contingency table – link clicked in pre and 2nd post-test 

 

A very similar picture shows itself for the info assessment level as well. 

Table 7.14: Contingency table – information inputted in pre and 1st post-test 

 

Table 7.15: Contingency table – information inputted in pre and 2nd post-test 

 

The p-values turn out to be fairly significant for both the participant and the control group. The 

only possible conclusion is thus that everybody improved significantly from the pre-test to both 

post-tests, but this does not necessarily have to do with the training. 

Table 7.16: McNemar’s test results 

 

 

pass fail Sum

pass 16 2 18

fail 16 8 24

Sum 32 10 42

pass fail Sum

pass 20 0 20

fail 21 1 22

Sum 41 1 42

pass fail Sum

pass 19 1 20

fail 17 5 22

Sum 36 6 42

Link Info Link Info

contr 0.00000 0.00000 0.00000 0.00000

exp 0.00014 0.00001 0.00218 0.00041

Post-Test 2Post-Test 1
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Difference-in-Differences Analysis 

Next, the combined information about test results and allocation to either study group are 

analysed. The easiest way of incorporating both the pre- and post-tests as well as the 

information about the control and experimental group is to do difference-in-differences 

estimation. This works by constructing a linear model which can be estimated by a similar 

procedure as is done for linear regression.  

Table 7.17: Difference-in-differences estimation results 

 

The difference-in-differences parameters present no significant effect and the model including 

them fails to be significant in a likelihood ratio test over the null-hypothesis. 

Table 7.18: Likelihood ratio test results 

 

The model confirms that there is a statistically significant influence of the time component on 

the test results. However, neither participation in the training nor the combined effect of time 

and participation seem to have a relevant effect on participants’ test performance. Thus, 

𝐻 𝐼𝑉. 10 cannot be rejected.  

 

 

 

type Resid. Df Resid. Dev Df Deviance Pr(>Chi)

link 536 858.216 NA NA NA

link 534 858.020 2 0.196 0.907

info 536 689.863 NA NA NA

info 534 688.753 2 1.11 0.574

Est. p Est. p

(Intercept) 1.339 0.016 1.000 1.000

time1post 0.157 0.000 0.053 0.000

time2post 0.264 0.000 0.113 0.000

PSGpart 0.996 0.987 1.100 0.702

time1post:PSGpart 0.795 0.680 0.415 0.429

time2post:PSGpart 0.889 0.807 1.342 0.612

Link Info
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Generalized Linear Mixed Effects 

Mixed-effects models include an error term for each participant in addition to the standard error 

term of fixed-effects models, which accounts for the error in each experiment. They thus 

consider the correlation between the results of each participant. The measurement for each of 

the fixed-effects will have lower power since this correlation is respected in the model, but 

comparing models is more accurate. In the following, only likelihood ratio tests are performed 

to see if the inclusion of the difference-in-differences parameters is significant or not: 

Table 7.19: Likelihood ratio test of mixed effects 

 

Again, there seems to be no statistically significant indication that the inclusion of the 

difference-in-differences parameters improves the model in a way that the null-hypothesis can 

be rejected. Only slight indications for the support of 𝐻 𝐼𝑉. 11 can be seen for the info 

assessment stage with a statistic of 0.251 being obviously lower than for the remaining 

scenarios. 

Improvement from Pre-Test 

In a similar fashion to McNemar’s test, the pre-test results can be included in the regression 

model to extract the participants improvement in the post-tests compared to the pre-test instead 

of raw performances. To be able to include this variable in the model, the random-effects are 

dropped. Figure 7.7 shows the change in test results of either study group for each post-test 

compared to the pre-test. 

type npar AIC BIC logLik deviance Chisq Df Pr(>Chisq)

link 4 719.385 736.551 -355.693 711.385 NA NA NA

link 5 721.342 742.799 -355.671 711.342 0.044 1 0.835

link 7 725.027 755.068 -355.513 711.027 0.315 2 0.854

info 4 578.067 595.233 -285.033 570.067 NA NA NA

info 5 579.993 601.451 -284.997 569.993 0.074 1 0.786

info 7 581.229 611.27 -283.614 567.229 2.764 2 0.251
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Figure 7.5: Change in test results per study group and post-test 

 

The results of the pre-test are simply added as a predictor, to construct a linear model. The joint 

distribution of pre- and post-test results can be shown in a table of probabilities. For each table 

the marginal odds ratio of failing the post-test with the given pre-test result is added. Since this 

odds ratio is quite a bit lower for those participants that passed the pre-test than for those who 

did not, this could be a valuable predictor for post-test results.  

Table 7.20: Contingency table for pre- and post-tests with odds ratios 

 

 

The linear model now has one modifier for time being the second post-test and one for 

participation in serious gaming training as before and then one additional modifier for passing 

the pre-test. 

Indeed, the effect for the pre-test result has a significant p-value for both the first and the second 

post-test. 

Pre-Test pass fail OR pass fail OR

pass 0.450 0.011 0.025 0.411 0.050 0.122

fail 0.444 0.094 0.212 0.406 0.133 0.329

Post-Test 1 Post-Test 2
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Table 7.21: Linear model estimation results 

 

The likelihood ratio tests show again that the pre-test result is certainly a good predictor for the 

later results. Including the indicator of the training in a second step remains, however, still 

insignificant. 

Table 7.22: Likelihood ratio test results 

 

 

This section provided different analyses to investigate on the hypothesis that the participation 

in the SG training statistically significantly reduces the proneness of experimental group 

participants in falling victim for SE fraud, measured in the response behaviour in three phishing 

email settings. The detailed analysis provided no indications to reject 𝐻 𝐼𝑉. 10 and thus 

conclude that the SG helped to decrease the likelihood of failing the post-tests for experimental 

group participants. Indeed, an improvement of both groups, the experimental and the control, 

was observed. The results show that there must be other effects that are responsible for this 

improvement. Additionally, the results also show that one possible explanatory variable is time 

or put differently: previous victimization is a good predictor for future victimization.  

 

 

Est. p Est. p

(Intercept) 0.075 0.000 0.025 0.000

time2post 1.783 0.034 2.726 0.021

PSGpart 0.837 0.585 1.083 0.863

prefail 4.385 0.000 2.659 0.025

Link Info

type Resid. Df Resid. Dev Df Deviance Pr(>Chi)

link 358 366.81 NA NA NA

link 357 341.247 1 25.563 0.000

link 356 340.943 1 0.304 0.581

info 358 191.035 NA NA NA

info 357 185.489 1 5.546 0.019

info 356 185.459 1 0.03 0.864
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7.4 General Classification Model 

In a further step, the data were analysed with a general classification model method. General 

classification models can be used to derive insights from the whole dataset at once. First, it 

includes once again a logistic regression estimation by using all measured variables in the 

estimation and applying a variable selection method to sort out the most important variables for 

the model. Second, further classification techniques are applied by using decision trees and 

random forests. 

Logistic Regression 

A logistic regression model can be built that incorporates all variables for both the link and info 

assessment levels. It can be seen that the time variable is obviously most predictive of test 

failure due to the unknown reasons already discussed above. Additionally, the individual 

victimization expectation seems to be quite indicative of test failure although one has to take 

into account the fact that not many participants fall into the high value bins there. The effect 

estimates are transformed from log scale to linear scale to represent ratios here. 

Table 7.23: Logistic regression model estimation results 

 

Est. p Est. p

(Intercept) 3.216 0.519 0.188 0.447

PSGpart 0.962 0.882 1.178 0.597

time1post 0.129 0.000 0.037 0.000

time2post 0.229 0.000 0.104 0.000

Hone 1.093 0.655 1.637 0.047

Emot 0.787 0.246 0.838 0.480

Extr 0.951 0.783 1.080 0.727

Agre 0.860 0.472 1.095 0.719

Cons 1.027 0.884 0.788 0.295

Open 1.053 0.764 0.811 0.320

PIST_pitrue 0.704 0.275 0.914 0.811

PIST_piOTtrue 1.024 0.965 1.012 0.985

PIST_mitrue 0.467 0.296 0.660 0.601

PIST_miOTtrue 0.982 0.981 0.754 0.740

PIV_receivetrue 0.540 0.005 0.509 0.012

IVE2 1.635 0.089 1.653 0.151

IVE3 4.494 0.003 5.219 0.005

IVE4 1.113 0.914 0.652 0.737

RCsB_Mean 1.199 0.412 1.247 0.412

ATCIB_Mean 1.040 0.931 1.678 0.340

Link Info
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Stepwise selection in both directions can now be used to exclude all variables that are 

not significantly contributing to the predictions. One is then left with the time variables again, 

previous participation in security training, which are all very correlated values, previous 

victimization and victimization expectation. Table 7.24 shows that among these remaining 

variables it is the individual victimization expectation (IVE3) that seems to have the highest 

estimated impact (4.280 for Link stage and 4.454 for Info stage) on the eventual victimization 

in the phishing test. Thus, study participants who reported that they consider themselves neither 

likely nor unlikely to fall for such a scam in the next 12 months are – based on the results – 

almost four times more likely to eventually fall for it than those who said that they consider 

themselves likely to fall for such a scam (IVE4). Additionally, for the info assessment level the 

Honesty-Humility personality trait seems to indicate higher failure chance somewhat 

significantly on a 10% significance level, meaning that people scoring higher on the dimension 

thus are considered to be more honest and fairer in social contexts are expected to have a higher 

proneness in this research setting. Previous completion of a security training concerning 

military related information (PIST_mitrue), as well as self-reported previous individual 

victimization (PIV_receive_true) seem to somehow halves the chance of falling for the phishing 

scam. 

Table 7.24: Final model after bidirectional variable selection 

 

For completeness’s sake, a chi-square test confirms that the estimates of the model are in fact 

significant and adding the variables that were left out by the selection does not change the 

estimates significantly anymore. 

Est. p Est. p

(Intercept) 2.048 0.001 0.348 0.204

time1post 0.131 0.000 0.039 0.000

time2post 0.232 0.000 0.107 0.000

PIST_mitrue 0.429 0.003 0.505 0.044

PIV_receivetrue 0.530 0.003 0.519 0.011

IVE2 1.635 0.075 1.653 0.132

IVE3 4.280 0.002 4.454 0.007

IVE4 0.954 0.961 0.574 0.655

Hone NA NA 1.496 0.068

Link Info
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Table 7.25: Chi-square test results 

 

Decision Trees 

Further, we use decision trees to analyse the data more in-depth and have a closer look at 

interaction effects. This provides the possibility to discover how the test results are clustered 

with respect to the measured variables. The tree sizes are selected using cost complexity 

pruning. For both assessment levels, the click and the info level respectively, the first split is 

always on time, which is the pre-test outcome, and all post-test results are then estimated as 

passing the test. Next the evaluation of risky cyber security behaviour seems to be indicative of 

failure for the participants during the pre-test at the link assessment level, only. For the info 

assessment level, there is a broader nested split. The personality domain Conscientiousness, 

risky cybersecurity behaviour, attitudes towards cybercrime and the personality trait Honesty-

Humility seem to be a meaningful split and seem to be indicative for failure in the pre-test stage.  

Figure 7.6: Decision tree split for link assessment level 

 

 

 

 

type Resid. Df Resid. Dev Df Deviance Pr(>Chi)

link 539 686.041 NA NA NA

link 532 580.866 7 105.175 0.000

link 520 576.963 12 3.903 0.985

info 539 569.566 NA NA NA

info 531 419.126 8 150.440 0.000

info 520 413.949 11 5.177 0.922
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Figure 7.7: Decision tree split for info assessment level 

 

Random Forests 

Finally, we can use random forests to come up with increasingly effective predictive models. 

Random forests use bootstrap aggregation of decision trees and can use the individual trees to 

derive importance scores for each variable by using mean decrease measures upon permutation.  

For the accuracy measure it seems like time is the only relevant predictor although for 

the link assessment level most variables except participation in serious gaming and previous 

security training could be contributors. For measuring clustering capabilities again time is most 

important, but the personality traits as well as risky cyber security behaviour and attitude 

towards cyber security form a group of somewhat important variables.  
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Figure 7.8: Random Forest results for clicking link in the pre-test 

 

 

Figure 7.9: Random Forest results for inputting info in the pre-test  
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7.5 Power Analysis 

The data were further analysed by using power analysis. Power analysis is a hypothetical way 

of looking at research questions regarding data that give insight into the chances of detecting 

statistically significant effects in different scenarios. The analysis is conducted at a power level 

of 80%, which is the chance of detecting an effect at statistical significance level 5%. 

First, we can look at the power of the chi-squared test that is conducted on the post-tests 

and checks dependence of the indicator of having taken part in SG training with the test results. 

The required number of participants depends on the base level, which is the probability that a 

member of the control group passes the post-test independent of training. The desired effect to 

be measured is expressed as the odds ratio of failing the test when having participated in the 

SG training. 

Figure 7.10: Required number of participants per base effect  

 

A very generous assumption is that the training leads to a measurable odds ratio of 0.5, 

meaning that once the training is completed, it will lead to a chance of 50% of the respective 

participant to pass the post-test. We can then see that, since the post-tests have base effects even 

lower than 15%, more than 500 participants would have been needed to get a significant result 

on even such a low odds ratio. We can also see that if the post-tests had a base effect of around 

50%, such as the pre-tests had, the number of participants would have been sufficient to 

measure an odds ratio of up to 0.6. 

The same analysis or a McNemar’s test can also be performed with the results of 

experimental group participants. The base effect here is the chance of a participant to change 

their result in either direction at random. Thus, changing from failing the pre-test to passing the 
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post-tests or from passing the pre-test to failing the post-tests randomly. The measured effect 

here is the discordant probability ratio, which is the ratio between the participants that went 

from failing to passing due to the training and the participants changing in the other direction. 

Figure 7.11 shows that with a probability level of 1% the size of the training participant 

group (the black line) was sufficient to return a measured effect of 20 times more people 

improving from pre-test to post-test than the other way around. Thus, there is statistically 

significant evidence that the number of participants in the experimental group was sufficient. 

Figure 7.11: Required number of participants per discordant probability ratio 

  

7.6 «What-If» Analysis 

In an ultimate analysis, the data was used to look at even more hypothetical scenarios. Those 

synthetic approaches can be checked by «What-If» analysis which uses resampling to derive 

results for synthetic data. A very interesting problem is the fact that all participants of the post-

tests improved and had a very low probability of failing them. This results in weak power of 

the chi-squared test, as could be seen in the section above with the null-hypothesis that post-

test results of experimental and control group are different due to the training could not be 

rejected. There can be various explanations for this stemming from variables that were not 

measured or as an ultimate conclusion that the game itself is indeed not effective as a means to 

change behaviour towards SE phishing email resilience. A synthetic dataset can be created 

where the participants are resampled such that an equal number of them pass and fail the first 

link post-test. Additionally, the number of participants is also oversampled to exaggerate any 

measured effects and study the result of the chi-square test if more participants were used. 
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Figure 7.12: «What-If» analysis results with synthetic dataset 

 

The numbers in the plot refer to the estimated power of the test and indeed the two info 

post-tests now give significant results for the dependence of participating in serious gaming 

training and passing the info assessment level. It shows that indeed there are statistically 

significant results observed at least for the two info post-tests with large statistical power, as 

can be seen by the numbers for 1 – b in the plot. It is clearly visible that the synthetic dataset in 

these cases used a sample size that is double to four times as large, as the effective sample size 

in the experiment. However, this is evidence that with a larger sample size a statistically 

significant dependence between participating in the serious game and passing the info post-test 

were to be observed. One needs to be careful though since the significant results indicate only 

dependence and not whether the effect was positive or negative. The same resampling method 

and analysis is repeated by synthetically sampling the participants such that the results in the 

second link post-test are equal. This gives similar but somewhat weaker results. 
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Figure 7.13: «What-If» analysis results with synthetic dataset  

 

 

Finally, the «What-If» analysis can also look at the difference-in-differences test and 

analyse it for its power. To incorporate the above assumption, the effect of the time variable, 

which refers to past victimization in the pre-test, is set to 0, such that the post-test results are 

assumed to have the same base failure chance as the pre-test, which is around 50%. Next, we 

assume that the difference-in-differences effect of SG training leads to an odds ratio of 0.4, 

which is a generous assumption, but it was at least observed for the first info post-test. One can 

now see that there is not enough power with the current number of participants and around 350 

would have been needed to derive statistically significant results regarding the participation in 

the SG training in relation to the test performances among the two study groups without 

guarantee of the desired direction of observed effect being met. 
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Figure 7.14: Required number of participants for a statistical power of 80% 
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7.7 Subjective Effects of Serious Gaming 

Experimental group participants took a short survey after the SG training in the experimental 

intervention phase. Besides insights about participants’ satisfaction with the training and the 

administration of the training, they were also asked to provide their self-perceived opinions 

about the usefulness of the game and other self-perception dimensions. Detailed descriptive 

statistics about the data set can be found in chapter 6.2. Hypotheses H IV.2 – H IV.4 were 

constructed to derive inferences about the power of the SG based on participants’ perception. 

The null-hypotheses are the following: 

𝐻 𝐼𝑉. 20: Participants' perceived knowledge gain about SE does not positively depend on their 

perceived usefulness of the SG. 

𝐻 𝐼𝑉. 30: Participants' perceived gain in awareness about SE threats does not positively depend 

on their perceived usefulness of the SG. 

𝐻 𝐼𝑉. 40: Participants' perceived likelihood of the training helping them to avoid future SE 

victimization does not positively depend on their perceived usefulness of the SG. 

Linear regression analysis quickly return the estimated parameters and the related p-values for 

each of the three regressions. Tables 7.26 -7.28 show the respective results.  

Table 7.26: Perceived knowledge gain about SE and perceived usefulness of SG 

 

One can see that participants’ perceived usefulness of the SG indeed has a positive impact on 

the perceived knowledge gain about SE with a statistically significant p-value at a 5% 

significance level. 

Table 7.27: Perceived gain in awareness about SE threats and perceived usefulness of SG 

 

Est. Std. p

(Intercept) 2.500 0.674 0.000

U_SG 0.417 0.175 0.022

Est. Std. p

(Intercept) 1.652 0.692 0.021

U_SG 0.623 0.180 0.001
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The perceived usefulness of the SG does even better perform the variable defining the self-

perceived gain in awareness about SE threats. One can see that indeed it has a positive impact 

with a statistically significant p-value at a 1% significance level. 

Table 7.28: Perceived likelihood of future SE victimization and perceived usefulness of SG 

 

The variable U_SG also has a slight positive impact on the participants’ confidence that they 

will not become victim of SE in the future. However, this is only a weak indication of the 

positive dependence, as it is not statistically significant. 

Based on the results, hypotheses H IV.2 – H IV.4 can be evaluated as follows: 

Table 7.29: Research hypotheses evaluation 

   

The null-hypotheses of H IV.2 and H IV.3 can be rejected. Participants’ perceived usefulness 

of the SG indeed has a statistically significant positive impact on both the perceived knowledge 

gain about SE through the game and the perceived increase in awareness about SE threats 

through the game. Results indicate that there is also a positive effect of the perceived usefulness 

on participants’ confidence in the game making one less prone to SE threats. The statistical 

evidence is however not significant and the null-hypothesis of H IV.4 cannot be rejected. 

7.8 Summary  

This chapter provided the results to the empirical part of this dissertation. A statistical analysis 

was performed to look at the effects that the participation in the SG training had on the 

individual proneness of study participants towards SE fraud that was tested in two post-test 

settings where they received multilevel phishing emails that tested their behaviour of clicking 

a link or not and if so whether they provided requested information on a simulated landing page 

afterwards. Post-test phishing results were analysed for their difference among a control and an 

Est. Std. p

(Intercept) 2.772 0.602 0.000

U_SG 0.190 0.157 0.231

H0

H IV.2 reject

H IV.3 reject

H IV.4 not reject
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experimental group and in comparison, to a pre-test. Different statistical tests were performed 

to evaluate and verify the obtained results. The participation in serious gaming training was 

analysed in particular with difference-in-differences estimation that found no significant result. 

Although there seems to be an effect of participating in the serious game reduces the chances 

of falling victim to SE phishing fraud there were no statistically significant evidence that would 

support a decision to accept the research hypothesis. 

The second research question of this dissertation asked whether individual differences 

in terms of HEXACO personality traits do have a statistically significant impact on the 

proneness towards SE fraud. Logistic regression was used to investigate on this research 

question. No evidence could be found for the HEXACO personality traits of having any 

statistically significant influence on the individual proneness towards SE fraud. Although it was 

possible to compare the research hypotheses with the estimated coefficient of the HEXACO 

variables that would make it possible to draw hypothetical conclusions, the data of the sample 

provided not enough evidence that the estimated model contained any statistically relevant 

HEXACO variable. It was therefore not possible to accept either of the research hypotheses H 

II.1 – H II.6.  Other measured quantities were also tested for their effect for the sake of 

completeness and to look for other explanatory variables. Only participation in previous 

security training had a weakly significant effect, reducing the odds of failing by about half.  

In a further step, the dataset as a whole was analysed at once to construct a general 

classification model that eventually led to a predictive model with a couple of statistically 

significant predictors. Most importantly, longitudinal victimization indicators are a strong 

predictor. Not only does past victimization predict future victimization, but in this regard 

somewhat logically does current victimization, as measured by the post-test, also indicate past 

victimization. Similarly, self-reported past victimization is a good predictor too. On the 

contrary, prior participation in an information security training that dealt with military related 

information has a statistically significant somewhat positive impact on the victimization in the 

pre-test. Interestingly, the strongest predictors in terms of estimated coefficient refer to the self-

reported individual victimization expectation. An indifference towards the likely future 

victimization seems to be the predictor with the strongest impact on future victimization, 

followed by the indicator that reflects a self-reported unlikely future victimization. This is 

evidence that self-perceived resilience does not predict resilient future desired behaviour. On 

the contrary, it predicts future undesired behaviour resulting in victimization. Lastly, there is 

somewhat statistically significant evidence that the personality dimension Honest-Humility is 



123 

 

a good predictor for the proneness towards SE phishing, at least for providing information on a 

landing page in the second stage of the pre-test phishing email. People who score high on this 

dimension, thus having a more pro-social altruistic mindset, have a higher chance of failing.  

Further analysis with decision trees showed that extreme values for the assessment of risky 

cyber security behaviour can also be an indicator for failing respectively passing the tests. A 

random forest analysis further showed that time, measured as past and current victimization, is 

the most important predictor. HEXACO personality traits as well as RCsB and ATC-IB 

variables form a cluster of somewhat important predictive variables. Variables that reflect 

participation previous security trainings or in the SG seem to not provide any contribution as 

predictor. 

In the last two sections, the required number of participants for the expected effect of 

the serious gaming training were discussed with the most probable conclusion that the 

conducted experiment had not enough participants, not enough randomization in the 

experimental design or possibly an insufficient effect size for the variable PSG to provide any 

statistically significant impact. The results of these analyses suggest that three to five times or 

about 350 to 500 participants would have been necessary. 

Finally, this chapter presented the results of the statistical analysis of data collected with 

the post-serious game survey. Hypotheses H IV.2 – H IV.4 were tested and the results showed 

that there is a statistically significant positive relationship of participants’ perceived usefulness 

of the SG on both the perceived knowledge gain through the SG and the perceived increase in 

awareness about SE threats due to the SG. However, perceived usefulness of the SG was not a 

statistically significant predictor for the perceived likelihood of future SE victimization 

resilience. 
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8. A Routine Activity Framework for Social Engineering 

This thesis studied the behaviour of Swiss military reserve soldiers in SE situations, while 

phishing was used to test the behaviour. Phishing is a successful scam – and it was successful 

in the regard of this study too – as it relies on the psychological deception of individuals that 

perform routine activities, namely opening emails, looking at the content of the email, 

sometimes reading the email in detail and not seldomly clicking an attached link. People are 

used to receive emails with private or work-related content and most of the time they are 

original, authentic and not supposed to defraud them. Checking and opening emails has become 

a natural habit for the modern individual. In the course of this dissertation and further to the 

empirical results, there developed thoughts to look at this phenomenon of routine activity from 

a rather theoretical point of view with a criminological focus. The following sections will 

provide these considerations while developing a theoretical framework for SE with a Routine 

Activity Theoretical approach.  

The Routine Activity Theory (RAT) is a criminological theory that aims to explain the 

occurrence of crimes, criminal victimisation, and offending patterns. Introduced by Cohen and 

Felson (1979), it consists of the assumption that for a crime to occur, three elements must be 

present: motivated and capable offenders, suitable targets, and the absence of a capable 

guardian. The theory has become very useful in explaining dynamics of crimes, patterns in 

victimisation and the risks towards victimisation, such that it has become “one of the most 

influential and policy relevant theories in criminology” (Tewksbury & Mustaine, 2010). Cohen 

and Felson (1979) in their original RAT model define the occurrence of crime as a situation 

where likely offenders, suitable targets and the absence of capable guardian converge in space 

and time. Over time the theory has developed, and different aspects have been added. Thus, the 

concept of the guardians as crime preventive power has been defined in more detail under a 

collective term, as controllers (Tillyer & Eck, 2011). Whereas guardians focus on the victim 

dimension and protect them, actors that are supposed to control for the place are defined as 

(place) managers (Eck, 1994). Lastly, handlers control the offender dimension (Felson, 1986). 

This advanced view of the RAT triangle comprises the elements that are required to be absent 

for a crime to occur and can be seen as an overlay triangle on the original theory. Sampson et 

al. (2010) have taken that model yet to another level with the introduction of a third layer, 

introducing super-controllers. They discuss why controllers are effective only in some cases 

and in others they do not effectively prevent crime to occur. They conclude that controllers are 

driven by incentives to prevent crime from happening and that without the appearance of those 
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specific incentives, controllers are not motivated enough to prevent crimes from happening. 

Thus, means that control the controllers are required to induce these motivations. Super-

controllers, defined as people, organizations, or institutions, provide these incentives and 

therefore control the controllers. Super-controllers do therefore have only an indirect effect on 

the prevention of crime through inciting the controllers (Sampson et al., 2010). Figure 8.1 

illustrates the RAT and its different layers graphically: 
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Figure 8.1: The Routine Activity Theory triangles (Sampson et al., 2010) 
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This short introduction to the RAT approach suggests that it seems reasonable to apply this 

theoretical framework to crimes determined by deceptive SE techniques as well. SE related 

crimes specifically make use of human interactions that require a motivated and capable 

offender and a suitable target to meet in place and time, while a guardian is absent or not capable 

of deterring the crime. It makes sense for this thesis to look at the RAT approach as a theoretical 

framework to explain SE related crime and its components. Other researchers already used RAT 

considerations to look at SE fraud (Hutchings & Hayes, 2009; Leukfeldt, 2014; Glasser et al., 

2015; Jansen van Rensburg, 2018; Danquah et al., 2020; Steinmetz, 2021). It is especially useful 

in looking at patterns of victimisation and the risk of victimisation (Tewksbury & Mustaine, 

2010), which lies within the objectives of this research study. Nevertheless, for the sense of 

adaptability of the theory to SE related crime under a victimization umbrella, the theoretical 

model particularly looks at the target dimension of the triangle proposed by Sampson et al. 

(2010) in an adapted configuration of the approach to this specific kind of crime. Thus, this 

thesis particularly researches the interrelation among the offender and the target dimension of 

the triangle, namely the target, the guardian and the super-controller. Considerations towards 

the other components of the different layers of the theory were not reflected in the empirical 

part of this dissertation. Under the theoretical umbrella of RAT, a SE crime could be termed as 

a crime where a motivated and capable offender uses deceptive manipulation methods to 

deceive a victim for acquiring precious information in an online or offline environment with or 

without the use of technology while a capable guardian is absent or not capable to prevent the 

crime to occur and a super-controller lacks the capability to incite the guardian for better 

surveillance.  

A motivated and capable offender in this regard is a social engineer, which can be a 

cybercriminal, a white-collar criminal or other types of offenders possessing the intentions and 

skills to conduct manipulative offences. Both, “criminal inclinations and the ability to carry 

out those inclinations” are the minimum requirements for an offender to possess (Felson & 

Cohen, 1980). Whereas the skills of social engineers in general are assumed to be centred 

around the art of deception, as well as basic technical and information acquisition skills, their 

motivations can vary broadly, meaning that social engineers have different typologies. Quite 

often SEA are performed out of pure monetary incentives.13 Manipulative phishing mails or 

 
13 The 2020 attack on Twitter accounts of US-politicians and VIPs showed that social engineers were taking over 

the accounts by deceiving Twitter employees. The offenders then tried to deceive the followers of those people 

to transfer amounts to a bitcoin account in order to receive a doubled reimbursement (Iyengar, 2020; Tidy, 

2020). 
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fraudulent calls where people are tricked to release payments in order to help supposed friends 

or relatives in emergency are other examples where financially motivated social engineers used 

this kind of deceptive offence (BKA, 2020; KAPO Zürich, 2020). However, other cases show 

that the deceptive art of SE is also motivated by the acquisition of valuable information for 

companies for competitive advantages or even by state-sponsored operations (Winkler, 1996; 

Hinson, 2008; Conteh & Schmick, 2016). Motivated and capable social engineers, thus, may 

be characterized as ranging from purely financially motivated criminals or criminal groups on 

the one hand to white-collar criminals and state-sponsored perpetrators on the other hand. 

A suitable target who could be exploited by a social engineer might be generally 

everything. However, Cohen and Felson (1979 & 1980) define the suitability of a target as 

“VIVA” (also see Table 8.1). Targets are suitable when they reflect the components value, 

inertia, visibility and access. Thus, the higher the monetary or symbolic value, the less movable 

or capable of defending oneself and the more easily a target can be discovered and approached, 

the higher the target’s suitability and risk of victimisation.  

 

Table 8.1: Characteristics of a suitable target (Cohen and Felson, 1979 & 1980) 

Characteristic Definition 

Value Monetary or symbolic value of the target. 

Inertia Degree of movability of the target; self-defending degree of the target. 

Visibility  Degree of the target to be discovered as a target. 

Access Degree of easiness to approaching the target. 

 

In a more evolved version of target suitability definition, Clarke (1999) introduces the 

“CRAVED” characteristics of “hot products”. Objects that are most attractive to offenders are 

concealable, removable, available, valuable, enjoyable and disposable.  
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Table 8.2: Characteristics of hot products (Cohen and Felson, 1979 & 1980) 

Characteristic Definition 

Concealable The degree of a product being visible to the potential offenders. 

Removable The degree of a product being easily taken away from its location. 

Available The degree of existence, accessibility and visibility of (new) products. 

Valuable The monetary or symbolic value of the target. 

Enjoyable The degree of the subjective usefulness and pleasure of the product. 

Disposable The degree of being able to re-sell the product. 

 

 

In the light of SE, the suitable target dimension, as well as the VIVA and CRAVED 

characterizations deserve some deeper thoughts. Most importantly, it is beneficial to think about 

the exact definition of the suitable target. Felson himself (2020) says that a suitable target is not 

automatically the victim. Target and victim need to be separated unambiguously. Offenders 

usually target property or money while the victim is the holder and/or the owner. There are 

occasions where the holder and/or owner also is the target, but these are rather exceptions. 

Moreover, the victim dimension is not unidimensional. The victim of a car theft is the holder 

of the car at that specific point in time and place but also the owner of the car, which is not 

always concurring. These considerations are important implications for the routine activity 

theoretical model of SE offences. Social engineers are usually interested in exploiting 

information for monetary gain or for the sake of the information itself, like in espionage or other 

information operations. The target of SEA is therefore the information itself, which than can be 

exploited by the social engineer subsequently. The victim of such offences is the holder and/or 

owner of the information. The information holder is the person in possession of the information 

at a specific point in time and place. While often the information holder is simultaneously the 

owner of it, this is not a given fact. Social engineers that in direct communication target personal 

information of people victimize the information holder and owner at the same time. Differently, 

social engineers that acquire target information through the deception of, for instance, 

employees, can victimize the employee as information holder and the organization as the owner 

of the information. There is even a third victimization dimension, depending on the targeted 

type of information. In case the social engineer exploits customer or citizen information from 

an organization, the victims are the information holder, namely the employees and the 

organization, whereas the information owner, which is the customer, or the citizen, is also 
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victimized indirectly. Following these considerations and the approaches by Cohen and Felson 

(1980) and Clarke (1999), it derives the fact that a suitable target for SEA are information. They 

are characterized as being Accessible, Valuable and Exploitable – AVE.  Target information 

are accessible through the deception of the information holder and/or owner. They have a 

specific value to the offender for either financial use or for the sake of the information itself. It 

has to be exploitable in the way that the offender can use it to derive advantages in financial or 

informational terms.  

Table 8.3: Characteristics of information as a suitable target (own elaboration) 

Characteristic Definition 

Accessible The degree of acquiring the information through the information 

holder. 

Valuable The monetary or implicit value of the information. 

Exploitable The degree of making use of the information for financial or 

informational advantages. 

 

 

The second layer of the triangle proposes the existence of controllers that have a crime 

preventive power. Controllers in the target dimension are guardians who can protect targets of 

being subject to an offence. The deceptive techniques of SE related offences imply a direct or 

indirect human interaction by the offender with the person possessing or owning the targeted 

information. The person who holds the information should either have a personal responsibility 

to protect the information under possession for the sake of information confidentiality in the 

interest of the information owner or should have a self-interest to protect the information, once 

her or she is also the owner of the information.  The person that interacts with the social engineer 

either directly or indirectly, with or without the use of technology is therefore the person who 

guards the targeted information. Persons in possession of exploitable information are their 

guardians. This implies that a guardian is a human. Another basic characteristic that a guardian 

should reflect is that he or she is not deceivable, meaning resilient towards the manipulation by 

the social engineer. With the emergence of the internet and the feasible interconnection of 

everything and everybody, there actually does not exist any significant limitation in the 

geographical and temporal dimension for a motivated and capable social engineer to find 

persons in possession of exploitable information. The accessibility of those persons remains an 

important characteristic too, but rather has broadened with the online space. Capable guardians 
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are able to show a certain degree of inaccessibility. The manipulative deception techniques 

applied by social engineers use rationales of human psychology. Those rationales are so strong 

that once you are not aware of their existence, it is extremely difficult to not fall prey for them. 

Cialdini (1984) wrote a whole book about those techniques and how they are applied 

successfully to sell people goods without really thinking about the supposedly attractive offer. 

Guardians that are capable in protecting the target information reflect a certain degree of 

knowledge about those strategies and always look out for their application while safeguarding 

the information. They reflect a certain degree of susceptibility towards everybody and 

everything while acting deliberately and trust in themselves. Hence, in the regard of these 

theoretical considerations and in the course of this research study, capable guardians who 

prevent a SEA from being successful are Humans who are Inaccessible to the social engineer, 

Knowledgeable about the threats of SE deception techniques, Attentive in the communication 

with other people, Suspicious towards unusual requests by people they assumably know and 

people they do not know and finally they act with conscientiousness and confidence – 

HIKASc2.  

Table 8.4.: Characteristics of the guardian (own elaboration) 

Characteristic Definition 

Human The guardian is a human being 

Inaccessible The inability of a social engineer to access or approach the guardian. 

Knowledgeable The degree of knowledge of the guardian about SE and SE techniques. 

Attentive The ability to rightfully evaluate to whom and to whom not which kind 

of information can be communicated. 

Suspicious The ability to question the originality of requests from assumably 

known or unknown people. 

Conscientiousness 

and confidence 

The ability to work diligently and self-confident in handling 

information and in appearance.  

 

The third layer of the proposed adapted RAT-model of Sampson et al. (2010) includes 

the existence of super-controllers. Super-controllers are supposed to apply incentives that 

motivate the controllers to fulfil their obligation of protecting the target. They therefore provide 

additional mechanisms to prevent crimes from happening. A capable super-controller who 

could effectively fulfil this role can be the government, by putting in place specific laws or 

regulations that would take in the duty of the guardians to protect the information. The law 



132 

 

enforcement that would provide effective criminal prosecution and deterrence of those 

guardians who do not comply. Obviously, those incentives would rather be misleading, as they 

would punish the guardian in his or her role for non-compliance. More effective super-

controllers comprise in organizations and institutions that provide frameworks which enable 

the guardian to be more effective and reliable in his or her role as information guardian. Those 

frameworks can be of technological or human nature. Organizations and institutions can 

provide technological tools that help the guardian to better keep safe potential target 

information. Basic appliances could be VPN, encryption or simply a safe. However, they also 

can provide human tools that encourage guardians in their capability of protecting information. 

Organizations and institutions can provide security trainings or run awareness campaigns.  

However, even friends and relatives can act as super-controllers by providing human preventive 

measures, such as explaining to their loved ones the rationales of SE and highlight the 

significance of protecting important and confidential personal or organizational information 

from exploitative threats of social engineers. Both dimensions of super-controllers, the 

organizational and private dimension, obtain an important role in creating awareness and 

providing solutions among controllers that increase their capability and motivation in protecting 

information from the risks of SE related crimes.  

Although this thesis mainly focuses on the components and dimensions described before, some 

considerations shall be given towards the remaining components, namely the place, the handler 

and manager, as well as their super-controllers. 

The online sphere is an attractive spatiality for the offender and a highly likely place 

where the offender and the guardian could meet. This basically holds true, due to the fact that 

the online environment can easily be used as a means to approach guardians with its 

limitlessness in terms of geographical and temporal dimension, thus, increasing the scalability 

of fraudulent motivations. The offline environment does nevertheless reflect an attractive place 

to deceive people for the sake of monetary or informational purposes. False recruiting is 

sometimes used to gather intelligence on competitors or to scam innocent people and cases of 

fake police officers approaching citizens for financial gains are also part of the social engineer’s 

tool kit and are reported (Stajano & Wilson, 2009; Krause, 2015; Doyle, 2020; KAPO Zürich, 

2020; Tarun, 2020). 

The handler dimension can have a direct impact on the social engineer in his or her 

doing when being motivated and capable as well. Typically, handlers are defined as people with 

whom the offender has an emotional attachment (Sampson et al., 2010). Thus, people that could 
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take on the position of refraining social engineers from their fraudulent activity could be, 

amongst others, parents, siblings, friends or supervisors, while latter might not always have an 

interest in deterring the social engineer, like in information operations of intelligence agencies.  

Social engineers might also be deterred in their doing indirectly by managers. Managers 

are responsible for places and are their owners, or the owner’s representative (Sampson et al., 

2010). When considering an online or digital spatiality as crime place, then managers would 

consist of people or institutions controlling the environment, like telephone or internet provider, 

or companies of internet appliances. For the offline, analogous environment things are not that 

clear cut, as a place manager would be required to provide an intact environment that leaves no 

opportunity for a social engineer to communicate with a potential victim. This is difficult and 

probably only possible in sanitary crisis like the CoVid-19 pandemic, what leads us to the 

relevance of handler and manager super-controllers. 

Super-controllers of handlers and managers in the regard of a SE crime would be 

institutions that provide the necessary conditions for them to act in accordance with the 

preferred status-quo. A status-quo where personal information, confidential and critical 

information of organisations, institutions, the providers of critical infrastructures or the 

government are safeguarded by supporting regulations and technologies. Super-controllers of 

handlers and managers therefore provide laws and technologies that assist them to either deter 

a social engineer from his or her doing or keep places in a condition that mitigate SE crimes.  

 

In summary, this theoretical framework defines the components of the RAT-model 

presented by Sampson et al. (2010) applied to SE fraud. Each dimension and its components 

consist of a specific type and characteristic. The remainder of this thesis focuses on the 

interrelation among the offender, the target and the crime preventive components of the 

guardian and super-controller. Table 8.5 illustrates the different dimensions and its components, 

whereas the highlighted terms were subject to the empirical part of this dissertation. 
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Table 8.5: Components of RAT for SE fraud and definitions 

Layer 1 Definition Layer 2 Definition Layer 3 Definition 

Offender Social 

engineer 

Handler Parents, 

friends, 

siblings, etc. 

Super-

controller 

Government 

Target Information Guardian Information 

holder/owner 

Super-

controller 

Friends, 

relatives, 

organizations, 

institutions 

Place Online/offline Manager Internet or 

telephone 

provider, 

internet 

companies, 

etc. 

Super-

controller 

Government 

    

  

The triangle also reflects the substantial considerations by Cohen and Felson that for the 

criminal act to occur, it is not only necessary to have this convergence in space and time, but 

also the particular importance that the actors reflect the specific characteristics discussed above. 

First, for a criminal act to occur, an offender is required to be motivated, thus having some 

pronounced intention, to look for a victim and perform an offence. The motivation to look for 

SE opportunities and identifying potential victims could be defined by the combination of 

seeking situational and individual factors presented by the potential victim, which then can be 

exploited in the course of a SEA. A motivated offender is on the search for situations, induced 

by the behaviour of the potential victim, and individual characteristics of the potential victim 

that reflect an attractiveness for carrying out the criminal act and that are exploitable in a way 

that the act will have a promising likelihood of success. In the case of financially motivated SE, 

however, the sole existence of intentions and the search for exploitable situational as well as 

individual factors does not put the criminal in a position to eventually commit a crime. For a 

SE related crime, it is of essential importance for a motivated offender to possess deceptive 

skills. Being capable of deceiving and manipulating a person psychologically in a way that the 

victim discloses the targeted valuable information or assets, is the main capability of a social 

engineer (Mitnick & Simon, 2002). Along with this come other skills that are necessary to 
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perform or support his/her SEA. A motivated social engineer additionally needs to have 

research and analysis skills for preparing the attack and gathering intelligence on the victim. 

Amongst others, the offender must have good IT skills and be capable to operate technical 

applications. 

Second, to be of interest for a motivated and capable social engineer, a targeted 

information must be suitable and has to promise the expected added value for the offender in 

terms of financial reward or for the informational value of the target information itself. This is 

an important feature of the RAT for SE, as the target and victim dimension are not the same in 

this case. Whereas the victim is a person, the eventual target is an information. However, both 

have to reflect a certain degree of suitability to the offender for an offence to eventually take 

place.  

Third, to become victimised for a SE related criminal act, I assume that one must reflect 

a respective degree of not being able to guard relevant information in terms of the characteristics 

defined by the derived HIKASc2 rationale above. This victim suitability of a guardian for a 

SEA is defined by specific individual patterns of personality that make him/her prone to such 

types of offence including specific attitudes, behaviours or routines on the one hand. Individual 

personality patterns drive the degree of proneness or acceptance towards the PIT and therefore 

are assumed to make the potential victim more or less prone to the offence of the motivated and 

capable social engineer. On the other hand, the guardian’s suitability as a victim is also defined 

by situational or environmental factors, such as whether the respective person received specific 

trainings or whether in this specific situation security controls are in place that would make it 

harder for the social engineer to perform a successful attack and simultaneously would decrease 

the guardian’s suitability. According to the literature, SE generally relies on the victim being 

successfully deceived by the application of the PIT (Ferreira et al., 2015; Bullée & Junger, 

2020). I argue that the proneness to PIT is not the only driver that defines the guardian’s 

suitability as victim. Victim suitability is rather defined by the set of different aspects mentioned 

above. Although someone might be dispositioned to PIT to a greater extent than someone else, 

the person could nonetheless be less suitable and hence less prone to a SEA, as the person finds 

him-/herself in a situation where the previous individual personality disposition that would 

make the person more suitable to be victimised, is counteracted by security barriers. Those can 

be technological providing a more secure environment or they can be human based in the form 

of specific trainings that would elevate the person’s awareness in a SE fraud scenario. Thus, 

someone who is more easily psychologically influenced, but who received tailored and focused 
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training, should presumably be less prone to PIT and less suitable to be victimised by social 

engineers. Therefore, the likelihood of becoming a suitable victim is not uniquely dependent 

on individual personality compositions, but also on factors that could change the outcome in a 

specific way, such as security barriers like the previous completion of focused security 

trainings. This consideration reflects the fact that the occurrence of a crime does not only rely 

solely on specific psychological conditions in either the offender or victim dimension but are 

also dependent on given situational factors (McGuire, 2004, p. 62 ff.).  

Lastly, a super-controller will not be present to avoid the crime to occur or is not 

sufficiently capable to deter the crime. As SE is centred around the successful application of 

deception techniques by the offender, the capability of the super-controller to prevent a SE 

induced crime from happening can therefore be defined as being deception preventive and 

taking away the effectiveness from the deception technique. The super-controller will provide 

security barriers to perform this task. Those are twofold, as already stated above. Security 

barriers can be human or technological interventions. The super-controller can enable guardians 

to better protect themselves and their information by imposing security trainings or awareness 

campaigns or by formulating sanctions in case of stolen data, amongst others. Additionally, or 

in exchange the super-controller provides security barriers on the technological dimension, such 

as solutions of access control, firewalls, antivirus or other effective solutions, such as VPN, 

encryption or physical safes that would animate the guardian to protect valuable information. 

Ideally, defences against SE take on both dimensions of barriers in a multilevel approach to be 

as holistic as possible (Gragg, 2003; Saleem & Hammoudeh, 2020). 

Figure 8.2 illustrates those considerations and shows the further induction process of the SE 

perspective implementation in the RAT framework: 
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Figure 8.2: The Routine Activity Theory triangle for social engineering (1/2) 
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The illustration of the RAT triangle and its application towards SE related crime already hints 

on the importance for this research study and the connecting points. But where is the connection 

made up, exactly? The terms highlighted in red provide a partial answer to this question. First, 

motivated and capable social engineers, with the use of deceptive techniques to perform their 

criminal act, exploit the victim’s proneness, which itself is defined by individual and situational 

conditions reflected by the guardian. Deception techniques have been termed as compliance 

principles, influencing tactics or briefly PIT in the previous chapters. It is obvious that one 

factor for the likelihood of success in the offender’s deceptive criminal act is the extent of a 

target’s proneness to those PIT. What is interesting to know is whether there are individual 

patterns of personality traits that are more or less correlated with the proneness of the guardian. 

How do the different personality dimensions discussed earlier in this dissertation interfere with 

the proneness towards PIT? Moreover, are the impacts of personality traits stable with or 

without the application of trainings and is the extent of personality impact before and after the 

training the same? Hence, defining someone’s victim suitability in terms of individual 

personality characteristics and appearance of a situational factor is of great importance for the 

possibility of SE risk mitigation while standing up to motivated and capable offenders. 

Second, the RAT triangle applied to the concept of SE related crime also provides the 

opportunity to derive and locate potential SE mitigation measures. Based on the proposed 

triangle for SE related crime, it seems obvious that there are three main connecting points to 

address possible SE mitigation measures. First, independent from specific measures taken at 

the offender or victim level, the pure absence of a capable super-controller provides a fruitful 

area to implement measures decreasing the likelihood of deceptive offences. In general, as 

defined earlier, super-controllers that are capable to prevent SE crimes can be organizations or 

institutions that induce barriers or incentivize the guardians. Similarly, employers do also 

possess the opportunity and, considering self-protection, the obligation to sensitise their 

employees about the threats. Thus, adding a layer of security to the human dimension. 

Nevertheless, companies can add a technological layer of security by developing, providing and 

applying technologies that are capable in preventing specific technology centred deceptive 

attacks. A super-controller in its capability to mitigate SE crimes either addresses the human 

dimension by awareness creation and knowledge transfer, both, the human and technological 

dimension (e.g. employees) by providing trainings to employees and applying security 

technology (access control, firewalls, antivirus, etc.) or the technological dimension only by 

developing technology that can be distributed and applied afterwards. This would not only 
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create positive effects on combatting SE related incidents in the company but would also have 

spill-over effects on the employee’s handling of security issues in private life. Second, risk 

mitigation measures could be implemented in the offender-guardian interaction dimension. The 

triangle quite clearly proposes that the interaction between offender and guardian is driven by 

the guardian’s proneness. Whereas the guardian makes him-/herself attractive to the offender, 

due to reflecting specific individual and situational patterns that drive their exploitable 

proneness, the offender him-/herself relies on those patterns that present to the offender 

potential opportunities to commit the SEA. Although the capability of forming and committing 

an attack is necessary, it is not sufficient in the absence of an appropriate opportunity. It is 

therefore indispensable to address these proneness patterns that arise from the guardian’s 

individual and situational factors in order to mitigate SE crimes. Thus, taking away exploitable 

SE opportunities from the motivated offender. Moreover, addressing mitigating measures at the 

capability level of the offender seems to be much more difficult, if not impossible. Deterring 

individuals from using open sources to educate oneself about deceptive and malicious 

techniques or to perform research and gather intelligence about potential victims, is a defiance 

that would bear several restrictions. It would not only restrict all peaceful people in their 

legitimate freedoms or rights to self-determination, which in a democratic society is neither a 

preferred status-quo nor is it even possible, but it would also come in at tremendous economic 

costs to be borne. Handlers would be required to prohibit the potential social engineers from 

educating themselves in the respective techniques, what would come in with a tremendous 

effort in surveillance. The government as super-controller would need to restrict all people from 

using open-source material to educate oneself. The capability or SE skills of offenders is 

therefore not the right place to address SE mitigation measures. The place where such 

mitigation measures should be located instead is where the offender exploits the proneness of 

a victim. Shrinking the appearance of proneness patterns and thus decreasing the quantity of 

opportunities for motivated offenders to exploit situational and individual factors could be a 

promising approach for such a strategy. By finding ways to make a guardian less suitable for 

becoming a victim and more capable of being a guardian will also implicitly address the 

motivational dimension of the offender, as it will be harder for the social engineer to obtain the 

targeted information. Overall, different components of the triangle can be addressed with 

mitigating measures. On the offender dimension this happens rather indirectly by directly 

addressing mitigation measures on the guardian side for decreasing their proneness and thus 

negatively impacting the offender’s motivation, as guardians become less suitable and more 
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capable, and it is more difficult for the offenders to succeed with their attack. On the super-

controller side, SE mitigating measures would focus on the direct provision of human and 

technological tools to decrease the likelihood of a SE crime to occur. On the guardian 

dimension, mitigating measure obviously address either individual factors or situational factors 

or ideally both. For the individual dimension, namely the personality factors, that influence 

suitability, the identification of specific personality patterns that are more likely to reflect a risk 

of PIT proneness need to be identified. Once this is done, mitigating measures that address the 

specific risky personality expressions could be generated. The situational dimension is 

approached through the super-controller channel. Capable super-controllers provide the 

opportunity to impose trainings and inform guardians as potential victims about SE and provide 

specific regulations that could have a crime preventive effect. This can be the government, 

educational institutions, the law enforcement. Latter institutions are especially appropriate to 

provide a human security barrier in the form of trainings due to their institutional design and 

the hopefully preventive self-interest. The research study at hand pursued the approach to 

address the guardian and the super-controller side for mitigating measures with the 

beforementioned rationales.  

Figure 8.3 illustrates the final considerations for the induction process of the SE perspective 

implementation in the RAT framework: 
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Figure 8.3: The Routine Activity Theory triangle for social engineering (2/2) 
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9. Discussion 

9.1 Research findings 

The empirical part of this dissertation had two main goals. First, it was of scientific interest 

whether individual personality traits impact the proneness towards SE fraud as well as 

victimization behaviour and attitudes. Second, the effectiveness of an interactive SG for SE was 

tested experimentally, as well. 

First, the role of personality traits for falling prey to SE fraud was of specific interest to 

the researcher. Researchers looked at the importance of personality traits for predicting 

cybercrime victimization too (Alseadoon et al., 2015; Van de Weijer & Leukfeldt, 2017; 

Albladi & Weir, 2017) Personality domains such as Extraversion and Openness are considered 

positively correlated with cybercrime victimization (Alsedoon et a., 2015; Van de Weijer & 

Leukfeldt, 2017). Other researchers also looked for the importance of personality traits in 

cybersecurity behaviour (Bossler & Holt, 2010; Uebelacker & Quiel, 2014; Shappie et al., 2019; 

Hadlington & Murphy, 2018). The research at hand did not directly find any strong statistically 

significant effect of personality traits on phishing test performances. Only the personality 

dimension Honesty-Humility showed to have a somewhat statistically significant positive 

impact on pre-test performance in a general classification model. People high on this personality 

dimension seem to be more likely to disclose information requested on a dedicated landing page 

after having clicked a link in a phishing email. This result follows other victimology research 

about the Honesty-Humility dimension that also found positive relationships. Moreover, 

random forest analysis indicates that personality traits form a group of observed variables that 

have an impact on the phishing performance that is more pronounced than the impact of other 

observed variables. Although this research cannot provide unambiguous insights on the 

definitive importance of personality traits, it does however indicate that there are 

interdependencies that might be worth studying in further research. 

To the best of my knowledge, this is the first study that investigated on the role of HEXACO 

personality traits in relation to self-reported risky cybersecurity behaviour and self-reported 

attitudes towards cybercrime and cybersecurity, as measured by the RCsB and an adapted ATC-

IB inventory first introduced by Hadlington (2017). However, there have been several other 

studies that researched the role of personality traits for cybersecurity behaviour and cybercrime 

victimization. Norris et al. (2019) performed a systematic review to take account of studies that 

dealt with the role of psychology and internet fraud victimization. Shappie et al. (2019) used 



143 

 

the Big5 inventory and a questionnaire to measure online security behaviour. They found that 

Conscientiousness, Openness and Agreeableness are statistically significant associated with 

self-reported cybersecurity behaviours. Similarly, Alseadoon (2015) found evidence of 

Extraversion being a valid predictor for compliance in phishing scams. Other researchers also 

found relevant evidence of an interdependence between cybercrime victimization and 

personality traits (Van de Weijer & Leukfeldt, 2017; Albladi & Weir, 2017). None of the 

presented studies used the HEXACO personality inventory to research possible 

interdependencies with risky cybersecurity behaviours. As the results of this research showed, 

the dimension Honesty-Humility does, however, seem to have a statistically significant impact 

on the self-reported cybersecurity behaviour of the study participants. Results suggest that 

reserve soldiers with a more honest and fairer personality and who have little temptation to 

break rules seems to show less risky behaviours in relation to cybersecurity, though with a 

relatively small impact. This finding is new and does broaden the knowledge about the H-

dimension of the HEXACO personality traits and their importance for cybersecurity behaviour. 

Interestingly, the results of the experimental study showed that the H-dimension is a somewhat 

important predictor for study participants’ failure in phishing scams, which is counterintuitive 

to the findings derived in the regard of the analysis with respect to RCsB but underlines that 

actual behaviour does not always go hand in hand with stated likely behaviour.  

Additionally, this study used an adapted ATC-IB scale (Hadlington, 2017) with 

questions amended to reflect a military framework to investigate soldier self-reported attitudes 

towards cybercrime and cybersecurity and to evaluate the appropriateness of HEXACO 

personality traits as predictors for the scores on the inventory. The scale is relatively new and 

available literature respectively thin. Scholars used the inventory to investigate research 

questions about cybersecurity in different domains such as healthcare, education or water sector 

(Nunes et al., 2021; Antunes et al., 2021; Mufor et al., 2022), used it in a replication study 

(Aivazpour, 2019) or to look at relationships between cybersecurity knowledge and the ATC-

IB (Roberts, 2021). Discussions about the results of this study in relation to other published 

literature can, at the point of writing, therefore not performed. Linking HEXACO personality 

traits with the ATC-IB seems to be new. The results suggest that there is a statistically 

significant association among the Openness, Emotionality and Conscientiousness dimension of 

the inventory with reserve soldiers’ attitudes towards cybercrime and cybersecurity. However, 

the expected effects seem to be weak. Reserve soldiers with higher self-control and lower 

impulsivity are expected to show a more favourable attitude towards cybercrime and 
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cybersecurity, which is in line with the hypothesized relationship. Openness is positively 

associated with the ATC-IB scale, meaning that more open reserve soldiers tend to show more 

favourable attitudes, which is contrary to the research hypothesis. This is similar to the results 

achieved for the dimension Emotionality, which shows a statistically significant association 

with the ATC-IB, but with direction of impact contrary to the one hypothesized. More 

empathetic people who have a pronounced fear of dangers are said to score high on this 

dimension, which would result in more compliant and favourable attitudes to security. 

Obviously, this view is not supported by the results of the research. 

With respect to the second research goal, there were clear indications that – with the 

study design at hand, the respective sample of reserve soldiers and the experiment’s execution 

– the SG did not have any statistically significant effect on the proneness towards SE fraud 

victimization of experimental group participants compared to participants of the control group. 

Both study groups showed an improvement in the victimization rate from pre- to post-test 

scenarios that did not allow to draw conclusions about the effectiveness of the SG. Further 

statistical analysis showed that the overall sample size of the study might have been too small 

to derive valid conclusions about the effectiveness and that for a sample of three times the size, 

significant effects may have been observable. Apart from the sample size, other considerations 

could also explain the nonexistence of a measurable effect, such as methodological 

shortcomings or eventually an actual ineffectiveness of the game. As this study is the first that 

uses this specific SG approach with phishing test instruments, there is no possibility to directly 

compare the results with other studies for their reasonability and validity. There are however 

other studies that used phishing test instruments and other kinds of training interventions to test 

their appropriateness in reducing victimization. Bullée and Junger (2020) provide a meta-

analysis of studies that used experimental designs to study the effect of SE interventions. There 

are indications that some of these trainings did somehow have an impact on the victimization 

rate of study participants, but others did not. Generally, laboratory studies reported larger 

statistically significant effects than field studies did. Moreover, randomization of participant 

and study group allocation did not have any statistically significant effect on the reduction of 

victimization. There is therefore some indication that effective training strategies exist. 

However, study environment, used test instruments and intervention approaches are however 

not comparable to the set-up of this dissertation. One should therefore be careful in drawing 

ultimate conclusions about the effectiveness of the SG used in this experimental research. 
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Next, the results suggest that variables that measure past victimization are a good 

indicator for predicting future victimization. Self-reported past victimization in terms of 

receiving phishing emails, as well as effective performance in phishing emails seems to be 

indicative for future victimization in the regard of this research. This follows research of other 

authors (Lauritsen & Davis Quinet, 1995; Schreck et al., 2006; Abdulai, 2020) who found that 

past victimization is an essential variable in predicting future victimization. Another interesting 

aspect of this research is the overall decreasing rate in victimization from pre- to post-test 

scenarios. Failing the second post-test did happen more often than failing the first post-test in 

the study group, but it was nevertheless lower compared to the pre-test. Learning effects 

concerning the way in which the tests were administered could be one possible explanation for 

this. Another explanation for the drastically decreasing victimization rate could be spill over 

effects within the study population. The study population is a community of reserve soldiers of 

the same battalion. Interpersonal communication upon receipt of the phishing email could have 

impacted the victimization rate. Those effects might not be favourable for creating and 

measuring any effect an intervention has on an experimental group. These spill-over effects 

could lead to a bias and could confound effects that the SG had on the experimental group but 

not on the control group. From an organizational perspective, a decreasing overall victimization 

rate is nevertheless a desired outcome. Finally, this thesis found that self-perception measured 

as a neutral self-perception towards individual victimization expectation in a phishing scam is 

a highly statistically significant and strong predictor for victimization. Indications of 

overconfidence were also found. Study participants who stated that they will unlikely become 

victims of a phishing scam show a weak statistically significant positive relation with actual 

victimization. Previous research has found ambiguous results in this regard. Different 

researchers (Kumaraguru, et al., 2007; Fischer et al., 2013; Hong et al., 2013) report that 

overconfidence is an essential risk factor for scam compliance and that awareness does not 

guarantee resilient behaviour. On the contrary, Cheng et al. (2020) even found positive 

relationship between overconfidence and susceptibility to phishing. The results of this thesis 

extend the literature in this regard with profound but weak evidence for the overconfidence 

phenomenon. Additionally, the results show strong and highly statistically significant 

indications for a – may we call it – indifferent phenomenon. People who perceive themselves 

neither likely nor unlikely to fall for a phishing scam reflect the group that is most likely at risk 

of becoming victim. 
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9.2 Obstacles and limitations 

It took intensive and extensive planning to perform the experimental research of this study that 

took the researcher some nerves from preparation until finalization of the study. This is normal 

in empirical research and in particular in research involving other parties and human 

participants. It was therefore quite likely that the research at hand would – despite accurate and 

thorough planning – come along with administrative and methodological challenges that might 

be able to overcome or not or to be traded off. From an administrative perspective, the main 

challenges refer to ethical considerations, participant recruitment and availability throughout 

the study. Particular in research that involves human participants and the intended deception of 

the same, requires accurate planning and mutual agreements prior to conducting the research. 

For the study at hand, this was achieved by mutually discussing the conditions for the 

experiment with the legal department of the Swiss Armed Forces that resulted in an agreement 

among the parties. Other researchers report these necessary conditions too (Bullée, 2017). An 

essential condition for the experiment to take place was, however, the voluntary participation 

of the study participants. The hierarchical and commanding organizational structure of armed 

forces would in theory make it possible to order participation but was not pursued and granted 

for the study at hand. Participation was voluntary and opting-out possible. The resulting sample 

size was clearly impacted by this, as the theoretical sample size potential was unambiguously 

larger than the effective size of 180. As the results showed, this relatively small sample size 

might has been insufficient to derive more and better conclusions from the data. Moreover, the 

availability of the study participants throughout the experiment was limited by the 

organizational and administrative conditions any military environment presents. A major 

concern in this regard relates to the selection of experimental group participants by the 

commander of the battalion for the defined date of SG intervention. Selection criteria was the 

effective availability of the respective reserve soldier at the mutually defined intervention date. 

The size of the experimental group as well as its composition was therefore dependent on 

availability not on any random allocation strategy. It must be mentioned though that 

experimental group participants comprised soldiers of all different battalion troops that possess 

different functions. The variety of skill sets and personal characteristics that are required to 

fulfil these functions was therefore nevertheless given. Further, the battalion commander did 

not possess any insights on the pre-test results that could have led to a biased selection. Insights 

in pre-test results and experimental group participant selection was separated strictly. To put it 

differently, any impact a biased group allocation by the researcher could have had was 
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eliminated by the impossibility of the researcher to have any influence in this regard. 

Considering the research results by Bullée and Junger (2020), insufficient participant 

randomization does not reflect serious problems in terms of validity in experimental SE 

intervention research. Lastly, the probably most severe methodological limitation refers to the 

usage of the test instruments. There was no randomization of tests in the pre- and post-test 

stages. All study participants received the same phishing emails each of the pre- and post-test 

stages. Three different phishing scenarios were created by the researcher and sent to the 

responsible persons of the Swiss Armed Forces in the legal department and battalion before 

sending them for implementation to the vendor that administered the tests. The potential 

scenarios were limited and restricted by specific requirements, such as a chronological order 

that would make sense. Otherwise, study participants might have become suspicious right from 

the beginning. One crucial condition that is worth mentioning is the fact that the battalion, 

despite its size, is nevertheless a community of people that more or less know each other and 

communicate with each other. A scenario where the members of this community receive at the 

same time emails with different topics from the same organization, might have led to suspicion 

right at the beginning. Comrades would have had the possibility to question the authenticity of 

the mail and discuss it with one another. Sending the same scenario to each of the study 

participants at each test stage reflected therefore a congruent and more credible picture than a 

random assignment of the test scenarios. Credibility was thus traded against randomization. It 

is nevertheless needless to say that this impacts the validity of the test results, and it goes 

without saying that future studies should take account of this methodological shortcoming. 

However, Bullée and Junger (2020) also note that randomization did not play any statistically 

significant role in the analysis of other intervention studies of SE experiments. Whether the 

study was randomized, quasi-randomized or not randomized at all resulted in no statistically 

significant difference of intervention effects among the observed studies. The missing 

randomization in this study is a shortcoming but based on these findings, it is a limitation of 

lesser importance. 

This study provided several insights on relationships of unexplored territory and although 

it broadens the literature, there are nevertheless key limitations. In particular, the results must 

not be taken as granted for a more heterogenous population. The generalizability is not only 

limited by the size of the sample, but also by its characteristics. It consisted of 100% male 

participants mainly in their 20s. Not only is this insufficient to draw any valid conclusions 

outside of a military setting, but it is also limited in its internal meaningfulness. Even in the 
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armed forces divisions and battalions perform diverse functions and that particularly consist of 

military personnel that was specifically recruited for either function. Moreover, IS does 

comprise diverse behaviours across diverse contexts that make other variables apart from 

personality traits important as well. Situational factors put another toll on the validity of the 

study. Not only might the situation in which study participants took the survey - that was taking 

place before their military service period - had an impact on their responses, but also does 

effective SE fraud and victimization behaviour depend on the specific situation and context as 

well. These factors might not have been fully and extensively respected in the study at hand. 

9.3 Novelties and achievements 

Despite the above-mentioned obstacles and methodological shortcomings, this dissertation did 

however present certain novelties and does add to the literature by providing a couple of 

considerations and insights that are new. First of all, it provides a discussion and a summary of 

different psychological rationales that are supposed to be essential requirements to deceive 

people for conducting SE fraud. Moreover, different tactics of how one possibly can protect 

against such manipulation techniques together with application examples are presented. Other 

researchers also discuss the importance of PIT for the success of SE fraud (Atkins, 2013; 

Ferreira et al., 2015; Bullée, 2017) in particular the Cialdini compliance principles. To the best 

of my knowledge, Ferreira (2015) is the only one that takes a similar approach but discusses 

different stances of psychological techniques that are meant to drive the success of SEA. The 

author analysed them and created a synopsis to come up with a summary of unique principles. 

In a similar vein, this dissertation also looked at the different approaches but comes up with a 

different summary as some of the rationales were analysed to be redundant or partly overlapping 

in addition to what Ferreira (2015) found. Moreover, this dissertation is, at the point of writing 

and to the best of my knowledge, the first that takes account of the seventh Cialdini compliance 

principle in the analysis for its application in SE fraud settings. The Unity principle is the newest 

achievement in Cialdini’s (2021) research and presents a valid consideration for its application 

in SE fraud settings as well. 

Second, this thesis presented a SG for SE as the operational framework for its empirical 

part. This approach was first introduced by German researchers Beckers and Pape (2016). In its 

original approach, they used a tabletop game to educate players about SE and its rationales. 

Further studies and researchers used this approach to test it or alter it for the application as a 

general cybersecurity training tool (Hart et al., 2020). In the regard of this dissertation, the initial 

game design of Beckers and Pape (2016) was used to be tested for improvements regarding its 
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content and structure. In qualitative research, Muhly et al. (2021) used field observations in a 

sample of totally 97 participants to derive improvement potentials in these dimensions. With 

these improvements the game stands out from the ones previously discussed. Eventually, the 

derived approach was applied in the empirical part of this dissertation.  

Third, this dissertation reported about applied experimental field research. In a four 

staged experimental design, the SG approach was tested for its effectiveness to decrease 

individual proneness towards SE fraud, measured by email phishing behaviour. There are 

several aspects of this experimental research that make it novel and reflect, despite some 

methodological limitations, a thoughtful approach. First of all, it is the first experimental 

approach, to the best of my knowledge, that tests the SG for its effectiveness in a real-world 

setting with phishing tests. Aladawy et al. (2018) use the SG approach and test its usefulness to 

increase knowledge about SE of 27 university employees with pre and post surveys. Hart et al. 

(2020) used an alternate version of the game to test with 54 study participants the 

appropriateness of the game to transfer cybersecurity knowledge by using questionnaires. 

However, there does not exist so far, any research that eventually test the game’s impact of 

players’ effective behaviour in SE situations. Moreover, the field experiment of this dissertation 

was performed with a relatively large sample size. Whereas previous studies incorporated 27 

participants (Aladawy et al., 2018) or 54 participants (Hart et al., 2020), the research at hand 

successfully recruited 180 participants. Nevertheless, this was quite likely too less to derive 

more reliable conclusions, as has been discussed before. Another achievement refers to the 

study’s environment. A military setting for field research is on the one hand highly attractive 

for researching peoples’ proneness towards SE due the military’s system relevance and 

importance for national security but on the other hand is also an environment where it is difficult 

to recruit study participants and to implement specific research designs, while respecting 

regulations, procedures, and hierarchies. Finally, one major achievement of the research design 

at hand was its ability to track participants and their performances in the respective research 

stages throughout the whole experiment. Upon mutual agreement with the legal department of 

the Swiss Armed Forces, participant tracking by the researcher and by him alone was possible. 

This was a key accomplishment that not only allowed to allocate participants to either control 

or experimental group and to track their longitudinal performance in the phishing tests, but also 

to look for individual differences in terms of personality traits. The possibility of longitudinal, 

as well as inter- and intra-group comparison presents a major achievement from a 

methodological and research design perspective.  
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Fourth, the findings of the present study suggest that personality traits as measured by 

the HEXACO personality inventory are partly associated with risky cybersecurity behaviours 

and attitudes towards cybercrime and cybersecurity, as measured by the RCsB and ATC-IB 

inventories, in a sample of Swiss reserve soldiers. In particular, the Honesty-Humility 

dimensions seems to possess predictive relevance for participants’ risky cybersecurity 

behaviour. Conscientiousness, Emotionality and Openness are statistically significant 

associated with participants’ attitudes towards cybercrime and cybersecurity too. These 

findings are important to the Swiss Armed Forces for their internal cybersecurity training 

approaches, in the evaluation of future soldiers in the recruitment stage and for the military 

command for their organizational aspirations. This research is, to the best of my knowledge, 

the first that combined the HEXACO personality inventory with the RCsB and ATC-IB 

inventories to look for evidence that personality traits might predict cybersecurity behaviour 

and attitudes. Additionally, it is the first that does so in a military set-up at the time of writing, 

which is a significant achievement. On the one hand, field research in organization outside the 

university environment is challenging and on the other hand, it comes along with issues of 

confidentiality. This said, the mere willingness of cooperation and completion of the study 

might be considered a success. However, it also comes along with limitations to validity. 

Military personnel possess huge responsibility for national security in times of peace and in 

particular in times of war. The digitalization of society also bears severe challenges for the 

security of military information and operability. Soldiers that demonstrate desired behaviour 

and attitudes towards cybersecurity and cybercrime are therefore a key to maintain national 

security and organizational information security likewise. This research provided indications 

on what type of soldiers are more dispositioned to do so. However, the limited sample size and 

its rather homogenous characteristics in terms of demographics restrict the generalizability of 

the findings to a wider public. Future research should therefore aim to generate larger insights 

into the relationship between HEXACO personality traits and cybersecurity behaviours and 

attitudes. 

Fifth, this dissertation built a theoretical framework for SE fraud. The RAT framework 

and its advancement over time (Cohen & Felson, 1979) was presented and its application as a 

theoretical framework for SE fraud was discussed. Based on the most current RAT framework 

with three layers (Sampson et al., 2010), a theory for its application in SE fraud settings was 

elaborated and presented in chapter 8 of this dissertation. There are different researchers that 

discuss the RAT framework for fraud and for SE (Hutchings & Hayes, 2009; Leukfedt, 2014; 
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Glasser et al., 2015; Jansen van Rensburg, 2018; Danquah et al., 2020; Steinmetz, 2021). 

Further to these studies, the approach presented in this dissertation largens the still sparse 

literature on the topic and provides additional fresh thoughts. This is clearly an achievement of 

this dissertation at the point of writing.  

Lastly, this thesis found that self-perception measured as the individual victimization 

expectation in a phishing scam is a highly statistically significant and strong predictor for 

victimization. The experimental part of this dissertation has found that study participants who 

reported that they themselves find it neither likely nor unlikely to fall for a scam within the next 

12 months were the ones with the highest probability to eventually fall for it. They were about 

four times as vulnerable, as those who said that they will likely become victim of a scam in the 

next 12 months. Self-confident people often lack a critical self-reflection and possess a self-

concept that lacks to correctly align self-perceived future likely behaviour with actual future 

behaviour. This is an important finding that was beyond the researcher’s radar, but that might 

path the way for future research aspirations. An observed U-shaped relationship among one’s 

own capability of spotting and resisting phishing scams and eventual victimization is a key 

finding that is worth looking at in future studies. Approaches that put the spotlight on 

personality characteristics like self-confidence could be helpful in tackling human proneness to 

social engineering fraud. Such considerations might even be more promising than looking at 

specific training approaches. In case we can separate people in terms of their degree of 

confidence in their own capabilities as indicator of proneness to fraud prior to conducting 

information security trainings, this would provide an efficient way in achieving resilience 

against this kind of attacks. People could be categorized by their degree of confidence as 

indicator for their proneness towards social engineering fraud. This would help practitioners to 

focus their information security trainings on the people who need it most.  
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9.4 The Way Ahead 

There are different open research directions stemming from this dissertation that future 

research could address. First, future research should follow-up the experimental design of this 

study with larger sample sizes and minor improvements in the methodological approach in 

order to look for more evidence of SG effectiveness and whether personality traits play a 

significant role in SE victimization. This said, a pronounced focus shall be on the recruitment 

of a sufficient number of study participants. Future research should aim to generate larger 

insights into the usefulness of the SG as driving resilient behaviour against SE fraud. Another 

interesting question that at this point is out of the scope of this thesis, is the question of whether 

different methods of conveying content and knowledge to people impacts their proneness 

towards SE deception rationales. Does an online administered training tool, like a webinar or 

an online presentation, have the same, better or worse impact on an individual’s proneness 

towards SE deception rationales than an offline administered tool, such as a SG? The CoVid-

19 pandemic has forced not only corporations to more virtual communication, but also 

education organizations to transfer their programmes from the classroom to the virtual screen. 

Answering the question above in future research might also give answers on the performance 

of an online tool in conveying concepts and rationales compared to an offline tool like the 

serious game subject to this thesis. Second, the results of this research suggest that it is worth 

to investigate more on the role of self-perceived victimization likelihood in relation to eventual 

victimization. It seems that people with a pronounced self-confidence for not falling for a scam 

are the ones most at risk to eventually fall for a phishing scam. More research should look at 

this relationship to confirm these results in a broader and more diverse study population. Third, 

phishing victimization presents only an excerpt of SE fraud variety. Other types of SE fraud, 

such as telephone or personal based approaches are worth to be tested in this regard too.  Fourth, 

future research could pick up the considerations derived in the theoretical framework of this 

thesis and further discuss the application of the controller and super-controller layer triangles 

of the offender and place dimensions and its interrelations. Fifth, the relationship between 

HEXACO personality traits and cybersecurity behaviours and attitudes is worth studying more 

extensively. Finally, we should take account of the conscious bias. A critical mass of people 

overestimates their resilience and underestimates their victimization likelihood. 
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10.  Conclusion 
 

More than three thousand years have passed since Trojans have been successfully lured into 

giving their opponents access to their most valuable assets and belongings by falling prey to the 

principle of reciprocity. Desirable values, belongings and assets, as well as the means of war – 

some would say – have changed since then. What has not changed though is human psychology 

and its rationales in social encounters. Principles that are deeply rooted within history of society 

and influenced by one’s growing up and parenting drive behaviour in certain situations. From 

supposedly well-thought through decisions when purchasing highly attractive goods to clicking 

supposedly harmless links in emails that were sent by someone you think you know or met 

some time in the past, the rationales behind those strategies that let you open your pocket, or 

your virtual front door are the same. For sure, the accompanying tools and means to propose 

you these decision-making situations vary in scope, scale and technical intensity. But in the 

end, it is you that takes a decision based on rationales that are deeply rooted in you as a human 

being.  

Whereas in the previous examples the former one refers to intelligent marketing, the 

latter one is considered as social engineering fraud. This thesis and the associated research 

aimed to shed more light on the interplay between SE and factors that make people more 

resilient against those malicious threats. SE victimization is something highly important for 

today’s society. According to Verizon (2022), almost 82% of successful cyberattack 

incorporate a human element that in one way or the other can be classified as manipulating 

humans with psychological means. In the course of this thesis, you got to know the different 

psychological rationales that make SE so successful. In an analysis of available approaches that 

are said to be used as manipulation strategies in SE, commonalities and differences were 

analysed and a summary of 13 unique principles proposed.  

The thesis took on this direction and you were presented a serious gaming approach to 

educate people about the threats and rationales of SE. Although SG exist since a couple of 

decades, the one presented in this thesis specifically focuses on SE. An original approach of 

German researchers Beckers and Pape (2016) was evaluated and improved in several aspects 

of its content and proceeding before being empirically tested for its effectiveness in a sample 

of 180 Swiss reserve soldiers in an experimental research design. With pre- and post-test 

phishing email the effect of the participation in the SG was measured. There was no evidence 

that would support a decision to accept the research hypothesis that a participation in the 



154 

 

interactive SE serious game reduces the proneness towards phishing SE fraud. However, an 

additional analysis showed that previous victimization, measured by failing the pre-test, is a 

good and statistically significant predictor of future victimization, which is the performance in 

the two post-test scenarios. The research at hand did not directly find any strong statistically 

significant effect of personality traits on phishing test performances. Only the personality 

dimension Honesty-Humility showed to have a somewhat statistically significant positive 

impact on pre-test performance in a general classification model. Further, only participation in 

previous security training had a weakly significant effect, reducing the odds of failing by about 

half. However, there were other interesting results derived in the analysis. Most importantly, 

longitudinal victimization indicators are a strong predictor. Not only does past victimization 

predict future victimization, but in this regard somewhat logically does current victimization, 

as measured by the post-test, also indicate past victimization. Similarly, self-reported past 

victimization is a good predictor too. On the contrary, prior participation in an information 

security training that dealt with military related information has a statistically significant 

somewhat positive impact on the victimization in the pre-test. Interestingly, the strongest 

predictors in terms of estimated coefficient refer to the self-reported individual victimization 

expectation. An indifference towards the likely future victimization seems to be the predictor 

with the strongest impact on future victimization, followed by the indicator that reflects a self-

reported unlikely future victimization. This is evidence that self-perceived resilience does not 

predict resilient future desired behaviour. On the contrary, it predicts future undesired behaviour 

resulting in victimization. Among the 180 study participants, 170 stated that they will not 

become victim within the next 12 months, whereas of them almost 56% eventually fell for such 

a scam only about four weeks later. Lastly, there is somewhat statistically significant evidence 

that the personality dimension Honest-Humility is a good predictor for the proneness towards 

SE phishing, at least for providing information on a landing page in the second stage of the pre-

test phishing email. People who score high on this dimension, thus having a more pro-social 

altruistic mindset, have a higher chance of failing.  Further analysis with decision trees showed 

that extreme values for the assessment of risky cyber security behaviour can also be an indicator 

for failing respectively passing the tests. A random forest analysis further showed that time, 

measured as past and current victimization, is the most important predictor. HEXACO 

personality traits as well as RCsB and ATC-IB variables form a cluster of somewhat important 

predictive variables. Variables that reflect participation previous security trainings or in the SG 

seem to not provide any contribution as predictor. One of the most important findings for this 
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but also for future research dealing with the instruments that were used in this study relates to 

the size of the sample. The results of these analyses suggest that three to five times or about 350 

to 500 participants would have been necessary for the study to report significant findings about 

the effect of participation in the SG. Given the organizational and administrative constraints 

that came along with a field experiment in the armed forces, this was unfortunately not possible 

at the time when the study was conducted.  

You were presented results of research that put HEXACO personality traits in relation 

with risky cybersecurity behaviour and attitudes towards cybercrime and cybersecurity of the 

reserve soldiers in the research sample. The findings of the present study suggest that there is a 

significant association among several of these variables. In particular, the Honesty-Humility 

dimensions seems to possess predictive relevance for participants’ risky cybersecurity 

behaviour. Conscientiousness, Emotionality and Openness are statistically significant 

associated with participants’ attitudes towards cybercrime and cybersecurity too. These 

findings are important to the Swiss Armed Forces for their internal cybersecurity training 

approaches, in the evaluation of future soldiers in the recruitment stage and for the military 

command for their organizational aspirations.  

Further, you were introduced theoretical considerations that applied a routine activity 

theory approach to SE fraud. In this novel approach, proceedings of a typical SEA were 

analysed and the different layers of the RAT triangle were mapped with the actors that typically 

would be present in such an attack. The novelty of this approach is that potential mitigating 

measures and necessary conditions against SE fraud were catalysed in the course of the theory 

construction. It is the guardian who is the possessor of information that are evaluated suitable 

by the offender to satisfy his or her malicious motivations. It is therefore the guardian that is 

likely to be victimized by offenders during their malicious campaign. Apart from specific 

individual factors, such as personality, there are situational factors that drive resilience towards 

SE. Specific security trainings can act as a risk mitigation measure that prepare guardians for 

being resilient.  

This research is, to the best of my knowledge, the first that combined the HEXACO 

personality inventory with the RCsB and ATC-IB inventories to look for evidence that 

personality traits might predict cybersecurity behaviour and attitudes. Additionally, it is the first 

that does so in a military set-up at the time of writing, which is a significant achievement. On 

the one hand, field research in organization outside the university environment is challenging 
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and on the other hand, it comes along with issues of confidentiality. This said, the mere 

willingness of cooperation and completion of the study might be considered a success. 

Moreover, it is the first that used a four staged experimental design to test the effectiveness of 

a SG against SE in a field experiment with soldiers. Although there was no direct evidence of 

the appropriateness of the SG to decrease participants’ proneness towards SE fraud in phishing 

emails, it should nevertheless encourage other researchers to pursue similar approaches with a 

larger population size and with some essential improvements in the methodology if possible, 

considering the potential constraints in experimental field research with third or fourth parties 

involved. 

Military personnel possess huge responsibility for national security in times of peace 

and in particular in times of war. The digitalization of society also bears severe challenges for 

the security of military information and the organization’s operability. Soldiers that 

demonstrate desired behaviour and attitudes towards cybersecurity and cybercrime are 

therefore a key to maintain national security and organizational information security likewise.  

This research provided indications on what type of soldiers are more dispositioned to do so. 

Moreover, this research also provided a proposal of a training to educate soldiers about the 

threats and rationales of SE and evaluated it for its possible effectiveness in initiating resilient 

behaviour towards SE fraud approaches. Whereas some relevant results for the role of 

personality traits in SE and cyber victimization were found, future research needs to further 

address the effectiveness of the SG training.  

So what is the final conclusion then? Let us hope that the nonexistence of a desired 

positive statistically significant effect of a participation in the SG is just stationary and limited 

to the findings of this study. It might be a sorrowful consideration when these findings would 

be universal. The three-thousand-year lasting history of Trojan horses does however show that 

– at least for certain people and with maybe specific characteristics – there will not be the 

ultimate saviour. 

In this sense, I would like to close this dissertation with a citation of a Nobel laureate 

that might bring some hope, if one finds the magic wand: 

«What would I eliminate if I had a magic wand? Overconfidence!»  

Daniel Kahnemann 

Psychologist, Nobel Laureate in Economics  
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12. Annex 

A. A Serious Game for Social Engineering Awareness Creation 

(Published in: Journal of Cybersecurity Education, Research and Practice: 

Vol. 2022 : No. 1 , Article 5.) 
 INTRODUCTION 

The method of social engineering (SE) was initially defined as an instrument of politics to steer 

future social change and societal behavior (Popper, 1966). Nowadays, however, SE is rather 

connected to the exploitation of the human factor in cybercrime and defined as deceiving targets 

using psychological manipulation techniques (Rusch, 1999; Mouton, 2016; Bullée, 2017). 

Proofpoint (2019), in their Human Factor Report, highlight that almost 99% of cybercrime 

incidents that were surveyed among their global customer base in 2018 had exploited the human 

factor for the attack. Even for advocates of the human security dimension, this number seems 

to be somewhat propagandistically high. However, in a study that lasted for five years, 

researchers were physically penetrating the security systems of 1,000 banks, using human 

psychology to steal confidential data about customers. They were successful in 96.3% of the 

cases (Robinson, 2008). Verizon’s (2021) most recent Data Breach Investigations Report also 

states that the majority of data breaches involve a human element. The 2020 Twitter hack also 

showed the dimension that social engineering attacks (SEAs) can have. Three cybercriminals 

used SE to hack around 130 Twitter accounts belonging to various politicians and celebrities 

for monetary gain (United States Department of Justice [DoJ], 2020). But SEAs not only pose 

risks to banks, politicians, and celebrities they also pose severe security threats to critical 

infrastructures, the organizations controlling them (Green et al., 2015; Ghafir et al., 2018), and 

basically to anybody with information that can be exploited by offenders for a financial gain or 

espionage purposes. It is therefore needless to say that approaches to the detection of and the 

protection against SE menaces are beneficial for ordinary people in their private lives, as well 

as for organizations in the public or private sector to keep critical information safe. 

A promising approach for the education of people about the concepts and threats of SE is 

serious gaming (SG). Serious games are interactive, experiential learning tools that educate 

people about a specific topic in an entertaining way. The current study used an SG approach to 

evaluate participants’ involvement and instruction compliance in three field observations. The 

findings of those observations were used to improve the game’s administration and process 

before testing the approach experimentally in future research as a tool for reducing people’s 

proneness to fall for SE. 

The remaining paper is structured as follows: The following section reviews the origin of the 

SG vein in more detail, addressing its application in different domains and as a tool for SE 

awareness creation. Section 3 presents the purpose of the research. Section 4 describes the 

game’s components and the gaming process used in the study. Sections 5 and 6 present the 

research data and method, as well as the corresponding results. In sections 7 and 8, the results 

are discussed and concluded before section 9 presents the limitations of the study and the 

aspirations for future research on the presented approach. 

LITERATURE REVIEW 

Serious games and SG are relatively new concepts, with serious games being perceived as 

games that do not have entertainment, enjoyment, or fun as their primary purpose (Michael & 

Chen, 2005, p. 21). Similarly, Vermillion (2017, p. 1) describes SG as being used for purposes 

beyond entertainment. This definition is widely accepted and is therefore the most current 
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designation within the evolution of the definition of the term (Djaouti et al., 2011). According 

to Djaouti et al. (2011), these definitions have all been derived from Sawyer and Rejeski (2002) 

who, with their white paper, paved the way to the current understanding of applying SG with 

technology for training and education. Further, the authors made a decisive contribution to the 

SG industry by inventing the Serious Game Initiative and serious gaming conferences such as 

the Serious Gaming Summit or Games for Health (Djaouti et al., 2011). The original heritage 

of the SG definition and the term’s first usage dates to the 1970s. In his book Serious Games, 

Clark Abt (1970) describes the use of games for training and educational purposes and how 

decision makers of different domains in industry, government, education, and personal relations 

can be trained through those games (Abt Associates, 2020). Nowadays, serious games are 

commonly perceived to be virtual computer games and assumed to be limited to the digital 

sphere (Zyda, 2005; Rudman, 2019). Abt’s (1970) definition, however, is rather open and does 

not relate to technology: 

Games may be played seriously or casually. We are concerned with serious games in the 

sense that these games have an explicit and carefully thought-out educational purpose and are 

not intended to be played primarily for amusement. This does not mean that serious games are 

not, or should not be, entertaining. (Abt, 1970 p. 9) 

The fact that serious games nowadays are commonly digital does not mean that SG is meant 

to be purely digital. A serious game presented by Jansiewicz (1973) for educating students 

about the mechanisms of United States politics provides a good reason why SG should not be 

seen as purely digital. Games that are played by incorporating human interactions are better 

suited to teach complex matters (Linehan et al., 2009; Jansiewicz, 2020). Moreover, interactive, 

experiential learning methods are ideally suited to assist participants in understanding implicit 

and subtle concepts, such as deception (Arcos & Lahnemann, 2019). Using an offline serious 

game as an interactive, experiential learning method to confront participants with the deceptive 

rationales of SE is therefore reasonable. 

 

A Selective Review of Serious Gaming Application Domains 

Serious games are applied in a broad range of domains, such as military, education, health care, 

communications, and politics (Djaouti et al., 2011). The first reported SG applications refer to 

the training of decision makers in industry, government, or education (Abt, 1970). Abt created 

different games, digital and nondigital, that were used by schools to educate pupils or by the 

military to train officers in Cold War simulations (Djaouti et al., 2011). Since then, the fields 

of application have widened and releases of serious games have accelerated (Djaouti et al., 

2011). The continuous improvement in digital or virtual computer capabilities has contributed 

to this increase as well. The domains in which SG could be applied are almost limitless 

according to Abt’s definition because such games are being built for educational and training 

purposes, fostering informed decision-making. The scope of application is open to almost every 

domain or industry where knowledge and awareness creation are needed to support people’s 

understanding of principles, processes, and rationales. Scholars have used gaming to research 

human behavior in emergency scenarios and disaster communication, anti-terrorism training, 

engineering and information systems, health care, the military, environmental contexts, and 

policing contexts as well as to research the effect of gaming approaches in cybersecurity 

trainings. Table 1 provides a selective overview of literature from those domains with their 

respective academic contributors who either applied or discussed an SG approach as an 

educational experiential learning tool. The selection was made based on a contribution’s 

relevance to the discussed topic and the academic fields of the authors. There are highlighted 
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authors who contributed more than one study. However, only the initial, most relevant study 

from a given author or group of authors was chosen to keep the selection concise. 

 

Table 1. Selected domains of SG application in the academic literature 

Domain Academic Contributors 

Disaster 

Communication 

Haferkamp, 2011; Almeida et al., 2017 

Anti-terrorism 

Training 

Bruzzone, 2009; Sormani, 2016 

Engineering and 

Information Systems 

Vermillion et al., 2017; Kwak et al., 2019 

Military Garris et al., 2002; Zyda, 2005; Yildirim, 2010 

Policing BinSubaih, 2005; Bosse & Gerritsen, 2017; 

Sorace et al., 2018; Akhgar et al., 2019 

Cybersecurity Sheng et al., 2007; Cone et al., 2007; Newbould 

& Furnell, 2009; Arachchilage, 2013; Denning 

et al., 2013; Olanrewaju & Zakaria, 2015; 

Hendrix & Sherbaz, 2016; Beckers & Pape, 

2016; Aladawy et al., 2018; Chothia et al., 

2018; Frey et al., 2018; Goeke et al., 2019; 

Hart et al., 2020 

Serious Gaming and Social Engineering 

Serious games for SE are identified among other industrial or commercial training programs as 

solutions for cybersecurity (Aldawood & Skinner, 2019). The following paragraphs highlight 

foundational approaches that invented or further developed such gamified approaches. They 

present innovative means of instruction for the topic under discussion and different degrees of 

content of the SE rationales. 

Anti-Phishing Phil 

An early and seminal example of a gamified approach that tries to raise awareness for malicious 

SE techniques among players is the game Anti-phishing Phil (Sheng et al., 2007) developed at 

Carnegie Mellon University. It is an online game that teaches players ways to identify phishing 
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attacks. The researchers tested its effectiveness by evaluating a player’s ability to spot 

fraudulent websites compared to the abilities of study participants who did not play the game. 

The researchers recruited 42 participants on campus who were split into three study groups. 

Although phishing is a very prevalent type of SE attack, it is only one attack vector in the 

malicious repertoire of social engineers. 

Playing Safe 

Another early gamified approach that made use of SG for awareness creation of SE threats was 

undertaken by Newbould and Furnell (2009). With a digital board game, they informed and 

educated players about the dangers of different SEA techniques. The authors performed a 

prototype test game with 21 players. Based on the players’ self-evaluated level of awareness, 

the authors argue that the game helped to increase awareness of SE. 

Social Engineering Awareness Game 

In another approach, Olanrewaju and Zakaria (2015) tested their Social Engineering Awareness 

Game to see whether it improved information security awareness in a controlled laboratory 

experiment with 20 students. The game was conducted in a paper-based and prototype digital-

based form. The players had to complete three levels during the game. A quiz section asked 

questions about SE. In a second step, players had to match pictures with definitions in a memory 

card game, and in a third step, real-life applications were tested. The researchers compared the 

performance of the paper-based game participants with that of the prototype digital-based game 

participants. Based on players’ subjective perceptions, they conclude that the prototype game 

seems to be beneficial for SE awareness creation. Similar to the game of Newbould and Furnell 

(2009), however, their game also lacks the component of being interactive on the human level. 

Still, it is worth noting that SE is a concept of psychological manipulation and entails forms of 

direct or indirect human interaction. 

 

A Serious Game for Eliciting Social Engineering Security Requirements 

Beckers and Pape (2016) describe the invention of a tabletop serious game for SE awareness 

creation. They validated the approach in practical experiments with 27 university employees, 

with 3 to 4 players per experiment. The players took on the role of the social engineer and had 

to apply psychological principles of influence in combination with a suitable SEA technique to 

formulate an attack based on the playing cards they have drawn from the respective card deck 

(psychological influences and attack techniques). Those cards are then used to come up with a 

suitable SEA applied on a target person selected from a pool of different characters presented 

in a fictitious corporate environment. The fictitious corporate environment consists of an 

environment map, representing the corporate floor, and shows the offices of the fictitious target 

persons. The target persons are described using different attributes and skills, therefore leaving 

room to conduct different kinds of SEAs. 

The suitability of the formulated attack is mutually evaluated by the players. The advantage 

of this approach is the active examination of the SE rationales and principles in a reflective and 

socially interactive way. A disadvantage of this offline tabletop approach is its scalability. 

Aladawy et al. (2018) and Goeke et al. (2019) developed an online version of the game and 

changed the player perspective from being a social engineer to being a SEA defender to train 

players’ resistance against persuasion. Being put into a defending position correlates better with 

real-world scenarios (generally, most people would rather face situations where they must 

defend against SEAs than be an attacker themselves). However, research confirms that 

increased understanding and awareness creation about criminal processes and techniques can 
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be obtained from putting someone into the criminal’s perspective (Wright & Bennett, 1990; 

Jacques & Bonomo, 2017). 

A game that simulates SEAs will create awareness at the player’s level, but it will also 

generate insights on creative SEA techniques invented by the players that could be prevented 

in future real-life situations. Thus, the game could be preventive through awareness creation 

and by preventively addressing future SEAs. Similar thoughts apply to the pedagogical layout 

of the game. Physical social interaction and the exchange of ideas during a tabletop game with 

a role-playing character provides valuable experiences to the players. Such a game can 

contribute positively to awareness creation, as well as to the knowledge creation process 

(Linehan et al., 2009; Jansiewicz, 2020). Offline role-playing games foster creativity and social 

skills (Karwowski & Soszynski, 2008; Chung, 2013; Dyson et al., 2015; Spinelli, 2018). SE is 

based on the exploitation of psychological triggers to manipulate victims. The means by which 

social engineers can manipulate the victims are therefore only limited by their creativity. 

 

RISIKO 

Most recently, Hart et al. (2020) further developed the approach of Beckers and Pape (2016). 

The researchers created a tabletop game that incorporates a more general view of aspects of 

cybersecurity and a larger variety of attack types. Hence, in their opinion, their game is 

educational and entails more than SE-related aspects. They proposed a tabletop game for 

increasing cybersecurity awareness among people in organizations without a technical 

background. The researchers evaluated the game in four experiments with a total of 54 

participants, of whom 29 were students or recent graduates. Using a post-activity questionnaire, 

they asked participants about the perceived ease of use of the game, perceived usefulness of the 

game, and their intention to use any lessons learned. 

SG approaches that specifically focus on SE rationales and concepts are rare. Different 

scholars have provided approaches that look only at single attack vectors of SEAs; have mostly 

applied the approaches in an academic, nonprofessional setting; and have often used online 

approaches without the possibility of direct human interaction. A tabletop offline gaming 

approach, however, seems to be reasonable to convey knowledge and rationales that are based 

on human psychology. Being put in front of a screen externalizes the human component and 

makes it more intangible again. We, therefore, find it reasonable and beneficial to use an offline 

tabletop game that lets players directly interact with each other and learn about rationales that 

are based on social interactions. The SG approach that is used in the study at hand resembled 

that of Beckers and Pape (2016) because it is a full offline SG tabletop approach, is socially 

interactive, and specifically focuses on SE. 

RESEARCH PURPOSE 

The current study explores the application of an SG approach as described in the previous 

section. The purpose of this study is to observe participants’ game involvement and instruction 

compliance and to derive administrative and procedural improvement potentials before testing 

the game’s effectiveness as an experiential learning tool experimentally in further studies. 

Moreover, the study seeks to broaden the research field by specifically focusing on a business 

environment. Prior research, as mentioned in section 2.2, applied such approaches only to a 

very limited extent in professional settings. The discovery of practical implications for the 

applicability of an SG approach for SE in the business environment provides added value. Thus, 

the research objectives that were assessed by this study are as follows: 
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Observe participants’ involvement with the game throughout the playing process. 

 

The first objective of this study was to observe participant engagement throughout the game 

and whether the game content as well as the game procedure catches their attention.  

 

Observe and evaluate participants’ compliance with the instructions given by the game 

masters and game material. 

 

A second goal of this study was to observe specifically the compliance of players with the 

instructions given by the game masters and the game material, as these are the direct connecting 

points in conveying the topic and the rationales of SE to the players. 

 

Observe other relevant findings that could be identified throughout the events. 

 

We wanted to leave room in our research approach to insights that evolve in the course of an 

interactive SG approach that are beyond the primary focus but would improve the quality of 

this instructional approach. Based on the research objectives, the research questions that were 

subject to this study are as follows: 

RQ1: Are there game improvement potentials? 

With improvement potentials we mean any change in the administrative or procedural design 

of the game that would help to foster participants’ engagement, satisfaction, and interpersonal 

interactions during the game. Prior research suggests that specific introductory material might 

assist players from a broader background in more easily engaging with the rationales and 

purpose of the game (Beckers & Pape, 2016). Moreover, interpersonal interaction is a key 

element of the SG approach (Beckers & Pape, 2016; Hart al., 2020). Sample sizes that are 

significantly larger than those in the aforementioned studies might expose improvement 

potentials in the dimension of interpersonal interaction. 

RQ2: Do game masters take on an essential role for participants’ performance and 

their instruction compliance during the game? 

Prior research has shown that the role of the game master is relevant to the overall success of 

a game. Hart et al. (2020) state that game masters have a focal role in engaging the participants 

and making the game fun. Game masters motivate players, guide the game process, and ensure 

the procedural sequence of the game (Beckers & Pape, 2016). Facts that qualify for an 

investigation of the role of the game master are also addressed in the study at hand. 

GAME DESCRIPTION 

The following section provides an overview of the game process and its components as it was 

applied in the three samples. The approach resembled the one taken by Beckers and Pape 

(2016). 

Game Process 

We have chosen to start the game with a short 5-to-10-minute introduction presentation about 

the topic of SE, as well as about the purpose and rationales of the game, as done by Beckers 

and Pape (2016). The game then starts and lasts for one or two iterations. The game is led by 

one game master per game table, and each game table consists of three to four teams with two 

to three players per team. In each iteration, the teams must create a suitable SEA based on the 

given game material. It consists of a situation plan for a fictitious company (office); a set of 

fictitious employee profiles, where each employee is characterized by position, computers 
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skills, and strengths and weaknesses; and an attack plan sheet that guides the players through 

the process. Additionally, the game set consists of two stacks of cards. One set covers the 

principles of influence of social psychology, which are the foundation of SE deception 

techniques for building trust. The second set incorporates different SE attack vectors. Every 

card from either stack has a precise description. This process helps players familiarize 

themselves with the concept of SE. 

After an initial familiarization phase of about 10 minutes with the situation plan and the 

fictitious employees, each team draws three cards from both of the stacks. The teams now 

receive their attack plan sheets where they have to formulate a reasonable SEA, and they will 

again have about 10 minutes available. The aim is to formulate an attack that applies a 

reasonable combination of a compliance principle with an attack vector on a suitable target 

person to exploit a formulated target asset, for instance, access to the CEO’s office or access to 

specific financial information. Based on the cards they have drawn, there will be more or less 

suitable attack options that they will have to evaluate themselves. In the next phase, the teams 

will present their formulated attacks to the other teams at the game table. For the presentation, 

each team is allotted around 5–7 minutes. Each presenting team is evaluated by the other 

(evaluating) teams based on a predefined point scale. The evaluating teams have the ability to 

propose attack improvements to gain bonus points. Thus, the point rating acts as a proofing 

instrument, showing whether the concepts have been understood, correctly. Once this is 

completed, another iteration can be played. The team that accumulates the most points over the 

two rounds will be the winner of the game. Although winning is not the sole purpose of the 

game, its playful character is meant to engage participants with the concepts. 

Game Components 

The game material generally consists of a fictitious corporate situation plan, a description of 

the different target persons (employees), an attack plan sheet, and two stacks of playing cards 

(see also annex B). 

Fictitious corporate situation plan: First, the game contains a fictitious corporate situation plan. 

In the setting at hand, the situation plan reflects an office environment. The situation plan also 

accounts for the fact that SE attacks can be executed physically by the means of person-to-

person contact or digitally by using technological means. 

Target persons: A second crucial component is the set of fictitious target persons. Each person 

is characterized by a different corporate function and personal characteristics, strengths and 

weaknesses, interests, and computer skills. The game is meant to help participants understand 

the characteristics of the fictitious target persons that could be exploited in SEAs. 

Attack plan sheet: The attack plan sheet guides the players through the game process. It provides 

the participants help on how to structure their attack and how to use the game material. 

Moreover, the attack plan sheet entails examples for each component to foster the 

familiarization process. 

Compliance principles cards: The concept of SE is based on psychological principles of 

persuasion or influence to deceive targeted persons and make them comply with a request. 

Those compliance principles can be authority, reciprocity, or social proof, for example 

(Cialdini, 2021). The playing cards are meant to help the participants understand the different 

ways that the cards could be used in SE, such that participants can better detect and protect 

themselves against targeted attacks. 

Attack vector cards: Additionally, there are attack vector playing cards. It is important for the 

participants to understand that SE attacks can take on various forms, for instance, phishing or 
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tailgating. This knowledge will help participants better detect SE attacks and protect themselves 

against them. 

 

DATA AND METHODOLOGY 

The current study was conducted using a qualitative research approach that included field 

observations and unstructured field interviews. It was intended to produce ethnographic 

knowledge about the behaviors and social interactions of the participants during the game. Field 

observations are well suited for drawing conclusions about specific conditions and behaviors in 

a natural setting (Maxfield & Babbie, 2017). As Hochstetler and Copes (2016) say, qualitative 

research provides context to the topics under investigation. Field observations provide the 

opportunity to generate depth and free-flowing participant responses. 

The researchers’ positions took on different forms in the study. They were either full 

participants administering the game as a game master or were full participant observers. Either 

position had its benefits and limits. Whereas the full participant position provided the 

researchers the opportunity to interact with the participants and collect firsthand insights, there 

was a risk that immediate involvement would influence the researchers’ assessment of 

participants’ behaviors and perceptions. The position as a full participant observer was better 

suited to avoid selective perception from the researchers, but it also limited the researchers’ 

direct interaction with the participants. To balance the benefits and limits of those stances, the 

researchers took on positions that complemented each other in all observations such that both 

positions were filled in either of the observations. We used the SG approach of Beckers and 

Pape (2016) to assess the research objectives and research questions. However, in contrast to 

aforementioned researchers, our approach was administered by game masters who were each 

in control of a game table with three to four teams and two to three players per team and table. 

Each of the teams was asked to create a SEA based on the information and game material 

provided by the game master. The game material consisted of an attack plan sheet that helps 

the players to navigate through the game, a floor plan of a fictitious company with fictitious 

employees as target persons, a description sheet that characterizes the target persons, and SE 

deception principle and SE attack vector playing cards. At the end of a game iteration, the teams 

mutually evaluated each other’s SEAs and in doing so further fostered their reflection on and 

understanding of the subject in an interactive way. Additionally, game masters were provided 

a game master instruction cheat sheet in advance of a game (see annex B for an exemplary 

extract of the game material and game structure, as well as the game master cheat sheet). 

Data and Data Collection 

Between December 2019 and February 2020, we observed a heterogenous group of 97 

professionals in three independent observations. The sample population consisted of 

practitioners of various industries and professions. The participants represented different Swiss 

companies or Swiss affiliates of international companies from the telecommunications, 

technology, and energy industry from Swiss and international advisory firms, law and 

cybersecurity firms, and information technology (IT) apprentices of a Swiss governmental 

defense organization. Overall, the sample population reflected a pronounced degree of 

heterogeneity in terms of the sectors, industries, professions, and life and professional 

experiences represented. Participants were between 16 and 20 years old for IT apprentices and 

up to around 55 years old for senior professionals. The gender ratio was 11 female to 86 male 

participants; they were consultants, finance or marketing specialists, lawyers, key account 

managers, and management personnel. The sample was recruited by using the researchers’ 
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professional networks, pursuing a purposive sampling path of opportunity. Table 2 provides a 

summary of the sample characteristics. 

Table 2. Summary of general sample characteristics 

Sample Date Place Sector Industry Sample 

Size 

1 05.12.2019 Zürich, 

CH 

Private Consumer 

electronics, 

telecommunications, 

and crisis 

management 

9 

2 05.12.2019 Zürich, 

CH 

Private Telecommunications, 

advisory, technology, 

energy, law, and 

cybersecurity 

83 

3 13.02.2020 Bern, 

CH 

Public Defense 5 

 

Each sample was exposed to the game independently, at different times and places, to collect 

the data. The observations were conducted in a workshop-style format on the premises of the 

respective host organization. The observations lasted for two hours in samples 1 and 2 with one 

game iteration. The observation in sample 3 lasted for four hours because in sample 3, the 

researchers decided to conduct a two-iterations game to study the effects that two iterations 

would have on the considerations stated in the objectives. Sample 1 and sample 2 were 

conducted in the afternoon, whereas sample 3 was a full morning workshop with a 15-minute 

break between the iterations. Each of the observations took place in a climatized room with 

conference tables and chairs organized for the grouping of three to four teams per table and two 

to four participants per team. Sample 3 was organized into three teams with two participants 

per team, but one participant had to leave the game during the second iteration due to an urgent 

professional obligation. For sample 2, the researchers were assisted by voluntary game masters 

who were briefed on the game and their task as game masters in advance of the observation. 

The data produced were collected and recorded through note-taking during the games and by 

transcribing the content of the unstructured interviews to a Microsoft Excel data bank after the 

respective observations. The interviews did not follow a predefined structure but were 

discussions between the researchers and individual participants about their experiences and 

perception of the game. The researchers nevertheless asked all interviewees about their 

evaluation of the game’s attractiveness and possible improvement proposals for the game. 

Besides that, free-flowing comments from the interviewees were collected. Note-taking took 



189 

 

place through both the researchers and the participants. Whereas the researchers took notes to 

directly record anything that related to the research objectives, the participants took notes with 

respect to the game proceedings on the provided attack plan sheets (see annex B) that were 

collected by the researchers from the teams after the game’s conclusion. The sheets were used 

to record additional data and insights for the research objectives while representing a 

standardized reporting tool across the samples. All collected data were recorded in a Microsoft 

Excel data bank for each sample, with a structure presented in annex A. 

Method of Analysis 

Data were collected by the means of observing participant behavior, gathering feedback through 

unstructured interviews, and recording the respective data through note-taking. Additionally, 

the attack plan sheets that had to be filled out by each team in each sample of the game 

proceedings were collected. In a deductive process, familiarization with and a first screening of 

the collected data was performed. Deductive coding processes are categorized by analyzing 

data with respect to a predefined list of codes (Miles et al., 2013). The predefined categories of 

interest in the study at hand referred to the research objectives presented earlier and related to 

participants’ game involvement, their instruction compliance, and other relevant findings. Data 

were allocated in the predefined categories afterward. Moreover, categorizing patterns of data 

aided in the further identification and coding of subthemes. To illustrate the findings, we present 

a table of the categories, the identified coded subthemes, and relevant examples (see table 3 in 

the results section). Further, we have used verbatim quotations from the unstructured interviews 

to present response categories with the number of an interviewee and the interviewee’s industry 

mentioned in brackets (e.g., (20; defense)). Each theme was analyzed to gain a deeper 

understanding of participants’ perceptions of the game and gaming behaviors to help answer 

the research questions. 

RESULTS 

The findings indicate that there are several procedural and content-related improvement 

potentials to make the approach more participant centric and knowledge conveying so that the 

game can be a promising instructional tool for SE awareness creation. Table 3 hereafter 

illustrates the structure of the derived findings. 

The analysis of the data shows that there are specific themes that appeared repeatedly among 

the participants in either the observations or the unstructured interviews that would be 

categorizable under either of the three research objectives. The coded subthemes have been 

presented because they represent in a good way what was important for the research, namely 

whether the observations and unstructured interviews would expose improvement potentials 

concerning the level of engagement, satisfaction, and interaction among the participants and 

their compliance with instructions during the game. 
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Table 3. Categories of interest, coded subthemes, and examples 

  

Category Subtheme Example 

Game involvement Game material 

 

Familiarization ease, 

language, game material 

usage, and improvement 

proposals 

 Teamwork 

 

Within and among teams, 

directive, authoritative, and 

cooperative 

 Active participation 

 

Discussion intensity, 

voluntary comments, and 

call for participation 

 Understanding 

rationales 

 

Poorly completed attack 

plan sheets, messy SEA 

creation, and usefulness of 

compliance principles 

 Environmental 

factors 

Room appropriateness, 

population size, noise, time 

constraint, and team 

grouping 
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Instruction 

compliance 

Game material 

 

Game material usage in 

way of order and attack 

plan sheet completion 

 Game master ability 

 

Participants asked for 

clarifications, discussions 

out of context, and lack of 

introduction and control 

 Presentation of 

attack 

Explaining the situation 

and used methods, 

conveying rationales, and 

attack improvement 

proposals 

Other findings Deviant behavior 

and thoughts 

 

Theft of game material and 

pronounced deviant 

considerations 

 

 

 

Information 

overload 

Not using game material 

properly, poorly completed 

attack plan sheets, and 

attack plan improvement 

proposals being too 

demanding in one iteration 
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Game Involvement 

It appeared that participants’ involvement with the game differed within the samples and among 

the samples. Based on the researchers’ observations and the feedback gathered from the 

participants, several findings have been derived. In particular, there are some suggestions to 

improve the game proceedings and the game material. Interviewees mentioned the following: 

This was an interesting and educational event. One suggestion for the game from my side 

would be an introduction sheet at the beginning of the game to better familiarize the 

participants with the game’s rationale. Moreover, a sociogram that captures exploitable social 

relationships among the target persons could be a nice extension. (2; crisis management) 

In my opinion, a more profound introductory presentation would have been beneficial for a 

general familiarization with the topic. (5; telecommunications) 

The game should be digitized to scale it and make it more accessible. (12; advisory) 

The game was really fun, and we could administer it in our company as well. The only 

problem I had was with the game material, as I am not perfectly fluent in English. (19; energy 

provider) 

The sociocultural behavior of participants within their teams, among teams, and toward the 

game masters was observed to be heterogenous as was the overall demography of the population 

in each sample. When there was a diverse demography in terms of gender, age, education, 

profession, and extent of professional experience, participants with a higher education and 

participants who seemed to be more open and extraverted dominated the discussions within the 

teams and among the teams. When the demographic distribution among the participants was 

rather homogenous, a compliant and cooperative working style within the teams and a more 

directive, authoritarian working style with less cooperation but a high degree of competitiveness 

was observed among the teams. Although professional and life experiences seemed to be linked 

positively with active participation, once younger participants were invited to participate, they 

provided valuable feedback for the researchers in terms of personal involvement: 

This game was fun and educational. I guess, I learned more in this half day than in the last 

couple of months in vocational school. (20; defense) 

Oh, we already have a break? I did not recognize the time passing by. (21; defense) 

Another important factor for the effectiveness of the approach is participants’ involvement 

with the underlying rationales. The analysis of the teams’ attack plan sheets and the data 

collected from each team’s attack presentation suggest that participants’ understanding of the 

basic principles underlying this SE approach should be guided: 

The case study and the presentation of the social engineering principles really helped me to 

better grasp the game’s rationales. (11; technology provider) 

Another participant’s feedback does, however, show that an introductory presentation is no 

guarantee for the comprehensibilty and the conveyance of the game’s underlying principles and 

rationales: 

I did not find the compliance principle cards of psychological manipulation helpful and 

would abandon them from the game. (24; defense) 

For a freer-flowing attack formulation without a scientifically proven framework of 

psychological principles, this request would be feasible. Psychological principles of 

interpersonal influence are, however, fundamental for SEAs and therefore should be well 

integrated within a game that intends to convey awareness about SE rationales. 
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Lastly, the analysis of the data hints at the fact that specific environmental factors play an 

important role in participants’ involvement with the game. In two of the three samples, the 

population sizes ranged within 5–9 participants, which was administratively easier to handle 

than a population size of 83. But this somewhat opposing study condition also revealed 

limitations to the operability of the approach. An increasing population size not only requires 

more game masters but also asks for specific logistic prerequisites, such as room size or room 

climatization for the participants to stay focused. If such conditions are not met, participants 

may get distracted and annoyed by noises, heat, or a lack of space, which would negatively 

impact their involvement with the game: 

The tight seating and grouping of game tables was not that comfortable, as it was hard to 

always get what the others at the table were saying with the noise behind my back. (11; 

technology provider) 

The room was almost too small, as it has become too noisy. (13; advisory) 

Instruction Compliance 

Based on the collected data, the findings suggest that participants enjoyed the game but 

sometimes had trouble with following the game instructions. The attack plan sheets to be filled 

out provided a unified measure among each sample and team to review participants’ compliance 

to the overall instruction of using the game material to create a reasonable SEA, respecting the 

components and rationales of SE. It was intended that participants would familiarize themselves 

with the concepts and rationales and think through their SEA approach by filling out the sheet. 

The attack plan sheet contained specific examples per each step and acted as a guide for the 

participants. In total, we have analyzed 27 attack plan sheets for the participants’ instruction 

compliance in filling them out as demanded. The findings show that most of the teams 

sporadically completed the sheets in note form and that others did not even complete them: 

I did not see any use in completing the attack plan sheet. We rather enjoyed discussing the 

things. (7; telecommunications) 

Although discussing the rationales and principles of the game with the team members is an 

essential part of the familiarization and awareness creation process, it is vital to follow the 

structure of the attack plan that replicates the underlying procedural principles of SE. If these 

structures are not respected, the game reflects an interactive and fun event with discussions 

about the topic but does not get down to the point that SEAs are accurately planned, as well as 

precisely and purposefully executed. Building on this, another focal finding in terms of 

participants’ instruction compliance refers to the game master’s ability. Discussions out of 

context, participants asking for clarification, or a game master who was too passive were signs 

of an ineffectively administered game table. The game master’s primary role is to explain to 

the participants the game material, the goal of the game, and the information they need to 

process and to effectively guide participants through the structure of the game. In this sense, it 

was observed that not all game masters possessed this authoritative but permissive nature to 

effectively guide the participants through the framework of the game while leaving room for 

nourishing discussions: 

Although I generally liked the game, it was not perfectly administered and the introduction 

to the game material could have been more extensive. (15; technology provider) 

I liked the approach, but it was a lot of information, and it would have been beneficial if the 

game master more strictly guided through the process. (17; telecommunications) 

Lastly, a good overall indication of whether the participants stuck to the instructions were the 

SEA presentations of the teams at the end of each game iteration. In samples 1 and 3, the 
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researchers witnessed all the presentations personally while in sample 2, the researchers listened 

to random samples of SEA presentations and also asked the respective game masters about how 

participants put the instructions into practice. The findings were that most participants grasped 

the essential idea of the game and its instructions but struggled with the detailed implementation 

of the rationales and structure of a SEA. The analysis of the attack plan sheets mentioned above 

supports this finding. Some presentations indeed showcased detailed considerations but not in 

terms of an in-depth application of SE principles, and not many of the attack plan sheets 

reflected this either. 

Other Findings 

The analysis of the data revealed two other important findings besides those that can be directly 

allocated to either the participant involvement or the instruction compliance category. First, 

deviant tendencies were observed and recorded for two of the three samples. In sample 2, the 

game revealed a deviant behavior by one of the participants who purposefully took the property 

of the researchers. Similarly, in sample 3, one participant exposed deviant thoughts during the 

game that were unsettling and an expression of a well-thought-through plan rather than the 

correct application of the game’s rationales and principles. During the proceedings of the game, 

the researchers asked the participants how they were doing with their brainstorming and 

whether they had already come up with an idea for an attack. One participant answered as 

follows: 

Yes, we could poison the assistant’s cat, such that she has to go to the doctor’s, and we can 

take advantage of her not being present in the office…Then we would smash the windows in the 

office to gather access to her office…These are things I already made up when I was 14 years 

old…(24; defense) 

Second, the analysis of the data revealed that the gaming approach contains a large amount 

of information to be processed by the participants. Time constraints and a one-iteration game 

structure seemed to particularly impact participants’ satisfaction with and receptivity to the 

game: 

I enjoyed the game and could imagine replicating it in our company. However, I would 

propose to have different levels of complexity and more time available, as it were a lot of 

information to be processed. (17; telecommunications) 

The game was educational and fun. I wished to have had more time available to play a second 

iteration. (10; cybersecurity) 

DISCUSSION 

To the best of our knowledge, this is the first study in criminology that applied SG for SE and 

looked for improvement potentials to make the serious game more effective as an educational 

tool based on field observations. However, there have been studies outside criminology that 

used a similar approach. Beckers and Pape (2016) performed experiments to test the 

effectiveness of an SG approach for SE awareness creation and further developed the approach 

to create an online version of the game (Aladawy et al., 2018; Goeke et al., 2019). The initial 

approach, however, was not further evaluated for improvement potentials. We think that the 

results of the three field observations support the view that the interactive and interpersonal 

character of an offline tabletop game approach is well suited to foster knowledge and awareness 

of the creation process among the participants and that several game improvements are possible 

to enhance this process. Hart et al. (2020) used an offline tabletop SG approach for 

cybersecurity awareness and education for people with no technical background. Although their 

approach does not specifically focus on SE and features other content in terms of game material, 
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the administrative design resembles the one used in this research study. In accordance with our 

findings, they conclude that the game master takes on a focal role in stimulating active learning 

and thus fosters the degree of participant involvement with the game. For the overall 

improvement of the approach in terms of participant involvement, instruction compliance, and 

consistent pedagogical quality, the importance of the game master should not be 

underestimated. 

Analysis 

Based on the findings, we derived two improvement dimensions: the game material and the 

game process. Each dimension can be improved in the following areas: the briefing, the level 

of complexity, and other. Eventually, we propose the following adaptions for the game. First, 

to increase participants’ involvement and instruction compliance, it is essential that players are 

briefed more thoroughly. In the game, we followed the approach of Beckers and Pape (2016), 

who gave a short introduction to their game. Obviously, this practice is not sufficient. We 

therefore see a need to prepare the players better at the beginning of the game. This will be 

achieved by conducting a stimulating SE introductory presentation and by providing an 

introductory sheet at the beginning of the game. Moreover, game masters need to be more 

comprehensively briefed because we can confirm that they play a focal role in the game (Hart 

et al., 2020). Second, it seems to be beneficial for the awareness creation process and for the 

reduction of information overload to apply an increasing level of complexity by adding different 

levels of difficulty during the game process. This implies that, ideally, the game process should 

encompass more than one iteration, and in the second iteration, players will be provided a 

sociogram of the target persons as an additional layer of difficulty. Further, they will only be 

given the ability to propose attack improvements during the mutual evaluation phase in the 

second iteration. Table 4 summarizes the key improvements discovered during the field 

observations. 

Table 4. Summary of key improvement potential applications for the serious game 

Dimension/Area Briefing Complexity 

Level 

Other 

Game Material Provision of 

introductory 

sheet 

Provision of 

sociogram for 

target persons 

in second 

iteration 

 

Game Process Stimulating 

introductory 

presentation 

Two iterations 

approach. 

Mutual attack 

improvement 

proposals only 

in second 

iteration. 

Comprehensive 

training of 

game masters 
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LIMITATIONS AND FUTURE RESEARCH 

The study at hand evaluated the participants’ engagement and satisfaction with SG for SE 

awareness creation in a business environment. The study was a pilot project that seized the 

opportunity to conduct observations in the business environment, which is hard to achieve and 

an added value. It provided the opportunity to apply the game in a naturalistic setting in the 

field and to gather practical knowledge about its purpose, which is to help organizations 

increase SE awareness among their employees. Although we properly prepared and executed 

the study, there are methodological limits given the fact that the study was set up in a very short 

period. We were supposed to implement the insights from this study in the methodological 

setup of further observations in the field during 2020/2021 with organizations that had 

confirmed their cooperation for it. Unfortunately, due to the COVID-19 pandemic, these field 

studies have not taken place so far. We, nevertheless, decided to publish the study at hand 

because we are convinced that the study bears valuable and shareable results. 

The outcome of the study at hand will be used for the improvement of the respective SG 

approach. It will be applied as an operational framework in a randomized controlled trial 

research design that tests the serious game’s effectiveness as an educational tool to reduce 

participants’ proneness to fall for SE’s influencing techniques. Simultaneously, the research 

design aims to control for personality differences and different methods of instruction. 

Further, we will pursue aspirations to adapt the game’s content, in particular the target person 

descriptions and the corporate environment sheet, to a version appropriate for educating 

intelligence officers. Based on feedback received from the intelligence community, we see a 

potential to tailor the game to the needs of educating intelligence personnel about the power of 

social psychology in influencing situations. 

Moreover, even though offline interactive educational tools might be the purest form of social 

interaction, they are not suited for pandemics, as COVID-19 has taught us. The authors 

therefore aspire to create a technology-assisted gaming approach. However, we still believe that 

social interaction during such a game is key for the process of SE awareness creation. 

CONCLUSION 

This article presented an evaluation of an SG approach as an interactive, experiential learning 

tool for SE awareness creation. Through three field observations with a total of 97 participants, 

insights on possible improvements for the applied SG approach were derived. Besides pure 

sociodynamic observations, it was possible to identify valuable insights on how to adapt the 

layout and the administration of the serious game to make it more accessible, less generic, and 

hopefully, effective in raising awareness among the participants about the rationales and 

techniques of SE. Moreover, in two of the three samples, the researchers observed deviant 

behavior and thoughts. However, this observation does not mean that those people tend to be 

criminals outside the game setting. Still, this specific observation was nevertheless unsettling 

to the researchers and thus was worth reporting on. Generally, we have learned that research in 

the business environment bears challenges that should be respected in the methodological setup. 

We, nevertheless, gathered valuable insights for future studies. This study does not provide 

insights on the SG approach’s ability in improving responses to SEA. But it does add value to 

the ABC of cybersecurity. The observations and participant feedbacks that were collected 

during the study do not only help to improve the gaming approach, but they also showed that it 
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is a reasonable approach to create Awareness for SE. Whether it can help change people’s 

Behavior in real-life SE situations and create a SE resilient Culture is yet to be tested. 

This game was fun and educational. I guess, I learned more in this half day than in the last 

couple of months in vocational school. (20; defense) Although this statement is subjective and 

should be treated carefully and neither reflects the quality of the school nor of the serious game, 

it nevertheless indicates that the SG approach was impressive, was fun, involved the 

participants in the game, and made people aware about SE threats and rationales. 
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B. Serious Game Material 
B.1 Serious Game Script 
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B.2 Game Master Manual 

 

Sequence Action Responsibility Duration

First 

Iteration

1) Introduction Statement Comment

"…now we change point of views…you are now the social engineers and you will create a 

social engineering attack….we will play in 4 teams each with 2 players and you will attack a 

fictitious company...you are playing against the other teams and the best team will win...I will 

assign you in teams per 2 persons and afterwards you will receive from me the game material"

2) Assigning participants at table into 4 teams à 2 persons Moderate

3) Distribute background information sheet (1 x per team) Distribute & demand reading

4) Distribution of game material per team (overall 4 teams) Distribute

1 x Situation Map

1 x Target Person Description
Mention structure of the description

5) INFORMATION-Phase - Teams make themselves familiar with game material Time keeping & moderate 10 Min.

6) Distribute compliance principles cards (3x) and attack vector cards (3x) per team 1 x 

attack plan sheet per team

Distribute
2-3 Min.

3 x Compliance Principles

3 x Attack Vectors

1 x Attack plan (to be filled out)

7) BRAINSTORMING- Phase - Preparation of attack & completion of attack plan sheet Time keeping & moderate 15 Min.

8) Explain process of evaluation phase Comment 1-2 Min.

- Each team presents its attack

- Presentation evaluation per team via scoring cards 

9) PRESENATATION & DISCUSSION of Social Engineering Attacks per team Time keeping & moderate 10 Min. per 

Team (x4)

- Moderation of  evaluation phase

- Request from evaluating teams to vote for scoring via scoring cards

- Distribute and explain scoring cards

- Collect scoring cards and sum up the distributed points per team

 on scorecard

BREAK 15 Min.

Second 

Iteration

10) Distribute additional game material (map of relationship network) Distribute 1-2 Min.

11) Repeat 6) - 7) Moderate 1 Min.

12) Repeat 8) Comment 1-2 Min.

Repeat 9) Time keeping & moderate 7 Min. per 

Team

- Mention attack improvement proposals (Teams may win additional points for 

attack improvement potentials)

13) Evaluation of winner team Evaluation of Scorecard 1-2 Min.

Sum up points on scorecard per team

14) Request completion of post-game online survey via QR-Code or paper-based Moderate & control

15) Collect game material completely and hand it to the researchers Collect

6-8 Min.

GAME MASTER MANUAL

1 x

1 x

1 x
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B.3 Serious Game Team Worksheets 
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B.4 Fictious target persons 
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B.5 Compliance Principles sheets 
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B.6 Attack Vector Sheets 
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B.7 Evaluation Sheet – Score Card 
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B.8 Background Information Sheet 
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B.9 Situation Map Sheet 
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B.10 Sociogram 
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B.11 Excerpt of Sample Documentation 
Attack Plans Examples 
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Score Card examples 
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Sample Data Reporting 

 

Serious Gaming Data Reporting

Research Method: Field Observation

Researcher’s involvement: Administrator; Game Master - Observer-as-Participant

Sampling Purposive Sampling

Data Collection/Recording: Field Interview; Field Notes; Photographs; Game sheets

Sample No.: 1

Organization: SAMSUNG / ASUT

Date: 05.12.2019

Time: 15:00 - 16:30

Location: Zürich (CH); SAMSUNG premises

Duration: 1.5h

Room: Meeting Room Schaffhausen

Room conditions: climatized, light, on company’s business floor, almost too small for the training

Paid/unpaid: unpaid

Game extent: 1 Round – Speed dating version; w time keeping

Table administration: one table with 4 teams à 2-3 persons; 9 persons  

Preceding SE presentation: No

Pre-/post-questionnaire: No

Language (game material): English

Language game: German / Swiss German

Game masters No.: 9

Game Master Training: No

GM Training administration:

Sample size: 9

Population demographics

Male-Female ratio: 78% male (7/9)

Age range: 23 - 50

Sample industries: telecommunication, consumer electronics

Sample professions: Finance specialist, Controller, Key Account Manager, Consultant, Self-employed 

consultant, Marketing specialist

Sample behaviour: The population was in general interested in the game, but they did not take it 

seriously in the same manner. All of the participants volunteered to help and be a 

game master in the succeeding serious gaming event. Nevertheless, most of the 

participants were engaged in understanding the game material and playing the 

game. As the purpose was to train the game masters, the administration of the 

game was not comparabale to the event. Some took it easily and thought they 

know better than others, without the need to understand precisely. Some of the 

participants were nervous and feared the succeeding event, where they had to be 

game masters. The time for preaparing the game masters was not sufficient 

enough and they lacked the SE presentation for understanding the rationales 

behind the SE and how this is reflected within the game.

Socio-cultural behaviour: The participants reflected a diverse demography in terms of gender, age, 

education, profession, personality and extent of professional experience. This was 

partially recognizable durin the game as well, whereas older participants, 

participants with higher education and participants who seemed to be more open 

and extravert dominated during the discussions of the game proceedings.

Population feedbacks: interesting game and educational, fun, wished to have more time available

Criminal behaviour/intentions:

Citations of feedbacks: 1) "The game wasn't perfectly administered. The introduction to the game material 

could have been better." 2) "An introductory presentation was missing for loading 

the participants."

Other observations: Participants filled out the Attack Plan sheet as requested. Either they understood 

quite well their task or it was more focused on by the researcher to make clear 

their task and how to proceed with the sheet.

Other Remarks Participants volunteered for the game, but received a prize from the organizer for 

their efforts. 
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 Serious Gaming Data Reporting

Research Method: Field Observation

Researcher’s involvement: Administrator - Observer-as-Participant

Sampling Purposive Sampling

Data Collection/Recording: Field Interview; Field Notes; Photographs; Game sheets

Sample No.: 2

Organization: SAMSUNG / ASUT

Date: 05.12.2019

Time: 17:30 -19:00

Location: Zürich (CH); SAMSUNG premises

Duration: 1.5h

Room: Plenary hall

Room conditions: climatized, light, separated from company’s business floor

Paid/unpaid: unpaid

Game extent: 1 Round – Speed dating version; w time keeping

Table administration: 9 tables up to 10 persons per table; teams à 2-3 persons; people were allocated 

randomly to the table by drawing table number while entering the playground

Preceding SE presentation: Yes

Pre-/post-questionnaire: No

Language (game material): English

Language game: German / Swiss German

Game masters No.: 9

Game Master Training: Yes

GM Training administration: 1.5h immediately before the Serious Gaming event

Sample size: 70

Population demographics

Male-Female ratio:

Age range: 35-60

Sample industries: telecommunication, consulting, SME, engineering

Sample professions: CEO, CFO, company owner, CISO, Head of R&D, Manager

Sample behaviour: The population was genreally heavily interested in the presentation and the 

following serious game. The populatuion consisted primarily of C-level employees. 

A high engagement during the game was observed. The seniority and position of 

the emplyees also let us observe a high intention to win an succeed in the game, 

being a good Social Engineer. Even participants that arrived late regreted to do so. 

As it was an ASUT member apéro, people often just come after the presentation 

for the free apéro. People clearly regreted this. Group discussions were on an 

intense level from the beginning, although it was played only 1 round with time 

keeping in place. However, time didn't matter and passed by without people being 

disengaged.

Socio-cultural behaviour: The participant table composition was randomly assigned. The co-operation 

among the teams and within the teams differed. Among the teams there were 

frequently discussion about proposing attack improvements. For sure, also driven 

by the motivation to win, which could also correalte to the fact that the participants 

were primarily C-level. The co-operation within the teams was ranging from being 

directive, co-operative or being autoritarian.

Population feedbacks: interesting game and educational, fun, wished to have more time available, 

possible to replicate in other scenarios?

Criminal behaviour/intentions: The time keeping was administered by using stylish egg timers and it was clearly 

visible that these are part of the game material and not a present to the population. 

It appeared that one of the participants managed to steal an egg timer. The 

researcher was in a position to see the process of thieving. The thieve managed 

to distract the game master at the table and in a moment of absence put the egg 

timer into his pocket. At this point, it is not clear, whether the participant just 

wanted to test his abilities of being a good Social Engineer and showing them off 

or whether he really wanted to take the egg timer with him. It turned out that the 

participant was colleague of the presentation presenter and only gave it back once 

on the way back home while saying goodbye, telling that he thought it was a 

present to the participants by the organizer. Without mentioning the theft to the 

presenter, the thieve would have taken with him the egg timer willingly. Although it 

might not be clear, whether there was a real criminal intention or whether it was 

solely for the purpose of showing off, it is nevertheless an indicator that the game 

might unveil criminal dispositions and their succeeding behaviour. Thus, together 

with some personality profile, the game could probably act as an identifier of white 

collar insider threats, being crime preventinve.

Citations of feedbacks: 1) "The room was almost too small, as it has become too noisy." 2) "Did you 

develop this game? We think this has huge potential and we could play it in our 

company as well." 3) "Can we take the game material with us?" 4) "The game 

should be digitized in order to scale it and make it more accessible." 5) "This was 

the best ASUT member event, I have ever been. I wish all would be that 

enjoyable." 6) "The game was really fun and we could administer it in our 

company as well. The only problem I had was with the game material, as I am not 

perfectly fluent in English." 7) "This was an interesting and educational event. One 

suggestion for the game from my side would be an introduction sheet at the 

beginning of the game."

Other observations: As the population consisted primarily of C-level employees and as the game was 

part of a regularly recurring event of the Swiss Association of Telecommunication, 

the participants had a specific expectation of the event. At the beginning of the 

event a little scepticism was observed. Especially as it came to the random table 

assignment of the participants, they were rather reserved and by far not open or 

flexible, but rather anoyed of being deprived their freedom of table and sitting 

neighbor selection. It could be that this was primarily to the experiences with 

previous events and facing the unexpected. Nevertheless, the serious game 

turned out to be entertaining for almost all people. Most of the participants were 

German mother-tongue speaking. Although the presentation was held in German, 

the game material was in English, only. Some participants seemed to have 

problems with understanding the material in English. For future case-studies the 

material will also be available in German. Most of the teams did not follow the 

instructions to fill out the Attack Plan sheet as provided in the example. Some 

didn't even fill it out, others filled it out but rather provisionally and not 

corresponding to the examples. This could mean that they did not understand the 

rationale of the game, which is not positive. However, this alone does not mean 

the awareness creation process was unsuccessful.

Other Remarks Catering during game; the teams with the most achieved points per table won a 

prize sponsored by the organizer. The participants did not know in advance what 

the prize would be.
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Serious Gaming Data Reporting

Research Method: Field Observation with Post-Questionnaire

Researcher’s involvement: Administrator; Game Master - Observer-as-Participant

Sampling: Purposive Sampling

Data Collection/Recording: Field Interview; Field Notes; Game sheets

Sample No.: 3

Organization: Swiss Army - FUB

Date: 13.02.2020

Time: 8:30 - 12:30

Location: Bern (CH) - Swiss Army FUB premises

Duration: 4h 

Room: Meeting room

Room conditions: not climatized - hot; airless, muggy; on business floor; windows to the aisle

Paid/unpaid: unpaid

Researcher’s involvement: Administrator; Game Master

Game extent: 2 Round - including Sociogram & improvement proposals in 2nd round; w/o time 

keeping

Table administration: 1 table with 3 teams à 2 persons

Preceding SE presentation: Yes

Pre-/post-questionnaire: Yes - post-questionnaire

Language (game material): English

Language game: German / Swiss German

Game masters No.: 2

Game Master Training: No

GM Training administration: -

Sample size: 5 -6 (6 in 1st round - 5 in 2nd round)

Population demographics

Male-Female ratio: 100% male (5/5)

Age range: 19 - 22

Population industries: IT Command of Swiss Armed Forces

Population professions: IT apprentices

Population behaviour: Silent; restrained, shy,  in 2nd round sample entities were more open

Socio-cultural behaviour: good co-operation among team-members; per each team 1 member was taking 

the lead and presenting;

Population feedbacks: interesting game; fun & interesting playing; good way to get to know about SE; 

wish to have more of such in their vocational training

Criminal behaviour/intentions: One entity explicitly showed potential criminal dispositions by his imaginative 

power and his statements about previous fictious plans in his youth

Citations of feedbacks: 1) "And do you already have some idea for an attack? - Yes, we could poison the 

assistant's cat, such that she has to go to the doctor's and we can take 

advantageof her not being present in the office….we would smash the windows in 

the office…." - "These are things I already made up when I was 14 years old." 2) 

"Oh, we did not recognize the time passing by" 3)

Other observations/final remarks:

In general, the sample entities did a good job in imagining SE scenarios with an 

increasing breadth and depth over the duration of the game. Their continuous high 

involvment in the game, as well as their feedbacks suggest that the game is fun, 

encourages to think about SE attacks and their components. Sample entities did 

not recognize the time flying by, which could be assessed as an indicator of high 

cognitive involvement. One of the entities explicitly stated that Compliance 

principles and Attack Vectors should be omited. This reflects that he did nit get the 

rationale of SE and its application in the game right. Although the whole population 

was rather silent and shy, the entity being most shy showed the most imaginative 

power and criminal fantasy. Overall, the population did not manage to keep the 

guidelines of the game structure and the structure of the attack plan. Compliance 

Principles and Attack Vectors were not chosen uniquely, but rather a combination 

of the available cards was used or new other, not chosen or available, principles 

were applied. Although the population showed high imaginative power to form an 

attack, they did not manage to stay within the guidelines. Sometimes, their 

approach was rather unstructured, however extensively. The discussion among 

the groups increased in round 2, suggesting a learning effect and a familiarization 

with the game in general. Moreover, the evaluation phase discussions were 

deeper and with more content in round 2, as well. The possibility of proposing 

improvments to the attacks fostered the group discussions and the argumentation 

among the sample entities. This is also a good method for reflecting the principles 

and to deal with SE principples. By this approach to observe the population within 

an official professional environment, the population is likely to behave in a natural 

way compared to situations where the population is aware of being part of an 

experiment. In general, less compliance to the game structure was observed 

compared to the one in sample 02 

Other Remarks
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C. Excerpt of Pre-experiment survey 

Social Engineering - (Not) A Game: Survey 

Information on the research study 

Dear participant 

thank you very much for taking part in this study. 

I, Fabian Muhly (study director), am a research assistant at the Swiss Armed Forces Military Academy 

(MILAK) and a doctoral student at the University of Lausanne. As part of my doctoral thesis at the University 

of Lausanne on the subject of social engineering, I am conducting the experimental research study described 

below as study director with the support of the Swiss Armed Forces (ASTAB, MILAK, AFCSO), based on Art. 

4, 13 and 22 of the Federal Act on Data Protection (DSG; SR 235.1). Due to the interest of the Armed Forces in 

the results of this study, they are supporting me in carrying it out. 

Prof. Dr. Stefano Caneppele, University of Lausanne, is scientifically supervising me. 

Objective and benefit: 

According to Art. 58 of the Federal Constitution (SR 101), the armed forces serve to prevent war, defend the 

country and its population and support the civilian authorities in countering serious threats. 

In many cyber-attacks, humans are the immediate target for cyber criminals and other motivated actors. In so-

called social engineering attacks, attackers use methods of trickery to gain access to information that can be 

used for financial purposes or espionage. Even defence institutions are not spared from such attacks. Effective 

defence strategies against such attacks are still scarce. This research study aims to contribute to changing this.  

In consultation with MILAK and the Armed Forces Command Support Organisation (AFCSO), we want to use 

the study to find out in particular how vulnerability to cyber trickery (so-called social engineering) can be 

reduced by means of an awareness-raising board game and by analysing individual personality patterns.  

By participating in the study, you will help the Swiss Armed Forces to evaluate defence strategies against cyber 

trickery and contribute to increasing cyber security in the Swiss Armed Forces. 

Study procedure: 

You as members of the armed forces, resp. Ristl Bat 4 of the CS bde 41/SCS, will: 

1.     be asked below to declare your consent for voluntary participation in the experimental research study in 

question; 

2.     participate in the study by providing your personal e-mail address (not work or military related) during the 

subsequent online questionnaire for use in the cyber trickery test as described in section 4; be asked about 

demographics, self-perception and (cyber) risk attitude in this online questionnaire that takes about 15 minutes; 

3.     be invited to participate in the framework of the refresher course from 19.04.2022 to 06.05.2022 in an 

interactive tabletop game with comrades designed to evaluate the vulnerability to cyber trickery. This activity 

will be provided physically during ½ day of your repetition course, as agreed between the commander of Ristl 

Bat 4 and the study director F. Muhly The effective allocation is made by the commander Ristl Bat 4; 

4.     receive cyber trickery that test the change in personal vulnerability to cyber trickery before and after the 

board game. 
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The total effort for the participants amounts to a maximum of about 5 hours. As said under 3. above, you have 

half a day of your repetition course at your disposal, as agreed with the commander Ristl Bat 4. 

Data processing: 

All data goes directly to the study director F. Muhly. The army has no access to this data. In an agreement 

between the army and F. Muhly, the latter commits himself: 

-   To use all data (e-mail addresses, information on the questions in the questionnaire, information from the 

interactive online board game and from the cyber trick fraud test) exclusively personally for the study; 

-   To not disclose any data to third parties, not to employees of the University of Lausanne or the Swiss Armed 

Forces; 

-   To destroy the data after completion of the study, but at the latest upon completion of the doctorate, and 

report the completion to the army; 

-   To make the anonymized study results available and free of charge to the armed forces and the participants, 

or to publish them after consultation with the armed forces. 

Risks of participation: 

Participation in this study is voluntary, free of charge and gratuitous. You can cancel participation in the study 

at any time, without giving reasons and without disadvantages. The data will subsequently be destroyed 

immediately. Your data will only be used for the purpose of this study. 

Persons of contact: 

Alternatively, if you have any questions, concerns or complaints, contact: 

-   Study director:   E-mail: fabian.muhly@vtg.admin.ch – Telephone: +41 58 485 75 71 ; 

-   Contact person armed forces:   E-mail: hugo.roux@vtg.admin.ch – Telephone: +41 58 467 27 21; 

-   Kdt Ristl Bat 4 CS bde 41/SCS:   E-mail: gian-reto.schmidlin@vtg.admin.ch – Telephone: +41 58 467 96 

23 

Funding and audit of the study: 

The study is financed by the study director's own funds. 

The study was reviewed by the Ethics Committee of the faculty of Law, Criminal Sciences and Public 

Administration of the University of Lausanne with the review number: E_FDCA_102020_00003. 

There are 129 questions in this survey. 

Demographics/General Questions 

General questions  

Please state your participant-ID from the flyer hereafter: *  

Please write your answer here: 

(e.g.: 037)  
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I hereby confirm that I can be contacted via the e-mail address entered hereafter and 

that I am the rightful owner of it. *  

Please choose only one of the following: 

Yes  

No  

Your E-Mail address is used solely for the purpose of this study and to inform you. After 

successful completion of the study, it will be deleted according to legal requirements.  

You have answered NO to the previous question. Please enter your correct e-mail 

address below, which belongs only to you. 

Without providing your correct email address, you will falsify the study results and 

prevent the successful completion of an elaborate and valuable research study. 

THANK YOU 

Only answer this question if the following conditions are met: 

Answer was 'No' at question ' [G02]' (I hereby confirm that I can be contacted via the e-mail 

address entered hereafter and that I am the rightful owner of it. ) 

Please state your personal E-mail address (not work or military related) hereafter: *  

Please check the format of your answer.  

Please write your answer here: 

What is your gender? 

Please choose the appropriate response for each item: 

 Male Female Diverse 

What is your year of birth?  

Choose one of the following answers  

Please choose only one of the following: 

2005  

2004  

2003  

2002  

2001  
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2000  

1999  

1998  

1997  

1996  

1995  

1994  

1993  

1992  

1991  

1990  

1989  

1988  

1987  

1986  

1985  

1984  

1983  

1982  

1981  

1980  

1979  

1978  

1977  

1976  

1975  

1974  

1973  
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1972  

1971  

1970  

1969  

1968  

1967  

1966  

1965  

1964  

1963  

What is your mother tongue?  

Check all that apply  

Please choose all that apply: 

French  

German  

Italian  

English  

Other  

In the last 12 months, did you participate in a training that focused on how to protect 

personal data and information? *  

Please choose the appropriate response for each item: 

 YES NO 

Was it an online training?  

Only answer this question if the following conditions are met: 

Answer was 'YES' at question ' [D04]' (In the last 12 months, did you participate in a training that 

focused on how to protect personal data and information? ()) 

Please choose the appropriate response for each item: 

 YES NO 
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In the last 12 months, did you participate in a training that focused on how to protect 

military-related data and information? *  

Please choose the appropriate response for each item: 

 YES NO 

Was it an online training?  

Only answer this question if the following conditions are met: 

Answer was 'YES' at question ' [D05]' (In the last 12 months, did you participate in a training that 

focused on how to protect military-related data and information? ()) 

Please choose the appropriate response for each item: 

 YES NO 

How important do you consider the security of personal information in your daily life? 

*  

Please choose the appropriate response for each item: 

 

Not 

important at 

all 

Not 

important 
Neutral Important 

Very 

important 

How important do you consider the security of military-related information in daily 

life? *  

Please choose the appropriate response for each item: 

 

Not 

important at 

all 

Not 

important 
Neutral Important 

Very 

important 

Individual patterns (1/3) 

Questions about self-perception. Please indicate how much the statement applies to you.  

I would be quite bored by a visit to an art gallery. *  

Please choose the appropriate response for each item: 

 
Disagree 

strongly 

Disagree a 

little 

Neither agree 

nor disagree 
Agree a little 

Agree 

strongly 
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I plan ahead and organize things, to avoid scrambling at the last minute. *  

Please choose the appropriate response for each item: 

 
Disagree 

strongly 

Disagree a 

little 
Neutral Agree a little 

Strongly 

agree 

I rarely hold a grudge, even against people who have badly wronged me. *  

Please choose the appropriate response for each item: 

 
Strongly 

disagree 
Disagree Neutral Aagree 

Strongly 

agree 

I feel reasonably satisfied with myself overall. *  

Please choose the appropriate response for each item: 

 
Strongly 

disagree 
Disagree Neutral Agree 

Strongly 

agree 

I would feel afraid if I had to travel in bad weather conditions. *  

Please choose the appropriate response for each item: 

 
Strongly 

disagree 
Disagree Neutral Agree  

Strongly 

agree 

I wouldn't use flattery to get a raise or promotion at work, even if I thought it would 

succeed. *  

Please choose the appropriate response for each item: 

 
Strongly 

disagree 
Disagree Neutral Agree 

Strongly 

agree 

I'm interested in learning about the history and politics of other countries. *  

Please choose the appropriate response for each item: 

 
Strongly 

disagree 
Disagree Neutral Agree 

Strongly 

agree 
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I often push myself very hard when trying to achieve a goal. *  

Please choose the appropriate response for each item: 

 
Strongly 

disagree 
Disagree Neutral Agree 

Strongly 

agree 

People sometimes tell me that I am too critical of others. *  

Please choose the appropriate response for each item: 

 
Strongly 

disagree 
Disagree Neutral Agree 

Strongly 

agree 

I rarely express my opinions in group meetings. *  

Please choose the appropriate response for each item: 

 
Strongly 

disagree 
Disagree  Neutral Agree 

Strongly 

agree 

I sometimes can't help worrying about little things. *  

Please choose the appropriate response for each item: 

 
Strongly 

disagree 
Disagree  Neutral Agree 

Strongly 

agree 

If I knew that I could never get caught, I would be willing to steal a million dollars. *  

Please choose the appropriate response for each item: 

 
Strongly 

disagree 
Disagree  Neutral Agree 

Strongly 

agree 

I would enjoy creating a work of art, such as a novel, a song, or a painting. *  

Please choose the appropriate response for each item: 

 
Strongly 

disagree 
Disagree  Neutral Agree 

Strongly 

agree 
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When working on something, I don't pay much attention to small details. *  

Please choose the appropriate response for each item: 

 
Strongly 

disagree 
Disagree  Neutral Agree 

Strongly 

agree 

People sometimes tell me that I'm too stubborn. *  

Please choose the appropriate response for each item: 

 
Strongly 

disagree 
Disagree  Neutral Agree 

Strongly 

agree 

I prefer jobs that involve active social interaction to those that involve working alone. 

*  

Please choose the appropriate response for each item: 

 
Strongly 

disagree 
Disagree  Neutral Agree 

Strongly 

agree 

When I suffer from a painful experience, I need someone to make me feel 

comfortable. *  

Please choose the appropriate response for each item: 

 
Strongly 

disagree 
Disagree  Neutral Agree 

Strongly 

agree 

Having a lot of money is not especially important to me. *  

Please choose the appropriate response for each item: 

 
Strongly 

disagree 
Disagree  Neutral Agree 

Strongly 

agree 

I think that paying attention to radical ideas is a waste of time. *  

Please choose the appropriate response for each item: 

 
Strongly 

disagree 
Disagree  Neutral Agree 

Strongly 

agree 
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I make decisions based on the feeling of the moment rather than on careful thought. *  

Please choose the appropriate response for each item: 

 
Strongly 

disagree 
Disagree  Neutral Agree 

Strongly 

agree 

People think of me as someone who has a quick temper. *  

Please choose the appropriate response for each item: 

 
Strongly 

disagree 
Disagree  Neutral Agree 

Strongly 

agree 

On most days, I feel cheerful and optimistic. *  

Please choose the appropriate response for each item: 

 
Strongly 

disagree 
Disagree  Neutral Agree 

Strongly 

agree 

I feel like crying when I see other people crying. *  

Please choose the appropriate response for each item: 

 
Strongly 

disagree 
Disagree  Neutral Agree 

Strongly 

agree 

I think that I am entitled to more respect than the average person is. *  

Please choose the appropriate response for each item: 

 
Strongly 

disagree 
Disagree  Neutral Agree 

Strongly 

agree 

If I had the opportunity, I would like to attend a classical music concert. *  

Please choose the appropriate response for each item: 

 
Strongly 

disagree 
Disagree  Neutral Agree 

Strongly 

agree 
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When working, I sometimes have difficulties due to being disorganized. *  

Please choose the appropriate response for each item: 

 
Strongly 

disagree 
Disagree  Neutral Agree 

Strongly 

agree 

My attitude toward people who have treated me badly is “forgive and forget”. *  

Please choose the appropriate response for each item: 

 
Strongly 

disagree 
Disagree  Neutral Agree 

Strongly 

agree 

I feel that I am an unpopular person. *  

Please choose the appropriate response for each item: 

 
Strongly 

disagree 
Disagree  Neutral Agree 

Strongly 

agree 

When it comes to physical danger, I am very fearful. *  

Please choose the appropriate response for each item: 

 
Strongly 

disagree 
Disagree  Neutral Agree 

Strongly 

agree 

If I want something from someone, I will laugh at that person's worst jokes. *  

Please choose the appropriate response for each item: 

 
Strongly 

disagree 
Disagree  Neutral Agree 

Strongly 

agree 

I’ve never really enjoyed looking through an encyclopedia. *  

Please choose the appropriate response for each item: 

 
Strongly 

disagree 
Disagree  Neutral Agree 

Strongly 

agree 
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I do only the minimum amount of work needed to get by. *  

Please choose the appropriate response for each item: 

 
Strongly 

disagree 
Disagree  Neutral Agree 

Strongly 

agree 

I tend to be lenient in judging other people. *  

Please choose the appropriate response for each item: 

 
Strongly 

disagree 
Disagree  Neutral Agree 

Strongly 

agree 

In social situations, I’m usually the one who makes the first move. *  

Please choose the appropriate response for each item: 

 
Strongly 

disagree 
Disagree  Neutral Agree 

Strongly 

agree 

I worry a lot less than most people do. *  

Please choose the appropriate response for each item: 

 
Strongly 

disagree 
Disagree  Neutral Agree 

Strongly 

agree 

I would never accept a bribe, even if it were very large. *  

Please choose the appropriate response for each item: 

 
Strongly 

disagree 
Disagree  Neutral Agree 

Strongly 

agree 

People have often told me that I have a good imagination. *  

Please choose the appropriate response for each item: 

 
Strongly 

disagree 
Disagree  Neutral Agree 

Strongly 

agree 
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I always try to be accurate in my work, even at the expense of time. *  

Please choose the appropriate response for each item: 

 
Strongly 

disagree 
Disagree  Neutral Agree 

Strongly 

agree 

I am usually quite flexible in my opinions when people disagree with me. *  

Please choose the appropriate response for each item: 

 
Strongly 

disagree 
Disagree  Neutral Agree 

Strongly 

agree 

The first thing that I always do in a new place is to make friends. *  

Please choose the appropriate response for each item: 

 
Strongly 

disagree 
Disagree  Neutral Agree 

Strongly 

agree 

I can handle difficult situations without needing emotional support from anyone else. *  

Please choose the appropriate response for each item: 

 
Strongly 

disagree 
Disagree  Neutral Agree 

Strongly 

agree 

I would get a lot of pleasure from owning expensive luxury goods. *  

Please choose the appropriate response for each item: 

 
Strongly 

disagree 
Disagree  Neutral Agree 

Strongly 

agree 

I like people who have unconventional views. *  

Please choose the appropriate response for each item: 

 
Strongly 

disagree 
Disagree  Neutral Agree 

Strongly 

agree 
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I make a lot of mistakes because I don’t think before I act. *  

Please choose the appropriate response for each item: 

 
Strongly 

disagree 
Disagree  Neutral Agree 

Strongly 

agree 

Most people tend to get angry more quickly than I do. *  

Please choose the appropriate response for each item: 

 
Strongly 

disagree 
Disagree  Neutral Agree 

Strongly 

agree 

Most people are more upbeat and dynamic than I generally am. *  

Please choose the appropriate response for each item: 

 
Strongly 

disagree 
Disagree  Neutral Agree 

Strongly 

agree 

I feel strong emotions when someone close to me is going away for a long time. *  

Please choose the appropriate response for each item: 

 
Strongly 

disagree 
Disagree  Neutral Agree 

Strongly 

agree 

I want people to know that I am an important person of high status. *  

Please choose the appropriate response for each item: 

 
Strongly 

disagree 
Disagree  Neutral Agree 

Strongly 

agree 

I don’t think of myself as the artistic or creative type. *  

Please choose the appropriate response for each item: 

 
Strongly 

disagree 
Disagree  Neutral Agree 

Strongly 

agree 
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People often call me a perfectionist. *  

Please choose the appropriate response for each item: 

 
Strongly 

disagree 
Disagree  Neutral Agree 

Strongly 

agree 

Even when people make a lot of mistakes, I rarely say anything negative. *  

Please choose the appropriate response for each item: 

 
Strongly 

disagree 
Disagree  Neutral Agree 

Strongly 

agree 

I sometimes feel that I am a worthless person. *  

Please choose the appropriate response for each item: 

 
Strongly 

disagree 
Disagree  Neutral Agree 

Strongly 

agree 

Even in an emergency I wouldn’t feel like panicking. *  

Please choose the appropriate response for each item: 

 
Strongly 

disagree 
Disagree  Neutral Agree 

Strongly 

agree 

I wouldn’t pretend to like someone just to get that person to do favors for me. *  

Please choose the appropriate response for each item: 

 
Strongly 

disagree 
Disagree  Neutral Agree 

Strongly 

agree 

I find it boring to discuss philosophy. *  

Please choose the appropriate response for each item: 

 
Strongly 

disagree 
Disagree  Neutral Agree 

Strongly 

agree 
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I prefer to do whatever comes to mind, rather than stick to a plan. *  

Please choose the appropriate response for each item: 

 
Strongly 

disagree 
Disagree  Neutral Agree 

Strongly 

agree 

When people tell me that I’m wrong, my first reaction is to argue with them. *  

Please choose the appropriate response for each item: 

 
Strongly 

disagree 
Disagree  Neutral Agree 

Strongly 

agree 

When I’m in a group of people, I’m often the one who speaks on behalf of the group. *  

Please choose the appropriate response for each item: 

 
Strongly 

disagree 
Disagree  Neutral Agree 

Strongly 

agree 

I remain unemotional even in situations where most people get very sentimental. *  

Please choose the appropriate response for each item: 

 
Strongly 

disagree 
Disagree  Neutral Agree 

Strongly 

agree 

I’d be tempted to use counterfeit money, if I were sure I could get away with it. *  

Please choose the appropriate response for each item: 

 
Strongly 

disagree 
Disagree  Neutral Agree 

Strongly 

agree 

Victimization 

Victimization  

In the past 12 months, have you ever received an email link sent by someone who - 

posing as a trusted institution- asked you to provide sensitive data such as personally 

identifiable information, banking and credit card details, and passwords? *  

Please choose the appropriate response for each item: 

 YES NO 

How often?  
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Only answer this question if the following conditions are met: 

Answer was 'YES' at question ' [V01]' (In the past 12 months, have you ever received an email 

link sent by someone who - posing as a trusted institution- asked you to provide sensitive data 

such as personally identifiable information, banking and credit card details, and passwords? ()) 

Please choose the appropriate response for each item: 

 1 
2-

5 
>5 

In the past 12 months, have you ever opened an email link sent by someone who - 

posing as a trusted institution- asked you to provide sensitive data such as personally 

identifiable information, banking and credit card details, and passwords? *  

Please choose the appropriate response for each item: 

 YES NO 

How often?  

Only answer this question if the following conditions are met: 

Answer was 'YES' at question ' [V02]' (In the past 12 months, have you ever opened an email link 

sent by someone who - posing as a trusted institution- asked you to provide sensitive data such as 

personally identifiable information, banking and credit card details, and passwords? ()) 

Please choose the appropriate response for each item: 

 1 
2-

5 
>5 

In the past 12 months, have you ever sent online sensitive data (personally identifiable 

information, banking and credit card details, and passwords) to someone - posing as a 

trusted institution- who sent you the request through an email? *  

Please choose the appropriate response for each item: 

 YES NO 

How often?  

Only answer this question if the following conditions are met: 

Answer was 'YES' at question ' [V03]' (In the past 12 months, have you ever sent online sensitive 

data (personally identifiable information, banking and credit card details, and passwords) to 

someone - posing as a trusted institution- who sent you the request through an email? ()) 
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Please choose the appropriate response for each item: 

 1 
2-

5 
>5 

If you have suffered financial losses, please indicate how much money you lost in 

CHF:  

Please write your answer here: 

Did you report the fact to police? *  

Please choose the appropriate response for each item: 

 YES NO 
Not 

applicable 

You said you have reported. Could you tell us, why you decided to report?  

Only answer this question if the following conditions are met: 

Answer was 'YES' at question ' [V05]' (Did you report the fact to police? ()) 

Choose one of the following answers  

Please choose only one of the following: 

To protect other persons  

To assist the police in prosecuting  

To be entitled to an insurance benefit  

Other  

You said you have not reported. Could you tell us, why you decided to not report?  

Only answer this question if the following conditions are met: 

Answer was 'NO' at question ' [V05]' (Did you report the fact to police? ()) 

Choose one of the following answers  

Please choose only one of the following: 

I would have had no advantage from a report  

I was ashamed  

A report does not help the police to solve the case  

Reporting it is too inconvenient and/or I don't know how and where to report it  
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Other  

In the next 12 months, how likely is it you, unvoluntary, disclose personal information 

online to someone who via email - posing as a trusted institution - asked you to 

provide sensitive data (e.g. banking and credit card details, and passwords)? *  

Please choose the appropriate response for each item: 

 
Very 

unlikely 
Unlikely Neutral Likely 

Very 

Likely 

| No, not at all | Yes, extremly      

Individual patterns (2/3) 

Please indicate for the below statements how often you engaged in the described activity in the 

last 6 months (Never - Daily). 

Sharing passwords with friends and colleagues. *  

Please choose the appropriate response for each item: 

 Never Once Quarterly Monthly 
Bi-

weekly 
Weekly Daily 

Using or creating passwords that are not very complicated (e.g. family name and date 

of birth). *  

Please choose the appropriate response for each item: 

 Never Once Quarterly Monthly 
Bi-

weekly 
Weekly Daily 

Using the same password for multiple websites. *  

Please choose the appropriate response for each item: 

 Never Once Quarterly Monthly 
Bi-

weekly 
Weekly Daily 

Using online storage systems to exchange and keep personal or sensitive information. 

*  

Please choose the appropriate response for each item: 

 Never Once Quarterly Monthly 
Bi-

weekly 
Weekly Daily 
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Entering payment information websites that have no clear security 

information/certification. *  

Please choose the appropriate response for each item: 

 Never Once Quarterly Monthly 
Bi-

weekly 
Weekly Daily 

Using free-to-access public Wi-Fi. *  

Please choose the appropriate response for each item: 

 Never Once Quarterly Monthly 
Bi-

weekly 
Weekly Daily 

Relying on a trusted friend or colleague to advise you on aspects of online-security. *  

Please choose the appropriate response for each item: 

 Never Once Quarterly Monthly 
Bi-

weekly 
Weekly Daily 

Downloading free anti-virus software from an unknown source. *  

Please choose the appropriate response for each item: 

 Never Once Quarterly Monthly 
Bi-

weekly 
Weekly Daily 

Disabling the anti-virus on my work computer so that I can download information 

from websites. *  

Please choose the appropriate response for each item: 

 Never Once Quarterly Monthly 
Bi-

weekly 
Weekly Daily 

Bringing in my own USB to work in order to transfer data on to it. *  

Please choose the appropriate response for each item: 

 Never Once Quarterly Monthly 
Bi-

weekly 
Weekly Daily 
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Checking that software for your smartphone/tablet/laptop/Pc is up-to-date. *  

Please choose the appropriate response for each item: 

 Never Once Quarterly Monthly 
Bi-

weekly 
Weekly Daily 

Downloading digital media (music, films, games) from unlicensed sources. *  

Please choose the appropriate response for each item: 

 Never Once Quarterly Monthly 
Bi-

weekly 
Weekly Daily 

Sharing my current location on social media. *  

Please choose the appropriate response for each item: 

 Never Once Quarterly Monthly 
Bi-

weekly 
Weekly Daily 

Accepting friend requests on social media because you recognise the photo. *  

Please choose the appropriate response for each item: 

 Never Once Quarterly Monthly 
Bi-

weekly 
Weekly Daily 

Clicking on links contained in unsolicited emails from an unknown source. *  

Please choose the appropriate response for each item: 

 Never Once Quarterly Monthly 
Bi-

weekly 
Weekly Daily 

Sending personal information to strangers over the Internet. *  

Please choose the appropriate response for each item: 

 Never Once Quarterly Monthly 
Bi-

weekly 
Weekly Daily 
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Clicking on links contained in an email from a trusted friend or work colleague. *  

Please choose the appropriate response for each item: 

 Never Once Quarterly Monthly 
Bi-

weekly 
Weekly Daily 

Checking for updates to any anti-virus software you have installed. *  

Please choose the appropriate response for each item: 

 Never Once Quarterly Monthly 
Bi-

weekly 
Weekly Daily 

Downloading data and material from websites on my work computer without checking 

its authenticity. *  

Please choose the appropriate response for each item: 

 Never Once Quarterly Monthly 
Bi-

weekly 
Weekly Daily 

Storing company information on my personal electronic device (e.g. 

smartphone/tablet/laptop). *  

Please choose the appropriate response for each item: 

 Never Once Quarterly Monthly 
Bi-

weekly 
Weekly Daily 

Individual patterns (3/3) 

For each statement, please indicate how much you agree with this. 

  

I think that the military command has the responsibility to ensure the army is protected 

from cybercrime. *  

Please choose the appropriate response for each item: 

 Strongly disagree Disagree Agree 
Strongly 

Agree 
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I am aware of my role in keeping the army protected from potential cybercriminals. *  

Please choose the appropriate response for each item: 

 Strongly disagree Disagree Agree 
Strongly 

Agree 

I believe everyone in the army has a role to play in protecting against threats from 

cybercriminals. *  

Please choose the appropriate response for each item: 

 Strongly disagree Disagree Agree 
Strongly 

Agree 

It is hard to know how I can help protect the army from cybercrime. *  

Please choose the appropriate response for each item: 

 Strongly disagree Disagree Agree 
Strongly 

Agree 

I don't have the right skills to be able to protect the army from cybercrime. *  

Please choose the appropriate response for each item: 

 Strongly disagree Disagree Agree 
Strongly 

Agree 

I do not feel that IT security is a priority within the army. *  

Please choose the appropriate response for each item: 

 Strongly disagree Disagree Agree 
Strongly 

Agree 

 

Computer systems provide all the protection the army needs. *  

Please choose the appropriate response for each item: 

 Strongly disagree Disagree Agree 
Strongly 

Agree 
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I think that reporting cybercrime is a waste of time. *  

Please choose the appropriate response for each item: 

 Strongly disagree Disagree Agree 
Strongly 

Agree 

The Police lack the capacity to deal with cybercrime effectively. *  

Please choose the appropriate response for each item: 

 Strongly disagree Disagree Agree 
Strongly 

Agree 

I believe that cybercriminals are more advanced than the people who are supposed to 

be protecting us. *  

Please choose the appropriate response for each item: 

 Strongly disagree Disagree Agree 
Strongly 

Agree 

I think that information provided by the Government and Police on cybercrime is not 

relevant to the army.  *  

Please choose the appropriate response for each item: 

 Strongly disagree Disagree Agree 
Strongly 

Agree 

I feel that the Police are far too busy to deal with cybercrime.  *  

Please choose the appropriate response for each item: 

 Strongly disagree Disagree Agree 
Strongly 

Agree 

I worry that if I report a cyberattack to the Police it might damage the reputation of the 

army. *  

Please choose the appropriate response for each item: 

 Strongly disagree Disagree Agree 
Strongly 

Agree 

I think more could be done to communicate the risks from cybercrime to individuals in 

the army. *  
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Please choose the appropriate response for each item: 

 Strongly disagree Disagree Agree 
Strongly 

Agree 

I am aware of the army's IT use policy and attempt to follow it. *  

Please choose the appropriate response for each item: 

 Strongly disagree Disagree Agree 
Strongly 

Agree 

I would not know how to report a cyberattack if one happened. *  

Please choose the appropriate response for each item: 

 Strongly disagree Disagree Agree 
Strongly 

Agree 

I don't think that reporting a cyberattack on the army is my responsibility. *  

Please choose the appropriate response for each item: 

 Strongly disagree Disagree Agree 
Strongly 

Agree 

I don’t pay attention to army material about the threats from cybercrime. *  

Please choose the appropriate response for each item: 

 Strongly disagree Disagree Agree 
Strongly 

Agree 

I am confident that I would be able to spot the signs of a cyberattack. *  

Please choose the appropriate response for each item: 

 Strongly disagree Disagree Agree 
Strongly 

Agree 

I think the biggest threat for IT systems comes from people within the army. *  

Please choose the appropriate response for each item: 

 Strongly disagree Disagree Agree 
Strongly 

Agree 
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I feel that any individual within the army are at risk of manipulation from confidence 

tricksters. *  

Please choose the appropriate response for each item: 

 Strongly disagree Disagree Agree 
Strongly 

Agree 

I think that cybercriminals only target the army when there is a substantial financial 

gain. *  

Please choose the appropriate response for each item: 

 Strongly disagree Disagree Agree 
Strongly 

Agree 

I believe only large organizations are targeted by hackers and cybercriminals. *  

Please choose the appropriate response for each item: 

 Strongly disagree Disagree Agree 
Strongly 

Agree 

I feel that only organizations that take payments using online systems are at risk of 

being victims of cybercrime.  *  

Please choose the appropriate response for each item: 

 Strongly disagree Disagree Agree 
Strongly 

Agree 

I don't think I know who is responsible for protecting the army from cybercrime. *  

Please choose the appropriate response for each item: 

 Strongly disagree Disagree Agree 
Strongly 

Agree 

Thank you very much for completing the survey and helping me with my research study. Your 

responses are now saved and transmitted. 

 

04-02-2022 – 23:59 

 

Submit your survey. 

Thank you for completing this survey. 
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D. Ethical approval CER-UniL 
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E. Flyer for participant recruitment 
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F. Phishing Scenarios 
Pre-Test Phishing mail 
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Post-Test Phishing mail (1. Post-Test) 
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Post-Test landing pages (1. Post-Test) 

 



254 

 

 

 

Post-Test Phishing mail (2. Post-Test) 
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Post-Test landing page (2. Post-Test) 
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G. Post serious game questionnaire 

What is your participant-ID? 

Please write your answer here: 

How satisfied are you with the whole event? 

Please choose the appropriate response for each item: 

 
Very 

unsatisfied 
Unsatisfied Neutral Satisfied 

Very 

satisfied 

How valuable do you consider the introductory presentation? 

Please choose the appropriate response for each item: 

 
Not at all 

valuable 
Not valuable Neutral Valuable 

Very 

valuable 
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How satisfied are you with the game master of your table? 

Please choose the appropriate response for each item: 

 
Very 

unsatisfied 
Unsatisfied Neutral Satisfied 

Very 

satisfied 

How valuable was the interactive serious game to you? 

Please choose the appropriate response for each item: 

 
Not at all 

valuable 
Not valuable Neutral Valuable 

Very 

valuable 

How much do you agree with the following statement: 

The serious game has contributed to my knowledge about social engineering? 

Please choose the appropriate response for each item: 

 
Strongly 

disagree 
Disagree Neutral Agree 

Strongly 

agree 

How much do you agree with the following statement: 

I am now more aware of the threats posed by social engineering than before the event. 

Please choose the appropriate response for each item: 

 
Strongly 

disagree 
Disagree Neutral Agree 

Strongly 

agree 

How likely is the event to help you avoid becoming a victim of social engineering? 

Please choose the appropriate response for each item: 

 Very unlikely Unlikely Neutral Likely 
Very 

likely 

Do you have any suggestions for improvement? 

Please choose the appropriate response for each item: 

 YES NO 

Please specify your suggestions for improvement  

Only answer this question if the following conditions are met: 

Answer was 'YES' at question ' [D9]' (Do you have any suggestions for improvement? ()) 
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Thank you very much for taking the time and completing the survey. Your responses are 

now saved and transmitted. 

04-28-2022 – 19:11 

 

Submit your survey. 

Thank you for completing this survey. 

H. Pre- and Post Serious Game survey and Phishing results 
 

1. Pre-Serious Game Survey Results 
 

1.1 Information Security Training and Importance 

D04. In the last 12 months, did you participate in a training that focused on how to protect 

personal data and information?  

 

 

 

 

 

 

 

 

22%

78%

YES NO
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D04a. Was it an online training?  

 

D05. In the last 12 months, did you participate in a training that focused on how to protect 

military-related data and information?   

 

70%

30%

YES NO

19%

81%

YES NO
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D05a. Was it an online training?  

 

D06. How important do you consider the security of personal information in your daily life?   

 

 

 

 

 

 

15%

85%

YES NO

32.2%

54.4%

11.1%

2.2%
0.0%

Very important Important Neutral Not important Not important at all
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D07. How important do you consider the security of military-related information in daily life?      

 

1.2 Victimisation 

V01. In the past 12 months, have you ever received an email link sent by someone who - posing 

as a trusted institution- asked you to provide sensitive data such as personally identifiable 

information, banking and credit card details, and passwords?   

 

 

 

 

45.6%

36.7%

11.1%

5.6%

1.1%

Very important Important Neutral Not important Not important at all

60%

40%

YES NO
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V01a. How often?  

 

V02. In the past 12 months, have you ever opened an email link sent by someone who - posing as 

a trusted institution- asked you to provide sensitive data such as personally identifiable 

information, banking and credit card details, and passwords?    

 

 

 

 

 

11%

51%

38%

1 2-5 >5

5%

95%

YES NO
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V02a. How often?  

 

V03. In the past 12 months, have you ever sent online sensitive data (personally identifiable 

information, banking and credit card details, and passwords) to someone - posing as a trusted 

institution- who sent you the request through an email?     

 

 

   

 

 

22%

67%

11%

1 2-5 >5

1%

99%

YES NO
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V03a. How often?  

 

V05. Did you report the fact to police?      

 

 

 

 

 

100%

0% 0%

1 2-5 >5

1%

18%

81%

YES NO Not applicable
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V06. In the next 12 months, how likely is it you, unvoluntary, disclose personal information 

online to someone who via email - posing as a trusted institution - asked you to provide sensitive 

data (e.g. banking and credit card details, and passwords)?  

 

1.3 Risky Cybersecurity Behaviours (RCsB) 

 

The RCsB inventory asked participants 20 questions about their personal behaviour with respect 

to cybersecurity during the last 6 months before the questionnaire.  

RB01. Sharing passwords with friends and colleagues.  

 

0.0% 1.1%
4.4%

15.6%

78.9%

Very likely Likely Neutral Unlikely Very unlikely

0.6% 0.6% 0.0% 1.1%

7.2%

25.6%

65.0%

Daily Weekly Bi-weekly Monthly Quarterly Once Never
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RB02. Using or creating passwords that are not very complicated (e.g. family name and date of 

birth).  

 

RB03. Using the same password for multiple websites.  

 

 

 

 

 

 

2.8% 2.8% 1.7% 3.3% 4.4%

13.9%

71.1%

Daily Weekly Bi-weekly Monthly Quarterly Once Never

17.2%
18.3%

3.9%

15.0%
16.1%

12.2%

17.2%

Daily Weekly Bi-weekly Monthly Quarterly Once Never
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RB04. Using online storage systems to exchange and keep personal or sensitive information.  

 

RB05. Entering payment information websites that have no clear security 

information/certification.  

 

 

 

 

 

 

21.1%

8.9%

3.3%

6.7%
5.6%

14.4%

40.0%

Daily Weekly Bi-weekly Monthly Quarterly Once Never

0.6%
2.8%

0.6% 1.1% 2.8%

12.2%

80.0%

Daily Weekly Bi-weekly Monthly Quarterly Once Never
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RB06. Using free-to-access public Wi-Fi.  

 

RB07. Relying on a trusted friend or colleague to advise you on aspects of online-security.  

 

 

 

 

 

 

4.4% 3.9%
2.2%

13.3%

20.6%

17.8%

37.8%

Daily Weekly Bi-weekly Monthly Quarterly Once Never

1.1% 0.6% 1.1% 2.8%
5.6%

12.8%

76.1%

Daily Weekly Bi-weekly Monthly Quarterly Once Never
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RB08. Downloading free anti-virus software from an unknown source.  

 

RB09. Disabling the anti-virus on my work computer so that I can download information from 

websites.  

 

 

 

 

 

 

0.0% 0.0% 0.0% 0.6% 0.0%
5.6%

93.9%

Daily Weekly Bi-weekly Monthly Quarterly Once Never

0.6% 0.0% 0.0% 1.1%
4.4% 4.4%

89.4%

Daily Weekly Bi-weekly Monthly Quarterly Once Never
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RB10. Bringing in my own USB to work in order to transfer data on to it.  

 

B11. Checking that software for your smartphone/tablet/laptop/Pc is up-to-date.  

 

 

 

 

 

 

2.2% 2.8% 2.8%

7.2%

13.3%
10.0%

61.7%

Daily Weekly Bi-weekly Monthly Quarterly Once Never

15.6%

27.8%

11.7%

23.3%

12.2%

4.4% 5.0%

Daily Weekly Bi-weekly Monthly Quarterly Once Never
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RB12. Downloading digital media (music, films, games) from unlicensed sources.  

 

RB13. Sharing my current location on social media.  

 

 

 

 

 

 

0.6%
2.8% 2.8%

7.2%

14.4%
16.1%

56.1%

Daily Weekly Bi-weekly Monthly Quarterly Once Never

3.3% 3.3%
1.7%

7.2%

12.8%
16.1%

55.6%

Daily Weekly Bi-weekly Monthly Quarterly Once Never
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RB14. Accepting friend requests on social media because you recognise the photo.  

 

RB15. Clicking on links contained in unsolicited emails from an unknown source.  

 

 

 

 

 

 

0.6%
3.9% 3.3%

10.6%
13.3%

11.1%

57.2%

Daily Weekly Bi-weekly Monthly Quarterly Once Never

0.0% 0.0% 0.0% 0.0% 1.7%
6.1%

92.2%

Daily Weekly Bi-weekly Monthly Quarterly Once Never
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RB16. Sending personal information to strangers over the Internet.  

 

RB17. Clicking on links contained in an email from a trusted friend or work colleague.  

 

 

 

 

 

 

0.0% 0.6% 0.0% 2.2% 2.2% 4.4%

90.6%

Daily Weekly Bi-weekly Monthly Quarterly Once Never

10.6%

15.6%

5.6%

17.2%

14.4%

7.2%

29.4%

Daily Weekly Bi-weekly Monthly Quarterly Once Never
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RB18. Checking for updates to any anti-virus software you have installed.  

 

RB19. Downloading data and material from websites on my work computer without checking its 

authenticity.  

 

 

9.4%

13.9%

3.9%

12.2% 12.2%

8.3%

40.0%

Daily Weekly Bi-weekly Monthly Quarterly Once Never

0.6% 2.2% 1.1%

6.7% 7.2% 8.9%

73.3%

Daily Weekly Bi-weekly Monthly Quarterly Once Never
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RB20. Storing company information on my personal electronic device (e.g. 

smartphone/tablet/laptop).  

 

1.4 Attitudes Towards Cybersecurity and Cybercrime in Business (ATC-IB) 

The ATC-IB inventory asked participants 25 questions about their individual attitudes towards 

cybersecurity and cybercrime issues mainly with respect to the Swiss military.  

RA01. I think that the military command has the responsibility to ensure the army is protected 

from cybercrime.  

 

 

6.7%
3.3% 2.8%

5.0%
8.3%

10.0%

63.9%

Daily Weekly Bi-weekly Monthly Quarterly Once Never

45.0%

40.6%

11.7%

2.8%

Strongly agree Agree Disagree Strongly disagree
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RA02. I am aware of my role in keeping the army protected from potential cybercriminals.   

 

RA03. I believe everyone in the army has a role to play in protecting against threats from 

cybercriminals.  

 

 

 

 

 

 

48.9%

43.9%

5.0%
2.2%

Strongly agree Agree Disagree Strongly disagree

55.6%

35.6%

6.7%

2.2%

Strongly agree Agree Disagree Strongly disagree
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RA04. It is hard to know how I can help protect the army from cybercrime.  

 

RA05. I don't have the right skills to be able to protect the army from cybercrime.  

 

 

 

 

 

 

11.1%

30.6%

45.6%

12.8%

Strongly agree Agree Disagree Strongly disagree

10.0%

21.1%

42.8%

26.1%

Strongly agree Agree Disagree Strongly disagree
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RA06. I do not feel that IT security is a priority within the army.  

 

RA07. Computer systems provide all the protection the army needs.  

 

 

 

 

 

 

11.7%

20.6%

25.6%

42.2%

Strongly agree Agree Disagree Strongly disagree

6.1%

38.3%

42.2%

13.3%

Strongly agree Agree Disagree Strongly disagree
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RA08. I think that reporting cybercrime is a waste of time.  

 

RA09. The Police lack the capacity to deal with cybercrime effectively.  

 

 

 

 

 

 

1.1%

5.6%

42.2%

51.1%

Strongly agree Agree Disagree Strongly disagree

22.2%

56.7%

18.3%

2.8%

Strongly agree Agree Disagree Strongly disagree
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RA10. I believe that cybercriminals are more advanced than the people who are supposed to be 

protecting us.  

 

RA11. I think that information provided by the Government and Police on cybercrime is not 

relevant to the army.   

 

 

 

 

 

22.2%

55.6%

17.8%

4.4%

Strongly agree Agree Disagree Strongly disagree

1.1%

7.8%

54.4%

36.7%

Strongly agree Agree Disagree Strongly disagree
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RA12. I feel that the Police are far too busy to deal with cybercrime.   

 

RA13. I worry that if I report a cyberattack to the Police it might damage the reputation of the 

army.  

 

 

 

 

 

5.6%

44.4% 45.6%

4.4%

Strongly agree Agree Disagree Strongly disagree

1.7%

10.6%

46.7%

41.1%

Strongly agree Agree Disagree Strongly disagree
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RA14. I think more could be done to communicate the risks from cybercrime to individuals in the 

army.  

 

RA15. I am aware of the army's IT use policy and attempt to follow it.  

 

 

 

 

 

 

30.6%

58.9%

8.3%

2.2%

Strongly agree Agree Disagree Strongly disagree

22.2%

47.8%

23.9%

6.1%

Strongly agree Agree Disagree Strongly disagree
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RA16. I would not know how to report a cyberattack if one happened.  

 

RA17. I don't think that reporting a cyberattack on the army is my responsibility.  

 

 

 

 

 

 

10.0%

37.8%
39.4%

12.8%

Strongly agree Agree Disagree Strongly disagree

3.3%

21.7%

43.3%

31.7%

Strongly agree Agree Disagree Strongly disagree
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RA18. I don’t pay attention to army material about the threats from cybercrime.  

 

RA19. I am confident that I would be able to spot the signs of a cyberattack.  

 

 

  

 

 

 

1.1%

7.8%

66.7%

24.4%

Strongly agree Agree Disagree Strongly disagree

12.2%

57.8%

26.7%

3.3%

Strongly agree Agree Disagree Strongly disagree
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RA20. I think the biggest threat for IT systems comes from people within the army.  

 

RA21. I feel that any individual within the army are at risk of manipulation from confidence 

tricksters.  

 

 

 

 

 

 

38.3%

43.3%

16.1%

2.2%

Strongly agree Agree Disagree Strongly disagree

26.7%

53.9%

18.9%

0.6%

Strongly agree Agree Disagree Strongly disagree
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RA22. I think that cybercriminals only target the army when there is a substantial financial gain.  

 

RA23. I believe only large organizations are targeted by hackers and cybercriminals.  

 

 

 

 

 

 

4.4%

17.8%

45.6%

32.2%

Strongly agree Agree Disagree Strongly disagree

1.1%

7.8%

50.0%

41.1%

Strongly agree Agree Disagree Strongly disagree



288 

 

RA24. I feel that only organizations that take payments using online systems are at risk of being 

victims of cybercrime.   

 

RA25. I don't think I know who is responsible for protecting the army from cybercrime.  

  

 

 

 

 

0.0%

4.4%

35.0%

60.6%

Strongly agree Agree Disagree Strongly disagree

14.4%

41.7%

33.9%

10.0%

Strongly agree Agree Disagree Strongly disagree
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2. Phishing results 

 

 

 

 

83.3%

12.2%
4.4%

1 Post-Test Phishing

OK Link only Information input

74.4%

14.4%

11.1%

2 Post-Test Phishing

OK Link only Information input

42.8%

6.7%

50.6%

Pre-Test Phishing

OK Link only Information input
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3. Post Serious Game Survey Results 
 

D2. How satisfied are you with the whole event? 

 

D3. How useful do you consider the introductory presentation? 

 

 

 

 

20.9%

60.5%

16.3%

0.0%
2.3%

Very satisfied Satisfied Neutral Unsatisfied Very unsatisfied

39.5%

46.5%

11.6%

2.3%
0.0%

Very useful Useful Neutral Not useful Not at all useful
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D4. How satisfied are you with the game master of your table? 

 

D5. How useful was the interactive serious game to you? 

 

 

 

 

 

 

46.5%
44.2%

9.3%

0.0% 0.0%

Very satisfied Satisfied Neutral Unsatisfied Very unsatisfied

11.6%

60.5%

23.3%

2.3% 2.3%

Very useful Useful Neutral Not useful Not at all useful
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D6. How much do you agree with the following statement:  The serious game has contributed to 

my knowledge about social engineering? 

 

D7. How much do you agree with the following statement:  I am now more aware of the threats 

posed by social engineering than before the event. 

 

 

 

 

 

39.5%

34.9%

18.6%

7.0%

0.0%

Strongl agree Agree Neutral Disagree Strongly disagree

39.5%

30.2%

23.3%

4.7%
2.3%

Strongl agree Agree Neutral Disagree Strongly disagree
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D8. How likely is the event to help you avoid becoming a victim of social engineering? 

 

D9. Do you have any suggestions for improvement? 

 

 

9.3%

39.5%
41.9%

9.3%

0.0%

Very likely Likely Neutral Unlikely Very unlikely

30%

70%

YES NO


