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Forensic Intelligence and Traceology
in Digitalised Environments: The Detection
and Analysis of Crime Patterns to Inform
Practice

Olivier Ribaux, Simon Baechler, and Quentin Rossy

Abstract Different data processing methods can support the detection and
analysis of various forms of crime patterns. The authors document the influ-
ence and role of forensic science and how this has been transformed by digi-
talization. Forensic intelligence is key and they illustrate their argument of its
potential by discussing two new forensic intelligence systems and their under-
lying digital infrastructure, one facilitating the forensic comparison of fraudu-

lent ID documents (ProFID) and the other the monitoring of online frauds
(PICSEL).

Introduction: Forensic Science and Security

Since the 1970s a range of innovative policing practices have been developed
under the umbrella of different proactive policing models which have been
defined as, All policing strategies that have as one of their goals the prevention or
reduction of crime and disorder and that are not reactive in terms of focussing
primarily on uncovering ongoing crime or on investigating or responding to crimes

once they have occurred (Weisburd and Majmundar 2018, p. 1).
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This definition provides a useful framework for situating forensic science.
At first glance, forensic science clearly positions itself outside proactive mod-
els, by limiting its contribution to responding to crimes once they have
occurred. It focusses on providing services to the criminal justice system and
assisting in the management of scientific information in investigative pro-
cesses and court proceedings. It is implemented through forensic science labo-
ratories, borrows methods and techniques from the natural and physical
sciences (e.g. chemistry, biology, biochemistry, physics), and translates the
analytical results obtained in a way that makes sense to a court of law.

Biased scientific expertise provided in specific high-profile cases has given
rise to the general idea that the way forensic science is implemented contrib-
utes to miscarriages of justice (NAS 2009). The forensic science community
has been urged by the legal profession to focus on the scientific substance of
the results it provides to assist courts in making better decisions.

Currently, the process of digitalisation has added a layer of complexity to
forensic science and the way it is used (Pollitt 2010). The extended traceability
of human behaviour in the digital world has gradually brought digital forensic
scientists to the centre of many investigations, at the expense of traditional
crime investigators.

Others within the criminological movement have questioned the value of
forensic science (Doleac 2016; Julian et al. 2011; Wilson et al. 2011), but
such evaluations have been partial in their coverage, typically measuring only
specific elements of processes that are inherently multidisciplinary and
intertwined.

For example, some have focussed on the direct value of DNA processes and
databases, which are often considered the flagships of the discipline. These
studies have mainly assessed a number of detections: in how many cases has a
DNA profile extracted from a biological trace at a crime scene have been
linked to a person’s DNA profile by the DNA database, possibly leading to
prosecution (Brown and Ross 2012; Brown et al. 2014). The findings from
these evaluations dampened the initial enthusiasm for DNA and associated
databases because they appeared to contribute to solving a very small percent-
age of both serious crimes (Brodeur 2008) and high volume crimes (Amankwaa
and McCartney 2019; Brown and Ross 2012).

Studies to measure the effectiveness of databases in aiding policing are
much more difficult to design than those which focus solely on crime detec-
tion (e.g. crime reduction). It is even questionable whether such evaluations
make sense in the absence of a framework that would allow a broader set of
contributions to be clearly expressed and isolated (Amankwaa and McCartney
2019; Doleac 2016; Ribaux et al. 2017; Wilson et al. 2011). This observation
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extends to other areas of forensic science as it is difficult to accurately measure
the added value of each forensic process and technology implemented inde-
pendent of the other factors that may contribute to an outcome (De Ceuster
et al. 2012).

Therefore, it makes sense to step back from the standard reactive model
used to express the value of forensic science in policing (Ribaux et al. 2017).
While early research recognised significant potential for forensic science to
contribute to solving repetitive and high volume crimes (Tilley and Ford
1996), it has emerged that most organisations fail to effectively integrate dif-
ferent elements of forensic science into emerging proactive policing processes.

The concept of forensic intelligence (Ribaux et al. 2006) assumes that,
beyond the basic function of explaining a single event from the past, forensic
information also contributes to detecting crime patterns and generally sup-
ports a more comprehensive analysis of crime for supporting proactive
policing.

Furthermore, in the age of digitalisation, we argue that a trace-based (foren-
sic) crime analysis model, which we discuss in this chapter, can take a central
role in proactive policing. This model takes into account the strong interac-
tions between criminal (or unusual) activities and the substrate (physical, IT
infrastructures) on which they take place. The resulting traceability changes
the nature of crime analysis. In particular, it exponentially increases the vol-
ume and variety of traces available indicating human behaviours, and, conse-
quently, demand more focus on the protection of fundamental freedoms and
privacy.

This chapter begins with a definition of forensic science based on the con-
cept of the trace (Margot 2014) providing the foundation of the model we
outline. Then, we use three concrete operational systems to demonstrate how
the information conveyed by the trace can merge with other pieces of infor-
mation to improve crime analysis in proactive models. All three systems have
been previously implemented in different Swiss jurisdictions. They result
from multiple forensic intelligence research projects initiated at the School of
Criminal Justice of the University of Lausanne involving close collaboration
between academia and the professional field. All the systems presented are
integrated and managed by the police organisations involved. The first system
covers high volume crimes. The second focusses on a new forensic methodol-
ogy that processes physical and digital features of fraudulent identity and
travel documents to reveal the activity of serial forgers and criminal networks.
The third is a recently initiated crime analysis system for online fraud that
highlights the progress being made by digital techniques in informing crime
analysis.
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Forensic Science, Traceology and Crime Analysis

Forensic science consists of detecting, observing, measuring and interpreting
traces resulting from unusual events. In this context, ‘unusual’ denotes harm-
tul disruptions to the regular course of events and primarily involves human
activities that violate a law or rule. In terms of security, socially deviant behav-
iours, as well as natural and technical phenomena that cause damage and
destabilise a community, are also part of the events of interest. For example,
explaining the cause of a fire (natural, technical or human) from debris is a
central forensic activity.

The forensic rrace is the result of an analogue or digital change in a physical
or virtual environment caused by these kinds of events. It can be material (e.g.
a shoeprint, an object, a sound) or immaterial (e.g. a change produced by
inappropriate use of a computer program) (Pollitt et al. 2018).

According to (Margot 2014), important characteristics of the forensic trace
include the following: (1) its existence is independent of an observer; (2) it
comes from a singular event in the past that can neither be reproduced nor
reconstructed with certainty; (3) when caused by human activity, it has gener-
ally been unintentionally created or transferred; (4) it is imperfect in nature
(fragmentary, degraded), and the imprecision of its measurement depends on
the reliability and accuracy of the instruments and the quality of observations
made; (5) the representativeness of the traces detected among the traces actu-
ally created by the event is unknown; (6) it is a sign of a presence of an
object/a person or a sign of an activity/event.

The term ‘trace evidence’, which is often used to refer to the treatment of
minute amounts of fibre, glass or paint chips, is particularly misleading. The
association of minute quantities of materials with trace evidence is based on
chemical definitions that are not adequate for forensic purposes. In our defini-
tion, a trace is a physical or digital remnant of an unusual event, regardless of
its size or shape. In addition, most of the traces recovered from crime scenes
are never interpreted as evidence in the context of a court trial. The informa-
tion traces conveyed are typically used in other investigative processes or for
providing knowledge about the mechanisms underlying events of interest
(e.g. modus operandi, chronologies or links between events and crimes).

The totality of traces linked to an event help to provide answers to quintil-
ian questions of who, when, where, what, how, with what, and can occasion-
ally explain why. Deciphering these traces therefore belongs to a logical process
of reconstruction to find the best possible explanations for the traces collected
(see Fig. 5.1).
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Fig. 5.1 (1) unusual events cause traces. (2) Resulting traces are collected when the
crime scene is investigated. (3) Explanations are sought (reconstruction). (4) Conclusions
feed the standard process (legal characterisation of an activity) or proactive policing
models (actionable knowledge about the unusual event)

This process of interpretation is at the heart of forensic methodology. It
works in cycles by imagining possible explanations (hypotheses) for the traces
collected and then testing them through experimentation or further observa-
tion (hypothetico-deductive).

The volume and diversity of these traces increase dramatically when the
traceability of human activities in the physical world is added to the trace-
ability resulting from the use of information and communication infrastruc-
tures. This radically changes the relative importance of the data to be processed
in criminal investigations but also impacts all forms of understanding of
crime, behaviour and the events that cause harm.

Traceology is forensic science that focusses on traces. As such, it belongs to
the family of historical sciences which help to explain singular past events
(Cleland 2011). However, it also feeds more inductive processes (generalisa-
tion) that generate knowledge and models that enable proactivity. The use of
the term ‘traceology’ carves a new space for forensic science beyond its legal
conception, that could become the cornerstone that underpins many
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processes in criminal investigation, crime analysis, law enforcement and vari-
ous fields of criminology more generally.

To illustrate this perspective, three different concrete systems of trace-based
crime analysis integrating new digital aspects are presented. Their architecture
is generic, but the framework on which they were developed, the Swiss police
system, was of great importance in determining their current state.

These example systems are implemented in a police environment, but this
approach based on traceability goes far beyond the police. The approach can
provide a basis for dealing with a wide variety of security-related problems in
many other areas covered by private or public actors (Rossy et al. 2018).

Context of the Three Projects: Decentralised
Forensic Activities

Switzerland is a small federal country in the centre of Europe that is not easy
to manage in terms of security. It is composed of more than 30 police organ-
isations of different sizes, each with a high degree of autonomy in policing.
Citizens speak four different official languages, as well as numerous dialects.
Most forensic activities are integrated into the 26 states” police organisations
(Ribaux 2019).

This high degree of decentralisation has methodological consequences and
means that relatively small, non-specialised units covering both crime scene
investigations and basic laboratory functions have a major influence on police
work; this contrasts with the more centralised forensic laboratory models
implemented in many other countries that offer more specialised services and
radically changes the way traces are used in the daily work of the police. On
the one hand, this approach offers more flexibility in the use of traces. On the
other hand, such a structure makes it more difficult to harmonise the process-
ing and exchange of information between jurisdictions. This becomes relevant
when considering the following three trace-based crime analysis systems.

System 1: Physical Traces and the Analysis of High
Volume Crimes

In the early 1990s, the police felt that the collapse of the Berlin Wall had
changed something in the structure of crime in Central Europe (Gerber and
Killias 2003). More transnational crimes were emerging, and victimisation
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surveys clearly showed that, slightly out of step with other Western countries
than Switzerland, house burglaries and other thefts had doubled in less than a
decade (Killias et al. 2007).

Due to the fragmented nature of the police crime recording system, it was
difficult to obtain an accurate picture of these developments. This difficulty
was the catalyst for six police forces in Western Switzerland, covering a popu-
lation of 2.5 million people, to regionalise their crime analysis system.
Traditional crime analysis models (Clarke and Eck 2005) were progressively
integrated with forensic intelligence practices borrowed from the UK
(Birkett 1989).

As with early versions of intelligence-led policing (Ratcliffe 2016), the orig-
inal idea was to target prolific offenders and coordinate investigations of them,
such as by detecting and analysing the activity of a single offender or group of
offenders and avoiding separate investigations where cases could be linked.
This approach has led to many investigative leads that have ultimately resulted
in the identification, location and arrest of multiple offenders.

This crime analysis and forensic intelligence service quickly went far beyond
simply providing investigative support. It currently operates a shared database
named PICAR," which has gradually become a hub covering many forms of
repetitive crime, such as violent and sexual offences, arsons and computer-
based serial crimes. These approaches enable the crime analysis and forensic
intelligence service to play a broader role in proactive strategies, for example,
by orienting police patrols or proposing other types of measures (crime dis-
ruption and prevention).

Many local incidents are detected quickly due to the numerous opportuni-
ties for exchanging information between forensic scientists themselves or
investigators (e.g. various meetings or more informal exchanges). Series of
offences that cross jurisdictions, or which present less common modus ope-
randi characteristics, were found to be more likely to be discovered through
systematic comparisons of the traces collected. Similarities between these
characteristics sometimes indicate repeat activity by the same offender(s),
without necessarily indicating who the offenders are. Initially, the traces used
were mainly shoe, tool, glove and ear marks (Ribaux et al. 2003), although
this has been extended over time to include DNA profiles (through a national
database), CCTV images from various contexts and other digital traces.

Trace analysis informs the crime analysis process by systematically linking
crimes and interpreting modus operandi. Conversely, crime analysis informs
crime scene interventions by providing a consolidated view of the crime envi-
ronment, patterns, situational elements and modus operandi (Ressnikoff
etal. 2015).
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Case Study

Links provided by the Swiss centralised DNA databases led to the detection of
a particularly interesting pattern. The same DNA profile coming from bio-
logical traces collected from separate burglaries indicated that the same
offender was present in two periods separated by two years. A very simple
geographical analysis of those cases showed a common characteristic: they
were aligned but dispersed all along the Swiss border with France and
Germany. The existence of this previously unknown pattern was confirmed by
other sources of data (e.g. shoe marks, other DNA profiles, comparison of
modus operandi, etc.). The analysis of the available information was further
examined along two different axes. Firstly, the analysis of the immediate phys-
ical and social environment of the dwellings and factories led to many preven-
tion initiatives being started and better coordinated. Secondly, from an
investigative perspective, these collective approaches led to the discovery that
a group of international criminals specialising in this type of burglary were
responsible.

Results in Numbers

It is inherently difficule—if not impossible—to measure the effects of such a
system on crime reduction or its benefits to public perception of security
(Boba Santos 2014). The whole methodology, as well as its associated com-
puterised system (PICAR), have developed and evolved over time. The struc-
ture of crime has also changed during the same period.

Rossy et al. (2013) undertook a statistical overview of different crime activ-
ities supposed to be perpetrated by a single offender or multiple co-offenders
from 2009 to 2011. At that time, half of the series detected (i.e. two or more
linked cases) were cross-jurisdictional; this confirmed the high degree of
mobility of thieves and fraudsters, which contrasted somewhat with the com-
mon notion that offenders were more local. One third of the crime series were
detected by traces (i.e. traces constituted the first link detected), mainly shoe
marks, DNA profiles and images (e.g. extracted from CCTV). These series
ranged from two related cases to over 100 cases. The number of crime series
detected was relatively high (e.g. 22% of robberies were considered to be part
of a series). However, the crime analysis and forensic intelligence system did
not allow the detection of all crimes in the series and probably yielded much
lower figures than the actual concentration of these crimes.
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More recent research indicates some positive evolutions of this trace-based
crime analysis system.? The six states that joined forces, like many countries,
are experiencing a marked decrease in high volume crime, undergoing an
approximately 60% drop in dwelling and shop burglaries since 2011, with
about 10,000 cases recorded in the region by 2019. Approximately 2500
crime series (from two cases linked up to several hundred cases linked) were
detected in 2019, with 30% of the repeats detected through the use of traces
(314 by shoe marks, 221 by images, 120 by DNA and 13 by various traces).
Half of the crime repetitions or series detected covered more than one juris-
diction. Interestingly, traces can provide links even to extremely temporally
and spatially distant cases. The progression over the last 10 years is striking,
especially when looking at CCTV images, which help detect more repeats
than the comparison of DNA profiles extracted from biological traces, identi-
fying four times more repetitions than nine years ago even while the number
of cases has more than halved. This efliciency can be interpreted as a conse-
quence of a much more systematic use of the methodology, relevant collection
and processing of information from the crime scene to the crime analysis
department, and the effects of digitalisation through the increasing use of

CCTV and other images.

System 2: Forensic Document Examination
and the Analysis of Identity Frauds

A totally different type of concentration of crime can be deciphered using a
similar trace-based approach, namely the manufacture, distribution and use
of fraudulent identity and travel documents (Baechler and Margot 2016). A
false identity can be a powerful crime enabler, used in contexts ranging from
petty crimes (e.g. obtaining a service) to the most organised and threatening
offences (e.g. human trafficking, serious fraud or terrorism; Europol, 2017).
Fraudulent documents can be used to deceive various stakeholders in many
situations both in the public sector (i.e. to cross a border, identify yourself
during a police check, register with an administration to access welfare) and
the private sector (i.e. to board a plane, open a bank account, rent a vehicle).

In a standard law enforcement model, when a fraudulent identity docu-
ment is found, it is confiscated and the holder is charged with a specific crime.
The false document is then destroyed or archived with the offender’s file. Each
fraudulent document, however, has another use in that it conveys information
about its manufacturing process. Compared systematically with other seized
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documents using forensic methods, one can detect the repetition of a modus
operandi, revealing the ‘trademark’ of a forger or of a criminal network (e.g. a
combination of repeated printing defects or spelling errors in the texts). Such
information has significant value in terms of intelligence from strategic to
operational levels (Baechler and Margot 2016).

Given the value of analysing documents, a trace-based method was devel-
oped to process, manage and systematically compare features of fraudulent
identity documents and is now implemented in the same region within the
same legal framework as PICAR (system 1 described in the section above).

The development of the trace-based method started in 2007 and rapidly
became a PhD research project (Baechler 2015). Beyond the methodology
itself, a prototype, in the form of a basic database named ProFID (standing
for Profiling Fraudulent ID documents) was quickly developed. Gradually,
new functionalities and improvements made it possible to focus on the most
promising characteristics of the documents. The database saves time on tasks
such as data entry or comparisons of documents (e.g. automatic image pro-
cessing) and facilitates the use of a computer vision-based classification algo-
rithm. Profiling digital images of documents has enabled the transition from
processing physical traces only (observations of documents themselves) to
combining physical and digitised traces. The detected repetitions, also called
series, provide insights regarding how forgers and criminal networks operate.

Beyond assisting investigations and crime analysis efforts, the transversal
analysis of series and their associated patterns provides guidance to (1) law
enforcement agencies and private sector stakeholders in targeting the search
for fraudulent documents in the field (e.g. at the border, during police checks,
at the counter of a bank, at the gate of an airport), (2) the security document
industry on how to design more secure documents.

The full integration of the methodology and the ProFID system into an
appropriate, intelligence-led process remains a challenge. One of the reasons
for this difhiculty is that document fraud is an enabler of multiple forms of
crimes and deviant behaviours that may fall within the competence of sepa-
rated units, agencies and organisations, both public and private. It is therefore
technically as well as administratively challenging to create a sufficiently fluid
process that crosses these organisational barriers. This is a characteristic exam-
ple of (1) the tension between the traditional law enforcement model impos-
ing a siloed organisational structure and proactive policing models that require
a more transversal and multidisciplinary approach, and (2) the lack of work-
able models for partnerships between the state and private sectors.
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Case Study

Thanks to the trace-based ProFID system, a dozen counterfeit drivers’ licenses
from Country A were linked based on the detection of similar features, despite
the fact that the cases were scattered across all the states of Western Switzerland
and the documents seized under various circumstances. In some cases, people
holding the fraudulent documents had caused car accidents with severe con-
sequences. The trace-based profiling pointed first to a common manufactur-
ing origin and then to the activity of an organised group of offenders. The
counterfeit drivers” licenses were all held by nationals of Country B, a foreign
country. The investigation revealed that they met the fraudulent documents
providers during integration language classes.

This result was a surprise to law enforcement agencies as well as govern-
ment departments since false documents from Country A had never appeared
to be a problem before, and nationals from Country B were not regarded as
likely offenders. Beyond a joint investigation aimed at dismantling the net-
work, preventive measures have been proposed. They aim to both deter
nationals of Country B from resorting to document fraud as well as to enable
police and administrative personnel to further improve the detection of fraud-
ulent documents. Quickly, the series was stopped. Thus, the trace-based crime
analysis approach had an impact not only on crime detection but also on road
safety. It also might have helped to deter other potential offenders.

Results in Numbers

From April 2017 to February 2021, 2400 fraudulent documents were entered
into the ProFID database by police forces from eight different Swiss states as
well as the federal police. Of these, 50% of the documents were linked and
grouped into 178 series. The largest series consists of 160 documents.
Interestingly, even based on this limited dataset and region, these results indi-
cate a high concentration of fraudulent document production. The use of the
methodology resulted in the initiation of several international investigations
of high-profile forms of crime, shedding light on transnational organised
groups the presence and scope of which were not previously recognised. An
exploratory study on the use of the ProFID system at the international level
revealed promising results, with links detected for about 20% of fraudulent
documents seized by law enforcement agencies from two different countries.
Based on those results, several organisations are now considering deploying
the ProFID system at the European and international levels.
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System 3: Internet Traces and the Analysis
of High Volume Online Crimes

The size, extent and evolution of online fraud have recently been made visible
through higher victimisation rates across countries (Reep-van den Bergh and
Junger 2018). Some may argue that the police should not conduct a crime
analysis project in this digital area. Rather, the task might be left to actors in
online private security such as e-commerce platforms or other online service
providers.

The hypothesis that private companies are supposed to analyse online crime
is supported by at least three arguments. (1) Online crime analysis is suppos-
edly carried out through publicly available reporting infrastructures, such as
Action Fraud in the UK (Levi et al. 2017). These platforms are generally not
operated by the police, which results in the increased fragmentation of rele-
vant data. (2) Cybercrimes are global; local or regional police thus have a
limited role to play. (3) These offences are closely related to cybersecurity
issues and cyber-risks. Countries have put comprehensive models in place and
built new structures to address these risks focussing on protecting their infra-
structure, increasing their resilience and responding to incidents (CMM
2016). The police seem to have only a subsidiary role to play in this new
landscape.

Nevertheless, these arguments present valid reasons for greater police
involvement. Firstly, the police cannot be uninformed regarding what
accounts for approximately half of the crimes committed. They must more
fully understand their own data, even if it is only representative of what is
reported to the police. A virtuous circle can result given that better recording
and analysis increases knowledge about the harm caused and improves con-
tact with the public, which will be more inclined to report crimes. Crime
analysis can then indicate new proactive ways to disrupt certain crime mecha-
nisms, reduce harm, orient priorities in investigations, develop new forms of
prevention and open channels of communication with institutional and pri-
vate partners as well as the public. Secondly, online frauds can take advantage
of vulnerabilities specific to local systems or routine activities (Leukfeldt et al.
2019). Online crime analysis must thus be performed at all geographical lev-
els covered by the different police. Thirdly, early cybersecurity models incor-
porated forensic and investigative considerations (Kent et al. 2006), but in an
incidental way that failed to take full advantage of police and forensic experi-
ence on conducting investigations and the knowledge gained through in-

depth and detailed analysis of individual cases (Casey and Nikkel 2020).
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Finally, private companies can only monitor threats to their own or their cus-
tomers assets, which prevents them from seeing the full extent of the prob-
lems. The police force is in the best position to fill this gap.

The third system of trace-based crime analysis was developed in the same
geographical territory using the same agreement and legal basis between the
state police forces as the systems presented above (Rossy and Ribaux 2020).
The need to establish an adequate intelligence process to handle online fraud
involves the entire organisation in all levels, from the field officer, who may
have difficulty recognising the problems when registering complaints, to
management, which needs an overall vision to define adequate strategies. A
process has therefore been put in place to train field officers to identify the
main online crime phenomena that even victims sometimes barely under-
stand. Current processes and most existing classification systems are inade-
quate for this purpose. Thus, a very simplified classification system has been
developed that makes it possible to recognise the main types of online fraud.
Experience has shown that a complaint report must be quick to compile and
easy to understand to initiate a virtuous circle aimed at gradually increasing
knowledge of the types of frauds.

Reports are then monitored by crime analysts to detect and analyse series
and trends. They provide relevant and timely intelligence for different levels
of the organisation as well as establish a dialogue with partners. Indeed, the
process not only aims to identify suspects but may also lead to proactive mea-
sures in collaboration with private companies, as illustrated in the case
study below.

The translation of this methodology into a computerised system is still in
the early stages. A very simple database named PICSEL® was developed to
gather and codify this information, most of which is based on Internet traces.
Many difficulties still need to be overcome, but encouraging results thus far
include increased awareness and knowledge throughout the organisation, bet-
ter communication with the public and with other relevant communities, a
shift towards a more proactive attitude, and changes in priorities.

The detection of crime repetitions in the database has various objectives.
For example, targeted public information campaigns can be established when
an emerging problem is detected. Strategies to disrupt crime by shutting
down illegal websites or accounts operated on online platforms are increas-
ingly being used. Crime analysis also provides guidance in more traditional
police investigations. Moreover, the detection of cross-jurisdictional series
helps to regroup cases, concentrate efforts and limit parallel (and occasionally
contradictory) initiatives between the state’s different police bodies in dealing
with the same problem.
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Case Study

The centralisation of cases at the regional level led to the detection of a signifi-
cant number of cases of online shopping frauds (coupled with well-known
advance fees schemes) from the same e-commerce platform. Contacts were
made between the police and the platform’s anti-fraud department in order to
alert them to cases that had passed through their existing detection filters. A
global analysis of the cases allowed the police to reconstruct the simple but
surprisingly clever modus operandi deployed by the fraudsters. The offenders
initially created ads with legitimate content that passed through the auto-
matic filter. In a second step, they modified the ads to match their fraud sce-
nario (e.g. a hot-product sold at a discounted price). When the ad was
modified, the fraud filter did not check again, thereby allowing the ads to
reach their target. Once the modus operandi was reconstructed, the filtering
process was updated, and suspicious ads and accounts were deleted. The
impact was immediate. The number of cases reported to the police about the
platform was reduced by three quarters, without observing any obvious dis-
placement to another online platform. In this example, police strategies were
not oriented towards case detection but towards disrupting the offenders via
a hardening of the environment to reduce opportunities.

Results in Numbers

A preliminary study based on the cases registered by one state police service
was conducted in 2018 (Rossy and Ribaux 2020). In 2020, the PICSEL data-
base was still in a pilot phase, but used by eight police organisations. From
January 2019 to September 2020, approximately 7500 cases were registered
by analysts. More than 85% were frauds, two thirds of which were related to
e-commerce. Basic digital traces such as emails, accounts and ads from
e-commerce platforms, social media profiles and other suspicious website
URL:s are systematically collected. Although the process is in its early stages,
many links have been found by analysing information indicating identities
extracted from these Internet traces. Globally, around 6000 pseudonyms,
4100 email addresses, 2700 phone numbers, 2700 bank accounts, 900 IP
addresses, 700 URLs and 200 cryptocurrency wallets were registered. Of
these, 360 clusters of cases (from two to more than 1000 linked cases), that is
62% of the total, were detected. Two thirds of the crime repetitions detected
covered more than one jurisdiction. Around 100 series were registered by the
analysts based on the detected links, and at least one fifth led to a criminal
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investigation. Moreover, multiple crime prevention messages were dissemi-
nated to online platforms, targeted companies.

Conclusion

Forensic science has much to offer proactive policing, and much of the poten-
tial benefit has yet to be capitalised on. Traceology, as defined in this chapter,
feeds inductive processes that create knowledge and models about numerous
crime mechanisms and their environments. Digital transformations of crime
and the related expansion of human traceability should make this approach
much more central in policing. It could even become the cornerstone that
underpins many processes in proactive policing models as well as creates a
clear link between crime analysis and the investigation of serial crimes. To
illustrate these perspectives, three different concrete systems of trace-based
crime analysis model were presented.

These systems and their underlying methodology and deployment environ-
ments are oriented towards the transition to proactive policing models. It is
evident that policing in a digital age goes far beyond the development of
computerised systems. A whole methodology must be elaborated to gather
and analyse information in a transversal way to ensure the translation of anal-
ysis results into a rational set of measures and to monitor their effectiveness.
Traceology can foster cross-sectional crime analysis that overcomes the frag-
mentation implied by the standard model of policing and its organisational
structures. In this increasingly digital landscape, the police remain a central
actor with practical experience that is still not captured well in the cybersecu-
rity models used by many stakeholders. Efforts to better express traceology
and its potential in proactive policing models aim to facilitate such an
integration.

Recommended Readings

To expand the debate around criticism of forensic science in the standard
model, the report of the National Academy of Sciences in the US (NAS 2009)
and the President’s Council of Advisors on Science and Technology’s report
(PCAST 2016) are basic texts. Comments placing traceology at the forefront
of the debate can be found in Margot (2011) or Roux et al. (2012).

A working group within the US Organization of Scientific Area Committees
for Forensic Science (OSAC) has published a report that proposes an
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integration of digital forensics with forensic science on the basis of the con-
cept of trace (Pollitt et al. 2018). This report lays the groundwork for a new
framework in which human digital traceability can be integrated with polic-
ing issues (Casey and Nikkel 2020; Casey et al. 2018).

The various contributions in Fraser’s and William’s Handbook of Forensic
Science (Fraser and Williams 2009) express the complexity of the use of traces
in investigations. This complexity is also reflected in the series of works that
emerged from an ambitious project in Australia led by Julian et al. (2011) on
the effectiveness of forensic science.

By putting forensic science and proactive policing into perspective,
Williams™ contribution (Williams 2007) complements Tilley and Ford’s ini-
tial study (Tilley and Ford 1996). Frameworks for the integration of forensic
science with crime analysis were outlined in a series of papers from the late
1990s (Ribaux and Margot 1999). A summary of current discourse is pro-
posed in 7he Routledge International Handbook of Forensic Intelligence and
Criminology (Rossy et al. 2018).

The US National Institute of Justice has published a report on integrating
forensic case data in intelligence processes that is largely based on studies cited
in this chapter (Lopez et al. 2020).

Notes

1. PICAR is an acronym in French: Plateforme d’Information du CICOP pour
I’Analyse et le Renseignement

2. Annual activity report of the regional analysis centre, 2019, not published,
personal communication.

3. PICSEL is an acronym in French: Plateforme d’Information de la Criminalité
Sérielle en Ligne
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