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Abstract: Online web analytics and web tracking, including the use of first-party and third-party cook-
ies, are often perceived as a "black box". Both rely on the collection of large amounts of data for
various purposes - functional, analytical, and marketing - often without the user's knowledge, for le-
gitimate purposes such as improving the user experience, as well as more controversial reasons
such as targeted advertising. This issue is reinforced by Google's dominant position in web analytics,
particularly through the widespread integration of Google Analytics (GA) into first-party cookies. At
the same time, Europe is withessing a rise in open government initiatives, particularly in line with the
General Data Protection Regulation (GDPR), which aim to increase data transparency and accessi-
bility for individuals. These initiatives often use open government data (OGD) portals as a means to
disseminate government information. Our study, therefore, examines such platforms across Europe
to determine the prevalence of web tracking activity and Google's potential involvement. Our findings
reveal a nuanced use of cookies within OGD portals, characterized by a significant presence of GA
cookies. This situation raises debates about privacy (especially in relation to the presence of third-
party cookies), transparency, and the possibility of transitioning to more ethically responsible analyt-
ics technologies in government digital services. We propose several practical recommendations for
governments to improve their privacy efforts, including removing tracking practices, adopting open
source analytics solutions, conducting regular audits, and improving public awareness of web track-
ing practices.
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1 Introduction

The gradual phase-out of third-party cookies in Google Chrome, starting in 2024, marks a shift in how
web analytics operate, driven by the growing focus on online privacy [1]. However, the potential impact
on the public sector's expanding online presence remains unclear. This online presence is notably cru-
cial for "open government initiatives” that leverage digital tools to enhance citizen engagement [2,3].
These initiatives, which include services such as e-citizen portals, offer innovative ways for governments
to interact with the population [4].

Historically, web analytics have heavily relied on web tracking, which has been a cornerstone of the
multi-billion dollar online advertising industry since the 1990s [5]. Giants like Google and Meta, which
captured 56% of global digital ad revenue in 2019, have been primary beneficiaries of this model [5].
This mechanism particularly hinges on web cookies, with two key categories: first-party cookies issued
by the website itself, and third-party cookies placed by external entities for cross-site tracking and data
sharing [6]. In all cases, such practices support various web functionalities, including personalized con-
tent, site analytics, and social media integration [6-8]

In the European Union, the ePrivacy Directive passed in 2002 has been the first regulatory effort to
inaugurate the notion of cookie consent [9] and the introduction of the General Data Protection Regula-
tion (GDPR) in 2018 was a significant step towards enforcing strict regulations on data collection and
commercial use. This regulation significantly improved the protection of users' privacy against wide-
spread tracking by third parties, in particular through the introduction of consent requirements. However,
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it is important to acknowledge that third-party cookies are still used on government websites [10]. In
2022, a study found that more than half of government websites in ten G20 countries had third-party
cookies in place [11]. Even in Germany, where data protection laws are known to be strict, over 25% of
government portals engaged in this practice [11].

In addition, the post-GDPR landscape reveals another paradox: while the regulation aimed to decen-
tralize market power, it appears to have strengthened Google's dominance in various web technology
segments [12]. This suggests that GDPR may inadvertently shape the market in favor of larger compa-
nies that can leverage first-party cookies data to get around eventual restrictions (such as Google, with
Google Analytics) and create new standards (i.e. Google’s “Privacy Sandbox”, that pushes for the end
of third-party cookies) [12,13]. This development therefore creates a new transition toward more opaque
tracking practices, raising concerns about transparency and data stewardship online.

In light of these changes, it is important to examine open government initiatives, which are generally
not expected to engage in tracking. Bounded by the GDPR, they are supposed to be guardians of good
privacy practices. Additionally, they are often presented as projects that prioritize transparency, collab-
oration, and public participation in governance. This paper specifically concentrates on Open Govern-
ment Data (OGD) portals. These portals are indeed a prominent feature of such initiatives: their core
objective is to promote transparency by making government data readily available to the public [14].

The central question of our research is: "Do OGD portals track their users?" By investigating the
presence of trackers, we seek to provide insight into privacy, transparency, and responsible use of
tracking technologies in government services. This is especially important given the growing dominance
of Google Analytics in the market. Our goal is to fully comprehend the current situation, enabling the
development of policies that prioritize user interests while respecting privacy concerns. To achieve this,
we utilize web scraping techniques to analyze privacy-related data from 35 countries, guided by the
2023 Open Data Maturity Scores. This group includes 27 member states of the European Union (EU),
three nations of the European Free Trade Association (EFTA) (Iceland, Norway, and Switzerland), and
five candidate countries for EU membership (Bosnia and Herzegovina, Montenegro, Albania, Serbia,
and Ukraine).

Our study is structured as follows: first, we provide an overview of the background of the study. We
then outline the research methodology and present the findings. Finally, based on these findings, we
formulate recommendations and present the limitations of our work.

2 Background

2.1 About first- and third-party cookies

Individuals navigating the online sphere are subject to real-time monitoring across various websites
[15,16], potentially with varying degrees of intensity [17,18]. In fact, most web services collect significant
amounts of personal information from users’ online activities through cookies, which constitute the core
business of many online companies [6]. Cookies are small text files used to identify a computer using a
network. The data stored in the cookies is generated when the computer accesses the network, and it
is often labelled with an unique identifier [19]. When the computer emits a request to the website, the
cookies can be sent back to the server, which allows the website to recognize the computer thanks to
the identifier [19]. This web phenomenon is fueled by diverse enabling techniques [7,8]; it is ubiquitous
on the internet [20] and spans across different websites and devices [21]. Beyond its role in website
development and personalization [18,22], as well as advanced website analytics and integration with
social networks [8,20,23], it is also commonly used for targeted advertising [8,24]. However, this infor-
mation can also be used for other purposes, including price discrimination, personalization of search
results, evaluating financial credibility, deciding insurance coverage, surveillance, background scanning,
or identity theft [6,25-27].

Previous studies have highlighted the widespread occurrence of third-party tracking on the internet,
which is a form of tracking performed by resources from other services that the one explicitly visited by
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the users [23]. Hence, a first-party website authorizes a third-party website to gather users’ information.
Accordingly, third-party tracking enables monitoring of users’ activities by services other than the one
explicitly visited by the users [6,20,23,28]. This type of tracking poses a significant privacy threat, as it
can collect and accumulate vast amounts of personal information (and browsing statistics) from users
through many different websites [6,29]. Moreover, 80% of third-party cookies last more than a month
and approximately half of those cookies remain valid for more than a year [27].

Another monitoring practice relies on first-party cookies [29]. While first-party cookies differ from third-
party cookies because they aren’t automatically transmitted to third parties, it is important to note that,
in certain cases, tracking remains feasible [29]. This is due to the fact that any embedded third-party
code that operates within the first-party website, may enable to establish or retrieve existing first-party
cookies entirely and potentially disclose them to the same or different third parties [29]. While the track-
ing practices differ, the intrusion into user privacy remains; as tracking performed by a first party is used
by a third party to circumvent standard tracking-preventing techniques [30]. However, the invasion of
user privacy is even stronger in these cases (i.e., involving tracking through first-party cookies). In fact,
in contrast to third-party cookies, which can be easily blocked or deleted without affecting the usability
and functionality of the website, first-party cookies are not so easy to block or delete [29]. Moreover, and
as noted above, while countermeasures have been implemented to address third-party cookies (e.g.,
browser blocking third-party cookies), these countermeasures do not target first-party cookies. This is
due to the narrative that such monitoring is primarily used to enhance the user experience and improve
the site through analytics [30].

More specifically, regarding analytical elements, some of the most popular cookies are Google Ana-
lytics (GA) cookies, which aim to analyze website traffic and users’ behavior, including all aspects of
users’ journey through the website (e.g., operating systems, browser versions, session lengths, or page
views) [31,32]. GA is a free web analytical tool hosted by Google that employs first-party cookies to
generate detailed statistics based on users’ tracking [33,34]. While GA uses a first-party cookie, set by
the website’s domain and visible only within that context, it also collects the users’ IP as part of its
operations, which may constitute individually identifiable information in specific contexts [33]. Accord-
ingly, this raises concerns about data privacy with GA, especially given that all data resides on Google’s
servers [33], making GA controversial [32,35].

2.2 About the rationale behind OGD portals

Over the past decades, the advocacy for increased transparency has led to the advent of policy dis-
cussions, giving rise to open government initiatives [36-38]. This resulted in a democratized and tech-
nological way to enhance the accessibility of government data through OGD portals [39]. OGD portals
have thus emerged as flagship open initiatives geared towards achieving a key objective: fostering
transparency by disseminating government data [14]. This, in turn, aims to facilitate the accountability
of governments and enable the reuse of initially disclosed data, offering social and economic value [14].
While the objective of transparency in OGD is to address information disparity, allowing citizens to ob-
serve government activities, transparency also seeks to provide a more accurate account of govern-
ments’ actions [38]. The discourse on transparency has evolved beyond government actions to encom-
pass organizations that handle diverse data types. This shift is driven by the recognition that transpar-
ency not only fosters trust but also seeks to safeguard individuals' right to privacy [40,41]. This connec-
tion between transparency and the right to privacy is the core of regulations like the GDPR, establishing
standards for the transparent processing of personal data [10,42].

Considering, on the one hand, the third-party cookies and, on the other hand, the first-party cookies
and the prevalence of GA in analyzing user behavior on websites, it is particularly relevant to investigate
these types of trackers on OGD portals. As these portals aim to provide transparent and accessible
information, understanding the types of cookies employed, including GA cookies, becomes crucial in
assessing the potential impact on websites’ transparency and user privacy.
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3 Data and Methods

The data we collected are the lists of cookies used by the national OGD portals of the 35 countries
included in the 2023 EU open data maturity assessment [43]. In order to obtain them, we have used the
Python programming language along with Selenium, an open source project providing several tools for
browser automation [44]. Selenium is a well-known tool for such web scraping, widely used in Academia
(see, for example, [45] and [46]). We wrote a script that automatically (i) opens the OGD portal homep-
age, (ii) accepts all cookies (if the consent is requested), and (iii) after waiting for 30 seconds, collects
the name and domain of all the first-party and third-party cookies used by the webpage, as well as the
domains of the “frame groups”! in which the cookies are sorted. These cookies were collected on
March12th 20242,

Once this information was retrieved, we used the cookies' domains to distinguish between first-party
and third-party cookies (third-party cookies typically have a different domain associated with them). We
then used the Open Cookie Database [47] - an open source initiative that categorize and describe the
most commonly used cookies on the Internet -, to gather information about the function of the cookies
and the controller of the data they extract. It is worth noting that all the cookies we retrieved from the
OGD portals were listed in the Open Cookie Database.

4 Findings

Figure 1 reports the countries where the national OGD portal uses (i) third-party cookies, (ii) GA, (iii)
or another web analytics solution. It also indicates (iv) where web cookies were not found during our
test and, and finally (v) countries that are non-applicable. The non-applicable countries include Monte-
negro, whose data portal suffered a cyberattack (as indicated in the 2023 OGD maturity report) and
Bosnia and Herzegovina, which is in the process of launching a national OGD portal.

®*»
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Figure 1: Map cookies usage on European OGD national platforms
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We identified 12 countries that use GA (examples of recurring cookies are _ga, gid, gat). Similarly, for
web analytics, we categorized 14 countries using alternative platforms: Matomo (example of recurring
cookie: _pk; specifically in Austria, France, Germany, Italy, Luxembourg, Netherlands, Poland, Serbia,

! For an explanation about cookies and frame groups please refer to Google Chrome devtools documentation (reference in
bibliography).

2 The analysis of cookies on OGD portals provides a temporal snapshot that could differ due to site updates, geographical
regulations, user behavior, and the browser or device utilized (e.g. system customizations or web tracking countermeasures).
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Sweden, and Switzerland), Sitelmprove (example of recurring cookie: nmstat; in Norway and Denmark),
and Drupal (example of recurring cookie: has_js; in Belgium and Cyprus). These platforms claim to offer
fully GDPR-compliant solutions and position themselves as alternatives to GA. Nonetheless, Drupal
(which is a content management system) also presents the option of incorporating a GA module.

As explained above, companies like Google and Microsoft (with cookies such as _clck, _clisk), offer
products allowing their customers to deploy certain web functionalities, analytics or content manage-
ment systems for their websites. On the other hand, platforms like Matomo and Drupal are open source,
meaning that their source code is openly available and not tied to a single vendor. This openness in-
creases transparency and auditability, while providing the ability to ensure that data remains private and
secure.

In addition, three countries utilize third-party cookies, that is, domains divergent from the original OGD
portal domain displayed on the site. And, ultimately, we have a relatively small proportion of OGD portals
that do not have cookies (excluding the countries with missing data, seven out of 33).

Marketing

Functional

Category

Analytics

0 5 10 bt P P 0
Figure 2: Cookies categories

Cookies can have different functionalities and are generally grouped in four categories depending on
their purpose [47,48]. The first are functional cookies, which as the name suggests are necessary for
the website to work, enabling users to navigate the site and access secure areas. The second are pref-
erence cookies, used to remember user choices, hence allowing to personalize user experience. The
third are analytics cookies, which collect user behavior aggregated data in order to measure the site
performance and thus enable improvements. Last come marketing cookies, that are used to deliver
users relevant advertisement, based on their interests and behavior. As it will be discussed later, the
distinction between analytics and marketing cookies can sometimes be blurry3. As related by Figure 24,
the majority of the cookies we collected fall under the analytics category, primarily related to GA. This is
followed by the functional category, and lastly the marketing category (typically third-party cookies). It is
important to note that no preference cookies were found.

5 Discussion

Our work aims to shed light on the black box that is web analytics, with a specific emphasis on web
tracking, which may be concerning. We particularly focus on the extent of tracking activity within OGD
platforms. Although OGD platforms symbolize data transparency and are central to open government
initiatives, our findings first reveal the presence of third-party cookies in at least three European coun-
tries (out of 35), both within and outside the EU. This raises concerns; even if OGD platforms may not
intentionally deploy third-party scripts for tracking, analytics or marketing purposes, the very existence

3 For a more detailed explanation of cookies categories, please visit Cookiepedia: https://cookiepedia.co.uk/classify-cookies

4 The counts presented in Figure 3 represent the number of different cookie types observed, not the total number of cookies.
Each cookie type, regardless of its frequency across multiple sites, contributes only once to its category's tally. For instance,
despite the ga cookie appearing on numerous pages, it is counted as a single entry in the analytical category.



6 S. Stepanovic et al.

of such scripts can be considered as problematical considering the nature of the websites. This issue
persists despite the presence of consent banners, which are frequently overlooked by users (i.e. the
cookie fatigue: the overwhelming and irritating experience of having to continuously agree to cookies on
every new website visited [49,50]). In fact, there is no technical barrier preventing these third-parties,
when they come from private companies, from using analytics data for tracking or profiling (and thus
marketing) purposes [10].

However, it's important not solely to blame governments: the inclusion of third-party cookies in OGD
platforms may not be intentional [51]. Social media links, video embeds, and "free" software modules
can inadvertently introduce tracking cookies due to the business models employed by their providers
[11], Consequently, OGD platforms that rely on these external applications may inadvertently enable
user tracking. Nevertheless, it is certain that the emphasis placed on transparency in the context of OGD
leads individuals to not expect to encounter web tracking on OGD portals, especially in EU countries.
As we have seen, this expectation is grounded in the fact that these same governments are advocating
for anti-tracking measures through regulations such as the GDPR, which mandates data protection both
by default and by design (Article 25). Furthermore, these platforms are funded with public money, which
should not, in principle, be used to support private or commercial activities such as facilitating tracking
or collecting data on citizens [10].

Zooming out, this issue largely stems from outsourcing web development for analytics purposes,
coupled with the prevalence of GA in the market [52]. As mentioned, GA holds a significant market
share, up to 85.8% of websites by some measures, establishing Google as the de facto standard in web
analytics [13,53]. This is compounded by the dominant position of Google Chrome as a web browser,
highlighting the delicate balance between utility and privacy concerns when choosing a web solution
[13]. In our analysis, 11 countries (out of 35) employ GA, as revealed by the presence of well-known
cookies such as _ga, gat, and _gid. Yet, our intent is not to criticize these nations; rather, we highlight
a grey area where their actions are not necessarily wrongful. In fact, we argue that in the larger scheme
of things, giving a single corporation significant influence over data that is primarily intended to benefit
citizens can be concerning. Google owns the data collected through its service, which allows it to store,
use, and potentially share it [5,12,54]. This situation is therefore at odds with the data sovereignty re-
quired by European legislation. In 2019, the French data protection authority (CNIL) fined Google 50
million euros for failing to obtain valid consent [54]. Similarly, in 2022, the Austrian data protection au-
thority found Google GA to be in violation of the GDPR [55]. These rulings also stem from the fact that
websites using GA are transferring data to the United States, which, along with the potential for data to
be reused without consent, is the main issue regarding data protection standards under the GDPR.
Nevertheless, we have also seen that GDPR-compliant alternatives are available. This can be in the
form of other private companies, such as Sitelmprove (storage in the EU, does not include transfer of
IP addresses to third countries). Or, it can also be, in a philosophy of transparency, open source alter-
natives such as Matomo [52]. These opensource alternatives offer fundamentally similar services, in-
cluding data access and EU data storage, and have been adopted by some countries in our study, such
as France and ltaly.

Ultimately, only a few countries do not use cookies. It is not a question of better or worse: first-party
cookies allow websites to remember individuals’ preferences, such as the username and language, for
a particular visit. This convenience eliminates the need to re-enter this information while navigating the
site and can be used to collect statistics to enhance website features and user experience.

However, it's important to consider whether an OGD portal truly needs to remember all preferences.
There exists a delicate balance between what is essential for improving the user experience and what
may be considered superfluous.

In sum, while Google's new policy to end third-party cookies aims to enhance user privacy by reducing
cross-website tracking, it raises both privacy and antitrust concerns [12]. It may still permit Google to
track users through GA, potentially distorting market competition and favoring Google, leading to in-
creased market concentration [12,13]. This situation illustrates the complex relationship between com-
petition law and user privacy, and highlights the potential need for regulatory adjustments [13].
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6 Implications

6.1 Practical implications

EU governments are primarily responsible for implementing anti-tracking measures through the
GDPR, necessitating data controllers to be accountable [56]. This includes promoting open government
initiatives and integrating data protection into all personal data processing activities. We argue that de-
velopers of OGD platforms and other government websites may therefore focus on the following areas:

o Minimize unnecessary tracking: The necessity of profiling analytics on OGD platforms is ques-
tionable. Public sector organizations, unlike private companies, have a distinct mission that does
not prioritize maximizing website traffic. Instead, their primary objective should be enhancing cit-
izen experience by ensuring easy access to required services [52]. If some analytics are deemed
necessary to understand user behavior and identify improvements, a privacy-friendly, citizen-cen-
tric approach should be adopted for data collection.

e Adopt open source products: In line with the above point, to mitigate risks, OGD platform manag-
ers may adopt open standards and open source software. This approach reduces reliance on
proprietary services and technologies and is consistent with the transparency ethos of open gov-
ernment initiatives [52]. Finally, a relatively simple yet radical solution is to remove (when in doubt)
the highly analytical components of the code altogether [57].

e Conduct regular audits: Regulators in each country need to regularly conduct detailed audits to
monitor third-party tracking on government websites [11,58], with the goal of quickly removing
trackers. As detailed in this study, it is relatively easy for government agencies, civil society, and
independent researchers to help conduct audits [58]. They can create inventories and report
tracking incidents. Tools such as the Open Cookie Database [47] can also help with isolated and
online checks.

e Increase awareness about web tracking: Data protection authorities should raise awareness
about the risks of web tracking and the general loss of control over data use [59]. In fact, privacy
policies on websites are often vague, broad, and lengthy, ultimately leading to the risk of unin-
formed online decisions [11,13,58]. For example, best practices for consent banners (although
not the focus of this study) include: providing clear choices, securing consent for non-essential
cookies, communicating data use transparently, documenting consent, maintaining accessibility
without certain cookies, and making it easy to withdraw consent [49,50]. This means avoiding pre-
checked boxes, hidden opt-out options, multiple clicks, and tracking without or prior to consent
[50].

Ultimately, individuals can also protect their privacy by using browser extensions like Privacy Badger
or uBlock to increase control over their personal information [60] and contribute to broader awareness
and action against intrusive web tracking.

6.2 Theoretical implications

The theoretical implications of the study provide insights into the intersection of government transpar-
ency, web tracking, and privacy concerns. We reveal the controllers of web tracker mechanisms on
OGD platforms and suggest that transparency could be enhanced by using open-source analytics soft-
ware (when necessary). This also highlights the tension between privacy and utility in practice [13,53].
Organizations must balance operational efficiency and innovation with ethical considerations of privacy
and data protection. This tension is further amplified by high-level regulations such as GDPR. Although
the objectives and rationale of the law are clear, there are minimal procedures at a lower level (i.e.
operational level) on how to implement it, as illustrated in our present study within the context of privacy
and web tracking [61,62]. However, this situation also reflects the relative novelty of the regulation,
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implying that practices will evolve, and increasingly evidence-based methodologies will emerge for ef-
fective compliance.

Finally, the methodological approach adopted in this study - combining web scraping techniques with
an analysis of cookie functionalities/data controllers - provides a replicable design for future research in
this field. This approach can be adapted and extended to other contexts, allowing scholars to conduct
audits of web tracking practices across different sectors and regions.

7 Limitations and Concluding Remarks

Our study has primarily examined cookies as a component of online tracking. However, beyond the
scope of first-party and third-party cookies, a variety of techniques are employed to monitor and analyze
online user behavior. These techniques leverage different features of web technologies for tracking pur-
poses. Key methods include, for instance, web beacons and fingerprinting [51,63]. Web beacons are
invisible images or small code snippets embedded in websites and emails, enabling the tracking of user
activities (i.e. website visits). This is achieved by making a request to a server for the image, which logs
this request [63]. Fingerprinting collects data on a user's device and browser configurations[64], such
as screen resolution, operating system, and font types, to generate a unique identifier for the device
[65]. Fingerprinting can track users across different browsing sessions, even in private mode, as it does
not depend on cookies [64]. Thus, our findings likely underrepresent the full extent of web tracking's
pervasiveness, which concretely highlights a need for further investigation.

An additional limitation of our research is that we did not focus on analyzing cookie consent mecha-
nisms, which are closely related to GDPR requirements for privacy management and online personal
data protection. This includes the variability and complexity that users encounter when managing their
preferences, especially when opting out (which is a major concern under the GDPR [51]). Such varia-
bility in user interface design for cookie management may indeed alter the opt-out process by making it
complex and discouraging [50,51]. And, as we have outlined, this can lead to "cookie fatigue”, i.e., the
annoyance experienced by users due to the frequent requests for cookie permissions on websites [66].

Due to the format of the study, we also did not perform an in-depth content analysis of the cookies.
Examining the content of these cookies could reveal whether they store information that could potentially
be used for tracking, such as unique identifiers. We recommend that future research include this analysis
to provide a more detailed understanding of the tracking capabilities of specific cookies.

In conclusion, our findings reveal a relatively widespread use of ready-made analytical solutions, first
among all GA. Even though such products certainly provide good quality services and have somehow
become a standard practice in web development, we believe that it is important for governments to
consider the consequences of using these analytical suites. Indeed, using such products can allow for-
eign big tech companies to gain access to European citizens online behavior data, and to stock it outside
Europe, which does not align with the GDPR [54,55]. Additionally, besides legal considerations, it is
often impossible to clearly rule out the possibility that data collected with analytical cookies will not be
used for marketing purposes [13,35]. Therefore, it is essential for governments to align their practices
in developing OGD portals with the privacy recommendations they issue. This ensures coherence and
transparency, which are the leading motivations behind OGD initiatives [14]. Although digitalization is
often viewed as a means of improving the efficiency of public administration, it should not lose sight of
its primary goal of enhancing the quality of public services and making them accessible and fair to all
citizens.
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