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A B S T R A C T

From the beginnings of Silk Road in 2011, anonymous online marketplaces have continued to grow despite the 
best efforts of law enforcement. While these ever-present marketplaces remain flooded with illicit drugs and 
related paraphernalia, the sale and distribution of fraudulent identity documents remains a persistent problem, 
with these items consistently appearing for sale on both the open and dark web. While fraudulent Australian 
documents are some of the most popular products for sale, there is still much that is unknown about the 
Australian criminal market and its place within anonymous online marketplaces. Given the success of previous 
research in understanding the illicit drug trade through examining these marketplaces, this work examines two 
markets to gain an understanding of where Australian document fraud sits within this digital ecosystem. Two 
anonymous online marketplaces were crawled across 2020 and 2021, White House Market (WHM), and Empire 
Market. This data was extracted and examined to identify trends within both the international online market and 
the online market specifically for Australian documents, both of which have been relatively underexplored in the 
online space. To help illuminate the features of the market, the types of documents for sale, supply and demand 
trends, and trafficking flows along with vendor-related trends (e.g. product diversification and presence across 
markets) were examined. Each market was examined individually and then, where possible, comparisons were 
drawn to gain a more holistic understanding of the online fraudulent document market, with a specific focus on 
Australian products. Results indicate that, while the fraudulent document portion of the market is small, it is 
diverse, with numerous different identity-related products for sale, the most common being driver’s licences from 
the United States (U.S.) and Australia, with digital documents dominating the whole marketplace. Overall, the 
most popular U.S. products were those that could be used to facilitate identity fraud, with the most popular 
Australian products being driver’s licences and ID packs, likely linked to the presence of the 100-point identity 
check system used in Australia. This study demonstrates that anonymous online marketplaces have thus far been 
under-utilised in the study of the fraudulent document market, and that to properly understand the illicit market 
for fraudulent documents and personal information both the online and physical sides of the market should be 
considered. This information, if properly utilised, can improve the current understanding of this persistent 
criminal environment, building on previous research and assisting policymakers in making informed decisions.

1. Introduction

The ability for an individual to legally exist in society is greatly 
enabled by that person’s capacity to prove their identity, most often 
through a range of identity documents such as driver’s licences, 

passports, and identity cards. It has become globally recognised that 
these sorts of identity documents are pivotal aspects of social, political, 
and economic life [1,2], as they provide individuals access to travel, 
employment, and health care along with a range of other governmental 
benefits. The advantage of possessing a secure legal identity is clear, and 
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criminals have long understood the value of identity documents with 
them being an item of interest since their implementation [1]. The 
ability to travel across borders with ease in combination with the ability 
to remain anonymous has resulted in identity documents, and most 
notably fraudulent identity documents, becoming a facilitator and 
enabler for criminal activities including the trafficking of illicit goods, 
migrant smuggling, organised crime, and terrorism [1,3–8]

Due to their high value, a strong, international online market for 
stolen and fraudulent documents and personal information has been 
established around the world [6], with research in Europe and Australia 
illustrating that the market is organised and punctuated by prolific of
fenders [9–16]. However, most of this research has focussed on the 
physical side of the document market, examining documents that are 
intercepted by police and security organisations. While important, the 
physical market is only one side of the coin, and previous research has 
expressed that to properly understand an illicit marketplace, both the 
physical and digital sides of the market need to be considered [17–19].

Anonymous online marketplaces (also known as cryptomarkets) are, 
as the name suggests, online marketplaces that use encryption and 
encrypted currencies to preserve the anonymity of their users. Access to 
these markets require the use of special protocols, (for example TOR - 
The Onion Router, or i2P) as these marketplaces are housed in self- 
regulated spaces of the web, known as the dark web [20,21].

While the online trade of illicit drugs has existed since the 1960s 
[22], it wasn’t until 2011 that the first platform economy for illicit goods 
and services emerged [20]. Between the years of 2011 and 2013, Silk 
Road reigned supreme amongst the online anonymous marketplaces, 
and while the building blocks for its creation already existed, it was the 
first cryptomarket of its kind, in that its appearance, structure, and 
organisation were more similar to what was the norm for clear web 
platform marketplaces like eBay and Amazon. [20]. Over a decade later, 
this structure is still considered the norm for cryptomarkets.

Since the closure of Silk Road in 2013, there has been a constant state 
of flux within the cryptomarket ecosystem, with countless new markets 
opening and subsequently closing due to one of the four main reasons for 
cryptomarket fatality: intra-market disputes, hacker attacks, exit scams 
and law enforcement actions [23]. Despite this almost constant state of 
flux, or perhaps, because of it, the cryptomarket ecosystem has become a 
criminal environment that exhibits astounding resilience. In the face of 
targeted and even successful, law enforcement action (which accounts 
for less than 15 % of market deaths), closures of the dominant market
places have no real or lasting impact on the criminal environment 
[24–27]. If a market is taken down or closed, trade may be temporarily 
disrupted, but vendors and buyers are quick to adapt, migrating to 
alternative cryptomarkets, with many vendors operating backup profiles 
on these competing marketplaces [24,28,29]. It has become apparent 
that traditional investigative tools are ill-equipped to deal with the 
resilient and adaptive nature of this criminal environment [28,30]. In 
recent years, research has had an increasing focus on the intelligence 
potential of these anonymous online marketplaces, and how they can 
provide crucial information about the structure and organisation of the 
trade of illicit goods and services, along with reconstructing the net
works of offenders and markets [31]. Admittedly, much of this research 
has focused on the drug trade [18,27,32–35], due to its dominant na
ture, but research has expanded to include an examination of the trade 
of firearms [36–38], counterfeit currency [39], illicit antiquities [40], 
contracted violence [41], wildlife [42], stolen data [25] and fraudulent 
identity documents [1,43–45]. The references included here should be 
considered as examples of this research but are not exhaustive.

While research into the fraudulent document market has been 
increasing, there is still much that is unknown about this marketplace, 
even less from an Australian perspective. What has been published about 
the online market has either largely focussed on vendors operating on 
the surface web [43], or has served as an introduction to the crypto
market trade of these products [44,46]. The depth of analysis required to 
properly understand the cryptomarket facilitated fraudulent document 

market has not yet been done, with no identifiable research considering 
the sale of Australian documents specifically. Previous research into the 
Australian identity crime space [6], and preliminary market analyses [1]
have indicated that fraudulent Australian identity credentials are some 
of the most common products for sale on dark web marketplaces, 
however this portion of the market has not been explored in detail. 
Clearly, research into the online marketplace for fraudulent documents 
could provide key intelligence to assist in disrupting the manufacture, 
sale, and distribution of these illicit goods. This is especially important 
for Australian law enforcement to help address the increasing identity 
crime climate within Australia, an environment with a great financial 
impact [6,47].

In this research, we aim to provide further insight into the online 
fraudulent identity document marketplace by examining two anony
mous online marketplaces that were both operational between 2018 and 
2021, White House Market (WHM) and Empire Market (also referred to 
as Empire). Both markets were, at the time of their operations, consid
ered top markets within the cryptomarket criminal environment, 
attracting thousands of vendors and tens of thousands of listings [44, 
48–52]. In this study both markets will be examined with a specific focus 
on illuminating the identity-related market, examining its structure, 
size, and trends in products offered and vendor behaviours. This will be 
examined first with a focus on the overall identity-related market, before 
then focusing more on the Australian document market. This research 
will help to increase the understanding of the fraudulent document 
market structure, and provide information regarding the manufacture, 
sale and online distribution of documents internationally, and from an 
Australian perspective.

2. Materials and methods

2.1. Dataset

The two markets examined in this study are Empire Market and 
WHM, the details of their operation and the crawl periods are included 
in Sections 2.1.1 and 2.1.2.

2.1.1. Empire Market
Empire Market was launched around February of 2018 and, at its 

peak, had approximately 1.3 million users and was considered one of the 
largest dark web markets at the time prior to its closure [50,51]. How
ever, by late August 2020, Empire had closed, and it later surfaced that 
the administrators had exit scammed, stealing approximately $30 
million (USD) from its users [53]. Empire was crawled1 eight times over 
the period between June and August of 2020, the latest being the 12th of 
August, shortly before the markets’ closure. The webpages of the ad
vertisements were extracted, and then cleaned (i.e. removal of dupli
cates and blank/incomplete listings), resulting in 79,397 unique listings 
and 2806 distinct vendors.

2.1.2. White House Market
WHM was launched in August of 2019. Until its closure in October 

2021, it was known for its excellent security, customer service, and, 
most interestingly, its ethics as the administrators did not allow the trade 
of child pornography, murder for hire, weapons, explosives or poisons 
[48]. While it did not reach the sales volume or size of its predecessors 
like AlphaBay, WHM had established itself as one of the more popular 
dark web marketplaces with approximately 900,000 registered users at 
the time of its closure [52]. During its operation, WHM was crawled 30 
times, across eight months of 2020 and three months of 2021. The 
webpages of the advertisements were extracted, and then cleaned, 
resulting in 83,517 unique listings, and 2519 distinct vendors.

1 The automated process of using a computer program to search, collect and 
index web page content and information [20,54]
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2.2. Data extraction and wrangling

For each listing, the product ID number, title, description, price (in 
USD/EUR), vendor name, vendor ID number, profile description, feed
back, product views, shipping information, product category, and in the 
case of Empire Market, number of sales, were extracted. The prices of 
items in USD and EUR were converted to AUD using the average con
version rate across the crawling periods using data extracted from 
exchangerates.org.2 While the number of sales was available for Empire 
Market, no such data was provided for WHM, and after initial exami
nations, it was found that the feedback on WHM was not an accurate 
representation of the number of ID-related sales. Previous research has 
illustrated that 60–90 % of the transactions on dark web markets typi
cally receive feedback [27,29,54–56]. To test if these percentages were 
true of the ID-related market, the three most prolific vendors on Empire 
(sales) were identified and the number of feedback they obtained on 
WHM was examined. Collectively, these three vendors only had 43 
ID-related feedback, so, given this low number, all sales analyses were 
limited to Empire Market. While this is a limitation, previous studies 
have suggested that single-market studies are still valid and can provide 
generalised results about the overall marketplace [18,29,55,57], which 
is especially relevant as Empire Market and WHM were contemporaries.

2.3. Classification of listings

The product category as dictated by the vendor was extracted, 
however, these categories are often incorrect, or not relevant for 
research [18]. To ensure comparisons were consistent across the mar
kets, and irrelevant products were removed from the analysis, listings 
were re-classified using a semi-automatic keyword search as previously 
used in [17–19]. This macro was optimised in this study for the 
ID-related market, identifying keywords of importance by studying the 
fraudulent document literature (for example [1,6,43]) along with the 
product titles of the listings. This classification enabled the extraction of 
only those items that fell within the ID-related category, including both 
identity documents and identity fraud-related products. This came to 
2545 unique listings and 234 vendors on Empire, and 1620 unique 
listings and 141 vendors on WHM. The different categories used for the 
ID-related products can be found in Table A1 in the Appendix.

2.4. Data analysis

2.4.1. Structure of the international market
To illustrate the supply and demand of the ID-related market the 

number of listings (based on unique product ID numbers) and the 
number of sales (only on Empire) were used, along with the number of 
vendors, identified through the vendor usernames. The number of sales 
and listings was then identified for each product type within the ID- 
related market. To provide context, this was also calculated for the 
overall market, including the illicit drug market. On cryptomarkets, 
when a vendor runs out of stock of an item, they will often greatly in
crease its price to dissuade buyers, in some cases indicating in the listing 
title that they are out of stock [18,29,58]. When this was identified those 
listings were not included in the price, or the calculations for total value 
of sales (n=43). The total sales revenue per item, along with the esti
mated value of the ID-related market on Empire was calculated by first 
converting the price (in USD or EUR) to AUD as described above, and 
then multiplying that by the number of sales. The total revenue for every 
item in the ID-related category was then summed together to estimate 
the total value of the ID-related market on Empire. This was repeated for 
the illicit drug market to provide a point of comparison.

Previous research illustrated that the ID-related category had a 

significant number of listings for digital items [18], so to determine the 
number of digital listings present on WHM and Empire, the keyword 
macro used to classify the products was modified to classify the listings 
as either digital or physical, based on the presence of keywords in the 
listing title. This macro targeted words such as ‘scan’, ‘template’, 
‘image’, ‘fullz’, and ‘PSD’ to identify those documents that were in a 
digital format. The same keyword macro was also used to identify the 
document country for each listing, being the country the document was 
claiming to be from or attempting to replicate (e.g. Australian vs U.S. 
passports). In this instance the macro targeted words associated with 
countries, states, or regions around the world, including common ab
breviations. In some cases, vendors would indicate they were selling 
documents from a range of countries or regions (e.g. Europe, Asia, 
Oceania, etc.) which would result in them being classified as ‘Various’. 
In cases where no document country was included in the listing title, 
these would be classified as ‘Not Specified’. As these document countries 
provided no real information regarding the document type, they were 
not included in the examination of the document country, resulting in 
the exclusion of 573 listings from Empire (22 %) and 378 listings from 
WHM (23 %).

2.4.2. Trafficking of documents
Across both WHM and Empire, vendors indicated their shipping lo

cations, being the places that they ship items from and where they ship 
to. While it is not possible to verify that this information is accurate, 
previous research has indicated that it is reasonable to assume that the 
country the item is being shipped from (i.e. the origin) is the country of 
operation of the vendor, so that approach has been followed here [18, 
59,60]. As feedback and reputation are some of the most important 
currencies on the cryptomarkets, the threat of receiving bad feedback 
from a customer is likely enough motivation to be honest regarding the 
origin country of the product [17,60]. Of course, this is largely limited to 
physical products, given that all digital products are sent to the buyer 
through the Internet. For these digital products, there is a far higher 
percentage of vendors selecting ‘Worldwide’ as the origin and shipping 
country, providing no valuable information about the origins of these 
products [17]. For this reason, only the physical products have been 
considered when examining the origin and movement of the ID-related 
products, and those sales with an origin location of ‘Worldwide’ were 
removed. On Empire, some vendors indicated a list of countries as po
tential locations that they would ship to, in which cases the lists were 
separated to ensure that the countries were correctly represented. This 
left 189 listings and 552 sales from Empire, and 323 listings on WHM to 
be analysed. To examine the trafficking of the Australian products, only 
those items with a document country of Australia were included in the 
analysis. This left 27 listings (Empire and WHM combined) and 92 sales 
on Empire to examine.

2.4.3. Vendor behaviours
The number of sales and listings per vendor, in combination with the 

total value of sales (AUD), was used to identify those vendors that were 
making the most significant contribution to the ID-related market. It is 
common practice within cryptomarkets for vendors to migrate and 
operate across different markets, either as a reaction to the closure of a 
market, or as a strategy to reduce risk [25], and/or to expand their reach 
thereby increasing their likelihood of higher profits [30,61]. As a ven
dor’s username is intrinsically tied to their reputation [62], previous 
research has illustrated that usernames can be used as a proxy to help in 
the identification of vendors that are operating across different mar
ketplaces, albeit with a degree of uncertainty [25,28,30]. However, this 
uncertainty can be somewhat mitigated by pairing the comparison of the 
vendors’ username with the comparison of their PGP (Pretty Good Pri
vacy) key [27,63]. After the PGP keys were cleaned to remove format
ting inconsistencies between the markets, a vendor username and PGP 
key comparison was done to identify which vendors were present across 
both markets.

2 https://www.exchangerates.org.uk/USD-AUD-spot-exchange-rates-history- 
2020.html
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All data analysis was conducted using a combination of Microsoft 
Excel for Microsoft 365 MSO Version 2401, Tableau 2023.2, and 
Flourish Studio.3

2.5. Ethical considerations

This research work is covered by ethics application number 
C_FDCA_022022_00009 granted by the University of Lausanne, 
Switzerland, where the cryptomarket data was crawled. The information 
that has been analysed within this research was collected from the 
publicly available information within these cryptomarkets. By its na
ture, the cryptomarket environment is anonymous, and no personal 
information of the vendors or users was crawled as part of the collection 
procedure. To ensure that no vendor usernames can be identified, all 
usernames have been anonymised, and no personal information or 
profile data has been included in this analysis. The data that has been 
collected has been done so entirely for research purposes, and in no way 
poses any risk to any users of these marketplaces.

3. Results and discussion

3.1. Structure of the international identity-related market

In the context of the overall illicit marketplace, on Empire and WHM 
only 3.4 % and 1.9 % of the listings were for ID-related products and 
8.4 % and 5.6 % of the vendors, respectively, were selling products of 
this kind. This is quite a small portion of the market, especially when 
compared to other more dominant product categories, such as illicit 
drugs (49 % and 64 % of the product listings on Empire and WHM 
respectively). The ID-related category contains a broad range of product 
types that, for the sake of simplicity, have been grouped into three 
subcategories that are defined in Table 1. For more detailed definitions 
of all the product types found within each subcategory, refer to the 
Appendix Table A1.

Across the ID-related category, there are 2545 listings and 234 
vendors on Empire and 1620 listings and 141 vendors on WHM. Most 
cryptomarkets, including those beyond the scope of this research, typi
cally offer both digital and physical products, being those that are 
transferred to the buyer through the internet, and those that require 
shipping from the vendor to the buyer’s address or P.O box. Under

standably, the drug-related categories are largely made up of physical 
products, while the guides and tutorials, fraud, and ID-related categories 
have far more digital products on offer [17]. As illustrated in Fig. 1, 
approximately 80 % of the ID-related listings across both markets (80 % 
on Empire and 78 % on WHM) are for digital products, largely being 
scans, images, or Photoshop templates (.PSD) of identity documents, 
along with fullz and identity fraud packs. When looking at specific 
product types, driver’s licences are the most listed products for sale, 
consistent with previous research [1,6], followed by fullz, then identity 
fraud packs on Empire, and identity cards on WHM. Driver’s licences are 
often targeted products within cryptomarkets as they are widely used 
throughout communities as proof of identity, and they contain valuable 
information such as date of birth, name, and address [6]. In addition, in 
some countries driver’s licences are attractive as they do not have an 
expiry date [64].

While the number of listings is a good indicator of the supply across 
the market, the sales per item provide an accurate indication of the 
demand for these products. There were 48,655 ID-related sales on Em
pire, 95 % of which were for digital products, illustrating that there is 
both a significant supply (indicated by the number of listings) and de
mand for digital products within these marketplaces. Interestingly, the 
category with the highest number of sales, being the identity fraud- 
related category, is made up entirely of listings for digital products 
(Table 2). This high number of digital products is not surprising given 
the ease with which digital documents and information can be sent to 
the buyer, edited, modified, and re-used, especially if they are taking the 
form of Photoshop templates, scans, and digital information (in the case 
of the identity fraud related items). The generally low cost per unit [6]
coupled with the increasing reliance on digital proof of identity docu
ments, may also be contributing to the popularity of these items with 
buyers. Of course, it is entirely possible that these digital documents are 
being used as ‘precursors’ and are being purchased for use in the 
manufacture of physical documents. While not among the most popular 
products on the cryptomarket, within the ‘Other’ section of the ID 
category are what can be considered ‘precursors’ for document manu
facture, including things such as substrates, security features, and se
curity overlays. This, combined with the recent increases in the 
trafficking of these precursors [1], indicates that the manufacture of 
physical documents may be a potential use for these digital documents.

As illustrated in Table 2, the total value of sales across Empire Market 
for the ID-related category was over $1.8 million (AUD) accrued across 
the approximately 2.5 years that the market was active. Compared to the 
size of the illicit drug market on Empire (total sales revenue of 
$265,303,894 AUD), the total dollar value of the identity-related market 
is quite low (0.5 % of the total value of sales on Empire). However, 
cryptomarket sales have previously been estimated to only account for 
around 0.1 % of the total drug market (estimated at $426–652 billion 
USD per annum) [20]. Compounding this, the Global Drug Surveys from 
the last ten years have illustrated that less than 15 % of drug users have 
used cryptomarkets in the past to purchase illicit drugs [65–67]. Clearly, 
most purchases within the illicit drug market are occurring through the 
more traditional physical marketplaces or alternative online routes of 
distribution. While admittedly, the illicit drug market is very different 
due to the nature of its products, given that the cryptomarkets only cover 
such a small portion of the illicit drug market, the cryptomarkets may 
only be responsible for a portion of the fraudulent document market.

In fact, it has been illustrated previously that the fraudulent docu
ment market spans the breadth of the dark web, with some storefronts 
operating outside the jurisdiction of cryptomarkets. These illicit activ
ities are not restricted to the dark web, with a range of activities residing 
in the domain of the clear web including storefronts, sellers operating on 
dedicated forums, email sellers, and vendors who use social media and 
streaming platforms such as Instagram and YouTube as a means to sell 
their products [1,43,45,64,68]. Previous research in Australia has 
illustrated that clear web storefronts are used by Australian customers to 
access fraudulent documents, as they linked a commonly encountered 

Table 1 
Definitions and examples of the three ID-related product subcategories.

Product 
Subcategory

Definition Examples

ID Photo identification products, 
those that can be used in 
isolation to prove an identity

Passport, driver’s licence, 
identity card

Identity fraud Includes all products that 
could be used to facilitate 
identity crime or theft

Fullz (a full, digital 
information pack about an 
individual), and identity 
fraud packs (a pack 
containing fullz and a 
document from either of the 
other categories (ID or 
various legitimation 
documents)

Various 
legitimation 
documents

Documents that do not contain 
a photo and cannot be used to 
prove an identity, rather they 
can only support a photo ID, or 
as proof of address

Utility bills, bank statements, 
birth certificates

3 https://flourish.studio/
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clear web storefront selling “novelty identity documents” to those seized 
by local police [14]. All of this, clearly illustrates that cryptomarkets are 
not the sole route of access for fraudulent identity documents and stolen 
personal information, suggesting that the 1.8-million-dollar figure does 
not illustrate the entirety of the online market, and that the actual value 
is likely to be higher.

Much research within the document intelligence field has focussed 
on identifying the structure within the document fraud market by 
profiling fraudulent documents seized or intercepted by police, identi
fying those documents that are produced by the same source [9–16,69, 

70,71]. This research has illustrated that the physical fraudulent docu
ment environment is organised and punctuated by prolific offenders 
[9–16,69,70,71]. Similarly, the identification of these prolific offenders 
operating on the cryptomarkets can assist with not only illustrating the 
structure within these online markets but also could provide an alter
native way of disrupting this persistent criminal ecosystem. Given the 
resilient nature of cryptomarkets to disruptions such as police take
downs [20,24,25,27,28], it has been suggested that rather than targeting 
markets, which are promptly replaced, security and policing organisa
tion should instead consider targeting the more prolific offenders, being 
those individuals that are having a large impact on the supply and sales 
within the marketplace [34]. In this work, prolific, in the context of 
vendor behaviour, is defined as a vendor that is listing, selling, or 
earning well above the average across the market.

Fig. 2 illustrates the number of sales per vendor for both the overall 
market and the ID-related market, to help identify if the presence of 
prolific offenders, and the structure of the market, is unique to the ID- 
related market, or if it is instead more likely a symptom of the overall 
cryptomarket ecosystem. Within the overall and ID-related market on 
Empire, most vendors (50 % of the overall, and 72 % of the ID-related) 
are contributing less than 100 sales to the marketplace. Contrasting to 
this, 460 (16 %) vendors in the overall market, and 13 (5.5 %) vendors 
in the ID-related market are contributing more than 1000 sales. While 
this seems to be a small number of vendors exhibiting this prolific 
behaviour, the extent of their operations is clear when looking at the 
proportion of the market that they are responsible for. In both cases, 
these comparatively small groups of vendors are responsible for most of 
the sales within the markets, with the group of 460 vendors being 
responsible for 81.6 % of the sales on the overall market, and the 13 ID- 
related vendors contributing 63.2 % of the sales within the ID-related 
market. Clearly, this level of concentration and the presence of prolific 
offenders is not unique to the fraudulent document market and is instead 
likely to be present across the entirety of the cryptomarket ecosystem, 
which is in line with criminological theories of recidivism and prolific 

Fig. 1. The number of listings per product type across the ID-related category for both Empire and WHM, with the colours indicating whether the documents are 
physical (dark teal) or digital (light aqua). The percentage indicates the percentage of listings in each individual market that are for a particular product type (e.g. 
19.9 % of listings on WHM are for licences).

Table 2 
The total number of sales and listings per ID-related category and the total sales 
in AUD (Empire Market).

Category No. of 
listings

No. of 
sales

Total sales 
(AUD)

ID Licence 493 5653 $402,059
Passport 245 1072 $67,204
Identity card 212 1164 $189,902
ID bulk 128 3980 $70,164
ID various 118 1497 $104,836
ID pack 111 1024 $65,014
Selfie ID 83 532 $38,787
Other 20 125 $14,276
Selfie ID bulk 18 1 $489
Total 1428 15,048 $952,731

Identity fraud Fullz 384 20,649 $435,345
Identity fraud 
pack

286 8186 $261,094

Other 3 336 $18,712
Total 673 29,171 $715,152

Various 
legitimation 
documents

Other 237 2725 $129,480
Statements 130 1185 $16,388
Utility bill 77 526 $9735
Total 444 4436 $155,603

Grand Total 2545 48,655 $1,823,485
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Fig. 2. Number of sales per vendor across the overall (columns) and ID-related (line) market on Empire Market. The columns/line illustrate the number of vendors 
that have that number of sales (e.g. there are 1426 vendors in the overall market and 169 in the ID-related market with less than 100 sales).

Fig. 3. Total sales revenue (AUD) in regard to the number of sales (x-axis) and listing (size) per vendor with the colour indicating the 15 vendors with the highest 
total sales revenue.
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offending [72].
While the examination of the number of sales per vendor of ID- 

related products enables the identification of potentially prolific ven
dors, using the sales in isolation is neglecting to consider those vendors 
that may have access to (and therefore be supplying) a large amount of 
product to the market (identified through the number of listings) and 
those that are earning a large amount of money from their illicit activ
ities (identified through total sales revenue AUD). Those individuals that 
are earning large sums of money are the vendors that are more likely to 
expand their business, whether that be onto other cryptomarkets, 
increasing their product profile, or moving into physical markets in 
combination with the online markets.

The importance of considering sales, listings, and the total value of 
sales when identifying prolific behaviour is illustrated in Fig. 3, which 
shows the total sales revenue in AUD (highlighting those 15 vendors 
with the highest sales revenue), along with their number of sales (x-axis) 
and number of listings (size).

Overall, the proportion of the sales provided by the top 15 vendors is 
very high, especially given there were 243 ID-related vendors on Em
pire. 51 % of the market sales are coming from these vendors, while they 
are only contributing 24 % of the number of ID-related listings. The lack 
of correlation between the number of listings and sales is perfectly 
illustrated by the vendor with the highest number of sales, who has 5256 
sales coming from six listings, all within the identity fraud-related 
category. The vendor with the highest total sales revenue is also the 
vendor with the fourth highest number of sales, and again, a very small 
number of listings. To properly capture the activities of the most prolific 
vendors within the market environment, sales, listings, and sales reve
nue should all be considered to ensure that information is not being 
overlooked by focusing too much on only one trace of activity. It should 
be noted that this analysis could not consider the possibility that a single 
document supplier may be operating multiple vendor usernames, 
therefore potentially disguising their prolific activities.

3.2. Document country and shipping origin

Examining the country that a document is claiming to be from can 
provide insight into what types of documents are being targeted by 
manufacturers, along with what document countries are most popular 
among buyers. This can assist in the identification of document types 
that are more prone to fraud, whether that be due to security weak
nesses, or simply a higher perceived value, along with trends in docu
ment fraud and other criminal activities. Of course, previous research 
has illustrated that the cryptomarket environment is dominated by users 
from English-speaking and Western European countries [17,18,54,60, 
73], so while the information from this analysis can assist in identifying 
the aforementioned trends, this potential bias must be considered.

U.S. products on both Empire and WHM have the highest number of 
listings with over 40 % of each market’s listings devoted to products of 
this kind (42.8 % of Empire, and 40.2 % on WHM). The difference in the 
number of listings between the U.S., and the next most listed document 
country, Australia, is stark. While Australian documents are the second 

most listed type, these products account for only 7 % of the listings on 
both Empire and WHM. Following closely behind Australia is the United 
Kingdom (U.K.), followed by Canada and a range of European countries. 
This trend continues when considering the number of sales, as illustrated 
in Table 3, with the U.S. again dominating the marketplace. The volume 
of both sales and listings for U.S. documents and stolen personal infor
mation (the identity fraud-related category), is significantly higher 
when compared to the other document countries (Table 3).

Over the last few years, identity crime has continued to rise on an 
international scale [74,75]. Between 2018–2021, during which Empire 
and WHM were both active, there was a noted increase in the instances 
of identity crime in the U.S., with the number of complaints and total 
losses nearly doubling between 2018 and 2021 to 847,376 complaints 
and $6.9billion (USD) respectively [74]. The more specific crime types 
of identity theft and personal data breaches, being those most closely 
linked to the products within the identity fraud category, also experi
enced increases in the number of complaints and total losses across these 
three years, with the U.S. having the highest number of victims in 2021, 
followed by the U.K. and Canada [74]. The prevalence of the victim
isation of those individuals from the U.S. was further exemplified by a 
2018 study that examined the cybersecurity behaviour of 6000 working 
professionals across the U.S., Australia, France, Germany, Italy, and the 
U.K. This work revealed that 33 % of U.S. respondents had experienced 
identity theft, which was twice the global average [76].

Given the victimisation rate of identity crime within the U.S., it starts 
to make more sense why there are so many U.S. products available on 
these cryptomarkets. It should be noted however, that both the Federal 
Bureau of Investigation (FBI) and the cybersecurity company that con
ducted the study are U.S.-based, so there may be some unintentional bias 
as they are more likely to have access to a higher number of reports from 
U.S. citizens. Compounding this is the often over-representation of U.S. 
users, both vendors, and buyers, on English-speaking cryptomarkets, 
and their much higher population, which may be one of many reasons as 
to why there are so many more U.S. documents than those from other 
countries. However, this does not discount the potential for these results 
and those from the FBI and the previous study [74,76] to be highlighting 
a potential trend between identity crime and the online ID-related 
market.

Interestingly, when examining the origin country of vendors selling 
physical documents, a significant portion of the sales for U.S. (95.7 %), 
Australian (84.8 %), and U.K. (93.2 %) documents were being shipped 
from vendors originating from within the respective country, suggesting 
a potential correlation between origin country and the types of docu
ments being offered by vendors. This is unsurprising, as the ability to 
manufacture a quality counterfeit or forged document is undoubtedly 
linked to the manufacturer’s familiarity with and access to documents of 
that kind. A parallel could be drawn between the document market and 
the illicit drug market in relation to product specialities being dictated 
by domestic access or familiarity with the items listed, impacted by the 
origin country of the vendor [60]. Furthermore, selling items within the 
vendor’s country of origin reduces their risk of being detected, with most 
mail controls and checks being conducted at the borders by customs [18, 
60].

3.3. Australian documents in the cryptomarkets

Australian documents are the most listed (on WHM and Empire) and 
the most sold documents (on Empire) after the U.S. This prevalence of 
Australian documents within the online document market is not 
anomalous to these two markets, with it being mentioned in previous 
research [1,77]. Across both Empire and WHM combined there were 
294 listings for Australian documents coming from 52 vendors, totalling 
7.0 % of the document market. On Empire, there were 2929 sales for 
Australian documents from 31 vendors, which was 6.0 % of the sales for 
the ID-related products, with a total sales value of $183,557 (AUD). 
Overall, within the Australian market, driver’s licences and identity (ID) 

Table 3 
Number of sales for each document country across the three ID-related sub
categories, and the total sales (%). Only the top 5 contributing countries are 
illustrated here.

Document 
Country

Number of Sales

ID Identity 
fraud

Various 
Legit.

Total % of ID 
Market 
(total)

U.S. 4719 25,353 1553 31,625 65 %
Australia 1764 595 570 2929 6 %
U.K. 1023 877 219 2119 4 %
Canada 98 443 149 690 1 %
France 487 2 136 625 1 %
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packs are the products with the most sales.
The popularity of Australian driver’s licences can likely be attributed 

to the valuable personal information that they contain (as mentioned 
earlier), but also perhaps due to their ability to be used as ‘gateway 
documents’. These documents can be used in combination with other 
lower security documents, such as utility bills to satisfy the 100-point 
identity threshold, thus proving the holder’s identity and enabling 
them to fraudulently gain access to more secure documents, such as 
passports. The 100-point identity check system was introduced in 
Australia to try and reduce instances of financial fraud [6]. To open an 
account with a bank or credit union, the customer must hit the 100-point 
identity threshold, by supplying a range of documents, all of varying 
degrees of security (and therefore different point values) [6]. From a 
product perspective, on Empire Market, this 100-point pack (or ‘digital 
wallet’) often included a scan of a driver’s licence, credit card, bank 
statement, and/or utility bill. The prevalence of this identity check 
system may very well be another reason why Australian driver’s licences 
and particularly Australian ID packs are so popular. So much so, that 
when compared to ID packs from other countries, Australian ID packs 
have the highest number of sales.

The popularity of Australian driver’s licences also exists beyond the 
cryptomarket ecosystem, with driver’s licences being the most 
commonly misused document as reported by victims of identity crime in 
2017, 2019, 2020 and 2023 [6,47,75,78].

3.3.1. Trafficking of Australian documents
Given the popularity of Australian documents on Empire and WHM, 

the listings for Australian documents were more closely examined to see 
what countries they were originating from and what vendors were 
supplying them. Within the ID-related market across Empire and WHM 
combined, there were 294 listings for Australian documents, 27 of which 
were listings for physical documents (seven were removed as their origin 
country was ‘Worldwide’) which were being supplied by nine different 
vendors. 70 % of the listings for these Australian documents had 
Australia as the country of origin, with China and the U.S. following 
behind with 15 % of the listings each (Fig. 4). Similarly, when looking at 
the number of sales, the domestic nature of the Australian document 
market is highlighted with 89 % of sales having an origin of Australia, 
with the other 11 % coming from the U.S. While this suggests the 
prevalence of the domestic market, it is possible that there are Australian 
documents being manufactured in and shipped from the U.S. and China. 
In both cases, the listings from these two countries indicated ‘World
wide’ as the destination country, meaning it is possible that they would 
be shipped to Australia. Of course, this is not considering those docu
ments being shipped from ‘Worldwide’, so there may be other countries 
contributing to the Australian document market, but from this analysis, 
it was not possible to identity them.

The presence of a strong domestic market in Australia is not unique 

to ID-related products, with previous research indicating that there is 
also a strong domestic market in Australia for illicit drugs [17,18]. This 
tendency for vendors to distribute their goods on a domestic scale has 
been attributed to the general risk-averse nature of vendors and buyers 
operating on cryptomarkets, with domestic shipments being less likely 
to encounter parcel loss, interception by authorities, or arrest, especially 
when dealing with countries that have stronger border controls, such as 
Australia [17,18,54,60]. When looking specifically at the trade envi
ronment in Australia, the domestic market for illicit drugs has also been 
attributed to the geographic isolation of Australia, the presence of do
mestic manufacturing, and the high domestic prices [18,60].

Undoubtedly, the geographic isolation of Australia plays a role in the 
trafficking of any physical illicit goods, along with the general risk- 
averse nature of vendors leading them to avoid shipping to countries 
with strict border controls. However, with analysis limited to two 
markets it is difficult to assess the impact of domestic manufacturing and 
price. Fig. 4 does suggest that there is domestic shipping, with the ma
jority of the Australian documents originating domestically, and while 
there have been previous instances of domestic manufacture of these 
documents [6,79,80], it is not possible to say, at this stage, to what 
extent this manufacture is occurring. When considering the other po
tential factors that may be impacting the presence of this domestic 
market, it is not the opinion of the authors that prices are likely to play a 
significant role, especially considering the mostly low prices due to the 
dominance of digital products. So, until more concrete conclusions can 
be made regarding the domestic manufacturing of Australian docu
ments, the most logical conclusion is that the geographical isolation and 
strict border controls of Australia, combined with the risk-averse nature 
of cryptomarket users is the most likely reason for the low rates of in
ternational shipping, and the stronger domestic market.

3.3.2. Vendor behaviours
When looking at the vendor behaviour across the listings for the 

Australian documents on the markets (Fig. 5), most vendors have 
diversified quite broadly across the different product types. As an 
example, one of the ten vendors with the highest number of listings, has 
items appearing in all three of the ID-related subcategories across both 
Empire and WHM. Given that most of the items listed in the marketplace 
are digital (87 % of listings in the Australian document market), it makes 
sense that vendors are for the most part, broadly diversifying, as the skill 
set required to sell the digital templates and scans is not as specialised as 
the manufacture of physical counterfeit documents.

Contrasting to Fig. 5, the sales across Empire are much more 
concentrated (Fig. 6), with most of the sales being contributed by only a 
few vendors, with less diversification in their products sold. Fig. 6 il
lustrates the number of sales per document type, with each colour 
indicating a different seller. Of the 2929 sales for Australian documents 
on Empire, 2752 of them (94 %) were for digital documents, with all 

Fig. 4. Trafficking patterns for Australian documents across both Empire and WHM. Listings are on the left, with the number of sales (Empire) on the right.
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remaining sales being for counterfeit physical documents, most of which 
were driver’s licences. Overall, considering both physical and digital 
documents, 40.8 % of the sales for Australian documents were for 
driver’s licences, followed by ID packs (14.5 %) and identity fraud packs 
(13.2 %) and ‘other’ from the various legitimation category (13.2 %). 
All other document types fell below 10 % of the sales.

As discussed previously, to properly identify those vendors that are 
playing a significant role in the illicit marketplace, the number of list
ings, sales, and the total sales revenue (AUD) should be considered to 
ensure that those vendors that are making the largest contributions to 
the market are being identified. While the ID-related market for 
Australian documents is quite small in the grand scheme of the overall 
market, the three main vendors are contributing 1901 sales to the 

market, which is 65 % of the Australian document sales. This indicates 
that the cryptomarket facilitated online market for Australian fraudulent 
documents is punctuated by prolific offenders, similar to what has been 
published regarding the physical market [14]. It also appears that these 
vendors have specialised within the ID-related market, in that they only 
offer Australian documents, with no other document countries included 
in their product profiles. This prolific offender analysis points to relevant 
targets for law enforcement to work on neutralising top contributors to 
the market.

When comparing the usernames and PGP keys of all ID-related 
vendors, 18 % of vendors were operating across both Empire and 
WHM. All three of the vendors discussed as being the top three 
contributing vendors to the Australian document market, were also 

Fig. 5. The number of listings per vendor (Australian documents) across Empire and WHM with the colour indicating the document type and category. Every vendor 
is depicted as a column along the horizontal axis. For ease, identity fraud has been abbreviated to ‘IF’ and various legitimation documents has been abbreviated 
to ‘VLD’.

Fig. 6. The number of sales per document type (Australian documents) on Empire. Both physical and digital documents are included here, and each unique colour is 
indicating a different vendor username.
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operating across both WHM and Empire.
All sales from the top vendors were for digital documents, except for 

one, who had 69 sales for one counterfeit driver’s licence listing. Upon 
further analysis it was found that this vendor, is not just a significant 
contributor to the Australian ID-related market, they are self-claimed to 
be one of Australia’s top vendors, with products spanning all categories, 
including the illicit drug category. Across the overall market on Empire, 
they have 4825 sales and a total sales revenue of over $1.6million, 
placing them in the top 30 vendors (out of the 2806 vendors on Empire) 
regarding sales revenue. This vendor, according to their vendor profile, 
had previously operated on ten different cryptomarkets in addition to 
Empire Market and WHM, perfectly illustrating the breadth and resil
ience of their operations. If this vendor was identified and removed from 
the criminal environment, the number of sales and supply to the dark 
web would be significantly reduced not just in the ID-related market, but 
also in the illicit drug market.

4. General discussion and conclusion

In this research, data from two cryptomarkets, Empire and WHM was 
used to help identify the structure of the online ID-related market, 
examining trade on both an international and domestic scale, with a 
specific focus on Australian products. In the larger context of the overall 
market, the ID-related product category only took up a small percentage 
of the listings across Empire Market and WHM (3.4 % and 1.9 % 
respectively), with nearly all listings and sales being for digital products.

On an international scale, the market for U.S. documents was 
dominant on Empire and WHM, with them being the most listed and sold 
document country. In particular, there was an abundance of listings 
within the identity fraud-related category for U.S. fullz and identity 
fraud packs. While taking up a much smaller percentage of the market, 
Australian documents were the second most listed, and the second most 
sold, with driver’s licences and ID packs being particularly popular, 
likely due to the presence of the 100-point identity check system present 
in Australia [6]. Both the ID-related and Australian document markets 
were punctuated by a small number of prolific offenders contributing 
the majority of the sales and listings to the market, similar to what has 
been identified regarding the physical market for fraudulent documents 
[9,10,12,13–16,69]. Within the Australian document market, three 
vendors were identified as being of particular interest, with them 
contributing over 65 % of the sales for Australian documents.

Interestingly, a correlation was identified between the origin country 
and the types of documents being offered by vendors, with most of the 
sales of U.S., U.K. and Australian documents being shipped by vendors 
claiming to originate from within the respective country. This suggested 
the presence of a domestic market, and when looking at the trafficking of 
Australian documents it was found that most of the sales for Australian 
documents were being shipped domestically on Empire. The potential 
reasons behind this domestic market were discussed, with the 
geographical isolation and strict border controls present in Australia 
likely deterring the usually risk-averse vendor from shipping to this 
country. Given the impact that domestic manufacturing has had on the 
illicit drug market in Australia [18,60], it is not unreasonable to wonder 
if this is also playing a part in the domestic market for fraudulent 
Australian documents. However, at this stage, it is impossible to 
conclude with certainty, to what degree this manufacturing is occurring 
in Australia. While there have been previous media reports regarding 
this domestic manufacture [6,79,80], these are from too long ago to be 
considered an accurate representation of the current criminal 
environment.

These difficulties with identifying trends in manufacturing and 
trafficking are intrinsically related to studying an online market domi
nated by digital products. This is furthered when considering that the 
creation and transfer of these digital documents may just be an initial 
step prior to their manufacture into physical documents. Undoubtedly, a 
large portion of digital documents are used for proof of identity in the 

online world. However, given the presence of ‘document precursors’ on 
these cryptomarkets (i.e. components used to make identity documents 
such as holograms and barcodes), and the recent increases in their 
trafficking [1], it is entirely possible that some of these digital docu
ments are being used to assist in the manufacture of physical documents, 
introducing a secondary distribution and manufacture location.

Of course, the study of any online market, is not without its limita
tions. The cryptomarket environment, as discussed earlier, is one that is 
constantly evolving and changing, and the sudden closure of Empire was 
not something that could be anticipated. This created a clear disparity in 
the number of crawls (and crawling period) between Empire and WHM. 
While this did limit the amount of data that was collected for Empire 
market, each crawl collected every listing that was active at the time of 
the crawl, including those that had been active since the opening of 
Empire in early 2018. So, while there were only eight crawls conducted, 
these provided a good indication of how the market had been operating 
across these years of activity.

Overall, the information extracted from cryptomarkets, like any 
trace, is incomplete and therefore needs to be used in partnership with 
other sources of information. One needs to consider the market as a 
whole, comprising both online and physical portions before conclusions 
regarding the manufacture, supply and distribution of goods can be 
made [17–19]. For the fraudulent document market, this means 
considering the research and results of the profiling work that has been 
conducted internationally [9,10,12,13–16,69], and identifying ways 
that this research can be partnered with examinations of the online 
fraudulent document market, on both the dark web and the clear web.

So far there has been little research that has actively combined both 
aspects of the fraudulent document market, treating the online and 
physical portions of the market as dichotomous. However, this research 
has illustrated similarities between these two sides of the market, along 
with the general criminal environment for document fraud and identity 
crime. Both online and physical markets are characterised by prolific 
offenders that are contributing significantly to the fraudulent document 
market. Further examination of the products offered online, either 
through procuring them, or conducting more active analyses within the 
currently operational cryptomarkets and open web storefronts, could 
help identify similarities between the documents in both the online and 
physical market, resulting in the potential identification of sources, 
trends in shipping, and manufacture. At the end of the day, much like 
with the illicit drug market, the online and physical market for identity- 
related products are two sides of the same coin, and to properly un
derstand the fraudulent document market, they need to be considered as 
such. Combining these avenues of research can help provide decision- 
makers with clear information about the document fraud environ
ment, so they can make more informed decisions about this criminal 
environment, and its key players. It also provides an original and useful 
perspective on the (supposedly increasing) digitisation of criminal 
markets.
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Appendix

Table A1 
Definitions of product types and categories used to group products within the ID-Related market

Product Category Product Definition

ID Licence A document that can be used as a proof of identity, and proof of entitlement to drive. It contains an image of the individual along 
with a range of personal information

Passport A document that can be used as proof of identity and as a means to travel across borders. It contains an image of the individual and 
personal information

Identity card A document that can be used to prove the identity of an individual, it contains a photo and personal information (e.g. proof of age 
cards in Australia)

ID pack An ID pack is used to describe a collection of one or more documents of different types often curated to serve a specific purpose, such 
as securing a bank loan or opening a bank account.

ID bulk A bulk listing for two or more of the same document types (e.g. 10x passports, 1000x licence scans)
ID various This product type was used to describe listings that had multiple different document types within the listing but were not being sold 

as a pack. Rather the vendor was offering all of those products within one listing and the buyer would need to specify what document 
they wished to purchase.

Selfie ID This product type is an image of an individual holding up an identity document such as a drivers licence, passport etc.
ID component A building block or ‘part’ of an identity document to be used in its manufacture e.g. barcodes, security features, and substrates etc. 

These products were put into the ‘other’ category for classification, but defined separately here for clarity
Other This was used to group all other ID that did not fall within these previously mentioned categories, but were not numerous enough to 

create their own category (e.g. card printers)
Identity fraud Fullz The ‘full’ information profile of an individual. This is sold as a digital packet that contains personal and financial information and is 

often used to facilitate identity theft, bank drops, credit card fraud etc. It will often include things such as a name, date of birth, 
address, email address, credit card information, bank information, their drivers licence number, and sometimes even a physical 
description

Identity fraud 
pack

This has been used to group listings for fullz, that are sold in combination with an identity document, often a scan or image, as 
opposed to just a document number.

Other This product category includes things that assist in the creation of fullz, for example, look up services for driver licence information, 
dates of birth, social security numbers etc.

Various legitimation 
documents

Statements This contains all listings that included the word ‘statement’ such as bank statements and tax statements.
Utility bill Any form of bill, including gas, water, electricity, phone etc.
Other This category contains all other documents that did not fit within the previous categories. This includes things such as birth 

certificates, social security cards, Medicare cards, and insurance cards, residence permits etc.
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