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Résumeé

Durant les derniéres décennies, des changements profonds, tels 'internet et la numérisation ont
impacté la vie des citoyens profondément. La digitalisation de la société a provoqué une évolu-
tion rapide du concept de signature. La signature électronique, le fruit de ce développement, est
un équivalent numérique de la signature manuscrite. La signature électronique manuscrite est
un enregistrement de signatures, comprenant des données biométriques et kinématiques, telles
la vitesse. Vu la simplicité de mise en place, le faible cott, la sécurité et le gain de temps
occasionné, la signature dite dynamique connait actuellement un grand essor. Les changements
profonds de la signature manuscrite obligent les forensiciens a faire face & de nouveaux défis et
problématiques. Ainsi, les litiges impliquant ces signatures sont inévitables et doivent étre pris
en charge. La nature logique et complexe des signatures électroniques manuscrites requiert des
avancées méthodologiques pour garantir une examination scientifique et des résultats valides.
Vu la nouveauté de ces signatures et la profondeur des changements, ’état des recherches est
encore lacunaire. La complexité des données de signature impose l'intégration de nouvelles
méthodes de traitement de données, ainsi que de banques de données de comparaison. Addi-
tionellement, 'interprétation de ces données est fondamentale dans le processus forensique et
requiert I’'usage de probabilités et de statistiques pour exprimer les résultats de fagon transpar-
ente et scientifique. Cette thése propose une approche théorique et statistique & la question
des signatures imitées. Son but est de compléter la méthodologie d’examen de signatures dy-
namiques. D’abord, 1’état de ’art des signatures dynamiques est réalisé. Ensuite, des méthodes
techniques et statististiques pour 'analyse de signatures dynamiques sont proposés, en liant les
connaissances des domaines de biométrie, de neuroscience et de science forensique. Le mémoire
approfondit les connaissances actuelles & travers d’analyses exploratoires et de statistiques réal-
isés sur des données réelles, collectées dans le cadre du projet. Au coeur de la thése est un modéle
statistique Bayésien pour l'interprétation des données de signatures électroniques manuscrites.
Ce dernier a été construit spécifiquement pour une application au probléeme de détection des
signatures imitées. Ce modéle statistique et ses applications permettent d’étudier et de mieux
comprendre le caractére dynamique des signatures. La validation du modéle avec des données
de signatures réelles et d’imitations a permis de démontrer une performance et reproductibilité
encourageante. Le modéle, dans une logique de transparence et de communication, permet a
I’examinateur d’obtenir une évaluation quantifiée de la valeur de la preuve. Il permet ainsi
la communication, en toute transparence, de résultats scientifiques justifiables appuyés sur des

données empiriques.



Summary

In recent years, our society has rapidly evolved and been digitalized. These deep-rooted changes
affect every citizen’s life, be it through government and commerce, communication or con-
tracts. With the increasing number of important electronic transactions (e.g. e-government,
e-commerce), the need for numerical authentication procedures has emerged. One of these so-
lutions is electronic signatures, a numerical equivalent to its analogue homonym. Handwritten
signatures have also been affected by the ongoing change. Dynamic signatures, complex record-
ings of signature image and movements, as well as their biometric attributes have changed signa-
ture examination. These electronic solutions have many advantages for businesses, such as their
simple set-up, time- and cost-effectiveness, simple workflow, inherent security and ecological sus-
tainability. As a result, dynamic signatures are currently enjoying an increase in popularity. Just
as 'physical’ signatures are, dynamic signatures are important contractual elements. Conflict,
and therefore, challenges to their authenticity, are inevitable. It falls to forensic experts to deal
with the novel challenges related to dynamic signature authenticity. The complex handwritten
electronic signature data requires a revision of existing methods in order to produce valid scien-
tific evidence. Dynamic signatures are relatively novel and the state of their research is still in
its beginning stages. The inherent data complexity calls for the integration of novel techniques,
databases as well as adequate statistical models. A case assessment and interpretation method
for signature forgery cases requires both statistics and probability to express results scientifi-
cally. Such models are currently missing from the forensic and dynamic signature literature.
This thesis proffers a logical and theoretical approach to the problem of forged signatures. It
aims to do so by providing a deeper understanding of dynamic signatures, as well as proposing an
extension to existing examination methodologies. To this effect, it features a state of the art on
the forensically relevant knowledge, analysis methods and statistical tools, by uniting elements
from biometrics, neuroscience and forensic science literature. The information relevant for an
update of signature examination methodology is structured into four research propositions. At
the heart of the thesis is a statistical Bayesian model constructed specifically for questioned and
forged (i.e. simulated) signature scenarios. This model and its applications enabled the study
and comprehension of the dynamic and kinematic features of signatures. Further, the validation
of the model on known-source and large-scale data managed to produce encouraging results for
evidence interpretation. The proposed model helps the forensic examiners quantify the value of
disputed signature evidence. It may be used for the transparent communication of justifiable

assessments of evidential value backed up by empirical data.
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RESEARCH CONTEXT

Society is an aggregation of people living in an ordered community. In a society, many individuals coexist
and interact with each other in a variety of ways. Some parts of these interactions are important enough
to warrant being documented, in order to prove both the transaction’s terms and the agreement of both
parties. These interactions are very diverse and concern all parts of our daily lives, be it through commerce
and purchases, loans, insurances, promises, liability and many others. Transactions such as these can
have important consequences on the fortune, reputation or even the liberty of the people involved. In
order to prevent abuse and fraud, especially important transactions are regulated through the law and
made in a controllable and verifiable fashion, very often a contract or an official document. At first,
informal and oral agreements had been the predominant form for these interactions, but written (and
typed) contracts have since become the more popular alternatives. In order for documents to be valid
and have value as proof, the signatories need to assert their identity and intent on the document. Various
means have been used for this purpose, but doubtlessly the most long-lived, widespread and accepted one
has been the handwritten signature. Handwritten signatures were first used by the Jewish (2"¢ century
AD) and Muslim Communities (7*" century AD), although they weren’t widespread until the 16*" and
17t century, when literacy was on the rise [520]. Social life and government have changed radically
since then, especially during the last decades with the beginning of the age of information. An increase
in administrative charges, formalism and contracts has been observed in modern society, leading to the
creation of unimaginable quantities of contracts, signatures and data. These changes, along with the
progressing digitization of our lives have been the heralds of the age of big data. The most extensive
of these developments are due to computers, digital data and the internet. As a result, most of our
transactions are either conducted or at least stored in digital form. Naturally, signatures have had to adapt
to these new media and the dematerialization of contracts. The developments in electronic transactions
have led to the dawn of electronic signatures. Within this new type of dematerialized signatures, the
handwritten signature has shown that it is still relevant and trustworthy. The electronic handwritten
signature is transformed from analogue signal to digital file by means of an electronic device. It can
exist under two forms, called static and dynamic signatures, which are digitally recorded files. Dynamic
signatures in particular present a fundamental difference to ’wet’! signatures. They include both timing
and kinematic data, measured continuously while the signature is being made, all of which happens
on a digitizing device. A variety of devices, ranging from smartphones, computers, gloves, glasses and
cameras, to dedicated signature pads can be used to record dynamic signatures. Dynamic signatures have
changed recording medium and form, from paper to file and from image to signal. The possibilities of
their recording and usage continually evolve, but they already pose a number of challenges to the forensic
scientist, such as the diversity in measurements or the data quality. Their relative novelty are the cause

for the current absence of adequate methods and tools for their treatment, which is one of the major

The term ’wet signature’ has recently been used to describe signatures made on paper with ink. The ink is
liquid and may be water-based, hence the 'wet’ tag.



Introduction

motivations for this project.

Dynamic signatures remain first and foremost handwritten products and therefore the project is at
a crossroads between forensic science, signature examination, biometrics and statistics. The project is
deeply rooted in forensic handwriting and forensic signature examination in particular. Forensic handwrit-
ing and signature examination are disciplines concerned with the question of authorship of a handwritten
item. They are some of the first 'purely’ forensic disciplines, created out of the court of law’s necessity
to determine the authenticity of important documents. As such, these disciplines and other pattern
matching fields have often been criticized as pseudo-sciences for their lack of basis in natural sciences
and subjective methods. Especially forensic handwriting examination has received much criticism. It
has been exemplified for a lack of a scientific basis, method, knowledge of precision and performance,
as well as empirical proof for claims made by examiners. As a reaction, forensic scientists have been
working hard to validate methods and provide empirical evidence proving the worth and quality of their
work. These developments have led to a rigorous framework for examination and reasoning based on
evidence, which will be further described in the following paragraph. In forensic signature examination,
two (or more) parties are in disagreement about the authenticity of a document and create a situation
where the ’true’ event is uncertain. When conflicting propositions of the 'truth’ involving technical ele-
ments are presented, the court turns to forensic experts for technical counsel. In signature examination,
this counselling amounts to providing evidence for either authenticity or spuriousness of the signature.
The forensic scientist assists the court in building its opinion and taking its decision. The forensic ex-
aminer’s main task involves two important aspects: source and originality?. The major challenge in
forensic science is to deal with the uncertainty inherent to these assessments. The forensic scientist has
to methodologically collect data, analyze samples and evaluate the probability of the evidence under
each proposition. As evidence one considers the collection of characteristics from a trace object and a
reference object, for comparison. He uses several tools, computerized, statistical and probabilistic, in
order to coherently and scientifically deal with the uncertainty and the ’'true’ event. Recently, the legal
and forensic communities have called for more transparency, reproducibility and rigour in these processes.
They especially denounced the lack of empirical foundation and validity as a scientific discipline, as well
as its inherently subjective® methods. Naturally, forensic scientists have reacted to these criticisms and
addressed many of these concerns. Over the years, movement and neuroscience have provided a much
needed theoretical basis for the generation of handwriting, while forensic and biometrics scholars have
been building a foundation for pattern matching. Nowadays, there is sufficient empirical proof for the
validity, reliability and thus the legitimacy of signature examination in the courtroom. Nevertheless,
forensic signature examination is a very complex discipline, because it studies intentional and intricate
human behavior. As a consequence, signatures often present high personal variation, and allegations often
include intentional forgery and disguise. As previously mentioned, forensic handwriting examiners (FHE)
have since mobilized to research and address many of the points made by the critics. As a result, the
field has continually evolved and modernized through computer approaches, large-scale data collection
and proficiency testing. In the process, researchers have found and articulated the necessary foundations,
collected empirical data and validated claims. Even though the field has much progressed, there still
remain many issues to research and address (see Izenmass’ article in the Handbook of forensic statistics
[29]). Most critics agree that the way forward for forensic science is the integration of statistical methods
and rigorous procedures, as well as validation and transparency. Most forensic pattern matching fields
have been slow in integrating statistics and inference into their methodologies. This reluctance stems
from the practical difficulty of tailoring statistical approaches to the complex features used in these fields.
Forensic handwriting examination in particular has been challenged vigorously. Rigorous statistical ap-

proaches are still rare in signature examination. By extension, dynamic signature examination currently

2Originality as in being an original, not a copy or reproduction
3Here, the term ’subjective’ is synonymous with ’arbitrary’
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Introduction

suffers from the same failings. FHEs are faced with a multitude of decisional problems, such as sample
collection, sampling strategy, population studies, feature selection, as well as difficult case assessment
and interpretation. These problems are the main reasons for starting this project and will be examined
in detail in the following chapters. The main interest has been the development of a probabilistic model

to assign a value for data extracted from dynamic signatures.

Dynamic signatures are a novel addition to the already vast field of handwriting and signature exam-
ination. They are game-changers, as they are fundamentally different from paper-based (wet) signatures.
They are entirely recorded on electronic sensors, which present technical and methodological challenges.
Further, they are a complex type of logical data, with many variables and novel features yet to be ex-
plored. Dynamic signatures are a great novelty to signature examination and require exploration and
adaptation. Nevertheless, they are closely related to their intellectual parent, wet signatures, and involve
the same movement and neurological processes. Therefore, they present a challenge, but also offer an
opportunity to modernize methods and gather relevant data on signatures. They are an ideal subject
for study, as they are perfectly measurable and allow for many data analysis techniques and statistical
analysis. The findings can however also largely be transposed to regular signature examination. This
study will therefore focus on dynamic signatures, as they are novel and require exploration and rigorous
examination and evaluation methodology. This thesis serves as starting point for the development of
case assessment and interpretation in dynamic signature examination. To the best of our knowledge,
no studies propose a data-driven statistical framework for evidence evaluation. Research in dynamic
signature examination is still in its infancy. This thesis explores the dynamic signature problem on a
theoretical and practical level and lays down a foundation for coherent source-level assessments. The
goals are to explore dynamic signatures as a novel form of evidence, as well as describe their natural
variation and kinematics. The thesis proposes actionable information through exploratory data analysis,
as well as practical knowledge on dynamic signatures and sample collection. Additionally, it pioneers
a probabilistic approach for their examination and evaluation, complementing existing methodologies.
Its ultimate objective is to support examiners by providing them with methodology and tools to exploit
dynamic signatures to their fullest potential, while integrating statistical modelling and empirical data

to increase validity and credibility of their expertise.

il



OBJECTIVES

Dynamic signature examination is an emerging field of research, with many open subjects. As advanced by
Flynn et al. [392] forensic scientists’ current methods are applicable to dynamic signatures of sufficient
quality. A review of biometric, forensic, medical and neuroscience literature has revealed a lack of a
probabilistic framework as well as a transparent and reproducible examination methodology. Current
methods for data evaluation do not make use of all of the data available in dynamic signatures, especially
quantified features and measurements. The existing methodology should be extended by integrating this

useful and often neglected information into the process.

The objectives of the thesis are two-fold: provide useable knowledge to examiners and propose a
methodological and statistical framework for signature examination. The underlying goal is to propose
and validate a statistical method within the Bayesian framework, that supports and complements methods
currently used by forensic examiners for signature examination. The development of the methodological
and statistical approach to case assessment and interpretation in dynamic signature examination is central
to this document. Not only does it provide a strong statistical basis and justification for evidence strength,
but it also respects the roles of participants in the justice system and guarantees scientific integrity and

transparency while reporting.

One of the objectives is to provide practical and actionable information to forensic examiners, to
ensure they are aware of the complexities of dynamic signatures. Dynamic signatures are novel to forensic
examiners and pose a specific set of challenges due to digitalization, hardware and software components.
They also include information on stroke kinematics and timing, which was previously unavailable for
examination and data acquisition. Examiners should use sufficient information to allow for examination
of dynamic signatures using a statistical approach. The primary objective of the thesis is to extend
the examination methodology for dynamic signatures to incorporate the much needed statistical basis
through the statistical evidence evaluation framework. Dynamic signature examination is concerned with
providing evidence supporting authorship. Technically speaking, forensic examiners support ’source’
level inferences, specifically verifying who made a questioned signature. A presumed source is assumed to
have made the questioned signature, with the alternative being that someone else has made the signature.
Forensic scientists need to consider multiple types of forgery and disguise behaviors, potentially obscuring
the true source determinations. A probabilistic model, supporting inference of source, may help in dealing
with these complex determinations. In this thesis, the groundwork for a signature evidence evaluation
model is laid down, starting with the development of an extensible model, applicable to cases involving

the suspicion of a signature forgery.

In the thesis, four main propositions will be addressed:

Proposition 1 Dynamic signature examination is novel for forensic scientists in terms of both technol-

ogy and data. Dynamic signatures are complex constructs involving multiple research fields (e.g.

408



Introduction

computer science, engineering, biometrics, cryptography). The technology used to record them is
capable of measuring dynamic and kinematic signature data, which was previously inaccessible to
forensic examiners. These developments have made dynamic signatures into complex multivariate
data structures. The new developments and fundamental changes to dynamic signatures warrant a
revision and extension of our knowledge on signature dynamics and statistical, data-driven evalua-
tion of signature evidence. It is important to raise awareness, provide new insights and encourage

research in the field.

Proposition 2 The analysis of the best evidence available is essential both for reliability and admissi-
bility of evidence. Dynamic signatures are files containing large amounts of complex multivariate
data. Traditional pattern matching techniques largely ignore the dynamic and kinematic measure-
ments made during the recording of the signature. Previous methodology does not permit the use
of dynamic signature to their fullest potential and therefore does not constitute the ’best avail-
able evidence’. A probabilistic evidence evaluation methodology for dynamic signatures provides a
framework for the analysis of this additional information and may support examiners in quantifying
evidential value, as well as in communicating reliable and justifiable conclusions. Its adaptation to

dynamic signatures is an essential step to guarantee coherence and admissibility.

Proposition 3 Signature examination requires a different probabilistic approach than other forensic
fields, like fingerprint or DNA evidence. The identity verification scheme is different from identifi-
cation tasks. Further, simulated signatures are a type of mimicry of a 'target’ signature. Dealing
with these forms of ’impersonation’ requires a probabilistic model tailored to the signature problem
and its specific assumptions. A novel model for source-level signature evaluation is necessary to

avoid misapprehension of the problem and avert erroneous interpretation of evidence.

Proposition 4 Contemporaneity is an important factor in forensic handwriting examination. Dynamic
features are different from their static counterparts in terms of variation and stability in time. There
is a need for long-term studies of dynamic signature variation to define a period of contemporaneity,

as well as for validation of a probabilistic model in regard of template age.

Each of the propositions contributes to the exploration of dynamic signatures and the implemen-
tation of a data-driven evidence evaluation model for signature examination. Results found during our
experiments and supporting the propositions are described and discussed in detail. Through the four pro-
posed propositions, knowledge on both the fundamental aspects and the analysis of dynamic signatures
is deepened. They address the theoretical foundation of forgery detection, its application to statistical
model testing as well as the validation of the approach. Additionally, these pillars will form the basis
and validation for statistical procedures in dynamic signature examination. They establish the necessary
statistical foundation for signature source inference, providing legitimacy and credibility for dynamic

signature evidence.
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ORIGINALITY OF THE RESEARCH

The thesis is original in four major aspects. A first point is the novelty of the subject area for forensic
science. As a matter of fact, few monographs and scientific publications deal with the problem of forensic
examination of dynamic signatures. The current state of the art shows a lack of methodological and
fundamental research into the subject of dynamic signatures, which this research provides. A second
point concerns the approach of the thesis. The research project innovates in the way the subject is
approached, by including elements from data science, computer science, biometrics and forensic science.
In this capacity, the thesis provides both an exploration of signature data, as well as a solid framework
for inference and its use in forensic signature examination. In particular, it adapts statistical frameworks
for use in forgery and signature examination. Third, the thesis features an original and specifically
collected dataset. This data was collected on a state-of-the-art signature tablet with the help of over
60 volunteers. Further, all data treatment and inference-related code is original and freely available.
Finally, the thesis adapts multivariate statistics for use on dynamic signatures. The evidence evaluation
framework is described in detail for signature examination, as well as proposes a revised statistical model
for multivariate data. It also features several original datasets, based on real signature data acquired in
frequent sessions over an 18-month period, as well as skilled forgeries of the studied signatures. The thesis
revises the evaluative methods used in forensic signature examination and extends them to incorporate

empirical data into assessments.

The present research develops statistical components relating to dynamic signature examination. A
revised approach, accounting for ’imitation’ or forgery-type behavior is integrated into a general statistical
framework and multivariate statistical models for source-level inference. This approach is, to the best
of our knowledge, novel in forensic science and presents opportunities for application in other forensic
domains. The method uses case-specific data, as well as collected background databases to elicit prior
knowledge from empirical data, as well as enhance transparency, reproducibility and validity of the
inference process. It further fits the specificity of signature examination by adapting the statistical
models to forgery behavior from a theoretical point of view. The underlying dependencies incorporated
into the novel approach can be used in other forensic fields and purposes, such dealing with masks and
disguises in facial recognition, imitation in speaker recognition, spoofed fingerprints or other types of

mimicry, for example.
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THESIS OUTLINE

This thesis is structured into three main parts: the first introduces theory and concepts for dynamic
signatures and source-level inference, the second highlights the benefits of the application of exploratory
data analysis and statistical frameworks to dynamic signature examination, and the third consists of the
detailed original research articles illustrating the results of applying the case assessment and interpretation

model to casework through computer simulations.

Part I: Theory and concepts summarizes the knowledge and concepts underlying the dynamic

signatures, signature examination, probabilistic methodology. It contains four chapters:

Chapter 1: Inference and Reporting in Forensic Science introduces the role of forensic
science in the judicial process, its case assessment and interpretation model, as well as prob-

abilistic inference and evaluative reporting.

Chapter 2: Handwritten Electronic Signatures introduces the underlying legal and technical
notions, as well as the development of dynamic signatures. It defines the technical recording,

as well as the form of dynamic signatures.

Chapter 3: The Bayesian Framework and Bayesian Statistics introduces the Bayesian
framework and its many applications in forensic science, in particular Bayesian statistics for

logical and coherent inference.

Chapter 4: Dynamic Signatures in Forensic Science: A State-of-the-Art introduces the
forensic examination of signatures and important advances in dynamic signature research and

methodology.

Part II: Methodology, Experiments and Results explains the acquired data, experiments
and major contributions of this thesis to the subject. It contains five chapters:

Chapter 5: Data Acquisition, Sampling and Databases details the data acquired for the
validation trials and experiments.

Chapter 6: Evaluation of Signature Evidence briefly explains the applied multivariate statis-

tics model and the Bayes Factor concept.

Chapter 7: Research Propositions explains the main hypothesis examined in this thesis, which

aims to improve our understanding and methods of dynamic signature examination.

Chapter 8: Results and Discussion summarizes the major advances and conclusions made

about our propositions.

Chapter 9: Conclusions summarily describes current advances and limitations, as well as future

avenues of research.
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Introduction

Part III: Original Research Articles contains several peer-reviewed publications. These
explain the development, validation and application of the proposed statistical model and method-
ology. Its five chapters each contain a separate research paper, published in a peer reviewed journal,

or in the process of being published.

Chapter 10: Dynamic signatures: A review of dynamic feature variation and forensic
methodology. contains a thorough review of relevant forensic, methodological and technical
literature on the subject of dynamic signatures, as well as time and kinematic signature
features. Published.

Chapter 11: Bayesian multivariate models for case assessment in dynamic signature
cases explains the statistical model, its theoretical foundation and the empirical data neces-

sary to calculate Bayes Factors for simulated signatures. Published.

Chapter 12: Bayesian evaluation of dynamic signatures in operational conditions shows
a large-scale study on feature selection and combining evidence. It also presents important in-

formation on statistical assumptions and variable selection for forensic examiners. Published.

Chapter 13: The influence of time on dynamic signatures: An exploratory data anal-
ysis is an exploratory study of dynamic signatures and the variation of dynamic features
over an 18-month period. Several exploratory data analysis techniques are used to estab-
lish distributions, trends and multivariate visualizations of variation and change over time.
Unsubmitted.

Chapter 14: The impact of time on probabilistic case assessment and interpretation of
dynamic signatures is a sensitivity study on the time and template ageing aspects involved
with forensic cases and dynamic signature analysis. It highlights the statistical model’s (and

BF’s) sensitivity to using 'dated’ signatures as reference materials. Unsubmitted.
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Part 1

Theory & Concepts



INFERENCE AND REPORTING
IN FORENSIC SCIENCE

Forensic signature examination is a field focused on providing evidence regarding the source of a signature
in a court of law. It is part of the evaluative disciplines of forensic science, as its core objective is to
evaluate the support given to a hypothesis provided by the parties in the trial given the material evidence.
Evaluative! forensic sciences have undergone vast changes in the past decades. Their foundation, as well
as their way of expressing and communicating the results of the assessments has been sorely tested. As
a result, profound changes in the forensic approach to inference and reporting have come to pass. The
most important of these changes concern scientific testimony, transparency and limitations of conclusions
and finally reporting. A shift in the general paradigm and approaches adopted all over the world can be
noted, which increasingly put an accent on the use of probabilityin forensic science. In order to understand
the necessity for the integration of probabilistic approaches and the adoption of a probabilistic evidence
evaluation model, a look at the history and criticism aimed at forensic science, and forensic handwriting
examination in particular, is proposed in this chapter. A way forward, through the Bayesian (or logical)
approach, providing clarity and transparency, is presented. The Bayesian approach is one of the main
theoretical pillars this thesis is built upon, to provide the statistical framework necessary for coherent

inference.

1.1 A Change in Forensic Science

In the past, forensic science (initially also often called ’criminalistics’) had been defined as the application
of scientific principles to help support courts confronted with technical evidence. Forensic science has
thereafter acquired the image of a loose collection of 'sciences’ applied for judicial purposes. Its definition,
scope and nature have long been vague and deemed unimportant by most. As a result, many unproven
or even unrelated disciplines have appropriated a ’forensic’ tag and tried to legitimize in this fashion,
without actually applying the essential principles of forensic science. Forensic science has been in dire
need of a solid foundation, to define itself, its scope and objectives clearly. Several authors have studied
forensic science and its paradigms [87, 102, 158, 305-308, 310, 357, 478] to unite the splintered collection
of disciplines into a single field. Forensic science has gained solid bases through theoretical foundations
and universal principles, with inference (see figure 1.1), intelligence, public security and justice, as well as
communication being its guiding principles. Forensic science historically had only two purposes: personal

(or object) identification and investigative support. The primary goal of forensic science was to determine

!Concerned with the evaluation of evidence, often in hope of determining the source or a common source. As
opposed to investigative forensic science, which focuses on developing new hypothesis and leads from evidence.
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the source of trace evidence, such as a fingerprint, and link it to its originator, the finger of the suspect.
The act of linking a piece of evidence to a potential source, activity or crime [98] and quantifying the
value of this link, has been called the ’evaluative’ role of forensic science [153, 357, 478]. The second goal
concerned the use of evidence to locate and determine suspects. Forensic scientists have referred to this
application as the ’investigative’ role of the forensic scientist. The definition of Forensic science has since
been extended to incorporate forensic intelligence, policing and strategy [1, 476-478, 491]. Albeit the
adoption of an extended conception of the discipline, the main concern of most of its disciplines remain
"identification’? and ’authentication’. Many of the well-known forensic fields are ’evaluative’ disciplines
and aim at providing information on a source (person or object) or activity. Signature examination is no
exception to this, as its objective is to support the verification of the source’s identity and authenticity

of a signature.

The ’evaluative’ fields have undergone deep-rooted changes over the past decades in three major
aspects : the inference?*, the decision of concluding® or the qualification of results, as well as reporting
(how and what is transmitted). Philosophically-minded scholars have grouped particular ideologies in
forensic science into paradigms. These paradigms show major differences in their internal workings, but
they also affect forensic science’s public image. The recent paradigm shift in forensic science is a proof
of evolution and improvement in its practice. The following paragraphs briefly described the old and
new paradigms of evaluative forensic science, in order to understand why changes in methodology and

reporting are essential for signature examination.

Signature examination shares many parallels to other classic forensic disciplines such as fingerprint
examination, genetics or firearm and tool mark examination. In the past, all of these disciplines were
considered identification sciences. At first, identification was to define the purpose of the field, the task
to identify (or verify, for signatures) a potential source. Identification has, however, gradually become a
mindset and way of reasoning and reporting. The word identification has been popularized by criminal
fiction (both in literature and audio-visual form) and transformed into a symbol of establishing identity
and individuality. Hence, identification is connotated with certainty and confidence in the presented con-
clusion. These considerations represent well the first paradigm of forensic science, called the identification

paradigm.

Originally, identification is a synonym of classification, a process in which we associate® an object
with a class of objects with similar properties”. When discussing identification, scholars actually often
tried referring to Individualization. |77, 78, 276, 298, 299, 318|. In the forensic individualization process, a
piece of evidence is associated to a single entity or activity as its source, eliminating all other possibilities.
In order to individualize an entity, all other entities (in general, all other people on the planet) need to
be excluded [78|. Forensic scientists need to base this exclusion on the physical characteristics of the
entity. The underlying assumption is that entities sharing the same properties (qualitative identity) must
originate from the same source, with no other source sharing these properties. Legal scholars [502] have
referred to this as the ’discrete uniqueness’ paradigm. This assumption was historically made by forensic
scientists for simplicity, but forensic scientists often lacked empirical evidence to sustain it. It inherently

implies that as soon as there is an analytical correspondence between features of two objects, the method

2Identification, or more correctly ’individualization’ consists in determining the identity of a person or object
from a population/set. Identification deals with associating a person or object to a class. Individualization is
a type of Identification where the classes only contain one entity. Identification is often colloquially used when
individualization is actually meant.

3 Authentication is concerned with verifying an identity claim.

“How we reason and obtain conclusions

5The examiner may choose not to report any conclusion, if the context or data does not permit robust evalu-
ation. In addition, the examiner must decide how to conclude and how to deal with ’inconclusive’ cases.

S Association is a decision to categorize a sample.

"Qualitative identity, as proposed by Kwan [318].
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permits individualization to the exclusion of all other sources. No further steps, like a decision for
instance, are required, as per assumption matching properties (features) imply ’identity’. The empirical
observation 'dominates’ all other concerns, given that the evidence type is perfect and ’discretely unique’.
These deterministic conclusions, without any room for doubt are called ’identifications’. The forensic
examiner concluded either to definite identification or, slightly tempered, to ’a reasonable degree of
scientific certainty’. Identification conclusions were (and still are to some degree) frequent and highly
desired by courts and juries. They inspire confidence and are easy to understand, necessitating no
knowledge of the process, but faith in the examiner [500]. Signature examination is used to verify identity
claims, which is a slightly different process, but builds upon these very same precepts. Much research has
gone into proving the unicity and discriminative power of handwriting and signatures [296, 297, 525, 528].
The identification paradigm foregoes more practical concerns, for example that the methods and features
used to distinguish, as well as the quality of the evidence, may cause limitations. The latter render
complete individualization impossible, even if the 'discrete uniqueness’ assumption is true. Methods used
in science are imperfect and incapable of complete separation. Their capacity to differentiate can be
measured by the discriminatory power, a ’quality measure’ of the methods used [516, 521]. In order to
perform well, a method needs to sufficiently and adequately describe the evidence and it needs to be
capable of separating based on these descriptors (i.e. features). On another note, progressive thinkers
have recognized that unlike deductive reasoning, abductive reasoning® [464, 533, 623] does not permit

certain inference?.

The assumptions defining the identification paradigm had been key elements for forensic scientists,
because it provided justification and credibility for their conclusions. However, it also permitted the
obfuscation of information, such as error rates, the lack of empirical data, absence of statistics or even
hide bias. The identification paradigm makes an expert assume decisions, which are beyond scientifically
defensible conclusions. It therefore allows for semitransparent and overconfident reporting of results.
The spectacular miscarriages of justice that resulted from these claims have been its downfall and a
crucible for forensic science. The events in a forensic case are disputed, happened in the past and are
unknown, therefore they are uncertain by nature. Any inference as to the events in the case must
necessarily be probabilistic. Even when embracing this fact, Stoney argued that even the integration of
statistics and probability, as well as the use of extensive empirical data could never justify individualization

10 are unfit for any ’scientific’ process. It has since been recognized

[539]. Deterministic conclusions
that concluding and reporting in a deterministic fashion requires a leap of faith [539] or a decision
[36, 38, 41, 553|. Prominent examples that shook the confidence in forensic science are the Innocence
Project, the Mayfield case or the McKie Inquiry. Following these cases, safeguards have been put into
the legal systems, in order to ward off subpar scientific testimony. Evidence admissibility hearings and
quality control of evidence, experts and testimony have firmly rooted themselves in the different justice
systems. The Federal Rules of Evidence, as well as the Daubert criteria adopted by American courts show
rising scepticism and opposition to unchecked testimony. Courts of justice have increasingly rejected the
infallibility and unjustified claims made by forensic scientists [32, 161, 162, 193, 410, 444, 482, 483, 501].
This criticism has especially marked handwriting and signature examination [385, 387, 431, 432, 434, 481,
485, 499]. In addition to the inference and logical assumptions, language has created its own problems.
The continual use and popularization of ’identifications’'* have created an expectation and connotation

for communicating evidence [89, 90, 159, 217, 510]. Whenever nuances in the testimony are necessary,

8Using a general rule and an observed result to determine a hypothesis or possible explanation.

9Peirce further asserted that there is no such thing as certain knowledge, later in his career.

OFspecially if they are based solely on evidence and ignore other information such as base rates, statistics,
general knowledge, context, etc

H1dentification is not the only forensic vocabulary that is ambiguous. Much the same has happened to the
'match’ terminology in forensic genetics for example. Because of their continuous (mis-)use, these words have
become nearly unusable for forensic scientists.
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Figure 1.2: A Model of the Forensic Science Process

people fail to grasp uncertainty and limitations inherent to the approaches. This is a consequence of a
binary vision (either it’s him or not) and failure to consider the uncertainty linked to the assessment, due
to language connotation and expression. Clearly, the identification paradigm had outlived its usefulness

and a new way for forensic science was necessary.

The forensic science landscape has undergone fundamental changes to find solutions and a new way
forward. Finding this path required a revision of the old paradigm. Scholars increasingly embrace the
‘evaluative’ role of the scientist, a focus on evidence and the clear separation of the scientist’s and judge’s
roles'?. Forensic scientists are increasingly encouraged to back up their assessments and claims using
empirical data and statistical analysis, as well as be transparent in their approach [141, 144, 145, 410, 444].
Another disputed aspect is the prevalence of ’subjectivity’ and ’opinion’ in pattern matching evidence. In
forensic science (as in other sciences), subjectivity is often used pejoratively, although it is omnipresent,
no matter the method or scientific process used. Subjectivity is essential in the view of several scholars,
and given a logical and coherent framework, deeply subjective elements such as experience, are actually
beneficial in the analysis of evidence. One of the key changes is the acceptance of uncertainty in the
scientific process and transparent reporting. Forensic reporting should be transparent [141] on methods,
data, limitations and errors. Some legal scholars have advocated that FHE’s essentially provide ’opinion
testimony’, to which FHE’s object [244]. Forensic scientists have, nevertheless, had to acknowledge the
subjective methodological components, human factors [28, 140, 160, 200, 316, 412] and decisions [38, 221]
ever present in pattern matching evidence. Subjectivity does not exclude the use of data for assessment
[554] and does not make reporting and inference non-scientific. The strong criticism, as well as insights
from many scholars in the field have steadily pushed the forensic community towards a paradigm change.
Instead of identification, forensic scientists strive to evaluate and assess evidential value. They quantify its
support through probability and express their opinions within the limitations. The Bayesian (sometimes
called ’logical’) approach addresses many of the concerns and continues to garner support from forensic
scientists [13, 145, 163, 176, 182, 430, 489]. The road towards a transparent, justified and reproducible

forensic science is far from easy, but many forensic scientists have embarked on the journey.

Forensic science is steadily moving towards a probabilistic and information-focused (or perhaps more
aptly named ’corroborative information’ [78, 79]) paradigm [10, 13, 31, 61, 78, 79, 81, 87, 88, 145, 281,

12 According to the ENFSI Guideline on Evaluative reporting, the scientist provides support for one of the
considered propositions, while refraining to answer any questions outside his domain of expertise and not requiring
his specialist knowledge [145] pp. 5-6, 16.
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379, 488, 489, 551, 566, 567]. The novel analysis has recognized the three distinct phases from inference
to reporting, as shown in figure 1.2. The ongoing changes concern all of them: inference, decision and
reporting. The evaluative paradigm shows an important difference to the identification paradigm on a
philosophical and scientific level. Philosophically, the paradigm separates the competence of examiner
and legal practitioner by separating hypothesis from evidence. The hypothesis, being the version of "truth’
being evaluated, lies within the confines of the law, while the evidence, the data, lies within the domain of
the scientist. In this way, each of the participants can focus on the elements relevant to their distinct tasks,
deciding on the ’correct’ hypothesis for the court and providing support to make this decision by analysis
of the evidence. The separation of expert and judge, isolates the role of investigator and decision maker to
create the necessary boundary and distance for each to fulfil their purpose without bias. Scientifically, the
paradigm change has created an environment focused on transparency, coherent reasoning, reproducibility
and scientific reporting. For evaluative disciplines, such as signature examination, the new paradigm
provides a clear way to assess evidence and convey its strength through probabilities. Further, the
absence of assumptions, such as the discrete uniqueness, allow more nuanced expression of conclusions.
As a result, new fields of forensic evidence, not allowing for statements as strong as forensic genetics,
have opened up as a result. Clearly, statistics and probability occupy a key role in the novel paradigm
and in legal proceedings [175, 177, 305-311, 522]. Both the inference and reporting steps rely on samples,
parameters, variables and populations, using key concepts such as probability and uncertainty [8, 13, 558].
Recognizing the limitations in inference makes the paradigm acceptable and credible, logical frameworks,
such as the Bayesian one, guarantee coherent inference. The integration of statistics and empirical data

also provide a strong (and verifiable) foundation for examiners’ conclusions.

First and foremost, the changes in inference are fundamental to the forensic method. The previous
approach, using a single piece of evidence to individualize a source without considering an alternative,
is prone to confirmation bias. In order to guarantee coherent and unbiased reasoning, a basic frame-
work for forensic evaluation and interpretation was established [156]. Forensic scientists have started
weighing the evidence under several competing propositions, thus clarifying the scope and relevance of
their results. They can therefore quantify the probability of the evidence given each scenario and reduce
bias. Examiners are also encouraged to do so using statistical frameworks and empirical data in these
assessments [9, 13, 99, 152, 153, 158, 339, 340, 558]. Data-driven approaches allow the use of statistics
and increase reproducibility, as well as transparency of the assessments. The alternative to the identifi-
cation process is one of a reduction [78], eliminating sources from a suspect pool and narrowing it down
to a smaller population. Individualization forced examiners to consider the world population as suspect
pool and narrow the population down to an individual. The current, open paradigm allows for different
start and end points in the process. As such, the information provided by the examiner is a reduction
factor, which has inferential value by eliminating potential sources. Even if no individualization is (or
can be) achieved, the information corroborates one of the considered scenarios and therefore has value
for the court. Probabilistic reasoning allows for the use of 'imperfect’ evidence and is equipped to deal
with method limitations [13, 558]. When accepting the limitations of conclusions and inferential value,
the process becomes more scientific and transparent. It also opens up the way for the use of imperfect
evidence, nuanced conclusions, as well as multiple hypotheses. In return, evidence is less definitive and

straightforward, which complicates the decision processes of the court of law.

Second, is the impact on examiner-specific internal decisions before and for reporting. There are
a multitude of smaller, examination related decisions that need to be taken before even considering
reporting. Decisions, such as whether or not to pursue the case (pre-assessment), abandon the process
due to lack of data, launch a novel study on variation, etc, are necessary when considering imperfect
evidence. In addition, this also has consequences on reporting: not all conclusions may be robust enough

to report or be helpful. The examiner may then take the decision to report (or not) based on the



Chapter 1 Inference and Reporting in Forensic Science

Individualisation J Corroborative
77777777777777777777777 0000000000000 0000000000 3 H
meenerITIerITIRIINNY {Q, information

Reduction from the
world population to
a single individual BE

Reduction from open
start to open end point
Focus on the reduction

factor
- “TTTT N .
S\

Report
Inferential
strength

Report
‘Identification’

Figure 1.3: Summary of the paradigms in forensic science. Inspired by [77].

information obtained by evaluating and through his process. The imperfect nature of the evidence,
the need for the hypothesis to adequately reflect the given problem, and other factors play key roles
in this decision. Further, the examiner must decide on what type of information to report. In some
cases, reporting evaluative information, through hypotheses and a Bayes’ Factor may be unwarranted,
or too complex. The examiner must then choose whether to report investigative information, factual
reporting or evaluative reporting [145]. A further decision, when reporting in an evaluative fashion,
is concerned with how to report the results in a scientific, yet comprehensive fashion. Based on the
reduction factor (corroborative information; Bayes’ Factor) the examiner may choose a numerical and
verbal scale, or decide to report a decision. The difference between decision type conclusions as compared
to a deterministic conclusion is the path toward attaining it, as well as the transparency of the process.
Introducing a decision component to the reporting process acknowledges uncertainty, while producing a
scientifically founded expert opinion. The currently predominant recommendation in Europe is to report
the reduction factor (Likelihood Ratio, Bayes’ Factor, cf 1.3) and a verbal equivalent [145]. However,
this approach has encountered some difficulties and produced new challenges, as explained in the next

paragraph.

The final step is communication, which is the cornerstone of a good collaboration between forensic
scientists and legal practitioners. In this step, the form and content of the conclusion to be transmitted
must be chosen carefully. Efficient reporting of scientific results is just as important as the inference step
in forensic science. The verdict of the court is taken by judges and juries who need to fully understand
the value, limitations and significance of the evidence to make optimal decisions. Communication of
probabilistic evidence has proven a non-trivial and open problem [284, 368-371, 564, 565, 568]. No
form of communication appears to be expressing only the value of the evidence, as well as adequately
reflecting the scope of conclusions and producing the expected decisions. Different types of probabilities,
likelihoods, reporting scales and wordings have been proposed, but none has been endorsed internationally.
Reporting and presenting results remain a complex and much debated subject, however, methods within

this paradigm are more precise and transparent than the previous deterministic conclusions.
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1.2 Statistics and the Evaluative Role of the Forensic Scientist

For the interaction between expert and court to bear fruit, the results and process underlying the conclu-
sions need to be understood by the decision makers. The evaluative forensic paradigm features a detailed
model of inference, but it also provides a model of the interaction between expert and the court of law,
as well as a framework for decision making. As a matter of fact, many elements in forensic examination
are subject to choice: the collection of evidence on the crime scene, the sampling of large batch of drugs,
the selection of experimental parameters, the determination of an adequate database, the qualification
of a conclusion, etc. These decisions are an integral part of the forensic science process and are vital
to understanding and communicating evidence. Forensic scientists have used decision theory [41, 221,
553, 558] to describe important phases from examination, sampling, conclusions and communication.
Decision analysis is a complex subject, which is outside of the scope of this thesis. At the core of the
forensic scientist’s task, defined by the law, is the examination and communication of scientific evidence.
Inference and statistics are at the heart of evaluative forensic science. Therefore the following paragraphs

will focus on the inference step and probabilistic reasoning for signature examination.

A major element in the recent changes to forensic science is the integration of probability and statis-
tics into examination methodologies. A few high profile reports have criticized their absence in most
forensic fields and called for their integration [410, 444]. The general framework for forensic scientists
has been implemented through the case assessment and interpretation model [99, 153]. Statistics and
probability have become essential under the new paradigm, as they are the only way to coherently deal
with uncertainty [342]. Statistics are used to describe samples, populations or variables, to create models,
to make predictions, to test and select samples and much more. They provide a common vocabulary and
the necessary concepts for the forensic scientist to assess the evidence. Forensic examiners use statistical
concepts, such as the Likelihood Ratio (LR), to quantify the support provided by the evidence. Statistics
have contributed reproducibility, transparency and clarity to forensic procedures. They have also instilled
a culture of modelling, testing and validation to forensic science, in addition to establishing a greater link
to data and developing a more methodical way to use it. In modern times, statistics and validation have
almost become sine qua non for evidence to be admissible into court. Probabilities are used within the
discipline to quantify and describe uncertainty. The concept of probability has proven essential within
the new paradigm of forensic science, where transparency, uncertainty and error are key elements. To
implement a probabilistic framework, the notion of probability must first be understood. Currently,
there are two main ideological currents in probability theory, both of which have found their applications
in forensic science. The first current, called Frequentism, considers probability to be intimately related
to the frequency of an event, while the second current, called Bayesianism, considers probability to be
a subjective belief [219, 229, 236, 238, 493, 554|. Both interpretations have their uses, but also their
limitations. Historically, Frequentism garnered more support from scientists and has previously been the
standard in most disciplines. Its application, however, requires the studied events to be repetitive and
perfectly reproducible. These strict limitations are not respected in most forensic disciplines. Bayesians

f13. so even a non-repetitive event may be quantified by a probabil-

define probability as a personal belie
ity. Bayesian methodologies have resurfaced in many fields, such as various social sciences, astrophysics,
artificial intelligence and machine learning, as well as forensic science. The Bayesian interpretation of
probability provides a logical, structured and coherent framework for reasoning and inference, be it
based on data, experience or a combination of both. The core theorem of Bayesian statistics, the law of
conditional probability or Bayes’ Theorem, is universally accepted and forms a solid scientific basis for
inference. It allows for reasoning, communication and decision within a single framework and is used by

forensic scientists all over the world [25, 145, 282, 430, 613]. The best way to achieve reliable (forensic)

13Personal or subjective as in linked to the individual, not to signify arbitrary
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science, regardless of statistical paradigms, is to integrate statistics, empirical data, as well as validation

procedures into forensic science.

A ’Bayesian’ reasoner has initial beliefs on hypotheses or parameters of interest, observes some in-
formation and updates his beliefs accordingly. He may then use these updated beliefs, called posterior
probabilities, to make informed decisions. Forensic Science presents an additional difficulty in the process,
as the decision maker and the informer are not one and the same person. Therefore experts do not control
the reasoning and decision, which are done by the court. Experts and judges have clearly separated roles
and competencies, but also vastly different knowledge [4]. The forensic scientist’s duty is to convey the
information correctly and help the judge reach a justified conclusion. The decision maker determines his
initial beliefs and then receives the information about the evidence from the forensic expert. The decision
maker then obtains his updated beliefs, which he uses together with his internal compass (A utility'* or
loss*® function). The decision maker decides on guilt or innocence, source, activity and crime, while the
forensic scientist only expresses his conclusions on the probability of the evidence, rather than the prob-
ability of the propositions. In this fashion, he does not implicitly assume the role of the decision maker.
In Bayesian terms, the information is conveyed by a ratio called the Bayes Factor (BF)!® or sometimes a
Likelihood Ratio (LR)'7. The LR is a well documented and established element of forensic methodology
and reporting. Through the use of these concepts, the forensic scientist can apply statistics and discuss
uncertainty, while respecting the distinctions and limits of the roles of expert and decision maker. The
Bayesian framework hence addresses many of the points criticized in past practices. Nonetheless, no
framework is perfect and the Bayesian framework is no exception. It has a strong subjective component,
meaning that its result depends on the decision maker’s belief. Two people, because of different prior
beliefs and utility functions, may arrive at diverging conclusions (or decisions) based on the same infor-
mation. Both may have applied the process correctly, and arrived at their ’correct’ belief, but their initial
‘conditions’ are different. This issue, called the reference class problem, is the main criticism aimed at the
Bayesian approach, which is contested by Bayesian scholars [54, 558|. Many scholars expect ’objectivity’
and correct prediction based on the outcomes, which require validation and calibration, preferably with
reproducible examination and conclusions. While some view this as a problem, it can, philosophically,
be an advantage to some others. Each reasoner and decision maker is free to believe whatever he wants,
based on his subjective experience and his understanding of circumstances. Nevertheless, the framework
also expects the reasoner to attribute his subjective values logically and coherently. Further, this does not
fundamentally affect the reasoning processes, such as the assessment of the value of the evidence, which
is the key component of the Bayesian method for forensic science. This process is ideally determined by

empirical data and ’physical’ models, and can therefore claim additional objectivity and reproducibility.

Much research has been devoted to finding ways of assigning and determining BFs, a complicated and
domain specific endeavor. Every forensic field is subject to different assumptions concerning populations,
feature dependencies, distribution models, constancy and impactful parameters. Using multivariate data
to assess the value of the evidence is not a simple task and requires reconsideration for every field. In
signature examination, little research on probabilistic inference has been conducted. While some authors
are aware of the Bayesian framework, most appear not be using it [244, 392]. Although the case assess-
ment and interpretation framework (CAI) has changed forensic science fundamentally, acceptance and
implementation for signature examination have been slow [144, 430]. The recommendation of probabilis-

tic inference in handwriting and signature examination appear to be mostly limited to the European

MDecision theory concept; Utility functions define both the action space and consequences (gains) of possible
outcomes; the final decision depends on both the posterior probability, but also the desirability of the outcome

15Decision Theory concept; A loss function is conceptually the inverse of a utility function. Instead of maxi-
mizing gain (utility) it minimizes loss

16Shortened to BF for the remainder of the document.

17Shortened to LR for the remainder of the document.
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continent [40, 108, 144, 201, 282, 359, 361]. Most authors use the logical foundation and principles of
these frameworks, to guarantee coherent inference. Their approaches are however qualitative [108, 361],
with few authors actively using collected data [194, 201, 317, 347, 351, 354] for inference. Signature
examination as a field, in particular dynamic signatures, can benefit from the integration of data-driven
statistical frameworks. Their integration will strengthen the evaluative methodology currently employed,
as well as provide an empirical basis and justification for conclusions. A more detailed description of the

subject can be found in chapter 4.

1.3 Reporting in Forensic Science

Communication is the final step of the evaluative forensic process. It is a key component for the court
to make an informed decision of guilt or innocence, by providing relevant information for their decision.
According to decision theory [221], coherent and justifiable decisions maximize utility by considering both
the consequences of the decision and the probability of the event'®. The ’best’ decision, which depends on
a subjective utility function, is called the Bayes action. In forensic science, only posterior probabilities are
adequate for inference and decision making, as they relate to the events. Therefore, information such as
the LR needs to be transformed before being used by a decision maker. The role of the forensic scientist
is also to accompany the decision maker in the process to understand the information and its scope as
fully as possible. The efficiency of forensic science depends on the ability of the expert and decision maker
to transmit, assimilate and use the information extracted from the evidence. Forensic principles enforce
strict separation of roles in the process, meaning that the forensic examiner should generally not provide
his posterior belief and influence the decision maker. Probabilistic assessments of evidence have been a
great asset for transparency, however they have complicated the communication of results. Deterministic
statements may be simplistic representations, however, understanding them is not an issue. This is not
true with statistical inference and uncertainty. Subtle changes in wording may cause misunderstandings,
due to the complexity of the probabilities and elements involved. A failure in transmitting, comprehending
or updating due to logical fallacies may cause faulty inference and 'bad’ decisions. Further, the human
component also plays a role in the framework. Several authors [284, 368-371, 564, 565, 568] have been
able to show that people may misunderstand or misuse the information provided to them. Kahneman
[295] has shown that people do not always obey the ’rules’ of rationality when taking decisions. It is
insufficient to dispose of a ’perfectly rational’ system if the users lack education and training to use it

correctly.

The methodological and conceptual changes to forensic science have had an impact on communication
between the forensic scientist and the court. First, the type of reporting plays an important part in
the communication of evidential value, uncertainty and limitations. Jackson et al. [284] classified the
types of possible reporting into several categories: explanatory statements, deterministic conclusions,
features and simple match conclusions, numerical conclusions, as well as verbal equivalents (to numerical
conclusions). All of these categories can be further divided into several subcategories. The authors
mention a fundamental difference between these types of conclusions. Historically, forensic scientists
used deterministic conclusions. Explanatory statements and deterministic conclusions leave no place for
uncertainty and error. They convey an impression of absolute certainty, a position which is impossible
to defend in court. Due to strong criticism, experts have had to change their approach to reporting, to
express uncertainty and limitations in addition to evidential value. As a result, reporting turned towards
numerical solutions to quantify the uncertainty. Numerical conclusions, such as probabilities or matching

numbers, provide the decision maker with a number, most often the value of the evidence or the 'random

811 our previous jargon, these events would be called hypotheses or parameters of interest.
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match probability’!?.

They quantify the uncertainty inherent to the assessment, but may confuse the
decision maker, as their meaning and form may be very diverse. They may cause various logical fallacies
during their interpretations [13]. Verbal equivalents translate those numbers to a qualified verbal scale,
often spanning several categories based on strength of the support provided. According to Jackson et
al., no conclusion type is universally well received and understood. While some numerical conclusions
appear more precise than the other types, their use requires some statistical knowledge for the receiver
to handle them correctly. Personal preference and affinity, as well as education and background play a

large role in the comprehension of conclusions [28, 266, 267, 283, 284].

Different numerical reporting solutions have been proposed, such as the random match probability,
the probability of inclusion, the probability of exclusion, the likelihood ratio, etc. Several fields proposed
posterior probabilities concerning the events, such as the paternity index (PI) in genetics, rather than
the evidence-related probabilities such as the LR as reporting solutions. The numerical ratios and prob-
abilities do not appeal to all audiences. This led to the adoption of probabilistic and qualified reporting
scales. These are a conventionally agreed upon classification of conclusions, which distinguishes a variety
of levels of support. The first of these reporting scales was based on posterior probability, with thresholds
on specific probability values, warranting various degrees of 'certainty’. Depending on the interval the
numerical values fall in, the evidential value is translated with a specific wording. These probabilities and
verbal scales were in conflict with the separation of the roles of expert and decision maker. The changes
in forensic science and probabilistic inference, such as the case assessment and interpretation model have
led to a different type of probability for expressing conclusions. These probabilities are focused on the
evidence and measure its likelihood given one of the propositions. To this effect, forensic scientists have
redefined their verbal scales based on the LR, rather than on the posterior probabilities. Currently, the
predominant position appears to be the use of both numerical values and verbal scales [25, 145, 284,
359] for reporting. While these methods are the preferred ways at present, the Bayesian framework is
capable of supporting numerical, verbal or decision-based conclusions. Communicating LRs, or other
numerical statements for that matter, is a demanding exercise, requiring rigour and some level of statis-
tical literacy from both parties. Even using a combination of the diverse communication methods, the
exchange between a legal and a technical expert is far from easy. The Bayesian Framework appears to be
a worthwhile solution. However, efficient communication must be built upon more than only a statistical
framework. The way to efficient communication is paved by the development of clear terminology, as well

as statistical and linguistic education for all parties involved.

19 Also called ’conditional (profile) probabilities.
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HANDWRITTEN
ELECTRONIC SIGNATURES

Handwritten electronic signatures and dynamic signatures in particular are the main subject of the present
research project. These signatures are a composite construct mixing electronics, sensors, movement and
neuroscience. They contain many complexities, ranging from terminology to creation process. Addition-
ally, electronic signatures are rapidly evolving on the technical, legal and standardization level. A general
overvire of the subject of handwritten electronic signatures is provided. The field of dynamic signatures
and its interest for forensic handwriting examiners is presented in greater detail. Finally, the structure

and analysis of these signatures is briefly summarized.

2.1 General Information

2.1.1 Context, definitions & terminology

Handwritten signatures hold an important place in our legal system. They are used as signs of authenticity
and intent in almost all of our official transactions, ranging from small purchases to important leases, work
or commerce deals. They enjoy such popularity because they are universally accepted, difficult to forge
and free of negative connotation!. Along the same lines, electronic signatures are first and foremost a legal
concept, meant to accompany and facilitate the increasing digital?> and online® transactions, commerce

4 are a consequence of the age of big data, as well as the increase

and government. Electronic signatures
of formality® and complexity of modern society. An ever increasing number of contracts, leases and other
official documents are being signed. These transactions are increasingly made digitally and occasionally
remotely over the Internet. The Swiss federal law on electronic signatures provides a short definition,
based on the European electronic Identification, Authentication and Trust Services (eIDAS) framework,
which reads as follows "data in electronic form, which is logically associated with other data in electronic

form and which is used by the signatory to sign.".

In order to facilitate international commerce, legal
texts all over the world were designed for compatibility and feature similar definitions. Handwritten
electronic signatures are a combination of both handwriting and the electronic signature concept. A

handwritten signature is the product of the execution of a complex and highly automatic movement. It is

1Unlike fingerprints or DNA, which are heavily associated with criminal activities.
Digital here means dematerialized, as in computer-based.

3Conducted over the World Wide Web (Internet).

4Sometimes shortened to eSignature.

SFormality induces the increase in administrative documents and controls.
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a well accepted behavioral biometric, characterized through both the graphic image of the signature, but
also through the complex movement sequence composing it. Creating a handwritten electronic signature
requires transforming either the movement sequence or the image of the signature into digital data and
securely linking it to a document. With the high resolution digitalizing technology deployed on a large
scale (e.g. in tablets, smartphones and computers), a handwritten signature can be recorded virtually
anywhere in a matter of seconds. Given the demand for easy, familiar ways to obtain electronic signatures,
an increase in the popularity of handwritten electronic signature solutions is to be expected. The wide
distribution, confidence and familiarity in the signature make it an attractive solution for businesses and

very relevant for forensic scientists.

The word ’electronic Signature’ is a collective noun, regrouping many different types of signatures
under a common legal umbrella. Many types of electronic signatures exist, including vocal, textual,
cryptographic or handwritten signatures (see chapter 10). The function of (handwritten) electronic sig-
natures is to authenticate a document. Signed documents are often important, as they create legal or
financial obligations. Transactions of this importance carry an increased risk of fraud. One type of fraud
is directly related to the handwritten signature, namely signature forgery and disguise. Handwritten
electronic signatures are just as likely to be disputed and challenged as their inked equivalents. Fur-
thermore, in cases of transaction conducted remotely, risk of dispute may be even greater, as there is
no meeting with a physical intermediary and thus no witnesses to the signature. The complex interplay
of the electronic support, digital data, connectivity and human aspect pose a great challenge to forensic
science. The field is a complex interplay of both digital and physical evidence. Handwritten electronic
signature cases require a skill set beyond that of pattern matching, as well as an extended methodology
for evidence evaluation. Digital evidence and pattern matching specialists need to be involved together
to determine originality through digital evidence and metadata, as well as source through the biometric

6 main task, helping in verifying the authenticity of the hand-

data. The forensic handwriting examiner’s
written signature by providing scientific support to the court, has not changed, however the path toward
it has. The field is plagued with ambiguous and complicated terminology, which is confusing both for lay
people and experts. Even within the handwritten electronic signatures field, terminological specificities
and subcategories exist. For example, handwritten signatures can either be present under image form,
or as list of measured points. They can also be digitized by an image scanner or camera, or be captured
on an electronic device during the signature. Distinctions and technicalities are numerous and may cause
confusion. In this thesis, all types of handwritten electronic signatures, no matter if scanned or recorded
during signature, are referred to as handwritten electronic signatures. Within this main class, there
are two broad categories, based on the type of data representing the signature. One may distinguish
static (offline; image-based) and dynamic (online; list-based) signatures, which are briefly described in

the following paragraphs.

Static signatures are essentially digital images, pixel-based representations of signatures. They are
currently the most widespread form of handwritten electronic signatures. They are called ’static’, as they
ignore (or suppress) the kinematic and temporal data during their creation. They have been called offline
signatures in biometrics, although the terminology is confusing in regards to either connectivity” or bio-
metric verification®. They are generally captured on point-of-sale devices, using old resistive touchscreen
technology. Other solutions are based on non-sophisticated programs using capacitive touchscreens on
computers and smartphones. Common applications include delivery receipts and post or banking transac-
tions. Some authors distinguish digitally captured static signatures from digitalized 'physical’ signatures.

The latter were transformed into digital images via an image scanner or camera. In addition, one may

SReferenced as FHE for the remainder of the document.

"As in connected to the internet.

8The matching and verification computations can either occur simultaneously with capture (online) or sepa-
rately (offline).
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add that static signatures can be generated from dynamic signatures by saving them as images. Both
scanned and transformed dynamic signatures contain at least some information on signature dynamics,

while digitally captured static signatures do not.

Dynamic (or online) signatures are digitally captured signatures. They are recorded using a digitizing
device capable of recording both static and dynamic information. In accordance to biometric standards
[253, 279, 503], they need to contain specific information and obey a predefined structure. Dynamic
signatures feature temporal sampling of the signature signal. They are chronological lists of data points
from the signature in a given coordinate space. The data collected during the capture may include
kinematic measurements, such as pen force, speed, or inclination, in addition to the coordinates and
the timing information. Many different devices can produce dynamic signatures, although by far the
most common means are dedicated signature pads. These signature pads are equipped with touchscreen
technologies, displays (and digital ink) and (active or passive) pens to recreate regular signing conditions.
Other devices capable of creating dynamic signatures, such as gloves, virtual reality device controllers,
or camera systems, exist. The recorded data will depend on the recording device. This thesis will focus

solely on signature pads and pen-based capturing solutions.

The recently updated ENFSI Best Practice Manual on the examination of handwriting now includes
a section on digitally captured signatures. It introduces new terminology [144]. Handwritten electronic

signatures are therein referred to as digitally captured signatures (DCS)?. Their definition reads :

A DCS is a handwritten signature which is digitized during its production. Even though
both DCSs and conventional handwriting and signatures are products of writing behavior,
a DCS usually contains more information, such as spatial coordinates, time and pressure

values.

This terminology is confusing as it contains the term ’digital’; linked to digital signature, as well as being
a close acronym to the Digital Signature Certificate (DSC). By the proposed definition, it appears clear
that scanned signatures do not fall within the DCS category. Further, the definition points to all digitally
captured signatures (both image and list-based). However, the terminological section declares them to
be only of the list-based, dynamic type. Instead of the newly proposed terminology, this thesis will use

the clearer dynamic and static signature distinction.

2.1.2 A History of Handwritten Electronic Signatures

Handwritten electronic signatures have a rich history, which is still rapidly evolving. They share the
history of signatures, handwriting and digital signatures, and have some specific events that relate to
them. They link handwriting, electronics and cryptography into a single complex object. A graphical
overview of some of the key events can be found in 2.1. Their history begins with handwriting. The
first records of handwritten signatures come from the Jewish and Muslim communities in the third and
sixth century AD. The first officially documented signature was made in 1098 by Rodrigo Diaz (El Cid),
a Spanish military leader. In the past, handwritten signatures were the reserve of nobles and educated
people. The general society started to use signatures only much later, when literacy and education
spread. In 1677, England passed the Statute of Frauds, which made signatures mandatory on important
contracts. Ever since, handwritten signatures have become a standard way of authentication when
conducting business. Handwritten signatures have kept their firm monopoly on legal agreements since
then.

The dawn of technology progressively changed this long status quo. In 1869, The United States

9The acronym DCS will be used for the remainder of the document.
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Supreme Court first accepted telegraphed Signatures, the first precursor of electronic signatures, as
equivalent to handwritten signatures. In 1965, Automated Signature Recognition Research is launched
by a feasibility study of the North American Aviation Co. in Anaheim, marking the start of handwritten
electronic signatures. Research progresses through the 1970s, focusing on static signatures. Diffie and
Hellman [122] first describe the concept of digital signature (cryptographic signature) in 1976. In 1977,
the patent for the acquisition of dynamic signature data is awarded to Veripen, Inc. and research on
dynamic signatures begins. The same year, the RSA'? algorithm for asymmetric cryptography is invented
and produces the first cryptographic signature. The technological evolution, as well as the marriage of

both concepts, has not stopped since.

In legislation, the way for the dynamic signature was paved in the 90s. In 1996, the United Nations
Commission on International Trade Law publish the UNCITRAL Model Law on Electronic Commerce,
which influences electronic signature legislation all over the world. The year 1999 is marked by the
proposal and adoption of electronic signature 'laws’ in Europe and the United States of America. The
European Union proposes a first directive for members, the DIRECTIVE 1999/93/EC OF THE EURO-
PEAN PARLIAMENT AND OF THE COUNCIL of 13 December 1999 on a Community framework for
electronic signatures [435], while in the US the National Conference of Commissioners adopt the Uniform
FElectronic Transactions Act (UETA) [411] and Australia adopted its own Electronic Transactions Act
(ETA) [26]. These legislations provide a legal framework and basis for the use of electronic signatures
for government and business transactions. The US further adopted the Electronic Signatures in Global
and National Commerce Act in 2000 into federal law [19], ensuring legal validity of electronic signatures.

Subsequently, European countries adopted their national legislations on electronic signatures.

Once the legal situations allowed for the use of eSignatures, there was a strong need for regulation,
standardization and regular updates. In 2005, the American National Standards Institute (ANSI) stan-
dard defines the format for interchange of biometric sign and signature data in the INCITS 395-2005
standard [20]. A similar international standard has been published in 2007 by the International Organi-
sation for Standardisation (ISO), as ISO/IEC 19794-71 |279, 280]. The demand for electronic signatures
on mobile devices increased with the first releases of smartphones in 2007. In 2008, the ISO officially
included digital signatures in the open standard of the portable document file (pdf) standard. It also
added a specific dynamic signature standard, ISO 19794-11, in 2013 [278]. The widespread touchscreen
and acquisition capabilities also increase possibilities of use of dynamic signatures. The European Union
has since replaced their initial directive with the REGULATION (EU) No 910/2014 OF THE EURO-
PEAN PARLIAMENT AND OF THE COUNCIL of 23 July 2014 on electronic identification and trust
services for electronic transactions in the internal market. More recently, the ISO committees on bio-
metrics have published the ISO/IEC 80107-1, ISO/IEC 30107-2 and ISO/IEC 30107-8 standards on
presentation attack detection between 2016 and 2017 [277]. These standards specifically define physical
impersonation attacks on biometric systems, such as forgery in dynamic signatures, and are therefore

relevant for ’forensic applications’ of biometrics.

0Fyom the authors initials: Ron Rivest, Adi Shamir, and Leonard Adleman.
"The standard was revised in 2014.
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2.2 Dynamic Signatures

2.2.1 Applications and Cases

Dynamic signatures are solutions that are cost-effective, fast, eco-friendly, traceable and easy to integrate
[330, 331, 333|. They are additionally perceived as very secure [332, 333], more so than ’wet’ signatures.
Further, people are comfortable using handwritten signatures and consider them nonintrusive, as well as
free of connotation'? [59, 286, 383]. They simplify and speed up workflow by replacing paperwork and
planning with logical data, as well as automated treatment and archiving. Advantages for businesses
are numerous, which has led to an increasing interest in these dynamic signature solutions throughout
the world. Applications already include banking and financial sectors, insurance (e.g. life insurance),
medical sector (e.g. responsibility and consent sheets), tourism, deliveries and sales. Development and
deployment of technology is still ongoing and it is expected to result in further increase of dynamic

signatures.

While the current use of eSignatures resides mostly in deliveries, the documents signed with dynamic
signatures are not limited to ’small’ cases. Documents such as life insurances or medical consent sheets
are highly relevant to forensic scientists, because their of their importance and thus their potential of
appearing in court cases. One prominent case in the United States of America, concerning a life insurance
in 2007 has been documented!3. Several other minor cases, mostly involving credit card fraud have been
documented [100, 587, 588]. In Switzerland, there have been several cases involving deliveries, none of
which have gone to court because of the small disputed sum. Additionally, more important cases are
starting to surface. In Eastern Europe, a dozen cases have been reported. Germany’s BKA has shown
an interest in electronic signatures, especially in counter-based transactions and has started a research
project on dynamic signature and posture. The European Network of Forensic Science Institutions
(ENFSI) and its expert group on handwriting examination (ENFHEX) have recently updated their best
practice manual on handwriting examination to include the examination of DCS. Interest in the subject

is on the rise both nationally and internationally.

2.2.2 Hardware, Software & Data

Dynamic signatures can be made in a variety of ways, using many different devices. All of the hardware
capable of recording dynamic signatures will be referred to as digitizers or digitizing devices. Digitizers

1, record several features, such as coordinates and kinematics, and

sample the analogue writing signa
finally output a signature file. They are of many different types (such as tablets, cameras, gloves, input
devices or pens) and use various sensors (inductive, capacitive, accelerometers, gyrometers, cameras,
...). Most of the dynamic signatures produced today are made on dedicated signature pads or mobile
devices, such as tablets and smartphones. Signature pads are, contrary to mobile devices, computer
peripherals, requiring a personal computer. They are operated via a device driver, often written by
either the Operating System provider, or the hardware manufacturer. Their operation is ensured via a
graphical user interface'® in the form of a software package. Software and hardware packages are often
not provided by the same manufacturer. Many software packages are compatible with multiple hardware

solutions. These hardware peripherals communicate the signature data to the computer, which creates,

2Contrary to fingerprints, mugshots or DNA, which are strongly associated with the criminal and carceral
worlds.

13AFLAC v Biles; [586].

the handwriting movements

15GUI for the remainder of the document
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encrypts and embeds the signature into the digital document.

Signature pads need two elements to record signatures, a writing surface (often a display) and a
writing instrument (often a passive pen; stylus). The writing surface’s crucial component is a sensor,
which (most often) uses touchscreen technology. The most prevalent of these are inductive (Electro
Magnetic Resonance; EMR), capacitive (operating on conductivity of electrical current; e.g. tablets and
smartphones) and resistive sensors. High quality systems have almost all adopted inductive sensors, while
resistive sensors are disappearing. The writing instrument is variable and ranges from pens, to fingers. It
may either be active'® or passive!”. All digitizers have their own specific characteristics, most importantly
their spatial resolution'® (and precision) as well as their temporal resolution'®. Other factors, such as the
presence of digital ink, surface rugosity and the pen nib are equally important in forensic examinations.
These provide the writer with proprioceptive information, which is essential for the writing process to

feel natural to the writer and for the writing product be representative of their writing habits.

The digitizer records pen data in regular or event-based?® time intervals and saves every sampled
point in a chronological list. The pen data is pretreated by the driver and sent to the computer. Pre-
treatment may include interpolation [197] to smooth the data, as well as normalization of the signals
(amplification or reduction, especially for pen pressure). The signature data is composed by several
input-related columns, such as an indexing of data points, button-related columns or pen state (in air
vs on surface), and the measured data. The measured data must include spatial coordinates of the data
point, as well as sampling time. Additional data and measurement depend on the hardware, but may
include pressure, tilt, inclination. Signatures are encapsulated in signature container formats, including
pen data, but potentially also metadata, and a timestamp, which are encrypted. After decryption and
extraction, the pen data is available as a simple table?!. An example of the structure of this signature
data is available in table 2.1.

The manufacturers of the signature pads often use proprietary data formats as signature container
files, which complicates standardized data analysis. Most manufacturers propose their own comparison
and verification software suite for their clients, as well as more specialized software for forensic experts?2.
Forensic analysis software is currently provided by the manufacturers of the dynamic signature solutions
and may differ significantly in measurements, calculus and methodology. In most cases the software is
a tool for the visualization and qualitative comparison of signatures, rather than a statistical or forensic
analysis suite. Some of these solutions permit the extraction of features, such as diverse measurements
and calculated features (i.e. number of strokes, number of velocity inversions, average speed, ...). Neu-
roScript’s MovAlyzeR software [419], designed for research purposes can adapt to many signature pads
and may be a solution for the current situation. These software packages feature very variable depth of
analysis and visualization capabilities. Most of them permit only qualitative (as opposed to statistical or
automatic) comparison between two signatures. No open-source analysis software, for use on all dynamic
signatures or with a statistical evaluation framework, is available. Visualization and qualitative com-

parison of dynamic signatures are the first steps to integrate them into forensic signature examination

16 As opposed to passive; an active pen uses electrical components and measures data and input directly. Active
pens are often battery dependent, e.g. Apple Pencil.

17As opposed to active; passive pens do not contain electronic components. They need only be adequate to
write on the surfaces; Passive writing instruments can range from regular pens, plastic nibbed pens, to the human
finger.

¥ Often measured in lines per inch [Ipi].

19Number of points sampled per second in [Hz|.

20The temporal sampling depends heavily on the device used for digitizing. Some devices, such as smartphones
and tablets show irregular (event-based) sampling periods.

210ften a comma separated values (.csv) file.

22Prominent examples for this are Wacom’s SignatureScope, Topaz’s SigAnalyze and Namirial’s FirmaCerta
software.
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Input Data Signature Data
Index Button Pen State X Y P [Level] T [ms]
1 1 1 15005 7600 300 0
2 1 1 15015 7605 334 5
3 1 1 15035 7615 370 10
4 1 1 15040 7613 400 15
) 1 1 15045 7612 476 20
6 0 2 (UP) 15063 7625 511 25
7 0 2 (UP) 15078 7627 480 30
8 0 2 (UP) 15120 7633 430 35
9 1 3 15150 7638 400 40
10 1 3 15167 7639 412 45

Table 2.1: Example of the data structure of a dynamic signature. The input data describes the state of the
implement, with a column for the chronological order of the points, the button pressed while recording, and the
stroke number. The following column group contains the actual signature data, with 3D coordinates (X,Y,P) and
the timing component.

methods. These methodologies assimilate and reduce the dynamic signatures to 'wet’ signatures and do
arguably waste much of their potential. A methodology and tool capable of using and statistically com-
paring the novel dynamic and measured features would greatly complement current forensic examination

methodology.

2.2.3 Technical Analysis of Dynamic Signature Data

Dynamic signature data is complex; it is formed by multiple measurements and descriptors of the hand-
writing movements. Biometricians and forensic scientists select and extract specific characteristics of the
signature for analysis and comparison. They are commonly called features in biometrics. Features have
been classified into several types, according to their detail. Richiardi et al. [302, 479] propose a three
level classification for signatures (see table 2.2). In addition to being complex data, the spatio-temporal
signals that are signatures exhibit strong correlation in their features. Diverse parameters, such as shape,
velocity and pen pressure have been shown to be correlated [116, 598], adding complexity due to the
interplay of variables. The additional complexity of signature data warrants care in the choice of the

statistical analyses, models and interpretation of their results.

Forensic scientists use diverse types of features in their subjective assessments, combining them intu-
itively. The scheme takes on much more importance when considering signatures in the light of statistical
analysis, seeing how the feature types require different statistical analyses and models. In forensic sci-
ence, the main method of signature examination is the qualitative comparison of shape, dynamism and
fluidity, as well as specific artefacts. They operate similarly to pattern matching methods in biometrics,
using a variety of local, regional and global features. They combine the information intuitively, rather
than through a statistical model. Independently of the feature-type used, signature data is multivari-
ate?3. Each of the three feature types has different advantages and issues. Global features convey general
information about the signatures that complements shape-based information, and are easy to use within
statistical models. They have however been shown to produce worse verification accuracy than systems

using more detailed local features. Local features convey more extensive, in-depth information about the

21t contains multiple variables and is therefore multidimensional.
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Feature Type

Level of Detail = Variable Type

Examples

Instantaneous Speed,

Local "Point per point Timeseries,
) ] ) . Instantaneous Pressure,
(Functional) descriptor’ Pseudo-Timeseries
) Scalar, Length of Strokes,
Regional "Segmented )
. i Boolean, Average Speed during Stroke A,
(Segment, Partition) descriptors’
) Scalar, Average Speed,
Global "Unique
] ] Boolean, Number of Strokes,
(Parametric) descriptor’

Table 2.2: A taxonomy of signature feature types with the level of details, the variable type and an example
representing the category.

variation, however they present various difficulties in matching and treatment. They may have diverging
lengths and require complex matching or modeling algorithms (Dynamic Programming, Hidden Markov
Models, ...).

detailed. They lack the detail of local features, as well as ’universality’ as they are signature specific

Regional features are easier to use, in the vein of global features and are slightly more

and require reproducible segmentation of the signature. Local and global features have been shown to
be complementary and improve performance of verification systems when used in conjunction. In the
current state of the art, little if any information on the treatment and combination of different feature
types within the scope of forensic signature examination is available. As a starting point, this thesis
focuses mainly on global features, which present less of a challenge in terms of statistical modeling and

additional opportunities for cross signature comparison.

As mentioned above, the diverse feature types require data treatment, analysis and modeling adequate
to their type. Traditionally, histograms, as well as parametric or non-parametric statistical models are
used to represent and compare global features. Local features are generally represented as a (pseudo-
) timeseries, a continuous signal through time (cf 2.2). Some researchers use time series averaging or
bounds to represent multiple local features. Local features are often compared by template matching
techniques, such as Dynamic Time Warping (DTW)?4, Longest Common Subsequence (LCSS), Fréchet
Distance, .... Alternatively, there are also modeling approaches, using Hidden Markov Models (HMM) or
Gaussian Mixture Models (GMM) to deal with local feature matching. In biometrics, results are often
rendered as classification and prediction. To this effect, a variety of algorithms have been used, including
Support Vector Machines (SVM), Vector Quantization (VQ), various Neural Networks (NN, ANN, CNN;
...) among others are used [27, 30, 121, 271, 273, 460, 548]. An extensive description of the subject can
be found in several reviews [121, 271, 273]. In this thesis, only global feature data is used for evidence
evaluation. Methodology-wise, a parametric model for within-writer and between-writer variation is used
to evaluate the evidence and produce the Bayes’ Factor. In stark contrast to previous approaches, this
methodology assesses the probability of the evidence under competing hypotheses and adheres to the
ENFSI Guideline on evaluative reporting [145].

As for inference, two approaches currently exist within the evaluative framework: feature-based and
score-based inference. Feature-based approaches are easily applicable to global features, while score-based

approaches are predominantly used for local features. Feature-based approaches use features themselves.

24 A type of dynamic programming algorithm that enables elastic matching of two signals.
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Figure 2.2: An example of a signature pressure timeseries.

They are limited by ’curse of dimensionality’ [301] when used for a high number of features. Score-
based approaches match templates one-to-one and produce (dis-)similarity scores between the templates.
The statistical models are not applied directly on the feature values, but on comparison scores. As a
result, the scoring causes a loss of information as to the original feature value and rarity, but reduces the
dimensionality in the process. Therefore, score-based approaches may use a high number of features and
still use a simple statistical model, which is an advantage in terms of data volume necessary to obtain
robust results. Score-based approaches are however often computationally costly and slow because of the
matching step. The mathematical equivalence of Score-based Likelihood Ratios (SLR)?® [15, 50, 254,
504, 505] to the BF, as well as their theoretical adequacy for application within the Bayesian Framework
have also recently been questioned [414]. The application and validity of SLRs remains controversial in

the forensic community.

Both approaches have previously been used in signature examination. Marquis et al. propose a
qualitative feature-based approach [361] to signature examination and Bayes’ Factor assessment. While
not data-driven, their approach uses qualitative and subjective assessments of feature-values. Gaborini et
al. [201] use a feature-based model for 1:1 writer comparison. A signature verification competition [354]
used a ’calibration’?® procedure to transform match scores from automated systems to Likelihood Ratios.
In this thesis, we will focus on feature-based inference, rather than on score-based approaches. The
mathematical and statistical adequacy and ’purity’ of SLRs being in question, feature-based approaches
are currently of more use and interest to the FHE community. Further, feature-based approaches may
help with interpreting numerical data, such as lengths, sizes and writing angles, which are often neglected
during comparison. Bayesian statistical models are key components in this type of reasoning and will be

explained in the next chapter.

253ometimes also Similarity-based Likelihood Ratios.

26Calibration has multiple meanings. According to Jacquet et al. [285], Calibration is used to either transpose
matching scores to Likelihood Ratios, or to scale a predicted probability to an observed probability [58, 62, 63,
110, 111, 470]
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THE BAYESIAN FRAMEWORK AND
BAYESIAN STATISTICS

The application of statistics and probabilistic reasoning in handwriting examination is a core subject
in this thesis. In order to guarantee transparency in the methodology, the statistic approach used in
this thesis needs to be defined. For the reasons explained in chapter 1, the chosen framework is the
Bayesian one. The latter has garnered strong support among forensic scientists in Europe and presents
a rational and transparent framework. This chapter lays down the statistical basis of the computations
and experiments described further into this manuscript. The following paragraphs explain the basis and
the processes of the Bayesian statistical framework, including Bayes’ Theorem, statistical models, belief
updating and model selection. Bayes’ Factors, the main method of assessing and communicating evidential
strength in forensic science [145], are a result of statistical model comparison. The paragraphs also include
an example of the application of these processes to a forensic science problem. The comprehension of
the model contributes to transparency and scientific accuracy in the conclusions reported by a forensic
scientist. Understanding the models and the process is also essential to understand the methods and

computations during the experimental part of the thesis.

3.1 Bayes’ Theorem

The Bayesian framework is a subjectivist framework for reasoning and decision making in which prob-
abilities are defined as the subjective belief of the reasoner. As a consequence of this definition, the
application of the rules of probability to singular events is possible [109].'It has alternatively been called
the ’logical’ approach [430, 489, as it provides a coherent way for inductive reasoning. It provides a model
encompassing both inference and decision processes, as introduced in section 1.2. Forensic science in-
volves and invokes both parts of the Bayesian Framework [221]. The focus of this thesis lies however with
inference, rather than with decisions. The manuscript will hence solely focus on the elements relevant to

probabilistic inference and statistics.

The foundation of the Bayesian framework is a mathematical formula known as Bayes’ theorem,
named in honour of clergyman and mathematician Reverend Thomas Bayes. The formula is derived from
universally accepted rules of probability and is uncontroversial [522]. It models a belief updating process.
Succinctly, Bayes’ Theorem shows how the occurrence of one event affects our belief in another event. The

events are hypotheses, which are often called propositions in forensic science. The observed data is often

!By this, de Finetti meant that Frequentist definitions of probability require perfectly reproducible experiments,
which does not apply to situations such as elections or crime.
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also called the evidence F in statistics and forensic science. All information is conditional on background
knowledge, which is often noted as I. Bayes’ theorem links these elements through probabilities, which
express the relationship between two or more events. The subjective probability about the occurrence
of an event is updated by the observation of some data, leading to a new, updated belief. This general
frame holds for forensic science, with the only differences that the hypotheses are of judicial interest, and

the data is the combination of features of recovered (traces) and reference (comparison) objects.

The prior probability on H;, where i = 1,...,n describe the state of knowledge on an event before
observing the data. The Bayes Factor describes the support offered by the data to the hypotheses of
interest H;. The posterior probability on H; describes the new state of knowledge after having observed
the data. Bayes’ Theorem (Eqn. 3.1) describes a process of 'updating’ probabilities on H; after obtaining

the new information E.

Evidence Prior Prob.

————" P(E|H;, 1) x P(H;|I)

Normalization Constant
P(E|H;, ) x P(H;, )
P(H;|E,I) = =5 3.2
VD) = S P(BIH,. ) < P(H,IT) 2

% P(H;, T
p(HiE,I)sz'H“I];”( ) (3.3)

Posterior Prob.

Prior Odds Bayes Factor Posterior Odds
—
P(H,|I) P(E|Hy,I) P(H\|E,I)

X = 3.4

P(il1) * P(E[Hy.T) ~ P(H|B.1) (34)
Decision Maker Decision Maker
— ——

X =
P(Hs|I) ~ P(E|Hz, 1)  P(H2|E,I)
—————

Forensic Scientist

Bayes’ theorem (Eqn. 3.1) is a universally accepted mathematical formula involving conditional
probabilities. Divergences in use between statistical paradigms come from the definition of a probability
and from the usage of prior probabilities. For simplicity, the necessary concepts will be explained for
the case of discrete data. In Bayesian statistics and forensic science, it is common to see the odds form
of the Bayes’ theorem with two events H; and Hy (Eqn. 3.4). This form is obtained by dividing the
equations for P(Hq|E,I) and P(Hs|E,I). Ultimately, Bayes’ theorem is a model of a learning process, a
guide on how to integrate new information with previous knowledge. Although forensic scientists use the
Bayes Factor as tool to quantify and communicate their results, only posterior probabilities have actual
meaning for inference. Therefore, combining the Bayes Factor with the prior probabilities is essential
for the decision maker. As this is generally not the role of forensic scientists, this aspect is often not
communicated or sufficiently stressed in research. It proves confusing and frustrating for the courts and

may lead to misinterpretation of evidence.
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3.2 Bayesian Models and Model Comparison

Bayesian statistics diverge from Frequentist statistics in several important aspects. For an in-depth
review, the interested reader may referr to [11]. Frequentist scholars rely on the definition: "probability
is the limit of the relative frequency of a target event that has occurred in a large number of trials |...]
under identical conditions" ([11], p58), while Bayesians define it as a subjective belief. Frequentism is
strongly focused on the analysis of samples, whereas Bayesians focus on parameters. Therefore, their
inference can inform them about the parameter value, such as the proportion of voters in a population.
Bayesian statistics are more intuitive in their interpretation, even if their computation is more arduous.
Bayesian inference employs probability distributions to model these parameters and use the expectations
of the distribution for inference. Bayesian Hierarchical Models, layered (nested) probability distributions,
can be used to describe complex processes with interdependencies. Bayesian estimation is computationally
intensive, because it requires integral computation. As a result, various approximation techniques, such as
Markov Chain Monte Carlo (MCMC) along with importance sampling, or Nested Sampling, are required
to determine posterior and marginal distributions for complex models. These distributions are essential

to calculate the BF when using continuous data and thus vital to forensic scientists.

In evaluative forensic science, experts express the likelihood of the evidence under several competing
models. Thereby, they perform a Bayesian model selection process, focusing on the Bayes’ Factor, which
expresses the probability of the evidence given the alternative scenarios. The ultimate goal is to compare
two different models, to determine whether a questioned signature is better explained by one or the other

model.

In the following paragraphs and equations, the architecture of a simple statistical model for signature
length is described. Such a model is then fitted to the two alternative scenarios, namely the signatures
being either genuine or forged. The two resulting models are used for the evaluation of the questioned
signature. When there are several competing models, they can be compared using the Bayes Factor.
The BF indicates which model explains the observed data better. This model selection process is exactly
what Bayes Factors (or Likelihood Ratios) are used for in forensic science. The BF measures support for
each of the propositions and expresses under which the evidence is more likely, therefore providing the
information needed for model selection. Forensic scientists use this process to assess evidence and report
their conclusions. In the case of signature examination, the models that are being compared are those
of two distinct populations, the first being genuine signatures and the second being forged signatures

(freehand forgeries).

0~ N(p, 7%). (3.6)
E|9 ~ N (8, 0?). (3.7)
01E ~ N (u*, 7°7). (3.8)

A simple example of a Bayesian model, based on a parameter 6 representing the length of a signature,
is provided in this paragraph. The parameter of interest is assumed to be distributed according to a
Normal? distribution (prior distribution; Eqn. 3.6). The likelihood of the evidence E is also assumed
to be normally distributed (Eqn. 3.7). In this configuration, the posterior distribution for signature
length 6 will also be normally distributed (Eqn. 3.8, Figure 3.1). Using the newly calculated posterior

distribution, we can now provide an estimate of the most likely length of the signature (the expectation

2Gaussian distribution; P(x) = U—\}ﬁe_(z_“y/%z

26



Chapter 3 The Bayesian Framework and Bayesian Statistics

Bayesian Model for the estimation of signature length
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Figure 3.1: Simple Bayesian Model for the signature length example
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Figure 3.2: Posterior Predictive Distribution for the signature length model. The posterior predictive distribution
shows how future datasets may look like and how likely the different signature lengths are to occur in such a
dataset.

of the distribution), but also a credible interval for the parameter . Furthermore, we can also look at the
posterior predictive distribution of the parameter (cf Fig. 3.2) in order to predict the length of signatures
from the same writer based on our newly updated knowledge on both the mean value and his natural

variation.

A univariate example of a univariate model comparison can be found in Fig. 3.3. The green and
red distributions represent the model of the genuine and forged signature lengths respectively. In the
example, the questioned signature shows a length of 18.8 cm. The probabilities of such a value under
either model is shown by the vertical bars. In this case, the BF is determined by the ratio between these
probabilities. The BF is 13.6, meaning that the questioned signature’s value is approximately 13 times
more likely to occur in a genuine signature rather than in a forgery. If a decision as to the authenticity of
the signature had to be made, the posterior probability of the signature being a genuine signature would
need to be calculated by multiplying the BF with the prior probabilities (odds) of the signature being

genuine. Forensic scientists are generally encouraged to report the likelihood of the evidence (as BF or
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Bayesian Model Comparison
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Figure 3.3: An example of a Bayesian model comparison and BF calculation for questioned signatures

LR) rather than the posterior probability, because they do not have the necessary information to access

the prior probabilities.

3.3 Bayes’ Factor

The Bayes’ Factor is an essential element of Bayesian statistics, even if the inference within the framework
is based on the posterior probability. The BF is a weighted measure of support given by the evidence
and is used for model comparison. The propositions define the formula and context of the Bayes Factor.
The observations and background knowledge define the inferential strength. Inferential strength is a
concept related to how strongly the information impacts the probabilities involved. For example a BF of
10 means that however strong your prior beliefs were, your posterior beliefs should be 10 times stronger
after hearing the evidence. When visualizing the belief in hypotheses as a scale, the BF shifts the scale,
without necessarily tipping it. The actual state of the scale (tipped toward left or right) also depends on
the prior information. In forensic science, the Bayes Factor, rather than posterior probability, occupies
the most important role. It is the main method for the quantification of evidential value and for the
communication of the results. Forensic scientists have however taken to using a slightly different concept
called the ’Likelihood Ratio’® as surrogate for the Bayes Factor. The BF can be seen as parent concept to
the LR in the Bayesian framework. For a Bayesian, all LRs are in fact a special case of Bayes’ Factors?.
The interested readers are referred to the Handbook of Forensic Statistics [29] (pp. 125). In the remainder

of this document, we will prefer the terminology of Bayes Factors, even when they coincide with a LR.

Weight of Evidence (WoE) = log(BF) (3.9)

The Bayes’ Factor has provided forensic science with a solution to provide the court with information
while respecting their ’sovereignty’. Instead of reporting unsustainable claims of individualization, it
permits the examiner to express his probabilities on the evidence given the proposition. It further works
within a clearly defined framework and with unambiguous propositions and assumptions. It therefore
contributes to clarity and transparency in the scientific process and its reporting. Its use promotes a

logical and transparent way of reasoning and communication. Bayes Factors, in much the same way, are

3Shortened to LR.
4BFs reduce to LRs when using simple hypotheses. A more detailed explanation can be found in [655]
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Figure 3.4: A representation of the belief updating process using the weight of evidence. The I term from the
formula was omitted for brevity.

used in forensic science [25, 145, 282-284, 359, 488] to communicate the value of findings. As shown
before, Bayes Factors are combined with the prior odds by multiplying the two elements. These ratios
may take on very large numbers, considered intimidating and confusing for people without a scientific
background. Some authors have proposed to use the Weight of Evidence; Eqn. 3.9) [225, 489] rather
than the BF. The WoE maps the evidential value to the logarithmic scale, which shrinks the numerical
values. The combination of the WoE and the log Prior Odds also only requires an addition, rather than
multiplication. Some authors consider this form simpler and more intuitive, as it works analogously
to a scale. The log Prior Odds represent the initial state of the scale (tipped or in equilibrium) while
the weight of evidence represents the weight to be added onto the scale. The positivity of the WoE
indicates the side the weight is added to, the numeric value indicates the mass of the weight. The log
Posterior Odds represent the state of the scale after it re-equilibrates, showing the final support to either
hypothesis (cf Fig. 3.4). Both procedures yield the same result, except for the calculus and scale of
evidential value. While combination of the different elements is more straightforward in the logarithmic
scale®, probabilities and odds are easier to grasp in the regular scale. Both representations of inferential
strength are useful. Ideally, both forms should be used for calculations and explanations respectively,

whenever the case permits it.

3.4 Bayesian Statistics in Forensic Science

Bayesian statistics have played an important role in forensic interpretation and case assessment. They
attribute meaning to the analytical results obtained by defining a logical frame. Bayesian inference en-
abled forensic scientists to abandon two-stage approaches to evidence evaluation [152, 339] , to be more
coherent and diminish bias by considering alternative explanations. Bayesian methodology is transparent,
as it requires clearly stating hypothesis and assumptions [99, 153, 155, 488|. Hypotheses are the corner-
stone of valid evaluation and interpretation in forensic casework. Researchers have accordingly proposed
a hierarchy for propositions with several levels, such as source, activity and crime-related propositions
[98]. This hierarchical classification was further researched, in particular the source-level (e.g. impression,
method, part, geographical) and the logical linkage that can be established [276, 318]. Further, Forensic
scientists have shown the benefits of applying a solid methodological and statistical framework [158|. The

Bayesian Framework has enabled forensic scientists to develop data driven approaches [13, 56, 67, 415,

5 At least when the odds form of Bayes theorem exists.
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558]. They provided the framework for combining the examiner’s experience and theoretical knowledge
with empirical data from collected case data and databases. The framework’s transparency also helps
during the communication of the results to the court. The framework also allowed for the integration
of rational decision analysis and support for forensic scientists. These tools help practitioners with sam-
pling strategies, examination strategy, prioritization and trace triage. These methodological elements
have helped to add scientific and statistical rigour to many forensic disciplines, as well as respond to
criticism concerning the methodological and fundamental issues of subjectivity, logical incoherence and
unfounded assumptions previously associated with forensic science by several authors [386, 482, 483, 485,
499, 501, 502]. Their integration into dynamic signature evaluation conforms to the ENFSI evaluative

reporting guidelines [145] and is a step toward a uniform reporting solution.

The Likelihood Ratio / Bayes’ Factor occupies a particularly important position in forensic science.
Therefore, many associations and forensic institutions now recommend using these concepts for expressing
evidential value and communicating with the courts [25, 145, 359, 488]. The concepts and theory of
Bayesian statistics have found their application in many forensic disciplines, including Genetics [66,
67], Fingermark examination [76, 472], Shoemark examination [519], Handwriting examination [56, 362,
556], Glass (and other microscopic elements) examination [6, 7], Firearm and toolmark examination
[61, 82], Speaker identification [83, 405, 469], Facial Recognition [285, 569], as well as Chemiometrics
and Investigative approaches, such as Profiling for drug and fire accelerant analysis [50, 473, 624, 625].
In forensic handwriting and signature examination several applications and models relying on Bayesian
statistics have been documented. Day [108] explains the Bayesian Framework as applied to handwriting
examination. Recent publications [244, 392, 428] in signature examination show the rising awareness of
Bayesian methodology and statistics in the field, even if not yet fully embraced by examiners. European
scholars have been more open to the Bayesian framework within forensic science. Applications involve
both qualitative [361] and quantitative [56, 194, 201, 362, 363, 562] approaches. Various authors have
created score-based models for signature evaluation [317, 345, 351, 352, 354, 355|. A more detailed
account of forensic applications and methodology for dynamic signature examination is proposed in the

next chapter.
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DYNAMIC SIGNATURES IN
FORENSIC SCIENCE : A STATE OF THE ART

Dynamic signatures have only recently moved into the focus of forensic scientists. In comparison to
'wet signatures’, many of the relevant circumstances, including writing conditions and resolution, but
also fundamental information, such as recorded data and data structure have evolved. Nevertheless,
the underlying neurological and motor processes for signing are the same no matter the writing surface,
implying that the subject is worthy of interest but unlikely to revolutionize signature examination. The
shift to the digital world, as well as the novel kinematic data, call for a revision and extension of the
existing signature examination methods. The novelty of dynamic signatures is technological, mechanical
and metrological. These changes have caused gaps in the technical knowledge, such as human-sensor
interaction, recording quality and writing conditions and variation, but also in methodological questions,
such as the examination of dynamic features, their comparability to 'wet’ signatures and the probabilistic

evaluation of features.

Exploratory analysis of technical aspects of dynamic signatures is a crucial step to approach the new
subject and lay down groundwork for coherent inference. A second, albeit just as necessary, step is the
validation of the probabilistic procedures used to assess the value of features. Risinger and Saks [486, 500,
501] have criticized a lack of validation and testing in forensic science, notably in questioned documents.
Since, many performance and validation studies have been conducted [42, 43, 189, 297, 355, 517]. Several
of these studies were in turn criticized [498] for not reflecting and validating the procedure that forensic
examiners actually use. The validation of methods forensic examiners can actually use in practice and
integrate into their examination procedures are therefore vital to the credibility of signature examination
in legal proceedings. Knowledge of the signature data and its underlying distribution is essential for the
forensic examiners if they aim to increasingly use empirical data in their assessments. It is especially
relevant when fitting statistical models to signature data, as one must determine valid assumptions and
limitations, as well as a suitable probability density. As part of this thesis, the methodological advances
in dynamic signatures have been reviewed in chapter 10. Since the publication of this paper, new studies
have nevertheless been published. It appears worthwhile to review some general points, as well as novel

additions in the following paragraphs.

4.1 Methodological Advances

Electronic and dynamic signatures have only appeared recently in the forensic landscape. These novel
signatures have first been mentioned and categorized by LaVelle [327] and later by Flynn [185]. Harralson
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[242, 243] adopted further clarifications for terminology, which were further clarified by Linden et al. [335].
Di Toma [115] calls for the establishment of clear terminology in order to guarantee reproducibility and
validity in handwriting and graphonomics research. Galbally et al. [202] have reviewed the traditional
classification dichotomy applied in biometrics. They insisted on the theoretical aspects of 'presentation
attacks’'. They qualify signature forgery as 'mimicry’, signifying a clear dependence on a target signature.
The difference in ’attack’ and type should be reflected through comparison data and in computations.
Recent work on presentation attack detection (PAD) [571, 577] has proposed to classify forgeries according
to the forgers knowledge of the target signature. This levelled classification enables researchers to clearly
describe their samples and methodology in a unified framework. Adopting their terminology explains both
the collected data and experimental conditions, which are vital to understand dynamic signature studies.

A common vocabulary and clear terminology create a solid basis for further research and communication.

Forensic examiners have been examining 'wet’ signatures for more than a century. The principles for
their analysis and comparison have been laid out in great detail and serve as a solid basis for pattern-
matching based signature examination. Guiding principles, such as detailed documentation, progressing
from general to detailed analysis, as well as the ACE-V? procedure [23, 268, 321] are universally ap-
plicable and remain valid. Many textbooks on signature examination lay down the fundamentals for
qualitative analysis [72, 244, 247, 259, 312, 334, 392, 396, 427]. Further, Australian researchers have
shared a complete method for the analysis of questioned handwriting [187]. The subjective and qualita-
tive examination of shape and signature features are disciplines forensic examiners have proven proficient
and accurate in [42, 43, 189, 297, 355, 517|. Recently forensic handwriting examination has been further
validated and its reliability assessed [376]. Further studies strengthened the basis of forensic handwrit-
ing (and signature) examination and addresses many of the points made by critics, finding subjective
judgment to be acceptable [130] and procedures to be reliable. Several authors have tried to qualify
[251, 336, 391] whether dynamic signatures are of sufficient quality to allow forensic examination and
testimony. Especially the book chapter by Flynn et al. [392], in a previously unpublished study, support
that previous examination methodologies remain applicable to dynamic signature examination. These
studies also include validation of both the hardware and the ’traditional’ signature examination method
on electronic handwritten signatures. They conclude that dynamic signatures may have lower resolution
than inked signatures, but make up for this disadvantage by recording previously inaccessible temporal
and kinematic data on the signatures. This data and the resulting features are useful to the forensic
examiner. The existing method is structured and proven and should prove adequate for the visual fea-
tures of dynamic signatures, with a few exceptions due to differences in ink deposition and digitalization
[14, 197, 218, 235]. Harralson et al. [244] propose some adaptations due to the examination of dynamic
signatures in the recently revised version of their textbook. The amendment to existing methodology
mostly concerns the detection of electronic handwritten signatures, as well as standard questions to ask
whenever they appear in cases. Mohammed [392] lays out the new challenges for forensic scientists posed
by handwritten electronic signatures. He also summarizes several technical studies and insists on the

methodology remaining applicable.

The basis for statistical analysis and evaluation of signatures is not as well documented as the sub-
jective analysis method. The framework for case assessment and interpretation [99, 153, 489] is laid out
in general for evaluative forensic disciplines, but a specific adaptation for signature examination is yet
to be found. The ENFSI standard on the examination of handwriting evidence ?? vaguely alludes to
propositions, while the ENFSI guideline for evaluative reporting [145] recommends using probabilistic ap-

proaches (Bayesian or not), as well as respecting the principles of evidence interpretation [156]. Ostrum

! An attack on the biometric sensor where the impostor is physically present and produces the signature.
2 Abbreviation for the four-phase process used across many forensic disciplines. The phases are, in order,
Analysis, Comparison, Evaluation and Verification.
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[430] has recently released a position statement of the Canadian Society of Forensic Science’s (CSFS)
Document Section endorsing the logical approach. Mohammed [392] very briefly touches upon Bayesian
reporting and confirms the limited awareness and support of said approach in FHE circles. There have
been discussions on formulating propositions, especially regarding vocal comparison [40, 80, 155, 156,
257, 258, 398|. The discussion shows that the determination of propositions is far from a simple task and
further shapes the data collection and the evaluation process. The arguments and considerations made
in these vocal comparison cases are equally relevant to signature examination. Several comprehensive
publications on assessing probabilities and LRs in signature examination [108, 359, 361] through a qual-
itative assignation of subjective probabilities lays groundwork for the Bayesian framework in signature
examination. They demonstrate how probabilistic methodology and a logical, structured approach can

be integrated into a field, even without using extensive databases.

Applications and methodology incorporating empirical data and statistical models in handwriting
examination can be found in several scientific articles [13, 56, 194, 201, 360, 362, 363, 552, 555, 562, 563].
Specific applications to signature examination are rarer. Franco-Pedroso et al. [194] have proposed a
generative model for signature evaluation using Gaussian Mixture Models (GMMs). Gaborini et al. [201]
have presented a generative probabilistic model for writer to writer comparison for signatures. Their
model is feature-based and relies on Gaussian distributions for the BF calculation. Both of these studies
are specific to signature examination and show that probabilistic methodologies can be developed and used
to support examiners. Montani et al. [394, 395] discuss the integration and usage of statistical and data-
driven approaches with subjective inference. Their research shows the way toward successful integration
of the two approaches and further collaboration between forensic and biometric researchers, as attempted
by several other authors [194, 241, 287, 351, 374, 381, 443]. Several authors have participated in studies
and competitions integrating both disguised signatures and using score-based likelihood ratios [317, 345—
347, 350-353]. In these applications, a calibration method (isotonic regression or logistic regression) was

used to ’translate’ matching scores to Score-based LRs [285].

4.2 Technical Studies

A review of studies on dynamic signatures or dynamic features measured on 'wet’ signatures can be found
in chapter 10. This section aims to complement the proposed review with a few technical, technological,

matching and verification related developments.

Dynamic signatures are complex blends of digital signatures, cryptography, hashing algorithms, time-
stamping, as well as metadata. In order to provide proof of originality, date signatures, and technical
consideration, such as determining illicit copying and assessing the security of the signature generation
process, IT expertise is indispensable. Harralson [242, 244] stresses the complex interplay of technology,
evidence and sensors (IT, Biometrics & Forensic Science) and recommends collaborating with digital evi-
dence experts and IT experts [242, 244]. The delicate and novel elements especially concern timestamps,
metadata and digital files, all of which are subjects outside of the ’traditional’ FHE’s area of expertise.
Electronic handwritten signatures are first and foremost electronic evidence [372], which requires com-
puter forensic analysis and extensive logging. Reporting and presenting this type of evidence in court

should therefore rely on principles formulated by these scholars and profit from their know-how.

Diaz et al. [121] have determined that a (technology-oriented) state-of-the-art for dynamic signatures
is necessary approximately every 10 years. They proceed in reviewing new relevant developments in sig-
nature verification, such as models operating with few reference signatures, novel verifiers and technical
matching. Mazzolini et al. [374] have proposed a computational framework to support forensic hand-

writing examiners in their daily task. They use a majority-voting approach to combine dynamic feature
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information and support decision-making. Other authors propose automatic systems and computational
frameworks to support examiners [443, 591]. Further, several researchers have used a model of movement
dynamics, the sigma-lognormal model [457, 458], for dynamic signature verification [118, 183, 184]. Many
other researchers have applied machine learning techniques to signature verification [27, 33, 34, 121, 273]
(CNN, DP, DTW, DWT, NN, RF, Deep Learning, ...) [138, 576, 599-602, 617-620]. Several authors
[27, 440, 441, 450, 452, 453] propose to analyze signature datasets to determine stable regions (for local
features) and weighing these accordingly in verification and examination. Important new advances also
include distortion models to generate synthetic dynamic signatures for research datasets [75, 171-174,
203-205, 208, 237, 467], high quality forgeries [174] or verification tasks [203]. Novel approaches also
integrate concepts such as signature complexity [294, 496, 535, 537, 580, 592] and template quality [210,
262-264, 315, 406, 494] into the verification task and have achieved encouraging results. Several authors
[119, 120, 423| have proposed a system able to deal with signature verification using a single reference
through a distortion model. Recently, a system using no references was proposed [117]. These methods,
specifically synthetic signatures and distortion models, may resolve issues such as the curse of dimen-
sionality, by creating additional, although synthetic data. With this additional data, cases with little
available materials [120, 578] may still be treated reliably with statistical models.

As far as exploratory studies go, several researchers have confirmed the correlations between signature
trajectory and dynamics [116, 319, 509, 560]. Helm et al. [252] have shown that disguised movements,
such as feint throws in ball games, use slightly different kinematic patterns compared to natural move-
ments, that can be recognized. This may also extend to signature kinematics and to forensic examiners
investigating the signature data. Mohammed [392] documented previously unpublished trials on elec-
tronic and dynamic signatures by Flynn and Nicolaides. They concluded that a temporal resolution
(sampling rate) of 100 Hz produces signatures of sufficient quality for forensic examination. Additionally,
if these conditions are fulfilled, the examination methodology for paper-based signatures applies neatly
to electronic handwritten signatures. Further, the same authors have explored dynamic features such as
writing rhythm, by measuring it through velocity, acceleration and jerk plots. Their results support that
writing rhythm is consistent within writers and carries discriminative information for forgery detection.
Some additional studies focusing on determining robust and coherent features for forensic examination
exist [261, 337, 384, 433, 436439, 442, 443, 550, 591, 620]. Multiple authors have investigated sensor
interoperability issues [18, 46, 455, 572, 573, 581]. Tolosana et al. [572] in particular have conducted
a study on digitizer interoperability and the resulting verification performance. Their tests include five
different signature pads and mobile devices, as well as pen and finger as writing implements. Finger-
drawn signatures appear to be less precise than pen-drawn signatures and also present lower verification
accuracy, especially when mixing finger- and pen-drawn materials. Overall, comparing signatures from
different digitizers appears to be a strongly limiting factor for conclusions. Signatures on mobile devices
are also very popular research subjects [22, 45-47, 129, 181, 231, 265, 272, 314, 349, 364, 495, 546, 626].
Their verification produces encouraging results, although finger-drawn signatures and the small display

sizes may cause lower accuracy than traditional systems.

4.3 Summary

Research into dynamic signatures has picked up over the last decade. Most of the studies are however
focused on technical elements, such as better matching or classification, with a strong machine learning
theme, rather than a focus on fundamental aspects of signature examination and forensic science. The
few fundamental studies focus on applying traditional signature examination methodology on dynamic
signatures, instead of re-examining and developing novel ones. The developments made on the tech-

nical aspects concerning analysis and comparison of dynamic signatures are impressive and valuable,
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however they lack a theory-based framework to work within. The forensic science specific evidence eval-
uation model has still not been fully integrated into signature examination. Research should further
focus on score- and feature-based approaches and their robustness. These elements complete method-
ology by providing coherent ways to deal with data and quantify the value of the evidence reported by
a forensic scientist. Developing this framework will provide the necessary basis for examination of rel-
evant features and reporting their value, but will also transparently communicate and share knowledge
among researchers. As such, they would greatly contribute to general acceptance of knowledge between

researchers, validation of methods as well as overall transparency in signature examination.
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DATA ACQUISITION, SAMPLING AND DATABASES

The thesis has the ambition to produce usable information to practitioners out of large-scale empirical
trials. The practical part of the thesis is accordingly focused on reconstructing casework and studying a
variety of factors, such as the statistical model behavior, the validity and generality of the model, the fea-
ture selection and the dynamic signature variation. The evidence evaluation model in particular requires
the precise specification of the relevant population and of databases representative of said populations. In
order to produce results that are relevant and usable by examiners in their work, detailed descriptions of
writing and hardware conditions are necessary. Alas, conventions regarding signature form (and content)
are intimately linked to the geographical region, the local education system, as well as the culture and
the alphabet. Furthermore, the signature may also vary depending on the type of document, whether
a frame or dotted line is provided. Ideally, data acquisition strategies need to take these factors into
account. Further, the choices for data acquisition made on a case-specific basis should always be well
documented. While already critical in casework, data acquisition is fundamental for research as well. In
particular, methodologies around probabilistic inference require extensive testing and therefore a large
dataset of known source data in strongly controlled conditions. In order to deliver useful results, data
used for a study needs to conform to a chosen set of criteria. The selected conditions, databases and

hardware used in this thesis are summarized in the following sections.

5.1 Databases and Hardware

One of the goals of this research is to study personal variation of dynamic signatures in detail, while
another is the development, validation and testing of a probabilistic model. These tasks require massive
amounts of data for exploration. The dataset also has to serve both as parameter estimation data' and
validation data?. In order to study the variation of dynamic signatures, a high number of acquisition
sessions, spread out through time, is required. Additionally, the dataset needs to feature a high number
of ’skilled’ forgers and forgeries for every signature, preferably freehand forgeries, to extensively test the
model. Our first criterion is the extent and applicability of the data. The dataset should cover long time
periods, as well as present a high number of signatures per studied signer. For the results of the study
to bear any relevance for practitioners, a solution already in use by businesses is necessary. Hence, the
dataset for the study should be acquired on currently available hardware, which can be found in point-
of-sales and offices. It should preferably be a signature pad with high resolution, as might be used for

important contracts. The second criterion is therefore deployment of the solution and practical relevance

1Often referred to as training data in biometrics.
20Often referred to as test data in biometrics.
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of the results. Our third and final criterion was applicability to casework and ’'realism’. The dataset used
in the study serves for exploratory data analysis, but also for testing and model validation. The latter
milestone involved creating pseudo-casework cases and evaluating these using the probabilistic model.
The ’realism’ of the generated cases highly depends on the quality of the data and conditions in which
the forgers were allowed to work. In order to produce meaningful results, both the original signature
quality and the forgery quality needed to be high, to be close to real world scenarios. Ideally, the forgery
data set should feature pre-session training, assessment of forgeries and selection of high quality forgeries

by the forger.

In an effort to determine the necessity of a data acquisition, a search for adequate publicly available
dynamic signature databases was performed. A summary of the proposed and published datasets is
provided in Tables 5.1, 5.2, 5.3 and 5.4. Of all the reviewed datasets, none fits all the requirements for
the hypotheses proposed in this research. Most recently published datasets are repackaged or extended
subsamples of older ones, like the ATVS long-term database. As of late, no acquisitions with multiple
acquisition sessions on novel hardware were organized. Further, the questions of interoperability of
hardware and writing instruments [18, 21, 22, 455, 572, 581, 590, 593, 595], synthetic signatures [75, 117,
119, 171-173, 205, 208, 237, 467] and mobile devices [22, 265, 272, 314, 349, 367, 495, 546, 572, 590]
are currently of special interest. It appears clear that template age, variability and signature tablets are
moving out of focus of the current research. As shown in Tables 5.1, 5.2, 5.3 and 5.4, no single dataset

fulfils all requirements completely.

As none of the publicly available datasets are adequate, an original data collection was organized.
The acquisition campaign, while time consuming, yielded an adequate, large longitudinal and population-
specific dataset, which is perfectly adequate for the use with the proposed probabilistic model. Further, a
state-of-the art digitizing device and optimal conditions can be chosen, which is essential for interpreting
differences observed in the results of the probabilistic evaluation. First, the technical parameters of
the data acquisition needed to be selected. These considerations required hardware, methodological
and organizational choices. As far as hardware was concerned, the important parameters included high
accuracy, easy usability and fast setup. A suitable hardware and software package, permitting easy
recording, decryption and exportation of signature data needed to be selected. In order to find a suitable
solution for the study, a market study was conducted with the previously defined criteria in mind. These
factors included spatial and temporal resolution, technology and reliability, kinematic measurements, as
well as user-friendliness, usability, deployment in businesses and practical relevance. A listing of the top
models at the time of the research is provided below in table 5.5. All dedicated business solutions had
associated forensic or biometric software for analysis and comparison purposes available. These tools
were however proprietary and often linked to the manufacturer. These tools were not used beyond data

extraction.

After careful consideration of the previously enumerated criteria, the Wacom DTU-1141 Signature
tablet was chosen (see Figure 5.1). This pad is a signature pad with a large display, causing no visual or
mechanical constraints while signing. The tablet uses the (formerly) patented electromagnetic resonance
[373, 422, 621] technology, a passive pen and axial pressure measurements. The tablet features high
precision measurements (0,1 mm precision on coordinates) and is also used in the smaller STU-530
signature pad. The hardware is usually bought with a software suite to create dynamic signatures.
Unlike smartphones and mobile devices, signature pads are focused on high quality signature capture and
mainly use more reliable static sampling. Technology evolves ever faster in the current age, bringing new
developments and devices to the forensic examiner. During the present thesis, several new and improved
devices have appeared (see Table 5.6). After the expiry of the patent on the EMR technology, almost all
developers have opted for the EMR technology. Vast improvements in data quality have been observed as

a result. This further validates the choice of hardware for the study, as well as proves the relevance of the
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Sampling
. . Sensor . Pen
Device Display Resolution Rate Pressure Comments
Type Tilt
[Hz]
Aol Business solution
Wacom DTU 1141 LCD 10,6" EMR 2540 Ipi 200 ad No Mo e
1024 Levels
High-end technology
. Axial Business solution
Wacom STU 530 LCD 4,5" EMR 2540 Ipi 200 No
1024 Levels High-end technology
i Axial Business solution
Wacom STU 430 LCD 4,5" EMR 2540 1pi 200 No
1024 Levels High-end technology
. Axial Design solution
Wacom Intuos Pro No EMR 5080 lpi 200 60 Levels
2048 Levels Additional Features
Business solution
. . i Orthogonal
Signotec Sigma LCD 4" RTP 5080 Ipi 500 No Low Reproducibility (Pressure)
1024 Levels
Sampling Interpolation
Business solution
i ) Orthogonal
Signotec Omega LCD 5" RTP 5080 Ipi 500 No Low Reproducibility (Pressure)
1024 Levels
Sampling Interpolation
Business solution
StepOver . NA
LCD NA 1000 dpi 500 No Most likely RTP
naturaSign Pad Color 512 Levels
Low Reproducibility (Pressure)
Business solution
Topaz
LCD 1x5" NA NA NA NA No Most likely RTP
SignatureGem LCD 1x5
Low Reproducibility (Pressure)
Business solution
Topaz
LCD 5.7" NA NA NA NA No Most likely RTP
SignatureGem Color 5.7 o
Low Reproducibility (Pressure)
Large Availability
Easy t
Apple iPad LCD 9.7" CTP NA NA No No ey o me
Low Sampling Rate
No Pressure Information
Design solution
Apple iPad and LCD 9.7" CTP and NA 60 Axial Yes Additional Features
Apple Pencil Active Pen NA NA Expensive

Limited battery life

Table 5.5: Summary of Hardware available at the beginning of data acquisition;
RTP - Resistive Touch Panel; CTP - Capacitive Touch Panel; LCD - Liquid Crystal Display; Ipi - lines per inch;
dpi - dots per inch; ppi - pixels per inch; NA - Not Available, Information not found. The first tablet, marked in
green was the one used during this thesis.

wacom

wacom

Figure 5.1: Photograph of the Wacom DTU-1141 digitizer used for this study
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Sampling Rate

Device Display  Sensor Type Resolution [Hiz] Pressure Pen Tilt
z
. Axial
Wacom STU 540 LCD 5" EMR 2540 lpi 200 No
1024 Levels
. 187(pen) Axial
Wacom DTH 2452 LCD 24" EMR 2540 1pi No
100 (finger) 2048 Levels
. Axial
Wacom DTK 1660E LCD 15,6" EMR 5080 lpi 187 No
8192 Levels
. Axial
Wacom DTH 1152 LCD 10,1" EMR 2540 Ipi 200 No
1024 Levels
. . . Axial
Signotec Sigma LCD 5" EMR 2.400 x 2.910 ppi 500 No
1024 Levels
. . Axial
Signotec Delta LCD 10,1" EMR 1.264 x 1.292 dpi 500 No
2048 Levels
StepO Axial
epver LCD NA 2560 x 2560 dpi 330 i No
duraSign Pad US 10.0 2048 Levels
. . Axial
Topaz GemView 16 LCD 15,6" EMR 5080 1pi 200 No
2048 Levels
Apple iPad & CTP & Axial Yo
PP T LCD 9.7" NA 60 i s
Apple Pencil 2 (2018) Active Pen NA NA
Microsoft Surface & . CTP & . Axial
Various Various NA 1024 Levels
Surface Slim Pen (2019) Active Pen 4096 Levels

Table 5.6: Summary of new state-of-the-art hardware
RTP - Resistive Touch Panel; CTP - Capacitive Touch Panel; LCD - Liquid Crystal Display; Ipi - lines per inch;
dpi - dots per inch; ppi - pixels per inch; NA - Not Available, Information not found

results for forensic practitioners. Wacom developed the EMR solution and is currently the market leader
in signature pads. The Wacom tablets are already in use in several businesses [603], and their quality
guarantees some longevity of these particular sensors. These dynamic signatures are already in use and
may be encountered by forensic scientists in the near future. They are relevant to forensic practitioners
and are equally well suited for research. Wacom provides a Forensic Analysis Toolkit (Wacom Signature
Scope [605]) free of charge to forensic examiners. This toolkit can be used for data collection and pen

data extraction without resorting to external software suites [418].

5.2 Writing Conditions and Data Collection

Writing conditions were standardized for all writers during the data collection for this thesis. The
volunteers had to use the Wacom stylus provided with the DTU-1141 tablet. All signatures were made
on the tablet surface, solely in digital form. It was purposefully chosen to refrain from adding a sheet
of paper on the digitizer display while recording specimens. Many researchers have adopted this method
to produce inked and dynamic signatures simultaneously, however the pen interacts differently with the
paper surface than with the display. As a result writing conditions reflect paper-based signature behavior,
rather than 'pure’ tablet surface behavior. By omitting the sheet of paper from the acquisition process, the
pen-display interaction of pure dynamic signatures are preserved. Participants all signed (and forged) in
a sitting position, while seated in an office chair in front of a medium height desk®. They could adjust the

chair position and height for comfort. They could turn the signature pad for writing comfort, the tablet

3About 1 meter from the floor.
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Figure 5.2: Writing conditions and setup for the data acquisition

could however not be inclined* (see Figure 5.2). Participants could train using the provided materials

before signing.

The subjects proposed in this thesis require three different ’types’ of data, coming from 3 different
populations. These three types are (1) case-unrelated genuine signatures (or genuine population data),
(2) case-related genuine signatures (control or reference data; presumed source data), as well as (3) case-
related simulated signatures (forgery population data). The two populations and the data are described

in the following paragraphs. A more detailed description can be found in chapter 11.

5.2.1 Case-Related Genuine Signatures / Reference Data

The case-related genuine signatures are produced by the presumed source of a forensic case. They were
used to validate the probabilistic methodology and explore subjects relating to variation of dynamic
features, feature selection and contemporaneity. The case-related genuine signatures were produced by
three participants, which were chosen after a screening of volunteer signatures. They were selected based
on signature style® [389, 392] and complexity [16, 57, 188]. One signature of each style, which presented
the lowest complexity®, was chosen. 'Low’ complexity within the signature type and complexity category
were criteria to facilitate forgery”, which is difficult even for simple signatures [68]. Every one of the
participants was asked to provide signatures in irregularly spaced intervals, with decreasing frequency.
The aim of this irregular sampling was to study the variation of the signature within and between sessions
in several time intervals, such as days, weeks and months. A total of 44 distinct acquisition sessions per
participant, over the approximate duration of 18 months, were conducted. The participants had to
provide 10 samples per session initially. During the acquisition process, high variance was observed. In
order to sufficiently capture variability, the number of acquired signatures per sessions was raised to 20
samples. Every one of the signers produced at least 750 signatures during the acquisition period. The
differences in the number of signatures per signer are due to the timing of sampling appointments and
small adjustments, which differed slightly for the participants. The detailed description of the number of

acquired signatures per signer is provided in Table 5.7.

“The tablet had to remain parallel to the desk surface (0° inclination).

5Signature style may be classified as either stylized, text-based or mixed.

SComplexity was assessed qualitatively by two experienced forensic handwriting examiners.
"Freehand forgery and tracing specifically.
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Signature 1 Signature 2 Signature 3

# Signatures 770 750 780
# Sessions
with 10 Signatures 15 13 12
# Sessions 31 31 33

with 20 Signatures
# Sessions 46 44 45

Table 5.7: Number of available genuine signature per signer

5.2.2 Case-Unrelated Genuine Signatures / Genuine Population
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The case-unrelated genuine signatures were acquired to estimate the probabilistic model’s parame-
ters. The case-unrelated signatures represent a genuine signature population, as presented for the model
comparison process in chapter 3. They are unrelated to the presumed source’s signature. They were
collected from 23 participants, each providing 20 samples of their genuine signature. Signers produced
all of their samples in a single session®. The 20 samples made by the writers were used to estimate the
variability of their signatures within a session. No attempts at capturing the variation of their signature

over time were made. A brief summary of the population can be found in table 5.8.

Signers Signatures Total

4+ 23 20 460

Table 5.8: Number of available signers and signatures per signer

5.2.3 Case-Related Simulated Signatures / Forgery Population

The case-related simulated signatures were acquired to both estimate model parameters and validate the
methodology. The forgeries were case-related, meaning they were specific to one signature ’target’. In
the experiments, no general simulated signature population, made by mixing different simulations, was
used. Simulated signatures were only acquired for the three participants’ case-related genuine signatures.
Forgeries were collected as a prize contest, to create competition and a reward for the participants. Forgers
were ranked based on shape- and velocity-based similarity to the target genuine signature. The three
best forgers won a book from a forensic science collection. The signatures produced were directly inspired
by the presumed source’s signature, as they were based on a subsample of the case-related signatures.
Forgers were shown 6 genuine signatures made on paper. They could then practice forging the signatures
for 20 to 30 minutes, either on the signature pad or on paper, before providing the simulated signatures.
All forgers had to provide 10 forgeries per signature model they chose to simulate. They could however
stop during the process, as well as reject ’botched’ forgeries. The simulated signatures were produced by
57 distinct forgers. Not all forgers provided simulated signatures for every case-related genuine signature,
several chose to only simulate one case-related genuine signature. All forgers except one chose freehand
simulation as their preferred method of forgery. The number of forgeries per signature is detailed in table
5.9.

Signature 1 Signature 2 Signature 3

# Forgeries 260 400 160
# Forgers 26 40 16

Table 5.9: Number of available forgeries per signer

For further details on the data and its usage inside of the probabilistic model, the interested reader

can refer to chapter 11.

5.3 Features and Feature Sets

There are many categories of features, but all can be classified as either continuous (pressure, speed, time

to sign, ...) or discrete features (e.g. the number of strokes, number of velocity inversions, .... ). In

8Within an approximately 20-minute-long session.

48



Chapter 5 Data Acquisition, Sampling and Databases

this study, it was decided to exclusively use continuous global features. Discrete features may be equally
valuable, but they require specific discrete probability distribution. Combining these with continuous
variables, alas, harbors many complex statistical challenges lying outside of the scope of this thesis.
Global features are an opportune starting point for statistical signature models. A set of 60 features was
used in the study. Tables 5.10 and 5.11 show a complete description and classification of the features
into different types (see Chapter 2.2.3), according to what kind of characteristic is being described.
These characteristics were picked because of their simple extraction, intelligibility and complementarity
to shape-based and graphical features. Features are used in several ways, either for univariate statistics®
as features or for multivariate statistics'? as feature sets. By the terminology feature set, a simultaneous
and multivariate use of the features is implied. In general, we chose feature sets with three features (of
dimension p = 3), however in some parts of this thesis we varied the number of variables in the sets. With
the 60 features used in this thesis, there are a total of 34’220 distinct trivariate!! feature sets. There
are still many other features to be used within the model, several authors [118, 273, 451, 460] report
hundreds of possible features. Possibilities for extensions, recombinations and novel measurements are
nearly infinite. This thesis focuses on comprehensible features with a physical interpretation, meaning

features that will make sense to practitioners and whose equivalents can be seen in the signature image.

9Statistical techniques using only one variable.
10gtatistical techniques using multiple variables.
"Dimensionality of the feature vector p = 3.
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Index Feature Feature Description Category

Name
1 Totaltime Duration of the Signature, including pen lifts and inking strokes Time-related
2 Uptime Cumulated duration of pen lifts Time-related
3 Downtime Cumulated duration of inking strokes Time-related
4 UpTot Ratio of pen lift duration to signature duration Time-related
5 DownTot Ratio of inking stroke duration to signature duration Time-related
6 DownUp Ratio of pen lift duration to inking stroke duration Time-related
7 TotLength Cumulated length of the signature trajectory, including inking Spatial

strokes and pen lifts

8 DownLength Cumulated length of the inking strokes Spatial
9 UpLength Cumulated length of the pen lift strokes Spatial
10 Width Horizontal distance from leftmost to rightmost pixel Spatial
11 Height Vertical distance from highest to lowest pixel Spatial
12 WHRatio Width to Height Ratio Spatial
13 XY bar Average distance to centroid (center of gravity of the XY coordinates) Spatial
14 XY var Variance of the distance to centroid Spatial
15 XY max Maximum distance to centroid Spatial
16 P bar Average (axial) pen pressure Pressure-related
17 P_var Variance of (axial) pen pressure Pressure-related
18 P max Maximum (axial) pen pressure Pressure-related
19 dpl bar Average of the first differential of pressure (time) Pressure-related
20 dpl_var Variance of the first differential of pressure (time) Pressure-related
21 dpl max Maximum of the first differential of pressure (time) Pressure-related
22 dp2 bar Average of the second differential of pressure (time) Pressure-related
23 dp2_var Variance of the second differential of pressure (time) Pressure-related
24 dp2 max Maximum of the second differential of pressure (time) Pressure-related
25 dp3_bar Average of the third differential of pressure (time) Pressure-related
26 dp3_var Variance of the third differential of pressure (time) Pressure-related
27 dp3_max Maximum of the third differential of pressure (time) Pressure-related
28 dtl_bar Average of the tangential velocity Velocity
29 dtl var Variance of the tangential velocity Velocity
30 dtl max Maximum of the tangential velocity Velocity

Table 5.10: Description of the continuous global features used in this thesis.
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Index Feature Feature Description Category
Name

31 dx1 bar Average of the horizontal velocity Velocity

32 dx1 var Variance of the horizontal velocity Velocity

33 dxl max Maximum of the horizontal velocity Velocity

34 dyl bar Average of the vertical velocity Velocity

35 dyl wvar Variance of the vertical velocity Velocity

36 dyl max Maximum of the vertical velocity Velocity

37 dt2_bar Average of the acceleration Acceleration

38 dt2_var Variance of the acceleration Acceleration

39 dt2 max Maximum of the acceleration Acceleration

40 dx2 bar Average of the horizontal acceleration Acceleration

41 dx2 var Variance of the horizontal acceleration Acceleration

42 dx2 max Maximum of the horizontal acceleration Acceleration

43 dy2 bar Average of the vertical acceleration Acceleration

44 dy2 var Variance of the vertical acceleration Acceleration

45 dy2 max Maximum of the vertical acceleration Acceleration

46 dt3 bar Average of the jerk (third differential of position) Jerk

47 dt3_var Variance of the jerk (third differential of position) Jerk

48 dt3 _max Maximum of the jerk (third differential of position) Jerk

49 dx3 bar Average of the horizontal jerk Jerk

50 dx3 var Variance of the horizontal jerk Jerk

51 dx3 max Maximum of the horizontal jerk Jerk

52 dy3 bar Average of the vertical jerk Jerk

53 dy3 var Variance of the vertical jerk Jerk

54 dy3 max Maximum of the vertical jerk Jerk

55 TVD bar Average trajectory vector angle to a horizontal line Writing Angle

56 TVD var Variance of trajectory vector angle to a horizontal line Writing Angle

57 TVD max Maximum of trajectory vector angle to a horizontal line Writing Angle

58 TAD bar Average of the acceleration direction to a horizontal line Writing Angle

59 TAD var Variance of the acceleration direction to a horizontal line Writing Angle

60 TAD max Maximum of the acceleration direction to a horizontal line Writing Angle

Table 5.11: Description of the continuous global features used in this thesis, continued.
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EVALUATION OF SIGNATURE EVIDENCE

In this chapter, the statistical model applied to the signature forgery problem is described. A detailed
account along with justification of the divergence from more classic models is given in chapters 8.2 and 11.
This modified model is used for the description of both the genuine and forged signature populations in the
thesis. Albeit the model being the same, the population parameters are specific to each population type,
either genuine or forged. This statistical model, in conjunction with the population specific parameters,

is used for the Bayes Factor calculation, as described in chapter 3.

6.1 Scope of the Evaluative Framework and Hypotheses

A statistical model is a simplified representation of reality. As the statistician George E. P. Box put it
"All models are wrong, but some are useful” [55]. Models can be used to evaluate evidence in forensic
science with respect to the considered populations. Evidence evaluation works within a frame defined by
some hypotheses of interest. Hypotheses® are statements that can either be true or false [155]. Forensic
evidence evaluation only works within the confines of the considered hypotheses, implicitly ignoring any
that are not considered. Careful consideration is necessary to correctly and exhaustively frame a problem.
The considered hypotheses define the ’meaning’ of the BF and are essential to its comprehension. A
basic principle of case assessment and interpretation [156] is to consider at least two mutually exclusive
alternative hypotheses. Before moving forward, the hypotheses of interest need to be defined. In dynamic
signature casework, the court is interested in whether or not a presumed source made a signature and if
it is an original. The subtle difficulties in the definition of these hypotheses are the originality checking
as well as the specificity to a source, which makes the task a verification of identity rather than an
individualization. Assessment of originality is generally taken care of before probabilistically assessing
the source of the signature. A signature can be non-authentic even if it was produced by the real presumed
signer if it is not an original. A tracing or copy of signature for example may have been made by Person
A, but has only been reproduced onto the document. A simple pair of hypotheses focusing on the source

might look as follows:

H, ’Person A made the signature’;

H,; ’Someone other than Person A made the signature’.

This pair of hypotheses lacks a sufficient level of detail and might misinform the decision maker.

Therefore, forensic examiners most often use a combination of three hypotheses: the signature may be

!Sometimes called propositions.
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genuine, may be disguised or may be a simulated signature. Simulated signatures include all types and
methods of forgery, including tracings, stamps, freehand simulations, ... . Sincerity? and specificity to
a presumed source complicate the FHE’s task. In an effort to limit the complexity of the model, only
forged signatures are included while signature disguise is excluded from the assessments. This choice
was made for simplicity and development of a working model for this research. Before applying such
simplifications to casework, assumptions and allegations, such as if the person needed to provide further
credentials and an ID check or the interest of disguising a signature, need to be checked for compatibility.
Therefore, the simplification made here in this thesis is not always warranted in casework. In the majority
of cases, signature forgery is however the most likely and most important alternative to consider. Future
research may extend the current model to include signature disguise, or extend the model to different
forgery behaviors. Further discussion of the formulation of relevant hypotheses can be found in chapter
11. In the reduced form used in this document, the following hypotheses for signature examination can

be formulated:

H; ’The questioned signature is (sincere) genuine and was made by Person A’;

H; ’'The questioned signature is (insincere) a simulated signature y of signature x4 made by someone
other than Person A’.

A particular point to be noted in the Hs hypothesis is that the questioned signature is a simulation of
Signature A rather than a random genuine or simulated signature made by someone else. The difference
lies in the specificity of the statement. It signifies that not only is the signature of a different type
(simulated rather than genuine), the simulation is inspired by Signature A. This specificity differentiates
signature examination from most other evaluative forensic disciplines. Rather than the alternative being
just part of genuine (sincere) non-specific population, a forgery is an intentionally similar product, through
some copying or reproducing mechanism [202]. The alternative population is thus specific and depends
on the presumed source, in our case Person A. To be even more precise, the fact finder may be interested
in a particular type of forgery (such as tracing, freehand simulation, ...) which could be added to the
alternative proposition Hy (or used to create a nested® hypothesis considering different types of forgery).
The data used in the model has to reflect the hypotheses properly in order for the model to produce

rational and relevant results.

These hypotheses define the scope and application of the model, as well as the context of the BF. The
context is important, as the value of the evidence can only be correctly interpreted within the defined
hypotheses. It answers one specific question given by the hypotheses. The model is used to determine
under which of these hypotheses the observations made on the questioned signature are more likely. This
quantitative assessment - a Bayes Factor - is the ’'inferential strength’ of the support: the value of the
evidence. The Bayes Factor expresses how much more likely the updated belief should be, given the

considered hypotheses.

2Genuine signatures are considered ’sincere’ while disguised and forged signatures are examples of ’insincere’
signatures.
3 A nested hypothesis is an ensemble of a parent hypothesis that branches into several sub-hypotheses.
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6.2 The Signature Model

6.2.1 Statistical modelling

The signature evaluation model will use three distinct populations, presented in chapters 5 and 11. The
population of signers (or forgers*) will be shortened to Z;j, with j representing a signature specimen and
i the signer. Additionally, it is assumed that the signer from the populations (G and S, for Genuine and
Simulated signatures respectively) produce signatures following a Normal distribution, with unknown
parameters 6 and W. The feature vector v; can be described by the mean vector 8; for every signer ¢ and
the covariance matrix W, which is assumed to follow a Wishart distribution. z is the presumed source’s
signature (case-related genuine signature, control sample) and y the questioned signature (unknown
source signature, recovered specimen). Each population follows the same model in this framework, but
is differentiated by its prior parameters, based on the collected population data. This different starting

point makes the model selection process possible.

An essential assumption in signature examination relates to the difference in natural variation between
genuine and forged signatures. Genuine signatures and forgeries are supposed to show different features
(their value and statistical ‘'mean’) but also have different variation (variance) due to the motor processes
engaged during their production. The difference may stem from the use of different processes while
signing and copying a signature [209, 615]. Therefore, one may expect forged signatures to lack ‘natural’
variation, while being pictorially almost identical to the other signatures. Lack of variation is also an
indication of a ’false’ signature, as some forgery methods generate carbon copies of the original. As
a result of these assumptions, signature evaluation frameworks cannot consider genuine signatures and
forgeries to be part of a same, homogenous population. It is essential for logical coherence to separate both
populations and use model comparison procedures to evaluate the evidence. Hence, the genuine signature
population G;; and the simulated signature population Sy; will be used separately in the Bayes’ Factor
formula (c.f. Eqn. 6.7). Each will have their own parameters (Eqns. 6.1 and 6.4), as well as separate

prior (and hyper-prior®) distributions.

Gij ~ N(Ogi, W) (6.1)
O, ~ N (g, By) (6.2)
Wi ~ WiUy, vy) . (6.3)
Sii ~ N(Osk, W) (6.4)
Os,c ~ N (s, Bs) (6.5)
W ~ Wi(Us, vs) . (6.6)

The Bayes Factor is obtained as explained in chapter 3. It determines under which population model
the evidence is more likely to have occurred and guides the decision maker by defining the inferential
strength and ’direction’ to tip toward. The BF formula for the signature case can be found below in
Eqn. 6.7. This BF conveys the 'strength’ of the evidence and is an integral part of the conclusions to be

reported in casework.

4In the following paragraphs, ’forgers’ will be omitted for legibility.
SHyper-priors are prior distributions for distribution parameters situated higher in the model’s hierarchy.
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Model Conclusion

Support H; Support Ho
Ground H; True Correct Misleading toward Hs
Truth Hy True | Misleading toward H; Correct

Table 6.1: Summary of possible outcomes for BF accuracy and RME

f(y7x‘G’Lj7H17[)
f(y, x| Sk, Ha, I)

BF — (6.7)

6.2.2 Evaluation & performance

The model and the feature sets are evaluated through computer simulations mirroring Bayesian assess-
ment in casework. Every simulation is constructed as a case, with some presumed source reference
materials, a single questioned signature and the available background information. Multiple pseudo-cases
are generated by repeated random sampling. These simulations are grouped into random trials. Within
one random trial, presumed source materials and background data remain the same, while the questioned
data changes. Each random trial contains multiple simulations, varying between 100 to 200 each. Be-
tween random trials, the presumed source data is randomized. Multiple random trials are performed and
the results are summarized and studied. Averages and variances of the random trials are measured and
stored. To fully explore one experimental condition, multiple random trials are necessary. The repeated
random sampling plays the same role as a bootstrap procedure [107], allowing to virtually upscale the size
of the dataset. An experiment is constructed by associating multiple hundreds or thousands of random
trials per experimental condition. This computational statistics technique allows one to study model
characteristics even with limited data. The results are then reported with the concepts presented in the

following subsection.

6.2.2.1 Accuracy, Rates of Misleading Evidence, Reproducibility and Inferential
Strength

Accuracy, rates of misleading evidence (RME), reproducibility and inferential strength are defined by

Aitken et al. [11] and Taroni et al. [558]. A short formulaic description can be found in the equations

below:

#Correct BFs

Accuracy = i Casos (6.8)
#Misleading BFs

RME = 6.9
#Cases ’ (6.9)

#BFs misleading towards H;
RMFEy, = 6.10
Ha #Cases where H, is true (6.10)
RMEy, — #BFs misleading towards HQ. (6.11)

#Cases where H; is true

The performance of the method can be measured using several criteria. In this thesis, three major

types of criteria are going to be used. First is the accuracy (Eqn. 6.8), which reflects how reliable the BFs
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are in supporting the correct proposition. In the accuracy category, there are also the rates of misleading
evidence (RME) towards either hypothesis, which show if the model is biased toward a hypothesis.
Accuracy measurements ignore inferential strength and are limited to controlling the final ’verdict’ of
the model, in this case which hypothesis is supported. They are conceptually related to the much used
confusion matrix in biometrics. The second category is the inferential strength, measured through the
numerical BF value. In this way, the model’s production of strong or weak inferential strength for correct
and misleading statements can be measured. When the same case data is used for different conditions, a
direct comparison between the BF values can be used to determine differences in BF scaling. There are
measures, like calibration (Cj;.., the calibrated log-loss) that are being used to measure misleading evidence
in a more precise fashion. Finally, we look at the reproducibility® of the results through the change of
questioned and reference samples. Repeated random sampling (RRS) is used to vary the materials and
produce many random trials, akin to the k-fold Cross Validation (CV) and bootstrap procedure. With
this procedure, every random trial produces an accuracy and variance value. The variance of these
values over all the trials represents reproducibility. While repeating the method on different samples,
the reproducibility of conclusions and the importance of the sample quality, contemporaneity and size
for the BF can be assessed. Reproducibility is especially important for generalization of the model and

justifying that the same method can be applied to different cases and data sets.

A number of additional criteria for validation have been established [241, 380]. However accuracy,
reproducibility and inferential strength measurements can be used in a first step to support that the
method is reliable and valid. When comparing methods and feature sets in this document, the ideal
characteristics are high accuracy, low variance, as well as low misleading WoE values. A method fulfilling
all three of these criteria is accurate, reliable and reproducible. Such a method would consequently be
justifiable and credible for court use. Currently, there are no ’threshold values’ or strict numerical criteria
for the admissibility of a method in court. The reliance on a model is based on hearings and personal
judgment. However, professional deontology, as well as legal rules require experts to be transparent on
error rates and limitations. It is my firm belief that these criteria, along with the presentation of the

data and the model, reflect these values and fulfil the criteria for court admissibility.

6.2.2.2 Calibration

There are alternative ways to evaluate model performance. Research in automated forensic systems’ has
brought forward the calibration procedure [62, 110, 240, 380, 470], the log-likelihood ratio cost Cj;., as well
as criteria such as the Empirical Cross Entropy (ECE). A precise definition of the mathematical concepts
involved have been described in Aitken et al. [11]. A more intuitive and simplified description is given
here: The main idea of calibration is to assign a cost function that measures the models’ performance
with regard to a known-source test-set. A posterior probability is calculated and compared to the ground
truth, to penalize strongly misleading results. The results of the calibration procedure describe the
methods’ performance through two separate values: calibration and discrimination loss. Calibration loss
measures the robustness of the BF, whereas discrimination loss benchmarks the discriminative power of
the method. Both of these factors are very informative in theory, but can be difficult to interpret in

practice.

Calibration procedures have several disadvantages for forensic science. A first point is that the

calibration measures and output depend on the ’'test’ dataset used to calibrate on. Merely measuring

SReproducibility is used as an extension of repeatability. An experiment is repeatable if the same operator in
the same conditions obtains the same results. The experiment is reproducible if a different operator in the same
conditions obtains the same results. As the statistical procedure is mathematically defined, given the same input
data, the results are perfectly reproducible.

"E.g. Fingerprinting, Facial Recognition, Vocal Recognition, Gait Recognition.
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calibration for the dataset does not change the BFs, and can be an informative and important step
in the validation of a model. However, some authors advocate for the correction of calibration loss,
therefore adapting the value of the evidence given on the results of the calibration procedure [404]. This
calibration® of BF values alters them and either ’shrinks’ or ’grows’ them [404] to minimize log-likelihood
ratio cost. Calibration essentially does not affect the accuracy of a system, but it affects the inferential
strength produced. It alters the original BF values and binds them to the calibration dataset. Essentially,
calibrating a system rescales and limits the BF values produced, by transposing them from an absolute

to a relative scale.

As an analogy to the transposition from absolute to relative scale, one may compare the BF assessment
to a teacher grading exams. The teacher will assign an ’absolute’ grade to exams, which reflects the
performance of the student. If the teacher wishes to calibrate, he will start by assigning his absolute
grade, and decide passes and failures of the exam. The actual calibration happens when the quota of
passes is unsatisfactory. The teacher will then regrade (rescale) his absolute grades to a new (relative)
scale, reevaluating the absolute grades in comparison to another class of students. Some of the graded
students may end up with a ’relative’ grade that is either higher or lower than their previous ’absolute’
grade, based on the new grading (calibration) scheme applied by the teacher. The calibrated result does
not reflect the true’ worth of the exam, but it helps respecting a condition (here the comparability of

two different classes, or years).

Calibration of probabilities essentially changes the reference system, shifting it from an absolute to a
relative scale. This poses several methodological issues, especially when comparing evaluations. As their
values are no longer in a common scale, one item may be disproportionately weighed. Every evaluation
would be relative to the calibration dataset. It also shifts a lot of importance onto the selection of a
'good’ calibration dataset. This poses a plethora of new questions on how to choose good calibration
data and the under- and overfitting debate in statistics. On a more philosophical note, comparing the
worth of a prediction using the final outcome does not truly reflect the quality of the prediction. Take for
example a decision making process: Decisions are made using the available information at the moment
of the decision, not in hindsight. When gambling on a roulette board, an experienced player knows that
the expected gain is highest when betting on color, rather than on numbers or a combination of both.
Winning on a streak of luck while betting on a number does not change the fact that the bet was not a
rational decision to make at that time, before being aware of the outcome. Kahnemann [295] describes
such problems with decision making and the perception of ’optimal decisions’ against truly rational ones.
Additionally, there is a fundamental issue with the methodology of the calibration procedure. Calibration
can be seen as an optimization of the inferential strength over all possible prior probabilities. This means
that posterior probabilities need to be generated before calibrating. This in turn means that a scientist
chooses a 'rational’ prior distribution, most often a uniform!®. Mathematically, the choice of a flat prior
distribution makes the posterior reflect the Bayes Factor. Conceptually, this choice appears problematic,
in my opinion. The calibration procedure shifts the value of the evidence to minimize the impact of
the prior probability. This means that the system is designed to minimize the effect of the priors of the
court and making the evidence evaluation the predominant element. The resulting BF may indeed be
mathematically ’optimal’, but cheats the ’libre appréciation des preuves’ principle, anchored in the Swiss

legal system, by minimizing the decision maker’s impact in the process.

The use of calibration procedures to measure method performance may be useful for many forensic

fields. Measuring calibration is a great asset for studying and validating methods [11, 380]. Calibration,

8 As opposed to the usage of the term made by biometricians, who use calibration to transpose match scores
to BFs.

°0On an absolute scale.

10 Also known as ’weak’ or “flat’ prior in Bayesian Inference.
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as in shifting probabilities to a different scale, itself seems disputable on various aspects. Some of these
issues include overfitting'! and loss of generality, choosing an ’optimal’ function for the proper scoring rule
and warping the BF. For signature evidence in particular, choosing a calibration dataset is a difficult task.
The calibration data would have to be formed by source-specific forgeries, else it would fail because of
being an unrepresentative overgeneralization. In light of these considerations and difficulties, no attempt

at measuring calibration was made during the thesis.

6.3 Limitations, perspectives and further use-cases

6.3.1 Limitations

The signature model adopted in this research project represents one possibility to model signature data.
Any modelling choice can be discussed as for theoretical relevance and performance on a relevant dataset.
Many aspects of the model have underlying assumptions and are based on the current theoretical and
statistical grasp of the problem. The important aspect is to be transparent on such assumptions. Research
in the future may deepen our knowledge on the generative mechanisms of signatures, variation and ageing,
helping in the development of novel movement based models. Examples of such models can already be
found [462]. The model proposed in this thesis has several limitations, which are briefly stated in the

following paragraphs.

First, the model assumes the Normality of the data. As a general rule, the data may, however, not be
distributed Normally. In some features (see chapter 13) multimodality was observed, even if the simpli-
fication generally held. The Normality assumption however holds best for large sample sizes. For small
sample sizes, as are available in forensic science [11], distributions are often heavy-tailed and may require
a different distribution (Student-t, lognormal, ...). In signature examination, reference materials rarely
exceed 30 signatures. Further research into Bayesian approaches with the use of artificially generated or
diversified data may offer a perspective to apply more sophisticated models. Possible solutions, such as
distortion models and synthetically generated data [119, 205, 208, 423] have already been proposed in

biometrics, but lack an adaptation for forensic science [579).

Second, the used population (prior) model is very simple. It is based solely on within-writer variation,
ignoring between-writer variation. Other forensic models [6, 56] account for both of these, which may be
an adequate extension to the model. Along the same lines, the population model constraint on constant
within-writer variation can be relaxed, as proposed by Bozza et al. [56] in their model for handwriting
evidence. These changes may make the model more complex, however also closer to reality. Being closer
to the ground truth may significantly improve model accuracy, but also has a large impact on data
requirements and computational performance. The disadvantages in this approach include the significant
time loss and increase in computational load due to Bayesian approximation techniques (MCMC and

computation of the marginal likelihood by Importance Sampling or Chib’s Method, ...).

6.3.2 Perspectives and use-cases

The presented methodology is first and foremost extensible. The basic construct respects the theoretical
framework proposed in handwriting and signature examination. The model and the probability distribu-

tion (priors, hyper-priors'?, likelihoods) can be changed to better fit the data in the different applications.

" Through the linkage of results to a dataset, entailing loss of generality and applicability of the model.
12 A hyper-prior is a probability distribution of a parameter in a hierarchical model’s prior. The model is
considered hierarchical, because it has multiple layers of parameters and hyper-parameters.
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Further extensions may add either parameters (such as adding a model for between writer variation), or
hierarchical layers (allowing for variable within writer variation). These changes may further improve and
extend the methodology. Albeit limited, this form of the model has clear advantages in terms of speed,
computational load and approximation. This form of model does not require any approximate Bayesian
inference techniques, as all elements have analytical solutions. Therefore no computationally difficult
(and slow) approximation techniques such as Markov Chain Monte Carlo (MCMC) simulations along
with bridge sampling (or other equivalent methods) need to be used. These techniques often lack good
reproducibility and require tuning of parameters for the approximation to work well. Using conjugate
distributions, as proposed here, allows for perfectly reproducible results. The proposed signature model
is fast, adaptable and reproducible. As such, it provides a perfect first step for exploration, but also for

applications requiring quick results.

The presented model was specifically developed for use in questioned signature cases, where freehand
forgery is suspected. This type of forgery assumes some knowledge about the presumed source’s signature,
as the point is to produce a signature as close as possible to the original. Galbally et al. [202] referred
to this type of behavior as mimicry, which is different from what most other forensic disciplines deal
with. Nevertheless, the signature model, with its dependency assumptions between the questioned and
reference materials (see chapter 11) can also be applied to similar problems. In forensic science, such
dependencies may also appear in cases with fake evidence or disguises, in particular when a suspect claims
to have been framed. In facial comparison tasks, this may be the case if a mask, a virtual 3D model or
an image of the person is used. Other examples include the use of synthetic fingerprints, using the same
clothing or wearing disguises, voice changers and imitation, etc. The potential forensic applications are

very specific, but may be useful in these cases.

Another aspect is the use of two different populations to assess parameters and Bayes Factors. The
model permits interchange and combination of populations in assessments. This is essential in the case
where reference and questioned materials are not independent. Additionally, the statistical elements used
to generate the Bayes Factor can be changed (comparing for example variance instead of means, or both)
and adapting both hypotheses and data. The model is hence a good way to study influences of time,
specificity and data on the signature examination problem. The differing populations assumptions may
be valid and important for other fields, where significant differences in populations exist. A possible
application may be different manufacturing procedures in narcotics. Narcotics created from two different
chemical processes may be identified through the use of two separate populations and be tested either
based on their variation or mean values. When there is an independence assumption involved, only a
single population would be used instead. As a result, there may be two or more possible alternative

populations, which all in turn lead to a different inferential strength.

The model captures and differentiates ‘common root’ type scenarios with its probabilistic structure
and inbuilt dependencies. Therefore, it is especially useful for differentiating subclasses that share some
common properties, or identity theft or obfuscation scenarios. Given all these considerations, the prob-
abilistic model could find more applications in the signature examination field, specifically with large
databases. Because of its simplicity, it is fast and easily implementable. It could also be used for quick
pre-case assessments, and cases with very little available data. Other possibilities include biometric ap-
plications, or even for investigative or research purposes. Further, the model can be applied to specific
situations in other forensic fields that also feature mimicry or disguise behavior, including facial, voice or

fingerprint comparison.
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RESEARCH PROPOSITIONS

7.1 Proposition 1 - The Novelty of Dynamic Signature Exami-

nation

Dynamic signature examination is novel for forensic scientists in both technological and data terms.
Dynamic signatures are complex constructs involving multiple research fields (e.g. computer science,
engineering, biometrics, cryptography). The technology used to record them is capable of measuring dy-
namic and kinematic signature data, which was previously inaccessible to forensic examiners. These
developments have transformed dynamic signatures into complex multivariate data constructs. The new
developments and fundamental changes to dynamic signatures warrant a revision and extension of our
knowledge on signature dynamics and data-driven evaluation of signature evidence. It is important to

raise awareness, provide new insights and encourage research in the field.

As a matter of fact, dynamic signatures have made large leaps due to technological evolution recently.
The technology involved in their capture and analysis has been evolving ever more quickly, leading
to a recent gain in popularity and application in e-commerce and e-government. Dynamic signatures
have come to the forensic scientist’s attention recently and continue to gain exposure. Devices such as
smartphones, remote signing via the internet and the diverse means of signing have changed the context
of signature examination. This proposition concerns the many novel challenges and the gaps in our
knowledge related to dynamic signature examination. The sheer speed in the evolution of standards and
technology, as well as materials and applications calls for continuous reviewing and updating of existing
methods and procedures for data collection and their evaluation. Important elements and standards on
dynamic signatures are continuously appearing and evolving. Recent examples are the standardization of
biometric signature data, signature formats, encryption or system evaluation, which will impact both the
data recording as well as examination [277, 278]. The rapid evolution of dynamic signatures has made it
difficult for the forensic community to follow suit. The quantity of data produced has greatly increased,
so novel methods also need to deal with time constraints, computational loads and large volumes of
data. The collaboration and exchange between forensic science and other connected research fields will

be necessary to deal with upcoming issues [287, 379, 381].

Dynamic signatures have already revealed a plethora of new challenges. The most important chal-

lenges for forensic cases fall into several rough categories, namely:

e Mechanical and human interaction issues (e.g. writing instruments, depreciation! of hardware,

"Wear and tear, material fatigue.
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surface physics?, human-sensor interaction, digital ink and visualization);

e Technological, software and hardware issues (e.g. new technologies, diversity of hardware, mea-

surement, data pre-treatment, life-cycle of soft- and hardware);

e Interoperability and comparability issues (e.g. comparability between different signature digitizers,

different means of creating signatures);

e Knowledge gaps (e.g. dynamic feature variation, feature selection, engineering, sensor technology,

movement science and neuroscience, statistics);

e Methodological issues (e.g. collection of control materials, choice of probabilistic model for eval-
uative reporting, digital signatures and PKI?, metadata management, collaboration with digital

forensics).

Examiners need to be equipped to deal with the data under its new form and use the full extent of
data available to them. Forensic examiners are used to ink-paper interactions and shape-based compari-
son, while signature dynamics are mostly used to assess fluency. Some features (such as in-air strokes or
timing) are completely unknown, while others have not been used for probabilistic conclusions. Exami-
nation methodology needs to be revised to coherently measure features, use them in probabilistic models
and interpret the results. To this effect, they need to grasp the differences in features, variation and
production of the signatures, as well as acquire a methodology to integrate the newly available measure-
ments effectively. The methodology and knowledge categories are therefore more imminently needed in
casework, with the other issues being less pressing. Methodology and knowledge issues may pose issues
in presenting and justifying signature evidence testimony in general. Interoperability and wear issues will
be an obstacle to examiners in a few years, when there are many additional devices on the market and the
current ones have had time to age. The novelty of dynamic signatures and the challenges accompanying

them should be thoroughly examined and researched.

To address the proposition adequately, a four-step process is proposed:

e Review available knowledge on dynamic signatures, methodology and applications of statistics in

signature examination.
e Identify and prioritize areas in need of further research.
e Explore the relevant areas.

e Distribute and share knowledge through academic publications.

In order to determine what forensic scientists should focus on, it should first be established what is
known. A thorough review of knowledge relevant to the examination of dynamic signatures is proposed
as a first step to identify strengths in existing methodologies and expand knowledge, as well as pinpoint
knowledge gaps. This is a gargantuan task that will only be possible to complete over a lengthy period.
First, all available knowledge on dynamic data, should be reviewed and summarized to be easily accessible
to the forensic community. Second, the two sectors identified as fundamental, methodology and knowledge
(especially feature variation), should be explored. Third, the forensic community should be encouraged
to produce knowledge on these subjects by researching and collaborating with other research fields such
as computer science and biometrics. Finally, it is of the essence to share and distribute the knowledge
to both the end-users and forensic examiners. A first step toward this goal was taken in this thesis. The

results are presented in chapters 8.1 and 10.

2Pen-pad interaction.
3Public Key Infrastructure. A cryptographic infrastructure relying on a public and private key pair.
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7.2 Proposition 2 - The Methodological Changes Warranted by

Dynamic Signature Examination

The analysis of the best evidence available is essential for reliability and admissibility of evidence. Dy-
namic signatures are files containing large amounts of complex multivariate data. Traditional pattern
matching techniques largely ignore the dynamic and kinematic measurements made during the recording
of the signature. Previous methodology does not permit the use of the dynamic signature to its full po-
tential and therefore arguably does not constitute the ’best available evidence’. A probabilistic evaluation
methodology for dynamic signature assessment provides a framework for the analysis of this additional
information and may support examiners in quantifying evidential value, as well as in communicating
reliable and justifiable conclusions. Its adaptation to dynamic signatures is an essential step to guarantee

coherence and admissibility.

Dynamic signatures are, contrary to most signatures, not natively in image form. They are complex
data lists, containing complementary information to the static signature image. Dynamic signature
evidence has faced admissibility issues* on the grounds of the use of low quality images instead of the
signature data. In much the same way, reproducibility and features may become criteria to exclude or
favor some piece of evidence. Forensic examiners need to be equipped to go beyond their usual qualitative
pattern matching techniques in order to produce admissible testimony. Dynamic signatures have created
the need for a methodological way of data treatment for novel features. They are described by patterns,
measurements and signals, which are all forms of numerical data. This information is well suited for
statistical approaches. The legal community has often challenged forensic scientists on the lack of rigorous
statistical procedures and use of empirical data. The integration of a rigorous statistical framework,
complementing existing pattern matching methods can help forensic examiners face criticism to their field,
as well as justify their evaluations through empirical data and a logical approach. Forensic examiners
already have working methodologies and standard operating procedures minimizing bias and regulating
the examination process. They are currently in need of an adequate probabilistic framework to assess
measurements and numerical features from signatures, complementing shape-based and pattern matching
techniques. The Bayesian approach provides both a means to quantify the probabilities involved, as well
as a logical framework to combine them with the qualitative pattern-matching information. Nevertheless,

this aspect is very complex and out of scope of the present thesis.

The second research proposition is a complex construct of theoretical and practical aspects. Mainly,
it aims to show that dynamic signatures contain information beyond ’'wet’ signatures [244, 392] and
should be used to their fullest potential. Additionally, this difference in data treatment and methodology,
may also have legal implications, specifically on the admissibility of signature evidence. Finally, the
step towards numerical data is an opportunity to integrate probabilistic evidence evaluation, as well as

rigorous statistical procedures into forensic signature examination.

To support this research proposition, several aspects need to be shown:

e the difference between ’'wet’ signatures and dynamic signatures;

e the need to utilize the entirety of the available dynamic signature data;

e the applicability of a probabilistic methodology to a questioned signature case;

e the role of empirical data, statistical model and ’experience’ in signature examination;

e the performance of a probabilistic methodology in operational conditions;

4See Biles v. AFLAC case, explained in chapter 8.
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e the reproducibility of the probabilistic assessments;

e the flexibility of the model to different signatures and feature sets.

Evidence for each of these points is going to be provided with three different elements: a description
and illustration of both types of signature data in a literature review, a case study on the admissibility
of dynamic signature evidence and finally a validation study of the probabilistic model described in
chapter 8. A validation study operates on known source data and compares the obtained results with an
expected value, based on the known origin of the data. On the known source data, results can be validated
and performance can be quantified. To determine reproducibility, the study uses large scale computer
simulations. In these simulations, the many pseudo-cases in varying conditions are simulated. These
simulations recreate conditions similar to regular casework (one questioned and n reference signatures)
and using the proposed model and four distinct feature sets per signature, to generate Bayes’ Factors as
measure for the value of the evidence. A procedure called repeated random sampling (RRS), in analogy
to k-fold cross validation, was used to vary and multiply the cases and permitted the measurement
reproducibility. The validation study needs to respect operational conditions, here we opted for limited
quantities of reference materials (5 to 30 signatures). In summary, the steps taken to validate research

proposition 2 are:

e describe the difference between 'wet” and dynamic signatures;

e present and analyze a case study involving a rejection of electronic handwritten signature evidence;
e describe and identify the potential cause(s) of rejection of signature examiner testimony;

e propose an examination and probabilistic methodology for dynamic signature evaluation;

e validate on known-source data and provide justifiable estimates on reproducibility and reliability;

e illustrate the versatility and extendability of the methodology.
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7.3 Proposition 3 - The Specificity of (Dynamic) Signature Ex-

amination

Signature examination requires a different probabilistic approach than other forensic fields, like fingerprint
or DNA evidence. The identity verification scheme is different from identification tasks. Further, simu-
lated signatures are a type of mimicry of a ’target’ signature. Dealing with these forms of impersonation
requires a probabilistic model tailored to the signature problem and its specific assumptions. A novel model
for source-level signature evaluation is necessary to avoid misapprehension of the problem and erroneous

interpretation of evidence.

Most forensic disciplines are concerned with assigning the probability of finding another entity pos-
sessing the same features of interest by chance. This is however not the case for signature examination.
Signature examination is often confronted with the allegation of forgery, a very particular kind of claim
involving an intentionally produced similarity between a target and the unknown source object. The
features used in most forensic fields are often fixed and cannot be influenced willingly, for example glass
refractive index, short tandem repeats (STR) in genetics, fingerprints, etc. Excluding extreme actions
(such as surgery, accidents, ...) these features are mostly immutable over a long period of time. For
signatures, as well as for many other behavioral biometrics, these ideal properties are not respected. Sig-
natures, much like voices, are observable results of conscious human behavior and can therefore wilfully
be affected. Hence, in these fields, we use the concept of sincerity® in our evaluation. Forgery is a type
of insincerity, masking one’s own features by recreating those of another person. In its essence, forensic
signature examination treats a different kind of logical problem than most traditional forensic disciplines.
Instead of assessing the occurrence of some set of features in a population, it’s necessary to measure how
well features can be impersonated or masked®. It is unclear whether this conceptual difference warrants a
major change in the interpretation of the evidence and the statistical models applied to the problem. The
conceptual basis of a probabilistic evaluation model for signature examination and the differences with
other forensic evidence types needs to be further explored. This hypothesis stipulates that addressing the
simulated signature issue requires a case-specific and sincerity-based model, specific to forgery situations.

Therefore, a revision of existing forensic examination methodology is necessary.

In order to validate the research proposition 3, we need to:

e prove that the standard individualisation and signature problems are conceptually different;
e propose statistical models fitting the problem at hand;

e determine the effect and impact of using a theoretically adequate vs an inadequate model.

A thorough investigation would need to focus on the three aspects of signature evaluation. First,
the investigation should clearly point out both conceptual differences. Second, it should translate the
theoretical and statistical implications of the conceptual differences into an adequate model. Finally, the
empirical impact of using inadequate models on forensic casework interpretation needs to be determined.
If the empirical impact of the theoretical inadequacies is low, using traditional models may be a sufficient
approximation. To address the previous three points with a conceptual description of the types of
problems, a model of sincerity-based inference, as well as an empirical comparison of the performance of

different models are proposed. These points are summarily:

5Sincerity signifies the absence of intentional changes in the biometric. Examples are voice impersonation,
deepening, heightening your voice tone, forging a signature, inventing a signature or disguising one’s signature.
Sin case of signature disguise.
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e theoretical description and conceptualization of standard scenarios (Signature and Handwriting

examination)
e intuitive and logical comparison of rarity and sincerity (forgery) approaches
e comparison of statistical models fitting both approaches through parameters and assumptions

e study of the empirical impact through the variation of accuracy and inferential strength (BF) on

known-source data

In order to clearly lay out and study the conceptual differences, three forensic fields were chosen
for a brief comparison: forensic genetics, signature examination and handwriting examination. First, a
conceptual description of both types of scenarios and then a focus on the differences between the two
approaches is offered. The thesis then proposes a statistical model specific to signature examination and
compares it with existing models. Finally, testing the different models on the same mock cases permits
direct comparison of performance and inferential strength. The empirical impact will help conclude as to

the importance of choosing a ’sincerity’ model.
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7.4 Proposition 4 - Contemporaneity and Time in Dynamic Sig-

nature Examination

Contemporaneity is an important factor in forensic handwriting examination. Dynamic features are
different from their static counterparts in terms of variation and stability in time. There is a need for
long-term studies of dynamic signature variation to define a period of contemporaneity, as well as for

validation of a probabilistic model in regard to template age.

Time is a crucial element in security, identity and forensic sciences in particular. Forensic science has a
strong connection to both future (prevision, policing and strategy) and past (events under evaluative and
investigative modes), whereas biometric systems are centered on the present (access control, efficiency).
Signature examination is a re-ezamination of a signature that has been accepted in the past. In casework,
cases may date back years or decades and the presumed source may have aged, his physical or mental
health declined or he may even have expired. Collection of control signatures from the given time period
is often limited and the production of new material can prove problematic because of trustworthiness and
age-related changes. Ageing and long-term evolution of signatures may cause significant changes, going as
far as to make samples non-comparable. Unsurprisingly, ageing has caused scholars in forensic science to
question the numerical identity” identity [318] of entities. Signature template ageing, evolution of writing
behavior and reference material collection are all directly related to time and the ageing process. While
there appears to be general agreement on sampling a sufficiently large timeframe between and after the
case, as well as a preference for contemporaneous materials, little is known about the impact of time on

signatures and on case assessment.

Many authors recognize the key place time holds in signature examination, albeit almost all rec-
ommendations and guidance on handling time and ageing in signature examinations are vague. Many
authors recommend using contemporaneous control signatures, but without defining contemporaneity
and the width of a contemporaneous time-frame. The real impact of time and contemporaneity on
signature evidence and probabilistic methodologies is unknown. Precious little empirical research [157,
563] backs up the few claims made, such as a contemporaneity time-frame of a year [392]. Despite the
supposed impact on casework, extensive studies on the subject have proven difficult in both conception
and execution. In order to study specific variation, sampling needs to happen with some regularity on
multiple occasions. Data collection in these studies suppose extensive sampling from individuals, which
has only been insufficiently done in existing datasets (see chapter 5, tables 5.1-5.4). For a conclusive
study of ageing, researchers need to consider the high natural variation inherent to signatures (within
and between session, as pointed out by Evett & Totty [157], as well as Thiéry et al. [563]) and separate
them from time-related effects. The aim is therefore to examine the effects of ageing and sampling on
dynamic signature data as a first step. Following this assessment, a second step consists in determining
the impact of temporal distance (contemporaneity) on evidence evaluation for dynamic signatures, using
a probabilistic and data-driven approach. In summary, the aims of this proposition are both exploratory

and evaluative:

e illustrate variation of dynamic features and signatures over time;
e document natural and temporal variation in dynamic signatures;

e study natural correlation and mutual information® in signature features;

"Numerical identity is meant as the concept of being a unique and selfsame entity. The concept is opposed by
qualitative identity, which is established through common properties.

8Mutual information is an information-theory concept that expresses how much information is shared between
two pieces of information.
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e investigate representativeness of small reference material samples (for participants in the ’stable’

age-range);
e define a time period for ’contemporaneity’;
e establish good practices for sampling strategies in dynamic signature sample collection;

e study the impact of contemporaneity on a probabilistic evaluation methodology.

In order to explore these points, a two-part study is necessary. The first part of the study focuses on
visualizing and analyzing signature variation in general, and highlight time-related changes in dynamic
features. A variety of statistical techniques, visualizations and models are employed to determine within
and between session variation for several selected dynamic features. The exploration of the features
and the individuality of ageing effects are in themselves of interest to forensic scientists. Multivariate
visualization techniques can show a drift of signature features due to ageing and the high correlation
in its features. Finally, sample representativeness and the influence of time on sample is examined
through a variety of sampling methods and non-parametric modelling. The second part of the study
aims to determine the impact of time and ageing on a probabilistic case assessment. Different sampling
strategies are used to investigate specific effects of sample size and contemporaneity on signature evidence

assessment. The following steps are proposed to achieve the previously cited aims:

e visualize dynamic features and signature data for different sessions to explore feature ageing and

trends, as well as within and between sessions variation;

e visualize dynamic signature data in multidimensional space to explore overall ageing and feature

correlation;
e visualize dynamic signature data using non-parametric models for assumption and model checking;

e compare subsamples and sample collection strategies qualitatively through non-parametric models

to empirically support representativeness of data and validity of conclusions;
e validate the use of a probabilistic model on ’aged’ signature samples;
e test the impact of sampling strategies and temporal distance on the value of the evidence;

e summarize the results and produce recommendations for representative sample collection.
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8.1 Proposition 1 - The Novelty of Dynamic Signature Exami-

nation

Dynamic signature examination is novel for forensic scientists in both technological and data terms.
Dynamic signatures are complex constructs involving multiple research fields (e.g. computer science,
engineering, biometrics, cryptography). The technology used to record them is capable of measuring dy-
namic and kinematic signature data, which was previously inaccessible to forensic examiners. These
developments have transformed dynamic signatures into complex multivariate data constructs. The new
developments and fundamental changes to dynamic signatures warrant a revision and extension of our
knowledge on signature dynamics and data-driven evaluation of signature evidence. It is important to

raise awareness, provide new insights and encourage research in the field.

Through a thorough review (see chapters 4 and 10) of the available scientific and technical literature on
dynamic signatures, it was shown that dynamic signatures have changed forensic signature examination.
Not only do they change the way signing works, they also produce different traces and data during their
production. Consequently, they require a new skill set for their examination. Additionally, dynamic
signatures utilize rapidly evolving methods, requiring frequent and regular revision of technological and
methodological knowledge on their subject [121]. They are produced and recorded electronically, which
enables the quantification of signature data. As a result, dynamic signatures deserve further attention as

a novel field from the forensic community.

The review has revealed that automatic signature verification (ASV) and online signature verification
(OSV) in particular have flourished [27, 121, 179, 273, 289, 328, 460] (Figures 8.1 and 8.2) in the last two
decades, while forensic applications and studies are rare (Figure 8.3!). Many technical advancements in
matching algorithms and methodology, signature complexity assessment and classifiers have been made.
Some exploratory studies [114, 232, 245, 514, 549] are publicly available. Forensic scientists have begun
exploring variability and the selectivity of features [114, 186, 197, 337, 389, 420], as well as the sufficiency?
of dynamic signatures for expertise [251, 336, 392]. Neuro- and movement science has been concerned with
development and degradation of signatures, as well as substance effects on the kinematics of handwriting
and signatures. Finally, biometric studies focus on data treatment, matching algorithms, efficiency and
error rates [121, 179, 273, 289]. It should however be noted that most of the studies on dynamic signatures

do not actually use 'pure’ dynamic signatures. Many of the studies on handwriting kinematics do not

!Please note the change of the scale of the vertical axis.
2Meant as sufficient in quality and resolution to allow for forensic examination.
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Figure 8.1: A barplot showing the increase in contributions through the number of papers published in scientific
journals and citations in the field of dynamic signatures.

use the tablet surface and stylus as writing medium, but instead fix a sheet of paper over the tablet
and sign using an inking pen. Therefore, they reflect 'wet’ signature kinematics and ignore the influence
of the new surface and writing implement. Tables 8.1 and 8.2 summarize our main findings and their

significance for this proposition.

Dynamic signature examination needs to adapt methods from traditional signature examination for
acquisition and treatment. Researchers should also look into new techniques for dealing with numeric
and kinematic data. Methodological elements linking the evidence evaluation with the use of statistical
models and data-driven approaches for signature examination are especially rare. The addition of said
methodology can help address criticism to signature examination, as well as become a valuable tool for
both researchers and practitioners. A dynamic signature examination procedure, integrating the various
features with coherently used analysis techniques and evaluated using a probabilistic method is required.
A complete methodology should integrate the principles of a rigorous examination process [244, 300, 312,
396], bias-avoiding procedures [131, 132, 140, 191, 269], as well as the empirical knowledge and pattern
matching techniques used by forensic examiners [72, 244, 300, 392| and complement them with data
analysis, statistical modelling and evidence interpretation. A chain is only as strong as its weakest link,
therefore none of the different steps should be neglected. As yet, no research unifying all of the concepts
and advancements into a common framework exists. This research tries to address and reunite most of

these steps into a comprehensive study.

The complete review can be found in chapter 10. While awareness of dynamic signatures as a novel
challenge is increasing, deep knowledge of the subject is still scarce. The FHE community actively
researching dynamic signatures have however produced a number of important advances. Impressive
achievements in technical aspects, such as feature extraction and matching techniques, as well as novel
insights on signature dynamics and kinematics, have been highlighted in the review. Nonetheless, there is
currently a lack of methodological and theoretical advances to accompany these technical improvements.
Evidence assessment has not been actively developed and merits more attention from researchers. More
specifically, few studies are concerned with the use and combination of correlated (dynamic) signature
information and even fewer are compatible with probabilistic inference. Further research should equally

focus on methodological advances and extend the use of probabilistic models to signature examination.
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Finding

Conclusion

Dynamic signatures are economically (and eco-
logically) advantageous for businesses. They also
benefit from high usability and user-acceptance.

Dynamic signatures are different from ’wet’ sig-
natures in both their nature and information con-
tent. They contain kinematic data, and are char-
acterized by numerical data.

Novelty, interdisciplinarity and technical complex-
ity pose new challenges, some outside of the FHEs’
area of expertise. In particular concerns regarding
originality, timestamps and metadata lie within
IT forensic expertise.

Dynamic signatures recorded on high quality dig-
itizers have been found to be qualitatively ade-
quate for forensic examination.

Movement kinematics and their usage for forensic
casework [72] have been researched.

Movement and dynamics studies focus on pen-
paper, rather than stylus-tablet interaction [59].

Basic dynamic features and their discriminative
power for signature examination have been stud-
ied (speed, velocity, jerk, pressure, inclination,
tilt, in-air movement).

Handwritten electronic signatures will become
more widespread and relevant for forensic exam-
iners.

Forensic scientists need to adapt their methods
to account for these differences and review their
knowledge on biometric sensors, data collection
and analysis and finally evaluation procedures.
Methods and methodology should be adapted to
reflect the new circumstances.

Collaboration with IT Experts, Engineers and
Biometricians will become necessary for the com-
plete examination of dynamic signatures.

Quality of dynamic signatures has progressed
rapidly in the last decades. The current quality
of digitizers is sufficient for forensic and statistic
analysis.

Forensic Examiners have a good grasp on execu-
tion and dynamic aspects of signatures. Previous
research on movement kinematics can be used for
dynamic signatures, as the mechanisms involved
in the signature production are the same.

The impact of the different surface rugosity and
writing instruments in signature examination is
still an open research subject. Human-Device in-
terfacing studies are necessary [60, 142, 143, 218,
596.

Dynamic features contribute valuable information
to the signature examination process. Some fea-
tures (inclination, tilt, pressure) have produced
ambiguous results and may strongly depend on
hardware. Overall, the novel information and pre-
cise measurements require a change in examina-
tion procedures, but are reliable and discriminat-
ing.

Table 8.1: Summary of major insights gained from reviewing the relevant literature relating to dynamic signatures.
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Finding

Conclusion

Powerful matching algorithms, stability region de-
tection, as well as biometric verifiers have been
researched. Data science provides helpful meth-
ods for the exploration and analysis of dynamic
signatures. With these methods, novel, detailed
characteristics, such as local features may be an-
alyzed.

Methodological advances and fundamental re-
search concerning dynamic signatures are still nec-
essary, especially in evaluative aspects. Awareness
of the existence of dynamic signatures, as well as
knowledge about the probabilistic model needs to
be spread among the FHE community.

To the best of our knowledge, there is currently
no specific probabilistic model for evidence evalua-
tion in dynamic signatures. Several statistic mod-
els exist [194, 201], but they are not specific to the
dynamic signature problem.

Computer science and biometric techniques could
complement the FHE’s repertoire of analysis tech-
niques. They contribute to reproducibility and
speed of the examination. A novel methodology
should include elements from both forensic science
and biometrics for validation and reporting.

Methodological advances and exploratory studies
concerning data treatment, as well as case in-
terpretation are priority subjects for further re-
search in signature examination. A methodologi-
cal framework, which uses the full extent of avail-
able data to assess evidential value, is especially
important.

Dynamic signatures present an opportunity for re-
search and proposals into transparent, logical and
reproducible frameworks for assessment in hand-
writing examination. A signature examination
specific framework and statistical model would be
valuable tools for forensic examiners and provide
a strong basis for justifiable forensic conclusions.
The development of such a model, with a prob-
abilistic approach and computational techniques
appears vital.

Table 8.2: Summary of major insights gained from reviewing the relevant literature relating to dynamic signatures,

continued.
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Treemap of the 10 most prevalent research areas in dynamic signature research

Computer Science Software Engineering

Engineering Electrical Electronic

Computer Science Interdisciplinary Applications

Telecommunications

Imaging Science Photographic Technology Research Area

. Automation Control Systems

. Computer Science Artificial Intelligence

. Computer Science Information Systems

. Computer Science Interdisciplinary Applications
. Computer Science Software Engineering

. Computer Science Theory Methods

. Engineering Electrical Electronic

. Imaging Science Photographic Technology

. Optics

Computer Science Information Systems il Rt

Computer Science Atrtificial Intelligence

Computer Science Theory Methods

Figure 8.2: Treemap of the 10 research fields with the most content relating to dynamic signatures. The same
query as in Fig. 8.1 was used. Research comes mainly from the computer science and electrical engineering
communities. In total 441 contributions from 59 different fields were found. When adding the tag ’forensic’ to
the query, only 41 contributions were found.
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Figure 8.3: Barplot showing a review of all forensic contributions through the number of papers published in
scientific journals and citations in the field of dynamic signatures.
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8.2 Proposition 2 - The Methodological Changes Warranted by

Dynamic Signature Examination

The analysis of the best evidence available is essential for reliability and admissibility of evidence. Dy-
namic signatures are files containing large amounts of complex multivariate data. Traditional pattern
matching techniques largely ignore the dynamic and kinematic measurements made during the recording
of the signature. Previous methodology does not permit the use of the dynamic signature to its full po-
tential and therefore arguably does not constitute the ’best available evidence’. A probabilistic evaluation
methodology for dynamic signature assessment provides a framework for the analysis of this additional
information and may support examiners in quantifying evidential value, as well as in communicating
reliable and justifiable conclusions. Its adaptation to dynamic signatures is an essential step to guarantee

coherence and admissibility.

Recent advances in forensic science have concerned the study and the implementation of mechanisms
of inference and the transmission of the value of scientific information (see chapter 1). A logical framework
is essential for a valid assessment procedure and can help justify conclusions, as well as demonstrate their
reliability and improve credibility of the domain accordingly. In addition to the fundamental need to
utilize a logical and coherent framework to produce reliable science, a more immediate and practical
concern exists for dynamic signature evidence. The particular issue is evidence admissibility and the
concept of the ’best evidence available’. In most legal systems, judges and the jury are able to freely
appreciate or even reject evidence. American courts have evidence admissibility hearings and several rules
they apply to determine whether a piece of evidence is reliable and admissible. The legal courts need to
evaluate scientific validity and credibility of scientific expertise in these cases. A lack of transparency,
good methodology and procedures or even the incomplete use of evidence may cause the exclusion of said
evidence. Dynamic signatures have been shown to differ from ’wet’ signatures in many aspects. Even if
traditional methods of signature analysis and comparison still apply to examination [392], not exploiting
all available data may lead to exclusion of evidence from trials. All over the European continent, there

is a strong current supporting a probabilistic approach for evidence evaluation.

A prominent example is provided in the AFLAC v Biles et al. [586] decision.?

The case opposes
the American Family Life Assurance Company of Columbia and the family of the late David Biles.
Essentially, David Biles signed a life insurance contract with AFLAC on a Topaz signature pad (dynamic
signature), through the insurance agent Brendan Hammond. Biles died a few months later, leading Biles’
family to suspect foul play from Kenneth Ashley, the deceased’s life partner, and Brendan Hammond,
who had a prior narcotic-related conviction. Biles’ family claimed that Ashley and Hammond conspired
to fraudulently create the life insurance policy by forging Biles’ signature. Ashley supposedly contributed
to Biles’ death, by either misdosing David Biles’ medication on purpose or by omitting to help during an
episode of Biles’ condition. The family thus contested Ashley’s claim to half of the policy and wanted to
reverse AFLAC’s payment, which should have been withheld because of the doubtful nature of the policy
and death of David Biles.

The case revolved around a questioned dynamic signature, made on the Topaz signature pad. A
graphical summary of the case can be found in Fig. 8.4 Both parties hired handwriting experts, Mr
William Flynn for AFLAC and Mr Robert Foley for the Biles family. Both experts reached opposing
conclusions, with Flynn’s conclusions supporting the signature’s authenticity, while Foley concluded it to

be ’probably’ a forgery*. Both parties proceeded to motion for exclusion of the opposing expert’s testi-

3The complete court decision [586] can be found online, or briefly summarized by Harralson [242].
4Note that the position here presented is a fallacious ’transposed conditional’ conclusion. Here the expert
expresses an opinion on the hypothesis of interest for the court, the forgery, and not a value for the evidence
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Biles v AFLAC (2007-2012)
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Figure 8.4: A timeline of the Biles vs AFLAC Case

mony. The court finally retained Flynn’s testimony, because of methodological differences and technical
knowledge. Foley was unfamiliar with electronic signature data and examined the signature as he would
examine a copy of a handwritten signature. He relied on pattern matching and low resolution images
on printouts to do so. Flynn had acquired knowledge about electronic handwritten signatures through
his career and studies. He requested the digital signature data and worked from the raw pen data file.
He most likely employed a 'wet’ signature examination methodology, based mainly on pattern matching
[392]. However he had knowledge on the kinematic parameters, as well as high quality visualizations
of the signature. The court decided that Flynn, rather than Foley, had worked on the best evidence
available and therefore retained Flynn’s testimony. The following quotes summarize the court’s decision.

In addition, AFLAC moved to strike Mr. Foley’s affidavit, contending his opinion therein
was unreliable because it did not take into account the electronic nature of David Biles’
signature on the application and arbitration acknowledgement form and was not based on
an accurate representation of the actual signatures as made on the tablet but was instead
based on low resolution images of the signatures which did not provide sufficient detail for
an accurate analysis or the formation of a reliable opinion as to authenticity. [...| While Mr.
Foley maintained that he provided the most reliable opinion he could, based on the evidence
that was made available to him, he agreed with AFLAC’s expert that the captured signature
data would be the best evidence of the actual signatures on the documents in question, and
that his opinion therefore was not based on the best available evidence. [...] The court
thus concludes that Mr. Foley’s affidavits, offered by defendants in response to AFLAC’s
summary judgment motion, are not reliable under applicable Daubert standards and that

the motion to strike is therefore well taken.

Unlike Mr. Foley, AFLAC’s expert William Flynn based his analysis on a comparison of the
signatures created based on the raw captured signature data and the known exemplars of
Biles’ signature. [...] It is manifest from Mr. Flynn’s testimony that defendants’ challenge to
the reliability of Mr. Flynn’s opinion is without reasonable basis; and therefore, the motion

to strike/exclude will be denied.

(dynamic signature) under competing hypotheses (forgery, genuine).
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The previous case exemplifies the consequences unawareness of static and dynamic signatures may
have on forensic practitioners. Although the case primarily sets a precedent in American legislation,
it sends a universal message to examiners. In Switzerland, judges can freely appreciate and evaluate
evidence, instead of relying on evidence hearings. This principle, called the ’libre appréciation de la
preuve’® permits the judges to consider or discard pieces of evidence according to his personal, justified
judgment on their reliability, credibility and relevance. Failing to detect the electronic (or dynamic) nature
of the signature and failure to use the entirety of the data may have dire consequences, even in continental
European legal systems. Loss of credibility or unproven validity may also lead to the misapprehension
of the inferential strength of signature evidence, culminating in the exclusion of the evidence. It is
thus paramount that examiners are capable of detecting handwritten electronic signatures, know about
challenges and hardware, as well as equip themselves with knowledge to methodologically examine and

compare them.

On a more technical note, the AFLAC v Biles trial illustrates a difference in knowledge between
examiners. Foley lacked the knowledge or tools to handle electronic signatures, while Flynn had previous
experience dealing with them. As a result, their comparison material quality, as well as the available
information extracted from the signature, were radically different. As a result of this gap in knowledge,
Flynn had higher quality materials to work with than Foley. By extrapolation, the same reasoning
could be applied for dynamic features and quantified data in signatures. An examiner focusing solely on
shape information may produce less valid results than one using both shape, dynamic and measurement
information. Hence, it appears logical to rely on the more eclectic method. Methodological differences and
knowledge in data acquisition and data treatment may create the same, although less 'graphic’ difference
of ’evidence quality’. Dynamic signature data presents new challenges to examiners, which require careful
revision of case circumstances, such as the type of hardware, the state of wear of the materials and the
maintenance records. It is consequently essential to explore methodological ways to acquire, analyze,

compare and evaluate the novel dynamic signature data.

This thesis proposes a methodological framework, exploiting the frequently available and quantifiable
data in dynamic signatures. The methodology uses measurements® as global features. This data is
complementary to pattern matching data and extends the forensic examiners panel of information at his
disposal. A statistical framework, under the form of a parametric Bayesian model operating on empirical
data was used (see chapter 11). Through a validation study, it was shown that this framework can be
applied to casework and conforms to recommendations for evaluative reporting in forensic science [145].
Several qualities of the proposed model were highlighted and are summarized in tables 8.3 and 8.4. This
aspect of the methodology should be integrated into a larger signature examination methodology, as
it aims to provide complementary information (cf Figure 8.5). It intervenes during the analysis and
comparison of the signatures and results can then be jointly interpreted with other relevant information.
It is important to stress that the proposed methodology is only one of many tools at the disposal of
the examiner. The success of the methodology depends on checking its applicability and its inherent
assumptions, before its use. It also requires one to carefully weigh case conditions and limiting factors to
choose the relevant data, to produce adequate and justifiable results. Further, the method in its current
form makes use of global features, which are generally little used by FHEs and have great potential to

complement their palette of techniques.

°’Sovereign consideration of evidence’ - Freely translated by the author.
5In this case averages, maxima and variances of local features.
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Finding

Conclusion

Dynamic signatures are immaterial, electronic ev-
idence. They contain complex, multivariate data
and resemble recordings.

The specificities of dynamic signatures, as well as
the added value due to signature kinematics, may
result in challenges of admissibility and scientific
examination procedures.

Probabilistic models respect the criteria of sci-
entific acceptance, coherence and transparency.
They can be tested for their robustness, repro-
ducibility and accuracy.

The Bayesian approach is compatible with both
data-driven and the examiner’s subjective ap-
proaches. Many examiners already work in this
fashion, but lack a formalization and clear docu-
mentation on the subject.

The method can be used with a variety of features
and feature sets. It can be used on any signature
type and style, as well as used in different case
circumstances by choosing relevant data.

The method is conceptually tailored to identity
verification tasks. It calls for the use of case-
specific data.

Dynamic signature data far surpasses graphical
information contained in signatures. Quantifying
and measuring the additional data contained in
dynamic signatures creates new opportunities for
their description and deepening our understand-
ing of signatures. They have their specific prop-
erties and challenges.

Dynamic signatures should be approached as a
specific kind of electronic and biometric evidence.
A revision and update to examination methodol-
ogy is necessary to ensure admissibility and ad-
equacy. Examination methodologies should use
as much of the registered kinematic and graphical
information as possible.

Probabilistic methodologies can improve current
examination practices, as well as reinforce confi-
dence in signature examination by using empirical
data and statistical models.

Bayesian procedures, such as the one proposed in
this research can be easily adopted by examiners
and use both their experience and data. It is an
extension and formalization of currently applied
methodologies, which provides a strong and jus-
tifiable basis for conclusions while using available
knowledge on signatures and forgery.

The method shows a high adaptability and flex-
ibility. It is sufficiently generalizable to serve as
a methodology for all types of cases, as long as
its basic assumptions are fulfilled. Through its
flexibility, even specific effects such as ageing or
disease can be handled transparently. The only
major downside for this adaptability is the neces-
sity for case-specific datasets. Consequently, it
applies to real casework conditions, even if it re-
quires some additional effort in data collection.

The methodology has a strong logical and con-
ceptual basis, as well as a firm grasp on the signa-
ture problem. It respects the logical dependencies
imposed by forgery and the logic in signature ex-
amination. The method can be further adjusted
via the choice of propositions and the selection of
alternative populations.

Table 8.3: Summary of results from the validation study supporting proposition 2
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Finding

Conclusion

The method is fully explainable. The statistical
assumptions are clearly stated. The data used
in the model is empirical and described in detail.
It relies on reproducible and explainable statistic
procedures and provides a way to combine empir-
ical data with subjective assessments.

The value of evidence is expressed through Bayes’
Factors. More than 95% of BF values support
the correct hypothesis, even with little available
reference materials (<10 signatures).

The probabilistic method accounts for feature cor-
relation and provides a way to combine features
in a single evaluation step.

The method produces little variance in accuracy
when more than 10 signatures are used. Repro-
ducibility, as well as performance of the system
can be measured and transparently presented.

The method is transparent on the data used, the
model developed and its assumptions and limita-
tions. Those aspects can be expressed and com-
municated clearly.

The probabilistic procedure is accurate in circum-
stances resembling current forensic casework. The
Bayes Factor calculation is transparent and its re-
sult can be combined with the examiner’s shape-
based assessments.

The proposed approach respects the conceptual
differences between identity verification and iden-
tification tasks. It coherently combines signature
features, which is a clear requirement in signature
examination [244, 247, 300, 312, 396]. Through
these considerations, it avoids over- or understat-
ing the evidential value.

The statistical procedure is reproducible given a
reasonably sized sample. It can be used to make
recommendations for the minimal number of sig-
natures necessary to make assessments.

Table 8.4: Summary of results from the validation study supporting proposition 2, continued

8.3 Proposition 3 - The Specificity of (Dynamic) Signature Ex-

amination

Signature examination requires a different probabilistic approach than other forensic fields, like fingerprint
or DNA evidence. The identity verification scheme is different from identification tasks. Further, simu-
lated signatures are a type of mimicry of a ’target’ signature. Dealing with these forms of impersonation
requires a probabilistic model tailored to the signature problem and its specific assumptions. A novel model
for source-level signature evaluation is necessary to avoid misapprehension of the problem and erroneous

interpretation of evidence.

First, a comparison of the case assessment model in three disciplines is proposed as a way to view the
vast differences in every evaluative field. Here, three forensic fields, namely forensic genetics, handwriting
examination and signature examination, are illustrated. Forensic genetics (non-mixture, simple profiles)
has stood as the forensic gold standard [67, 410, 444] for both data use and statistical models. Signature
examination and handwriting examination are not only behavioral characteristics, but their examination
involves insincerity. These three disciplines are very different, with signature examination and genetics
being almost polar opposites and handwriting examination reuniting elements of both problems. The
conceptual description in table 8.5, aims to highlight the complexity for evidence evaluation in both
handwriting and signature examination. The description concerns only standard, simplified assessment
situations. In order to keep complexity to a minimum, various genetic concepts (such as chimerism,
co-sanguinity and (sub-)population effects, or drop-in and drop-outs) have not been considered in the
table. It is a representation of a simple case, analogous to many other identification-type disciplines in

forensic science.
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Element Genetics* (Simple Profiles) Handwriting Signatures
Hy : Mr. A is the source of the text y
Hy : Mr. A is the source of the stain y X L Hy : Mr. A is the source of the signature y
Standard (genuine or disguised)

Propositions

Population

Assumption

Type of

Assessment

Within Source
Variation

Assumption
Sincerity

Assumption

Independence

Assumption

H, : Someone else is the source of the stain y

(not related to Mr. A)

Stain y and control material x
may or may not be

from the same population

Rarity of genetic features
(STR, SNP) in a population

No variation

Assumes sincerity
under H; and Ho

Assumes independence of

evidence and control materials

H, : Someone else is the source of the text y
(genuine or forged)

Text y and control material x

may or may not be

from the same population

Rarity of handwriting features

in a population &

Complexity of reproducing

or disguising features

‘Writer-specific variation

Considers both

sincerity and insincerity

in both cases

Considers both dependence

and independence of

(genuine or disguised)

H, : Someone else forged the signature y

Signature y and control material x

may or may not be from the same population

Capacity for reproducing

or disguising features

Writer-specific variation

Assumes insincerity
under Ho

Assumes dependence of

evidence and control materials

(within the described parameters, except for related people) —evidence and control materials

Table 8.5: Comparison of Forensic Genetics, Handwriting Examination and Signature Examination evaluation
models. *The genetics aspect illustrated in the table is an oversimplification of most real cases and used as an
example only. It excludes the possibility of having co-sanguinity or co-ancestry (population) effects, as well as
specific cases which introduce within-person variation (chimerism, allele drop-ins, allele drop-outs). It mirrors
the simplest possible case of evidence evaluation in forensic genetics. In case of signature examination, only the
forgery scenario is considered.

This conceptual and theoretical difference is discussed and translated into statistical terms in chapters
6 and 11. The most important change in statistical terms is the independence assumption between the
questioned and reference materials”. This assumption changes the formula and computation of the Bayes
Factor for signature examination from the traditional ’rarity’ models to an ’insincerity’ model. In the
comparative study in table 8.5, there is a focus on two aspects: the difference in statistical models and
their propositions, as well as the importance of using adequate population data for inference. After the
analysis of the conceptual differences, a more adequate statistical model was proposed (chapters 6 and
11). In chapter 11, a gradual development and description of the statistical signature model is proposed.
First, a description of four multivariate statistic models proposed for the fields of glass examination,
handwriting examination and signature examination is provided. Second, a comparative analysis of the
performance of the four models applied to signature examination is proposed, in order to analyze the
implications of applying either model to signature examination. To ensure comparability between the

methods, all case assessment is carried out on the same®

mock cases. The accuracy, variance, as well as
the comparative analysis of inferential strength, are proposed to evaluate the adequacy of these models to
the signature problem. An illustration of the achieved performance using the "best” feature set for every
signature is illustrated in Figure 8.6. A discussion on the implications of the diverse assumptions and
the theoretical adequacy is also proposed. A summary of the results can be found in table 8.6. Overall,
it appears that theoretically non-adequate models do not truly express evidence that is applicable to the
question at hand, here the verification of identity. Hence, these approaches often overestimate the value

of the evidence in comparison to those produced by the specific signature model.

In forensic science, transparency and communication are vital. Good (forensic) science can be useless
or even counterproductive when it is miscommunicated. In order to truly assimilate the results, having

some knowledge of the underlying model and assumptions is important. Models are an imperfect repre-

"This assumption may also be broken in forensic genetics, because of different reasons. In particular population
and subpopulation effects may create a correlation between the trace and reference materials. Nevertheless the
relationship in signature evaluation is that of a direct copy instead of a distant co-ancestry.

8Meaning that the models were assessed on the same training and testing data sets.

80



Chapter 8 Results and Discussion

Finding

Conclusion

The models for handwriting evidence and for sig-
natures had the best overall accuracy. The cur-
rent signature model shows comparable accuracy
to the much more complex handwriting model.

The handwriting model is more complex than
the signature model. It considers BWV and al-
lows for variable WWYV. The signature model cur-
rently only considers constant WWYV. The higher
model complexity resulted in higher accuracy
when enough data is available. The accuracy of
the handwriting model was lower when little train-
ing data was available.

The signature model produced the lowest inferen-
tial strength of all the models. It also produced
the weakest misleading evidence. The values ob-
tained through the signature model correspond in
scale to what is intuitively expected.

Variations in the inferential strength were ob-
served for the three rarity-type models when ex-
changing the alternative population. Specifically
the models produced lower BFs with the popula-
tion of simulated signatures than with the genuine
signature population as alternative. The proposed
dynamic signature model uses both populations
and is not subject to these effects.

Model specificity, complexity and adequacy, as
well as within- and between-writer variance as-
sumptions (WWV, BWV) have an effect on accu-
racy. Models for signatures should ideally incor-
porate the dependence assumption from the sig-
nature model, as well as relax assumptions con-
cerning WWV and BWV.

Model complexity must be adapted to the amount
of available control material. Additional complex-
ity resulted in higher accuracy, especially with
large amounts of materials. Nevertheless, in-
creased model complexity caused a decrease in re-
producibility when little data was available. A
model with too many parameters to estimate and
high complexity may not be reproducible and de-
ployable in casework, where reference materials
are often limited.

The signature model does not answer the same
question as the other models and is not subject to
the same assumptions. It uses two populations to
calculate the BF. Distinguishing a specific forgery
from a target genuine signature is a more difficult
task than distinguishing two genuine signatures.
Logically, the expected BF values for the forgery
scenario should be lower than when differentiat-
ing two authentic signatures. This theoretical ad-
equacy and conformity to expectations leads to
justifiable and trustworthy BF values.

Framing the problem correctly, and conceptually
and theoretically examining the subjects is of ut-
most importance. Using adequate and case spe-
cific data is important for probabilistic evaluation
of dynamic signature evidence. The variation and
similarity between signatures in the simulated sig-
nature and genuine signature populations are dif-
ferent. Therefore, the databases used in the statis-
tical model strongly affect the BF. Case-specificity
is important for evidence evaluation in dynamic
signatures.

Table 8.6: Summary of results from the model and methodology comparison supporting proposition 3.
WWYV = Within-Writer Variance; BWV = Between-Writer Variance.
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Figure 8.6: An illustration of the performance of the model for the three different signatures. Evaluation was
carried out with feature sets specifically selected and different for each signature.

sentation of reality, some would even insist that every model is false by definition. Models, even simple
ones, can however be useful to describe and analyse a given situation. As an example, take Newtonian and
Einsteinian Physics. The theory of mechanics (Newton) has proved an oversimplification of the theory of
relativity (Einstein), however it is still useful for most physical 'real world’ interactions. A good model
balances simplicity and accuracy, complexity is introduced when necessary. For example, the necessity for
complicated models in signature examination stems from the common production processes (the signa-
ture movements and their constraints [72, 116, 598]), causing all dynamic features to be correlated. This
is especially visible in the Principal Component Analysis results in chapter 13. The theoretical situation
of insincerity, as well as the practical limitations caused by correlation of features, impose a particular

structure of model with dependence assumptions, such as the one proposed in this thesis.

Concerning performance, the signature model, as compared to the simpler model proposed by Aitken
and Lucy [6] for glass evidence shows significant increases in accuracy. Clearly, the signature-specific
model and its assumption have a strong impact on BF accuracy. The model specific to the signature
scenario performed almost as well as the more complex handwriting model. Both models have high
BF accuracy and provide reliable information, but have their particular strengths and weaknesses. The
signature model has fewer parameters and often performs well with little training data, while the hand-
writing model performs better with more material. The handwriting model overall has higher accuracy,
possibly caused by its more complicated structure. The increased complexity in the model structure is
due to the relaxed within-writer covariance assumptions. An amalgam of both models, or a decision rule
when to use which model, may be the best way forward. While the signature model could be further
improved by integrating the additional hierarchical layer for within- and between-writer variation from
the handwriting model, the current model’s relative simplicity has advantages. The proposed model is
much faster than the handwriting model, as it does not require approximate Bayesian inference (MCMC
and bridge sampling). It performed the best on small datasets, which are the most common for signature
examination. It was also determined that the models do not answer the same question, as such the BF
resulting from the signature model is more adequate for the problem at hand. Both types of models are
important parts of forensic science and evaluative inference, but their application to a situation and their
assumptions need to be verified before using them. In summary, it would appear that using a signature
model changes the BF significantly, although data collection is more convoluted due to the specificity to

a source.
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8.4 Proposition 4 - Contemporaneity and Time in Dynamic Sig-

nature Examination

Contemporaneity is an important factor in forensic handwriting examination. Dynamic features are
different from their static counterparts in terms of variation and stability in time. There is a need for
long-term studies of dynamic signature variation to define a period of contemporaneity, as well as for

validation of a probabilistic model in regard to template age.

In this thesis, dynamic signatures as a subject were explored and their methodological examination
and probabilistic evaluation were described. An important aspect of signature examination is the impact
of time, ageing and template age on the examination process. Signature examination (as well as most
other evaluative forensic disciplines) are concerned with activities that happened in the past. In some
cases, the facts are disputed much later and therefore there is an important duration between the collection
of the questioned sample and the examination. Time intervenes in various ways in these cases. Signatures
are behavioral biometrics, and behavior changes over time. Physically, people and their neural and motor
system age and change, due to habits, accidents, medical conditions and age. Time is a difficult subject

to study, as long-term studies and data acquisitions are restrictive, time-intensive and complex to plan.

Time and delays affect the quality of conclusions from the examination of signatures in particular.
Often, signatures on important documents are contested years after the actual signature was made.
Procuring adequate and contemporaneous materials can sometimes prove a difficult endeavor. Time
is a limiting factor in examinations, and may especially lead to questioning the validity of results in
changeable fields, such as signature examination. Practically, time can affect the signer through ageing,
the movement model through evolution and the comparison through temporal distance (template ageing).
In particular, the effects of signature evolution and template ageing may affect the forensic scientists in
their strategy for sample collection and production, as well as in their conclusions. In order to quantify
and describe the effects of ageing and time on dynamic signatures, a descriptive analysis of signatures
over a duration of 18 months is proposed. The study presented in chapter 13 proposes a closer look at the
variation of dynamic signatures within and between acquisition sessions, as well as its evolution through
time. This exploration revealed a variety of points, summarized in table 8.7. In summary, the proposed
probabilistic model does not seem strongly affected by small time frames, such as 18 months, as long as

the source data is sampled through time and of sufficient size.

The purpose of this research is to propose and support the use of a probabilistic model as a coherent
approach for the assignment and expression of inferential strength. Guest et al. [233] have also shown that
some features may suffer from loss of discrimination, resulting in a loss of performance, due to temporal
distance between samples. They proposed using time-invariant features to limit the impact of time on
biometric systems. Long- and short-term effects of time do exist, as highlighted by the exploration study
(see chapter 13). The extensive sampling in this thesis’ data collection can therefore be used to investigate
the effects of time on the BF stemming from a statistical model for signature specific evidence evaluation.
The conditions and sampling strategies presented in the exploratory study (chapter 13) are reused in
this study, in order to highlight the importance of choosing or extending samples, as well as determine
the impact of contemporaneity. The second study is a validation study of signatures collected from an
18-month time period. The results of this study can be found in chapter 14 and are summarized in table
8.8.

Generally speaking, time and ageing have been shown to have an effect on dynamic signature data,
both on the short- and long-term. Ageing and learning can cause signature features to gradually change.
These effects are nevertheless very user- and age-group-related, as stipulated by the four-phase ageing

model [244] and empirically corroborated [233]|. The changes in signatures and the extracted features due
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Finding

Conclusion

The comparison of signature data between acqui-
sition sessions showed dissimilarities in averages
and quantiles of dynamic feature quantification.
There are differences in both the features values,
and the extent of variation within sessions. These
differences concern both the graphic (spacing, ...)
and kinematic (time, speed, ...) features.

The observed between-session variation is higher
than within-session variation. The results corrob-
orate those of Evett & Totty [157] and Thiéry et
al. [563].

The signature data as a whole exhibited drifting
and changing of the feature values throughout the
sampling period. The evolution observed in the
study was slow and progressive.

Participants showed signs of learning and adap-
tation, especially during the initial phases of the
data acquisition. Signature time and size de-
creased progressively during the data acquisition.
Other features, such as writing speed, increased
progressively.

Signature variation was different for each of the
studied signatures. Our results corroborate that
variation is personal, as previously noted by Guest
et al. [233]. Signature variation occurs primarily
over long time periods [323, 325].

Signature features are highly correlated, as ob-
served in the principal component analysis. This
was previously pointed out by Viviani & Terzuolo
[598].

Feature distributions sampled randomly from the
collected data showed high similarity to the 18-
month distribution. Distributions obtained from
individual acquisition sessions are often similar
to feature distribution of the full 18-month pe-
riod. Increasing the number of sampling points
throughout time increases the representativeness
of the time period. 8.7

Individual acquisition sessions do not represent
the ’true’ variation of a signature over a time pe-
riod. Produced reference materials for casework
from a single data acquisition often misrepresent
dynamic signature variation.

Sampling strategies involving multiple sessions are
indispensable for dynamic signature data collec-
tion and applications. Using produced reference
data from several sessions is good practice to as-
sess signature variation.

Signature features change over time. Both short-
and long-term variation exist in dynamic signa-
tures. In the absence of traumatic or fundamen-
tal changes, signature shapes and kinematics are
stable in time over short periods. Longer periods
(>5 years) may cause stronger changes [325].

Signatures made on paper and tablet surfaces
present very different writing conditions. These
observations also suggest that participants had
to get accustomed to the new writing condi-
tions. There was some (re-)learning or adapta-
tion of their own signature movements on the
digitizer. Therefore, the initial data acquisitions
showed some non-representative signature behav-
ior. These effects may prove problematic in an
examination, especially with first time users of dy-
namic signatures.

Signature variation is person-specific. Every case
requires a careful assessment on a case-by-case
basis when ageing is involved. Such studies are
only possible when observing a longer time period.
No universal ageing model seems applicable to all
writers. According to the published literature all
writers age differently. Nevertheless, the period of
contemporaneity appears to be wide for dynamic
signatures, as changes occur over long durations.

Feature combination assuming independence be-
tween the features used misrepresent evidential
value. A statistical model which takes the de-
pendences into account should be implemented to
adequately measure the value of observations.

Using low numbers of signatures (<10) or signa-
tures from a single session may impact reliability
of the BF and ’error estimates’ such as the rate
of misleading evidence or Cj;,.. 10-15 signatures
scattered across a period are representative of the
signature’s variation over time. Otherwise, col-
lecting data from at least 2-3 acquisition sessions
is good practice for reliable data collection and
guaranteeing robust statistical inference.

Table 8.7: Summary of the exploratory study of dynamic signatures.
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Finding Conclusion

The method has proved applicable, accurate and A probabilistic framework and methodology is

justifiable for all the experimental conditions. promising for dynamic signature examination, as
it is capable of handling temporal variation and
template ageing.

The accuracy and the inferential strength are only ~Materials dating from within 18 months of the
slightly affected by temporal distance (within 18 case can be considered contemporaneous for sign-
months). ers in a stable age group (18-65).

The BF wvalue and reproducibility are more Given a sufficient data collection with multiple
strongly affected by the amount of reference sig- sessions, the method produces robust and repro-

natures than by contemporaneity. ducible evaluations. Procuring enough reference
materials is more important than their (time)
provenance.

BFs produced while using a single session as ref- Sampling from single sessions makes BFs non-
erence materials were more variable than those reproducible and thus non-reliable (and some-
obtained when increasing the number of sessions. times incorrect). Collecting reference materials
The same observation is true for accuracy. Mix- for a case calls for several data collection sessions.
ing signatures from two different sessions produces Two different sessions are sufficient for 'requested’
more reproducible and correct BFs. materials (materials created post-case).

Table 8.8: Summary of the major results of our evaluative study on time and contemporaneity.

to ageing and natural variation are real and present. Inadequate sampling, especially when no or little
material is available can lead to over- or underestimation of intra- and inter-person variation and cause

imprecise conclusions.

Despite the reality of effects of time and ageing on the data itself, the proposed model’s performance is
little affected by time. Distances on a scale of 18 months have not strongly influenced the results obtained.
Within this frame, it provides a robust and valid method to deal with signature evidence. Performance of
the model was high, as stated for proposition 3 (see table 8.6) and varied little throughout the samples.
The strongest differences appeared when comparing simulated signatures, which do not account for the
signatures gradual evolution. Unfortunately, long-term effects of ageing can only be measured over longer
periods, such as a minimum of 5 years [322-325]. As the changes and ageing effects appear strongly user-
related [233], the results cannot be generalized. A longer, continuous and regular sample from a bigger
population would be needed to further understand the complexity of time’s influence on signatures.
Further studies should focus on these aspects and use a sample containing a variety of signature styles

and age categories.
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Figure 8.7: This PCA biplot shows the two principal components of the Signature 2 feature space. The PCA
was conducted using all previously described features. The data was split into two groups of 319 days distance
to visualize the temportal drift. The plot shows a gradual separation of signatures acquired in the first half,
compared to the latter half of the acquisition period ( 21 months total).
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CONCLUSIONS

9.1 Summary

This thesis’ main purpose was to review and update the methodology of the signature examination field,
in order to prepare for the increasing number of dynamic signature cases in the near future. Three
essential aspects have been leitmotifs throughout the manuscript: knowledge sharing, methodology and
transparency, as well as relevance and reality. Research that is not actively shared, or if it lacks relevance
and practical applications, misses its point. Although the thesis is mainly concerned with methodological
issues, practical applications in the field of signature examination show the feasibility and use of a
multivariate approach in casework. These also highlight a comprehensive way to reconcile scientific
accuracy, transparency and communication in forensic casework. An underlying concept of the thesis was
to encourage synergies between signature examination and connected fields, such as biometrics, computer
science and IT, as well as movement and neuroscience. This interdisciplinary approach strengthen the
scientific basis of the field (see chapters 7 and 8) and introduces computational techniques and metrics
necessary for measuring robustness and accuracy. Beyond these guiding principles, four main hypotheses
have been addressed during the thesis. These deal with the nature of dynamic signature, methodology,

data exploration and evidence evaluation.

First, the production, communication and distribution of knowledge to forensic scientists and lay
people is crucial. Forensic scientists should research and publish actively in the field, raising awareness
and integrating dynamic signatures into examination procedures and standards. Taking this approach
is in my opinion a way to proactively prepare for the ’future’ of signature examination. Many novel
challenges related to the new medium for signatures, as well as signature modalities are bound to appear
and can be anticipated. These include novel features characterizing signatures, variation of signature
dynamics, hardware and other aspects. Through the review of currently available research (see chapters
4 and 10), the impressive advances in technical aspects, such as matching and probabilistic modelling
have been highlighted. As a matter of fact, strong machine learning approaches for automatic signature
comparison are on the rise, but they often lack specificity and transparency for forensic-use cases [445,
446]. Fewer publications have dealt with forensic methodology and statistical frameworks to evaluate the
novel dynamic signature data. This document both provides an analysis on the aspects that remain to be

studied and discusses, as well as proposing a probabilistic framework to improve on existing methodology.

Second, dynamic signature examination is currently lacking a probabilistic framework for evidence
assessment. Most of the identified methodological shortcomings relate to the ways the evidence is assessed
in forensic science. Forensic scientists world-wide have been witness to a gradual rejection of deterministic

conclusions, as well as opaque procedures and reasoning. A methodology using a probabilistic model,
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tailored to the signature problem, improves upon transparency and rigor in this domain and helps forensic
experts to establish their opinions based on data. Therefore, conclusions can be more easily justified.
This step is in my opinion essential to assuage criticism to forensic signature examination. The Bayesian
framework is a (possibly optimal) solution to formalize reasoning and improve transparency, while mini-
mally affecting experts’ examination process. It will help catch errors and produce justifiable conclusions.
Checking the underlying assumption, clearly specifying limitations and the use of empirical data for the
probability assessment (see chapters 1, 4, 11 and 12) are nevertheless necessary to further improve and
support examiners. On a more practical note, the proposed framework permits the combination of both
graphical and kinematic features of the dynamic signatures. Handling both data-driven and qualitative
assessments inside the same framework is possible. In particular, data-driven approaches, with little used
signature features can now complement examiners’ expertise, while adapting to realistic, operational

conditions (see chapters 12, 13 and 14).

Third, dynamic signature data has been shown to be a complex construct of multivariate data. The
exploration of the complex structure of the data and correlations is a necessary step to fully understand
and efficiently use it for forensic science purposes. Signatures present inherent natural variation as well
as ageing effects, even in ’stable’ age groups. Unlike ’traditional’ forensic evidence, e.g. fingerprints
and DNA, signatures are very variable and careful data acquisition and sampling are necessary for valid
conclusions. Dynamic data appears to vary greatly, making its interpretation a difficult endeavor. Further
research into the subject, as well as the comparison of local features is necessary to coherently use them.
Nevertheless, it is certain that this added data is valuable and discriminative and bears great potential.
Further, the availability of the measurements of these characteristics will allow for even more large-scale

research, vastly improving the understanding and examination of handwritten signatures.

Finally, the evaluative results from the proposed method show that the statistical evaluation model
attains high accuracy and good reproducibility. Probabilistic conclusions are expressed through a Bayes
Factor, the measure of the value of the evidence. Through the presented results, it appears clear that
the Bayesian approach for evidence evaluation is an adequate and useful tool for the forensic examiner.
The proposal of a rigorous statistical framework, relying on empirical data, provides a strong foundation
for examiners to rely upon when concluding and testifying. The Bayesian framework presents a coherent
solution for evidence evaluation in signature examination [395, 591]. This project has demonstrated the
use of a statistical approach for dynamic signature examination and evaluation. Hopefully, it has also
provided a basis for collaboration and communication between disciplines such as biometrics, forensics

and statistics.

This manuscript presents the first step towards the integration of a data-driven probabilistic method-
ology for evidence evaluation for dynamic signature examination. Through the different experiments,
discussions and tables, the research hypotheses were corroborated, highlighting the feasibility and bene-
fits of a probabilistic signature analysis. Based on these foundations, new research subjects will hopefully
be built upon and solidify and extend our knowledge on signatures. Much room for improvement remains.
Several elements in the field of dynamic signature examination surpassed the scope of this project. Lo-
cal features are very promising, and are known to convey information complementary to that of global
features. A complete revision of examination methodology, from the extraction, visualization and data
treatment of dynamic data, to its evaluation and reporting would also greatly help practitioners. While
the ENFSI recently provided a good primer [145], precise information and an easy to use library to
calculate BFs could be essential for the field. Additional digital forensic aspects, such as metadata and
timestamps associated with electronic signatures should be investigated. On an evaluative level, the prob-
abilistic methodology should be extended to encompass disguise behavior in addition to forgery. Alas,

due to the novelty of the field, many novel and unanticipated challenges may yet appear.
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9.2 Research perspectives

Research in the field of dynamic signature examination is still in its beginnings. Many interesting research
topics remain to be explored. This thesis acts as a primer and opened up an entire catalogue of different

subjects for future research. A few of these are mentioned in the following paragraphs.

As a first possible research area, one may investigate the underpinning on how the Bayes’ Factors
are generated. Gaborini! indicates that the way parameters are compared? may need revising. This
fundamental change may impact the robustness of the signature model and warrants a sensitivity analysis
on the existing model. This alternative way of considering the ’test conditions’ may affect the feasibility

and evidence evaluation procedures in many fields. It is a major change and requires careful consideration.

A second area is focused on the data’s distribution and the statistical model fit to the populations.
For this thesis, a simple model was fit to the populations, having the advantage of speed and ’exactness’
in its favor. This model may well underestimate the complexity of populations of writers with different
within-writer variance, as was proposed in handwriting examination [56|. Different models, for example
with hierarchical layers and modeling both within and between writer variation, and mirroring the actual
complexity of the population should be tested. A more complex model may have advantages, such as
more 'adequate’ Bayes’ factor values, but also present disadvantages such as need for more training data
and increased computation time. Further research may determine which models are suited to which

situations and applications and should be proposed to forensic examiners.

A third area is the revision of the hypotheses and the development of a multiple hypotheses framework
for use in signature examination. Currently, few studies focus on disguise behavior as it is very difficult
to obtain good quality samples. The statistical difficulties also involve calculus of Bayes’ factors with
multiple hypotheses and need of additional background data to inform the model. This topic is very

relevant to forensic scientists whenever disguise cannot reasonably be excluded from the case context.

A fourth topic, along the same vein, is the integration of the probabilistic evaluation of evidence
within a case assessment and interpretation workflow, developing data-driven pre-assessment among
other subjects. Evidence evaluation, as developed in the current thesis, is only a small part of the
case assessment and interpretation framework. The case pre-assessment for dynamic signature data may
change in accordance to the digitizer specifics and may require a revision as to the previous procedures.
Further, the decisions during an examination, as modelized by Found et al [187], require further attention
and may also profit from statistical considerations. For example, the decision to collect more data, collect
different data, determine error rates, perform a sensitivity analysis on the model, pursue or stop the

examination, may all be studied in more detail.

On a more technical note, many other subjects are relevant to FHEs. The development of a solid
data acquisition methodology, as well as a reliable data corpus are essential. Additionally, the influence of
the writing position and circumstances (stress, sleep deprivation, posture, twist, duress, alcoholism, etc.)
on the dynamic features of dynamic signatures are great unknowns, even though some information was
provided in this thesis. Further studies should focus on their effect on local features. On top of this list,
all the factors related to the hardware and proprioceptive feedback are equally important in this study.
In the near future, interoperability and comparability of data from different devices may become an issue
for forensic examiners. Many institutes and experts are equipping themselves with a multitude of devices
already. A clear study of the influence of differing data acquisition conditions and data pretreatment

would be of great benefit for the forensic examiner. Lastly, one cannot treat dynamic signatures without

n his as of yet unpublished PhD thesis at University of Lausanne. Lorenzo Gaborini "Evaluating items of
scientific findings in cases where the Defense says: ‘It is my twin brother’, SNF Number 170280
2Equal parameters vs 'free to vary’, instead of expecting them to be unequal.
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mentioning local features and score based likelihood ratios. Local features are a challenge to examiners
in both examination and evaluation methodology. Their comparison to global features, and their general
use is a great challenge that warrants much attention from the community. The comparison and further
exploration of this subject, along with feature-based to score-based approaches, are interesting starting
points for research in forensic science and collaborations with other fields. Finally, method validation
and the measure and interpretation of calibration metrics, such as Empirical Cross-Entropy (ECE) and
Calibrated log-loss (Cy;-) needs to be further studied.
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dynamic feature variation and forensic methodology. Forensic science international, 291, pp.216-229.

Abstract

This article focuses on dynamic signatures and their features. It provides a detailed and
critical review of dynamic feature variations and circumstantial parameters affecting dy-
namic signatures. The state of the art summarizes available knowledge, meant to assist
the forensic practitioner in cases presenting extraordinary writing conditions. The studied
parameters include hardware-related issues, aging and the influence of time, as well as phys-
ical and mental states of the writer. Some parameters, such as drug and alcohol abuse or
medication, have very strong effects on handwriting and signature dynamics. Other condi-
tions such as the writer’s posture and fatigue have been found to affect feature variation less
severely. The need for further research about the influence of these parameters, as well as
handwriting dynamics in general is highlighted. These factors are relevant to the examiner
in the assessment of the probative value of the reported features. Additionally, methodol-
ogy for forensic examination of dynamic signatures is discussed. Available methodology and
procedures are reviewed, while pointing out major technical and methodological advances
in the field of forensic handwriting examination. The need for sharing the best practice
manuals, standard operating procedures and methodologies to favor further progress is ac-
centuated.

Keywords: Dynamic signature; forensic science; forensic handwriting examination; varia-

tion; evidence evaluation

10.1 Article motivation and structure

The field of forensic document examination has changed significantly over the last decades. The rapid

development of computers, mobile devices such as Smartphones and tablet PCs, Smartpens, and other
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devices has given way to an explosive increase in connectivity and data generation. This has affected
forensic document examination in many ways, including the domains of text processing and printing,
imaging and image treatment, high fidelity reproduction and counterfeit detection. These developments
have also led to novel skills and modi operandi for forensic examiners and criminals respectively. While
it seems that the increase in use of computers should have resulted in the progressive abandonment
of handwriting and signatures, the reality is quite different. The most common form of signature is
still by far the handwritten signature. It is a behavioral biometric identifier linked to a physical entity,
a given person signing, that serves as a sign of authenticity and intent. Handwriting and signatures
are highly practiced, personal skills, which continually develop through years of practice. The dynamic
signature, a digitized version of the analog handwritten signature, is becoming a common solution for
businesses, concurring with paper-based signatures. With the rise of high-quality acquisition hardware
such as connected pens and high-grade sensors, signatures can be written directly onto digital documents.
This eliminates the need for printing and scanning paperwork, making the processes of signing faster and
cheaper for businesses. Dynamic signatures are mostly embedded into documents by encryption. In
this way, the signatures are strongly linked to both the signed document and to the signer, making
them adequate replacements for paper signatures. The dynamic signature presents a challenge to the
forensic document examiners because of the changes in data nature and volume. These changes mean
that adaptations in evidence processing and evaluation are necessary as well. The field of handwriting
and signature dynamics is of interest not only to forensic practitioners, but also to biometricians, medical
practitioners and neuroscientists. Considering the recent developments in the field and the lack of a
comprehensive summary for forensic science applications, it seems appropriate to critically review the
current state of the art. This review should illustrate the purpose and methodology of examination,
introduce common terminology and provide information about signature feature variation and influencing
parameters. The present article defines the dynamic signature and its properties. In Section 10.2,
questions of terminology are considered, in order to clear up difficulties originating from the ambiguity
of diverse forms of electronic signatures. Section 10.3 elaborates on frequently available dynamic features
and our knowledge about their variation in standard conditions. Subsection 10.3.1 deals with measurable
dynamic features and their application to forensic purposes. The following subsections, 10.3.2, 10.3.3 and
10.3.4, review physical conditions, temporary states (e.g. intoxication) and hardware-related parameters
respectively. In Section 10.4 a critical review of published methodology in forensic examination of dynamic
signatures is given. Finally, a brief critique of current state of the art and some future perspectives are

provided in section 10.5.

10.2 Defining the dynamic signature

The word signature, as defined by the Merriam-Webster dictionary, has as many as seven different
meanings. Primarily, “signature” denominates the handwritten signature of a person, but it can also
be seen as distinctive mark serving to set apart abstract entities, such as a corporation, a group or a
project. While dynamic signatures conform to the first definition of a signature, many other types do not,
such as cryptographic signatures (“electronic signature”), stamps or fingerprint-based signing. Curiously,
the word signature designates both the act of signing, giving it a legal meaning, as well as the result of
the signing process. Sometimes, the term signature is also used to refer to the writing process producing

the trace. Many other meanings are associated with the concept [378].

Definition of signature:

e (a) the act of signing one’s name to something

(b) the name of a person written with his or her own hand
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e something (such as a tune, style, or logo) that serves to set apart or identify; also: a

characteristic mark

o [..]

In the remainder of the present article, the word “signature” is used to describe the data resulting
from the “recording” of the execution of the signing behavior. This data may take either the form
of a graph (physical or digital ink), or numerical data, such as video recording, text data or images.
Descriptors of the data will be referred to as either characteristics or features. Features related to the
movements producing the signature will be referred to as dynamic features. Features related to the
product of the executed movement, the graphical representation of the signature, will be referred to
as static or graphical features. The signature is a “snapshot” of the individual’s movement, given his
state of health and mind, at a specific moment. Signatures are the result of a complex behavioral
pattern, resulting from the activation of various regions in the human brain concerning functions such
as linguistics, motor function and motor and visual feedback [424]. Not only is the human brain facing
a demanding task when planning the movement, but it is also actively working during the execution
of the signature. The signature movements need to be executed by the coordinated effort of different
effector muscles situated in hand, wrist, fingers and shoulder [74, 326]. The multiple possible situations,
physical states and deviations in movement control and execution create what is commonly referred

‘

to as “variation”. The human body and brain are not as reproducible as machinery, which creates
‘natural’ variation within signatures from the same writer. Modified circumstances and state of the
writer can create even stronger variation in the final product. Movement can be roughly separated
into the planning and the execution stage. In both stages, there are many variables to be controlled
and influence parameters to be accounted for. According to Huber and Headrick [268], this variation
is due to parameters, called factors by the authors, which can be classified as being either intrinsic or
extrinsic. Intrinsic factors are parameters over which the writer has some degree of conscious control.
They are generally circumstantial in nature. Huber and Headrick further catalog several types of intrinsic
factors, notably “imitation” (emulation of perceived writing characteristics), circumstantial factors (e.g.
posture, writing substrate, writing instruments, situational constraints), temporal states (e.g. induced
states from alcohol and substance abuse) and educational factors. Several categories, such as substance
abuse might require further subcategories relating to the effects of the substance. Common substance
classes influencing handwriting and signature include depressants, such as alcohol, and stimulants, such
as caffeine and nicotine, or various other effects from medication. The effect (e.g. slower/higher writing
speed, lower/higher pen pressure variation) and effect size depend on the dosage and the “efficiency”
of the consumed substance and the metabolism absorbing it. Extrinsic factors are conditions out of the
writer’s conscious control, for example age, infirmity and injury, and handedness. Dynamic signatures are
a type of handwritten signature, characterized by a chronological sampling of the signature movement.
They differ from physical signatures in their acquisition method and the recorded features. “Physical”
signatures are acquired on a substrate, mostly paper, which carries the ink trajectory, called the signature.
Handwritten electronic signatures are recorded by digitizers, which may or may not need a “substrate.”
Many different kinds of digitizers exist, but signature pads are the most common digitizers. These pads
sample the analog signal of the movement of the pen on (and sometimes even above) the pad spatio-
temporally and create a dynamic signature. Due to the sampling, loss of both spatial and temporal
resolution is inevitable. On the one hand, the resulting signature is less detailed and less continuous than
a paper-based signature. On the other hand, the dynamic signature records previously “inaccessible”
data, such as precise measurements of speed, acceleration, pen pressure, stroke direction and timing
information. Dynamic signatures are known under various names in research fields. Researchers have

used many designations, such as “Biometric Signature”, “Electronically captured signatures,” “Digital

96



Chapter 10 Dynamic signatures:

A review of dynamic feature variation and forensic methodology

Terminology

Synonym

Description

Physical signature

Signature

‘pen and paper’ signature

The ink trace resulting from the recording

of the signature movements on a physical substrate, such as paper

The ‘electronic proof of a person’s identity’ [92]
For further definitions see [95, 96, 435]

General category, designates all kinds of ‘electronic’ data providing proof of authenticity.

Electronic signature None

L. . L. The ‘electronic proof of a person’s identity involving the use of encryption
Digital signature Cryptographic signature
used to authenticate documents [91]

X . Specific category
Handwritten electronic . . . . X .
- None Designates handwritten signatures containing only graphical data (static)
signature . . .
or including temporal and movement data (dynamic)
Digitalized version of a handwritten signature

Static signature Offline signature containing only graphical information

(e.g. scanned signatures, image file of dynamic signatures)

Digitalized version of the signature movement signal

Dynamic signature Online signature

Chronological list of data points

Table 10.1: Summary of terminology

Dynamic Signatures,” “Handwritten Electronic Signatures,” “Online Signature” or “Dynamic Signature”
[179, 242, 289, 290, 344, 355]. While the previous expressions all designate the same object, some names
like “Electronic signatures” or “Digital signatures” are very similar, but refer to larger concepts or different
kinds of signatures. Specifically, the term “digital signatures” refers almost exclusively to cryptographic
signatures based mostly on Public Key Infrastructure (PKI), while the term “electronic signatures” is a
legal term, often encompassing both cryptographic, handwritten and any other kind of “computer-based”
signature. A visual representation of the taxonomy is proposed in Figure 10.1. Forensics has not found
a consensus on terminology yet, but the biometrics field often refers to either “online signatures” or
“dynamic signatures” [101, 127, 204, 233, 333, 366, 503]. A summary of common terminology with a brief
description can be found in table 10.1. The term “dynamic signature” differentiates the signature from a
scanned handwritten signature (or static signature) that does not contain any of the information related
to the execution of the signature (e.g. timing, pressure, speed), while at the same time omitting reference

RRANYY

to its digital nature. Any reference to “online,” “electronic” or “digital” may cause confusion, as they may
relate to cryptographic signatures. Further confusion arises because most digitizers use cryptography
to guarantee safety of the biometric data and digitizer authenticity. Dynamic signatures also often use
digital signatures in order to create a secure link between the signature and the digital document, as well
as prevent tampering. The authors highly recommend using the “dynamic signature” designation, as it
is logical, coherent and short. This proposed terminology corresponds to the one included in Harralson’s
work [242|. Tt minimizes the potential for misunderstandings as no computer-related words are included
and it stresses the essential properties, the dynamics of the signature movement. Whatever choice of
terminology will be adopted in the future, it is essential to define the expression and scope coherently in

order to avoid misunderstandings and sharing misleading information.
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Figure 10.1: Taxonomy of electronic signatures

10.3 Digitizers, Dynamic Data and Variation

Dynamic signatures and the related dynamic data depend on multiple parameters, all influencing the
signature and causing variation through different ways. Some of these parameters are linked to the
hardware and measurement instruments, while others are more closely linked to the interaction between
the writer and the writing implements; lastly, some are intimately linked to the writer. A review of a

selected few parameters and their impact on the signature dynamics are presented in the next subsections.

10.3.1 Dynamic feature variation and discriminative power

Dynamic signatures record dynamic data such as timing and pressure information during the signing
process. This information is not recorded quantitatively in physical or even static signatures and can
only be inferred from the signature’s graphical features, such as the line width or the groove depth created
by the pen. Authors have considered several methods to provide better approximations for inference of
dynamic features [151, 234, 429, 585, 612 on physical signatures, but there is much uncertainty involved
in the determination. Having accurate measurements makes statistical treatment and data evaluation
worthwhile and may lead to a more rigorous signature examination process. The field is very new to
forensic science and has not yet received much interest from the forensic research community. Thus most
of the available data is provided by research into biometric verification systems. Literature on dynamic
signature variation is scarce, as most biometric literature focuses on classifier performance. Data on
individual feature performance, as well as reasons for erroneous classification are often left for further
research. Currently, the most commonly used dynamic features are pressure, velocity, acceleration, jerk,
and pen angles (e.g. tilt, altitude, and azimuth), timing information and in-air (or pen-up) measures.
Up until now these features have mostly been used through qualitative features, having been inferred
from an ink trace. Forensic handwriting examiners (FHEs) have used concepts such as shading, tremor,
fluidity, line quality, and tapering to describe these various dynamic qualities of signatures and hand-
writing. Table 10.2 describes the correspondence between measurable dynamic signature data with the
qualitative features used by FHEs. Quantitative descriptors of dynamic features have been used in bio-
metric verification systems, with little research from a forensic science point of view. Eoff and Hammond
[147], for example, achieved an 83% rate of correct-writer classification in a population with 10 writers
providing genuine samples using only speed, pressure and pen tilt. The discriminative powers of the
diverse dynamic features have often been inferred through study of correct verification rates. Very few

authors have studied separation of the variables, clusters or distributions in detail.
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Dynamic feature Related FHE feature

Timing None

. o Tapering, flying starts & ends
Positional derivatives ) ) o
) line quality, fluidity & tremor
(Speed, Acceleration, Jerk) i L i
ink quantity, line width

Shading, relative pressure

Pressure
ink quantity, line width
Pen angles .
Shading
(tilt, altitude, azimuth)
In-air features None

Table 10.2: Linkage between quantitative dynamic features and qualitative features used by FHESs

The temporal derivatives of position, meaning velocity, acceleration and jerk, are mostly recognized
as discriminative and useful features. They are often included in biometric verification systems [273], as
well as used as a criterion in forensic examinations through fluidity, shading and line quality evaluations.
Inversions in velocity (NIV) [218] are often used in movement and neuroscience to determine motor
control, movement efficiency and automation. Teulings et al. [559] use the time-integrated squared
jerk to characterize smoothness of movement. This feature has been used in many “therapeutic” or
“developmental” handwriting studies to characterize movement quality. It is also included in commercial
software such as the MovAlyzeR suite [418] and may prove useful for the forensic examiners for detection
of tremor, a common sign of disfluidity [268]. Several studies indicate that velocity and acceleration,
as well as their variations are interesting features in simulation detection [197, 337, 388, 390, 420].
Velocity and acceleration in simulations are often lower than in the genuine signatures. Jerk appears to
be lower in text-based genuine signatures [388, 390] in comparison with the simulations, although the
other signature styles do not show significant differences. Many studies have used velocity, acceleration
and jerk as useful features for signature verification, as biometric literature reviews show [27, 273]. The
writing pressure is a more controversial feature, as results differ between studies. This may in part be
due to the different measurement schemes, as well as hard- or software-related problems [197]. Hook et
al., Tytell, as well as Ostrum and Tanaka [260, 429, 585] all found in their respective studies that pen
pressure is a stable feature in a genuine signature. Forensic practitioners have been citing pressure as
a discriminating feature for simulations for nearly a century [97, 247, 427]. Unfortunately, very little
empirical evidence for this claim has been produced. Kholmatov and Yanikoglu [303|, however, appear to
provide support against the usefulness of pen pressure. Other more recent studies do imply that the mean
pressure is a discriminating feature [2, 388, 390, 408, 514] for forensic purposes. Some of their results
[2, 388, 390] challenge a long-established theory, which predicts an increase in the pressure average in
simulations. This theory involved the idea that there is increased stress on the person while creating
a simulated signature [209, 214-216, 256|, which affects movement execution. Pressure may also be of
use as a local feature, using the continuous data provided by digitizers, rather than a summary in the
form of the mean. Caligiuri and Mohammed [72] cite the absence of variation in the pressure signal as a
feature of simulated signatures. Pressure variation and dynamics may carry just as much information as
the mean value. Pressure is promising for use in forensic purposes, but has suffered from measurement
reproducibility problems in the past [197]. It must also be noted that pen pressure may be measured
axially or orthogonally to the surface, which complicates data comparison when two distinct digitizers

were used. Many studies support pressure as a good feature for signature comparison. Even though
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recent results have been encouraging, the examiner should check carefully the measurement method and
reproducibility for the digitizers involved. In-air pen movements constitute a category of features that
is exclusively available in dynamic signatures. Terminology varies from “Pen-Up Movements,” “Pen lifts”
and “non-inking strokes” to “In-air Movements”. These terms designate the strokes when the pen (or
writing instrument, generally speaking) is not in contact with the digitizer tablet (or writing medium).
Dewhurst et al. [114] studied these movements for forensic purposes and found that signature movements
stay fluid and continuous even when the pen leaves the writing surface. In-air movements are often not
straight linear movements from endpoint to starting point, but are curvilinear, continuous movements
defined by said end and starting points of the successive on-surface strokes. Dewhurst et al. also found
that in-air data (such as the trajectories) are as discriminating as on-surface data and might even be
better suited for forensic purposes, as they cannot be seen on a signature image. Sesa-Nogueras et al.
[514] found that both in-air and on-surface movements contain information relevant to handwriting and
writer discrimination. The study also showed that information between in-air and on-surface strokes is not
completely redundant. By combining information from both stroke types, better results could be obtained.
Drotar et al. [133] also showed that handwriting in-air movements contain different information than the
on-surface strokes. In his study, he found that in-air movements can be used to effectively distinguish
healthy control groups and Parkinson’s Disease patients. In-air movements produced better accuracy
than on-surface movements and the combination of both types of movements only marginally improved
the in-air movement results. Other related data, such as the number of pen lifts, have often been used
in “global” feature-based biometric systems and do not necessitate the recording of dynamic data while
the pen hovers above the surface. The available studies suggest there being high information content and
potential for in-air features for forensic and medical purposes. Pen tilts and angles are relatively rare
features, as they are only recorded on a few digitizers or when using special accessories. The Apple iPad
when used with an Apple Pencil or the Wacom Intuos Pro tablet, are examples of digitizers capable of
recording these features. Franke [197] studied pen tilt (on a Wacom Intuos Pro) in a population of 30
writers and found out that a majority of people present a pen tilt between 50° and 60°. Many people differ
in their pen-angle behavior, but a majority of people exhibit a range similar to these standard values. As
for Pen-azimuth, Franke [197] noted that left and right-handed people have different azimuths. According
to her study, pen azimuth values are more heterogeneous. Still, some values are more frequent, with a
population mean value of 140° and a standard deviation of around 20° for most writers. Research done
by Lei and Govindaraju and Fierrez-Aguilar et al. [180, 329] suggests that these features destabilize the
verification system and lead to poorer discrimination. Some other authors observed that pen tilts and
angles have improved the verification rate in their systems [626]. Zareen and Jabin [626] have observed
that a false acceptance rate on a mobile device decreases steeply when integrating pen-tilt features. Franke
describes pen tilt and pen azimuth as discriminatory features for writers signing their names [197]. Sesa-
Nogueras et al. [514] found that pen tilt and azimuth have lower entropy (thus lower information content)
in on-surface strokes, but contain more information for in-air movements. Pen angles have not often been
used in a forensic context, so their efficiency remains to be determined. Most of the dynamic features
need to be further explored in the forensic context. For instance, many questions regarding the features’
long-term stability and short-term variations in time need to be researched. Additionally, some studies
and models of the signature movements, such as the work done by Plamondon et al. [124, 125, 456, 459,
461, 462], imply that there are strong correlations between the signature trajectory and the associated
dynamic features. These correlations between features mean that evaluation of univariate features may
be inadequate for evidence evaluation in forensic science. In order to better approximate the strength of

evidence, multivariate data evaluation may be necessary.
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10.3.2 Physical conditions - age, health and posture

Movement does not depend solely on the planning and effectors of the movement, but it is also influenced
by the physical state of the writer. Casework has led FHEs to research the effects of body posture,
age and infirmity, as well as medication, etc. Most of these parameters are intrinsic (as described by
Huber&Headrick [268]) and often circumstantial in nature. While the effects of such conditions on
the static signature trace have been studied and documented, they may have far-reaching consequences
for signature dynamics as well. Sciacca et al. [511] investigated the effects of posture on signature
characteristics in order to gain insight into the comparability of handwritten documents and graffiti.
Their results strongly suggest that within the signatures of one writer, variability is not different whether
the person is in a sitting or a kneeling position [512, 513], as long as the writing surface is horizontal.
More variation and changes have been observed when the writing surface is vertical [513]. Equey et
al. [148] investigated the changes in width, height and aspect ratio when signing in multiple positions.
They tested four different conditions: first sitting on a chair with the writing substrate on a horizontal
table, second standing up with the writing substrate against a vertical wall, third standing up while
holding the writing substrate on a hard board and fourth standing up with the writing substrate on a
horizontal table. Their results showed that signature size strongly varies between the positions, leading
to increased variation of aspect ratios. The greatest changes were observed when the person had to
hold the writing substrate on a board while standing. The authors suggested that the instability of the
writing substrate may actually cause more variation than the position itself. An older study performed
by Evett and Totty [157] states that for handwriting, variation between sessions may have more effect
than the studied effect. This complicates the interpretation of the position studies, which had not
considered this. Thiéry et al. [562, 563] suggest that some of Equey’s and Sciacca’s results may have
been misinterpreted, as their follow-up study showed no clear impact of position in a classification task.
They further suggest that pressure strongly depends on posture and thus may be a good indicator for
inferring the writer’s posture. Overall, the authors conclude that a “sampling session effect,” rather than
an effect of position, is the cause of most of the variation observed in the previous studies. They are
unable to give a generalized answer on the importance of the writer’s position in writing variation, when
signatures are not acquired during the same session, as the inter-day variation seems to have bigger
effects than variation due to position. Finally, the influence of body position appears to be limited,
but inclination and stability of the writing surface are high impact parameters. Forensic handwriting
examiners are frequently working on wills or on dated signatures. In such cases, circumstances are
often such that no new reference materials can be produced. The signer may have passed away, his
handwriting may have degraded or changed in the mean time, obliging the forensic scientist to work
with the available contemporaneous reference materials. Along with aging, comes an increased risk for
illness or infirmity. Case-specific context information about the long-term evolution of the signature
due to an illness or injury is necessary. If no such material is available, acceptance tolerances in the
comparison process must be adapted to compensate for the lack of more adequate reference materials.
In order to work in the presence of these difficult conditions, studies on illness, aging and degradation of
motor function have been a priority for forensic examiners. It is known that aging is accompanied by a
significant decline in cognitive functions in mammals [239]. “Executive function, which includes processes
such as cognitive flexibility, cognitive tracking, set maintenance, divided attention, and working memory,
is a cognitive domain impaired in aged humans and monkeys and is thought to be one of the first
functions to decline with aging (Moore et al., 2006; Rapp and Amaral, 1989).” Naturally, this decline
also affects handwriting and signature behavior, as was very well summarized by Caligiuri et al. [69,
72]. Normal aging effects include increased reaction time, decreased speed, increased movement time,
increased variability and reduced grip strength. These signs are not exclusive to aging and may also

be a result of diseases or medical conditions [72]. For many conditions in handwriting, such as aging,
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the effects are often strongly dependent on the individual, as shown by Galbally et al. [207] for aging
dynamic signatures and other authors in biometrics [180, 289]. In forensic casework, access to adequate
and contemporaneous reference material is highly recommended [187, 268, 396]. Galbally et al. [207]
conducted a long-term variation study for 15 months, with six signing sessions and 46 signatures per
user. His results showed that dynamic features vary more strongly than static features. In summary, the
writer shows less variation in the spatial representation than with the execution dynamics, which may
be subject to change [123, 207, 261, 606]. The authors of the study also noted that dynamic features
are more strongly affected by “aging” and that these effects influence system performance in verification
tasks. The downside of the work by Galbally et al. is the low number of samples per session as well as
the absence of any training before signing, allowing the user to get accustomed to the signature pad. It is
doubtful that four signatures are sufficient to represent a signature’s variation. Sciacca [511] for example
recommends at least eight repetitions for words and letters when evaluating handwriting evidence. Mergl
et al. [375] found that younger individuals write faster and more fluidly than older individuals. Guest
[233] corroborates these results. He found that with age, signatures tend to be written more slowly, but
noted no decrease in reproducibility with age. He did report that features related to execution time and
pen dynamics were significantly different in his three different age groups. Age and contemporaneous
material are important parameters in forensic handwriting examination, even more so when dealing with
dynamic signatures. Many medical conditions (e.g. Parkinson’s Disease, Obsessive-Compulsive Disorder,
Attention-Deficit /Hyperactivity Disorder, Alzheimer’s Disease, Huntington’s Disease and depression, [53,
70, 72, 164, 348, 454]) affect the handwritten signature. However, a detailed discussion of the various
effects and causes surpasses the scope of this review. The forensic examiner should be aware of the effects
of these conditions on dynamic information. Particular attention has been paid to neurodegenerative
disorders [71, 72, 133, 134, 169, 213, 248, 249, 454, 606] and their symptoms, in particular Parkinson’s
Disease, due to their frequent appearance in elderly people. Those conditions are often relevant for the
forensic examiners when a will is being contested. Medical conditions such as Parkinson’s Disease are
apt to change motor planning, inter-limb coordination and writing size, having large impact on dynamic
features. Teulings et al. [559] for example cite movement control problems, slowness, reduced movement

amplitudes and prolonged deceleration phases as classic signs for Parkinsonism.

10.3.3 Temporary states - sleep deprivation, alcohol and intoxication

Handwriting and signatures being a “snapshot” of the writer’s current state, many other parameters
influence the “natural” execution of the signature movements. These may be linked to his physical state
(e.g. injury, fatigue, sobriety, effect of medication/drugs/substances, recovery from illness) or to his
emotional state (e.g. stress, anxiety, emotion and depression). Emotional states of people are notoriously
difficult to study, making physical state research more popular. Research on such states is relevant to
forensic casework if the parties claim special circumstances, such as intoxication, extreme fatigue or stress
(e.g. due to coercion). Several studies have been conducted on the impact of sleep deprivation and fatigue
on handwriting. Durmer and Dinges [137] describe the adverse effects of sleep deprivation on psychomotor
performance and motor control. While these effects apply for long tasks, participants are generally able
to gather their attention for short tasks (below 10 minutes) according to Bonnet and Rosa [52]. Huber
and Headrick [268] summarize several studies and sources on sleep deprivation, notably Roulston’s and
Remillard’s unpublished studies. Both conclude that lateral expansion was found to increase with fatigue.
Remillard also noted bigger writing size and slower writing speed. Conduit [94] provides a summary of
more recent existing literature on the subject. In his article, he critically analyzes several other studies,
including that of Tucha et al. [583] on the same subject, mainly for methodological weaknesses due to
the small sample size and the biasing effect the experiment order might have had. Tucha et al. [583]

found that writers increased spacing slightly in handwriting when deprived of sleep. Bigger differences
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were observed in the handwriting kinematics. The study found that handwriting under sleep deprivation
showed lower writing times, higher maximum velocity of ascending strokes and a decrease in numbers
of velocity and acceleration inversions. Increases in maximum accelerations (positive and negative), as
well as maximum velocity in descending strokes were weaker. Conduit [94] only investigated the spatial
features of handwriting in his study, but found that these remained consistent, except for word and
letter spacing. The author also found that the increase in spacing when subjects were sleep-deprived also
extended to handwritten signatures. A study by Jasper et al. [292] investigated the effect of fatigue on
handwriting and tested the effect when sampling within fixed time periods. The results of this research
showed differences in handwriting features according to a cycle, the circadian rhythm. This rhythm is
a kind of biological clock, working in a 24-hour cycle, with recurrent periods of fatigue or alertness,
depending on the time of day. The authors show that handwriting fluency, quality and signature speed
are not affected by sleep deprivation, while handwriting kinematics do vary according to the “fatigue”
level of the participants. In another article by the same authors [291], invariance in signature execution
is attributed to the lower complexity of the signature task, as compared with handwriting. Handwriting
is a compound function involving not only motor control of the arm, wrist and fingers, but also the
use of syntactic, semantic and lexical processing. Unfortunately, the study by Jasper et al. suffers
from the small sample size, and the reliability of their results remains questionable. Most studies agree
that short duration and highly automated tasks such as signature may be performed normally even
when subjects are sleep-deprived [52, 291, 583]. Another subject of interest in forensic handwriting
examination is substance consumption. Different kinds of substances may produce varying effects on the
motor planning and/or execution. Some substances are psychoactive, while others affect the effectors (e.g.
muscles). For the sake of illustration, psychoactive substances can be classified according to their effect
on the nervous system, being either depressants (slowing the function of the nervous system), stimulants
(accelerating the function of the nervous system) or hallucinogens (altering perception of reality, space
and time). Many other substances may be contained in medication, narcotics, beverages and food. As
substances have different effects on the system, effects on the handwriting and signature are expected to be
different as well. Few authors have studied these effects on dynamic signatures, but several articles on the
subject mention changes in signature dynamics subsequent to consumption. Caligiuri and Mohammed
[72] provide a summary of medication and substance abuse effects on the handwriting and signature
movements. Alcohol is a substance than can have temporary or permanent effects. Alcohol works as a
depressant on the central nervous system and may cause euphoria and intoxication in individuals. Huber
and Headrick [268] summarize some studies treating the influences of alcohol on handwriting, finding a
total of seventeen effects on handwriting, all the while being critical about the applied methodologies and
reliability of the studies. Alcohol influences longer writing tasks more strongly than shorter writing tasks
such as signatures, much in the same way that fatigue does. Huber and Headrick cite the irregularity or
increase of pen pressure due to high Blood Alcohol Concentration (BAC), as well as a decrease in writing
speed and an increase in grammatical and orthographic errors, erratic movements and tremor. Phillips et
al. [448] looked into the mechanisms producing the impairments caused by alcohol consumption by using
handwriting recorded on a Wacom digitizing tablet. Their results indicate longer stroke lengths with
stable stroke duration, a shift toward acceleration to deceleration imbalance, with alcohol intoxication
being related to longer acceleration phases and pressure inconsistency for the non-alcohol-dependent group
after consumption of an alcoholic beverage. The most notable changes are the prolonged acceleration
phases and longer strokes, while stroke duration stays comparable. This indicates a change in writing
behavior, specifically velocity and acceleration, while being under the influence of alcohol. The authors
also state that mean pressure is not affected by alcohol consumption, although the pressure variations are
affected. This was observed through the decrease of standard variation in the sample, implying a “fatter”
pressure profile. Huber and Headrick [268] also state that effects on alcohol-dependent subjects may

differ from regular people, as their features may become less variable when alcohol is consumed. Results
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by Phillips et al. [448] corroborate Huber’s statement, although they are based on a very small writing
sample, containing only four occurrences of the cursive letter “I”. Asicioglu and Turan [24] investigated
the handwriting of 73 people after consuming alcoholic beverages. Breath alcohol content was measured
for every participant and effects of dosage and consumption were described. The study uses qualitative
assessment of discrete features to compare handwriting in sober and non-sober conditions. The results
corroborate the previously cited studies. The authors observed increases in “casualness” and “sloppiness,”
letter height, word length, grammatical and orthographic errors, spacing and number of tapered ends.
The tapered ends are argued to be indicative of high-speed execution. The authors also argue that while
execution of strokes is often faster while inebriated, pauses may be longer and thus may compensate the
overall execution time in some cases. Interestingly, the authors have also observed the inverse effects, but
less frequently. Overall, increases in writing times are more common (~70-80% of the sample), decreases
being more uncommon (~20-30%) and no changes being the rarest phenomenon (71%). The authors also
state that the level of breath alcohol may not be a good indicator for effect size, as some participants with
low breath alcohol levels showed large impacts, while others with high breath alcohol levels showed little
impact. Still, the authors found a correlation between breath alcohol level and height, angularity and
tapered ends (and thus speed). Shin and Okuyama [515] used a dynamic signature verification system
with several writing conditions to determine effects of alcohol on verification performance and to find
features useful for detection of alcohol intoxication. They noted that the effects of alcohol fluctuate in
time and were most pronounced 35 minutes after consumption. The effect progressively increases and
decreases, as would be expected due to the progressive metabolizing of the alcoholic beverage. The
authors propose four features to detect alcohol intoxication, namely average time needed to complete
a signature, average pen pressure, pen velocity and stroke angles. Pen pressure and average time drop
with alcohol consumption (by 30% and 8.8% of the original values), while velocity and internal angles
increase (by 22% and by 10%). Velocity is the only feature to show a sharp drop from 110% to 80% of
the original value between the signature session at 45 and 55 minutes after consumption. The study by
Shin and Okuyama corroborates information pointed out by the other studies in respect to the increased
variation of dynamic data after consumption of alcohol. Signature dynamics and verification rates are
both affected by alcohol consumption, but effects depend highly on the metabolizing of the ingested
alcohol. Other frequently consumed substances are caffeine and nicotine. Tucha et al. [584] investigated
the effects of caffeine, a widely used stimulant, on motor performance. He administered controlled doses
of caffeine (from placebo to 4.5 mg) with a caffeine-free coffee substitute to 20 right-handed adults. The
experience investigated performances on a Wacom digitizing tablet using a short German sentence. The
author looked at individual characters and sentences, while considering the metabolizing of caffeine. The
study showed that only high doses of caffeine significantly affect writing behavior, with levels that could
cause nausea in some of the participants. The parameters that were most affected were writing speed
and acceleration on the individual elements, while the speed on the entire sentence remained relatively
unchanged. Tucha et al. [582] conducted a similar study on the consumption of nicotine as per nicotine
chewing gum, with doses of 2 and 4 mg respectively. His study, performed on 38 smokers and 38 non-
smokers showed that nicotine consumption produces higher movement velocities and shorter writing
times in both groups. According to the authors, the effects are in proportion with the dosage of nicotine,
although they underline a lack of significance observed in their results. In both studies, no mention of
pen pressure was made. Caligiuri and Mohammed [72] also review the very limited literature available
on the effects of cannabis on handwriting. In their own study, conducted on a sample of five individuals,
they highlight trends indicating movement fluency disruption and movement prolongation. Psycho-motor
slowing appears consistent with other cannabis consumption studies. Average pen pressure was found to
increase notably for four out of five individuals. The authors also note that sensitivity to the substance
might be an issue, due to the fact that one of their subjects was very strongly affected, while the others

were less so. We must point out that the study was of very limited scope and that results should be
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considered with great care.

10.3.4 Hardware-related conditions

Many types of digitizing devices exist, including gloves, mobile devices, camera-based devices and ded-
icated signature tablets [65, 166, 367, 449, 495, 497, 507, 604]. Every digitizing mode has its own par-
ticularities and a different set of recorded measurements. By far the most widespread digitizing devices
are dedicated signature tablets and tablet PCs [356], which have been the focus of most forensic studies.
These devices can (or must) usually be used with a pen, creating familiar conditions and permitting “nat-
ural” signature behavior up to a point. Writing conditions on paper and digitizer are quite different [14,
84, 218, 607], as the surface of the digitizers is smoother and there is less friction between pen and surface
[218]. As a result, pen movement on this surface may be perceived as ‘slippery’ or ‘too fast’ and may re-
quire adaptation of the signature movements to the new substrate. Alamargot and Morin [14] tested this
on young children in order to see differences in writing behavior to check the influence of visual feedback
for writing and proprioceptive information in different learning stages. He generally found that the older
children tried compensating for the more slippery surface by applying more pen pressure but still end
up writing faster and less legibly. Gerth et al. [218] pursued this experiment with an adult population,
comparing paper and ballpoint with plastic pen and tablet surface conditions. Results indicate that adult
writers are also influenced by the tablet surface and tend to increase the pen pressure, letter size and
writing speed to compensate for the different surface type. The authors also observed that experienced
writers adapt to the new substrate in as few as 10 repetitions and were able to decrease writing pressure
and other conditions to “normal” levels. The authors also noted that people adapt more quickly if the task
they perform is an “automatized” movement process. These results affect recommendations for reference
signature collection in dynamic signature cases. People who are not used to signing on tablet screens
may need a longer time to adapt their writing and for their variation to stabilize. Thus, multiple or split
sessions might be required to get used to the signature pad conditions and produce “natural” signatures.
Another hardware-related issue is the writing space available for signatures and writing. There has been
an ongoing discussion on how and to what degree signatures are affected by external constraints, such as
predefined signature boxes, lines, display size, etc. These circumstances may force a writer to adapt his
signature and thus affect its dynamics. Phillips et al. [447] found that the size of the handwriting can
produce extensive changes in the dynamics. Downsizing handwriting requires the writer to adapt stroke
number and size, as well as change acceleration and deceleration patterns. Upsized handwriting showed
greater accelerations than medium-sized handwriting. The conclusions of Phillips et al. are in agree-
ment with the hypothesis of Teulings et al. regarding spatial invariance [560, 561], rather than timing
invariance. Signatories may also decrease overall speed and add strokes in order to fit their signature into
the constraints, which also results in higher signature times. These constraints are traditionally boxes
or lines, but may also be windows or prompts to sign, a specific interface or the digitizer screen itself.
Fazio [170] investigated size constriction effects on a Wacom digitizing tablet with a compatible Wacom
inking pen, while writing on a sheet of paper fixed to the tablet. Her study corroborates the previously
cited results. Additionally, her study shows that the effect of constraint appears to be highly variable.
Some individuals’ signatures are not influenced at all, while other signers adapt strongly to fit into the
constraints. This can sometimes go as far as changing features and parts of their signatures. Notable
changes were found in velocity, jerk, overall length, ascender length and descender length. Velocity and
jerk showed a decreasing trend with increased constraints. The only dynamic feature mentioned that
did not vary with the size constraint is pen pressure. Impedovo et al. [274] also found the velocity is
dependent on size constraints. It is worth noting that context may create circumstances that force people
to adapt their signature and produce an obligatory change in signature. Fazio [170] explains the case of

the Canadian passport, which contains a box-shaped size constraint. Any signatures touching the box’s
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Parameter ‘ Main effect Side effect Summary

Aging effects strongly depend on the individual
Age Increase in time and decrease in writing speed Decrease in fluidity and affect dynamics differently
Age group differences have been observed
Diversity in diseases and effects is enormous
Effects range from movement planning disruption
Health Depends on condition Depends on condition to effector problems
Specific literature on the encountered
condition needs to be consulted

Existing studies have been unable

Posture No notable effects No notable effects L.
to show significant changes due to posture
Effects are only observed in tasks
Fatigue No notable effects Increased spacing requiring concentration for long amounts of time
Signatures are not affected
Increase in writing speed and acceleration . . Alcohol has strong effects on dynamics,
) i L X Diverse effects depending
Alcohol increase in variation of dynamic features L but the effect strength depends on
) X ) on dose and individual . i L
imbalances in dynamics time of consumption and quantity ingested
Effects are varied due to
L. Dependent on substance type, Dependent on substance type, . o
Intoxication . o . L the diversity in substances and effects
dose administered and metabolization dose administered and metabolization .
on the brain and effectors
Smooth surfaces may cause
Writing surface Various effects in extreme cases higher writing speed and higher pressure
. No notable effects . ) .
angle (e.g. vertical surface) Effects appear mainly while becoming accustomed
to the tablet or in comparison with writing on paper
Type of constraint and severity
Writing surface Dependent on the individual, Pressure is slightly of not respecting constraints may be important
size may reduce speed and shrink writing to fit affected by constraint Effect highly depends on the individual’s choice

and adaptation to the constraint

. L . X Signing with a finger rather than
Higher variation in graphical and dynamic ) L L.
L ) . a pen with nibs introduces more variation
Writing instrument features when using a writing implement No notable effects X X

. Effect strength depends on interaction between
the person is not used to (e.g. finger)

writing surface and writing instruments

Table 10.3: Parameter effect on handwriting

border are invalid, forcing individuals to respect the size constraint and create a stronger effect than in
ordinary circumstances. Diversity of writing instruments and signature pad surface characteristics are
also of interest in the examination of dynamic signatures. As the instruments are not actually transferring
ink to the tablet, interactions with the surface differ from regular writing instruments. Most dynamic
signatures currently use either pen/stylus or the person’s fingers as writing instruments. Signing with the
finger conserves the motor programs used for signing with a pen, in accordance to the motor equivalence
principle [268, 424, 615]. This means that the execution of the signature is still highly similar, no matter
what instrument is being used. Nevertheless, signature reproducibility decreases strongly when a finger
is used as writing instrument. Prattichizzo et al. [465] carried out a comparison of handwriting and
drawn shapes using either fingers or pens and found that higher precision was achieved when using a
pen. Tolosana et al. [572] recently tested finger, stylus and mixed signature verification. In his study,
he found that error rates were lowest for stylus-made signatures, followed by finger-made signatures and
mixed comparison. Stylus-based signatures performed significantly better concerning the equal error
rates presented, which might indicate better reproducibility. Pens may show different behavior because
of the material used, contact surface (pen-tip size), rigidity (deformation of the material), type of nib
(or absence thereof) and their cross-sectional shape and diameter. Goonetilleke et al. [226] state that
writing speed is not affected by pen shape, but accuracy is highest when using slim, circular pens. With
the rise of Smartphones and mobile devices, signing with fingers is expected to become more common.
The variety in writing instruments poses a challenge, as output from instruments such as the finger and
pen do not provide the same precision and accuracy. Many different parameters have been shown to
influence the dynamic features of signatures. Table 10.3 summarizes the major effects on handwriting

and signature dynamics reviewed in the preceding paragraphs.
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10.4 Methodology in Dynamic Signature Examination

Forensic science serves the justice system by providing assistance to the decision maker when specialized
or scientific knowledge is required to evaluate evidence. The evaluation of scientific evidence often con-
cerns the freedom and fortune of individuals. Forensic science needs to withstand cross-examinations and
criticism from scientists, judges, juries and lawyers. For this reason, quality standards (and in some cases
gatekeeping measures, such as admissibility hearings) are required to guarantee the necessary scientific
rigor in forensic handwriting examination. Furthermore, forensic scientists cannot provide unprocessed
analytical results. They need to identify the client’s needs, respond to the relevant questions and report
these answers in a comprehensible way. This means the standards of quality are not exclusively concerned
with the results of an examination, but they do require that examiners provide detailed information about
the applied methodology, standard operating procedures, validity of techniques used and the means of
communicating the results. In order to be able to meet the standards of quality, accurate and well-
tested methodologies are required. Many authors have published methodologies for physical signatures
examination [187, 268, 312, 334, 382, 396] or have tried to describe and define the examination of hand-
writing [5632, 542-545]. All of these publications have several things in common: A clear definition of the
scope and goals at the beginning of the examination, rigorous analysis and comparison procedures, and
a coherent evidence evaluation phase. A solid knowledge of the studied evidence, its features and their
variation are necessary to frame and guide the process. Research on handwriting has greatly advanced
since the early stages of handwriting examination [97, 247, 427, 482], in response to the severe criticisms
laid upon the forensic handwriting examiner’s activities [385, 481, 482, 484, 485] and forensic science
in general [112, 386, 410, 444, 487]. Thus, the processes causing variation in signatures, as well as the
extent of variation have been studied. FHEs have strengthened their knowledge of the origin of signature
movements and the copying processes. Handwriting examination has delved into neuroscience, movement
generation on a processing and planning level [72, 128, 214, 424, 461, 463, 492, 541, 615], exploring the
dynamics of the movement process. It has also incorporated elements of biology and movement science
to comprehend movement execution on a muscular (effector) level [128, 197, 255, 421, 465]. Addition-
ally, forensic science has gained insight from the findings in biometrics, with several authors developing
movement-modeling techniques [124, 125, 456, 459, 461, 462] to represent handwriting movement. There
has been a research effort towards descriptor development and feature selection in dynamic signatures
[344, 355, 438, 480, 573, 581| or adapting automated comparison systems to forensic purposes [413, 470,
471, 473]. Furthermore, the criticism has led forensic scientists to provide evidence for expert opinion
reliability [43, 189, 190, 345, 517, 518], to reconsider the identification and unicity paradigms [87, 566]
and to publish their methods [187] and best practices [144, 145] . Franke and Srihari have advocated for
“computational forensics” [199, 524] as future development in forensic science, emphasizing the benefits
of adding computational techniques to traditional forensic expertise. Their computer-assisted framework
might help forensic science progress in a variety of ways, notably speeding up examination of large vol-
umes of data, performing large scale testing and calculating performance and reliability, synthesizing new
data sets, as well as standardizing work procedures. This framework is especially useful when dealing
with quantitative data such as dynamic signatures. Many parallels can be drawn between the examina-
tion methodologies for physical signatures and dynamic ones, as both types of signatures are recordings
of the same process. For example, examination order and structure, as well as qualitative examination
procedures can be applied to physical and dynamic signature examination. These similarities might be
one of the reasons why few researchers have been concerned with dealing with the more specific aspects
of dynamic signatures. Nevertheless, several authors have noticed these methodological gaps and tried
to fill them. Harralson [242] proposes a “methodology”, which is actually a decision tree based on signa-
ture types (cryptographic, dynamic or static), capture reliability and “sufficient” captured features. The

decision tree is certainly useful for the examiner, but it is too limited in scope to serve as an examination
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methodology and withstand an admissibility hearing. No other publications mentioning complete exam-
ination methodology for dynamic signatures can be found. Harralson does, however, mention important
concepts, such as digitizer metadata [199, 242, 508, 594|, sensor and capture reliability [196, 197] and
“sufficient” features, which have been further addressed by other researchers. Other problems such as de-
vice interoperability [18, 455, 572, 573, 581, 593] and measurement compatibility [196, 197] have come to
researchers’ attention and have been studied. Some other publications are focusing on feature selection,
reliability and data treatment for forensic examiners [185, 388, 389, 420]. Articles of more technical nature
treat device interoperability and verification performances [572, 573, 581, 593] on different devices and
conditions. Data quality and examination reproducibility are increasingly important to researchers and
practitioners. There is also specific literature on examination and comparison methods in signature ex-
amination. Linden et al. propose an approach for defining a match based on whether or not its measured
values are inside the variation observed from the known source signature sample [337]. Several authors
have underlined how automation can help forensic examiners [49, 198, 199, 524, 526, 532]. Examination
and analysis techniques for time-function features and parameter features have been used in biometrics
and can be transposed to forensic science [27, 320, 347, 408, 438, 440, 468, 480, 523, 549|. Technical
advances have been achieved in comparison techniques, using algorithms such as Longest Common Sub
Sequence (LCSS) [440], Dynamic Time Warping (DTW) [273, 337], models such as Hidden Markov Mod-
els (HMM), Gaussian Mixture Models (GMM) or neural networks (NN) [273, 393], as support for the
signature comparison process. New visualization tools and comparison procedures are being developed
[251, 317, 337, 420]. Some commercial toolkits (e.g. Wacom Signature Scope, NeuroScript MovAlyzeR,
signotec e-sig Analyze, Topaz SigAnalyze and SigCompare) are already available for forensic examiners,
while others are under development by researchers [250, 503, 540]. These programs often offer extended
visualization and analysis capabilities, helping the forensic examiner in his examination process. Unfor-
tunately, dynamic signature data formats are often proprietary and no universally applicable open-source
toolkit helping with data treatment, visualization and comparison currently exists. While much progress
has been made in data treatment, visualization, analysis and comparison, few authors propose ways to
evaluate quantitative signature data probabilistically. Forensic science is undergoing a paradigm change
[78, 87, 154, 158, 566], moving away from the uniqueness and individualization paradigm, distancing itself
from categorical statements. The more recent probabilistic approach maintains that uncertainty is present
in the inference process and should be handled with statistical tools and models. Recently recommended
statistical evidence evaluation approaches rely on personal probability [37, 341, 343, 557], the Bayes the-
orem [9, 12, 13, 158, 557, 558] and to some extent decision theory [35, 36, 553]. Recommendations from
European Institutes and American case law suggest that the Bayesian approach is more coherent and
well adapted to forensic science purposes than categorical conclusions or purely technical information [31,
154, 156, 158, 281, 567]. Marquis et al. describe a static signature case, approached using the likelihood
ratio approach and personal probabilities [361]. Gonzalez-Rodriguez et al. developed a way to use Likeli-
hood Ratios in biometric systems, using Kernel Density Functions (KDF) [224]. Kupferschmid [317] also
applies kernel density functions (KDF to either features or scores (obtained by DTW), and uses the esti-
mated densities for Likelihood Ratio computation. Chen et al. [85] used a score-based (DTW) likelihood
ratio framework to work on grayscale, width and radian information extracted from static signatures.
Their approach is similar to Kupferschmid’s, but they additionally measure calibration and performance
of the system. Gaborini et al. [201] apply and adapt the method of Marquis et al., based on Fourier
Descriptors [56, 358, 360, 555, 556, 562], and propose a multivariate evidence evaluation approach. As
can be seen through the literature review in this article, dynamic signature examination has gained the
attention of the forensic examiner community, which is actively working to fill methodological gaps and
develop robust and reliable methods. This implies that there are still important steps to be taken to
attain the demands set by documents such as the NAS [410] and PCAST reports [444]. Other forensic

fields have already started adapting to the requirements set to forensic science by the legal system [146,
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284, 416]. Forensic handwriting examination should also adapt, especially when dynamic signatures and
quantitative data are involved. Examiners should try to obtain information from digitizer manufacturers,
to qualify measurement reliability and avoid detrimental pretreatment of data at the acquisition step.
Standard testing procedures should be developed to test the measurement reproducibility of the digitizer
and identify acquisition errors in the data. In this way, information about digitizer reliability data could
be shared among laboratories. Research should also be directed at rational ways of selecting relevant and
discriminating features in questioned signature cases. Using all available data contained in a dynamic
signature is at best difficult and, at worst, detrimental to inference process. A robust way of selecting
interesting and discriminating features for casework would greatly assist forensic examiners, who have
to repeat the process for each new case. Multiple research teams should test comparison procedures for
subjective visual inspection and automated comparison in order to qualify reproducibility. This would
entail that a description of comparison methodologies always include mention of the data, procedure,
algorithm and features that are being used. Casework in forensic science is defined by many different
circumstances. These circumstances may influence the dynamic features of signatures more strongly
than the spatial characteristics. Ways to deal with particular parameters need to be found. Especially,
temporal distance between questioned signatures and reference data introduces important variation in
signature dynamics. Few studies with a focus on temporal distance’s impact on dynamic features of
signatures are known. Most importantly, the scope of examination must be clearly defined. This calls for
careful consideration of the court’s needs. It would be desirable for examiners to clearly state their infer-
ence process and conclusion type, as well as to clarify the limitations associated with the chosen method
[25]. Forensic examiners are invaluable in this process, as cases differ strongly and require adaptation
to the case circumstances. Nevertheless, statistics and computer algorithms could be an invaluable asset
to the Forensic Handwriting Examiner. They may not only strengthen reproducibility and transparency
of the process, but also speed up examinations. Assumptions, data sets and procedures would have to
be formulated clearly. Forensic signature examination has not, as of yet, adopted a probabilistic frame-
work. The currently used method, mostly subjective assessment of graphical signature features, could
be complemented with a statistical method dealing with the quantitative signature data. In this way,
experts could make the most of the dynamic signature data, use the “best available evidence” and increase
reproducibility and confidence in their results. The Bayesian framework for evidence evaluation would en-
able examiners to formalize a logically coherent reasoning process. Additionally, the Bayesian framework
would give handwriting examiners a common vocabulary to express strength of evidence. This would
facilitate exchange between researchers and colleagues, making collaborative testing and proficiency tests
more easily comparable. Additionally, by conforming to the ENFSI and AFSP recommendations [25,
144, 145], the handwriting examiner guarantees adherence to quality standard and reduces exposure to
criticism. It is the authors’ firm belief that research into these key aspects would greatly benefit the
dynamic signature examination by increasing scientific and statistical rigor. This will hopefully lead to
acceptance and recognition of forensic handwriting examination as valid scientific discipline and satisfy

critics by providing both a structured approach and empirical data to back up the field’s claims.

10.5 Conclusion

A state of the art of the forensic examination of dynamic signatures has been provided. The review
focused on literature discussing dynamic features and their variation under multiple parameters, such
as writing position, writing substrate, age or intoxication. It also provides a review of methodology for
forensic dynamic signature examination, while pointing out gaps existing in the current way of evaluating
findings. The review has shown that case circumstances may have strong effects on both graphical and

dynamic signature features. A lack of awareness about these parameters may lead to overestimation (or
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underestimation) of signature variation. In mild cases, this may lead to unjustified confidence in results,
while in the worst case this may lead to erroneous conclusions. The state of the art has shown that
valuable information on dynamic features in signatures can be found. While technical and signature
variation related knowledge continually appears, few studies deal with forensic evidence evaluation and
inference. Evett [158] reminds forensic practitioners that forensic science is about reasoning, not only
about technical advancement and empirical data. The technical studies provide the construction materials
for good forensic science, but without a solid foundation in the form of a framework for reasoning,
the conclusion cannot remain standing. Researchers should continue exploring dynamic data and its
variation. Nevertheless, forensic scientists should not forget that empirical data is given meaning through
an evaluation process, which necessitates a framework, method and statistical model for reasoning. The
next step for forensic examination of dynamic signatures will be the development of a probabilistic model
that is able to use empirical data to inform the Bayes Factor. This model will support the forensic

examiners in their casework through reliable and reproducible inference.

110






11

CASE ASSESSMENT IN DYNAMIC SIGNATURE CASES

BAYESIAN MULTIVARIATE MODELS FOR

Published. Linden, J., Taroni, F., Marquis, R. and Bozza, S., 2021. Bayesian multivariate models for

case assessment in dynamic signature cases. Forensic Science International, 318, p.110611.

Abstract

Dynamic signatures are recordings of signatures made on digitizing devices such as tablet
PCs. These handwritten signatures contain both dynamic and spatial information on every
data point collected during the signature movement and can therefore be described in the
form of multivariate data. The management of dynamic signatures represents a challenge
for the forensic science community through its novelty and the volume of data available.
Much as for static signatures, the authenticity of dynamic signatures may be doubted,
which leads to a forensic examination of the unknown source signature. The Bayes’ factor,
as measure of evidential support, can be assigned with statistical models to discriminate
between competing propositions. In this respect, the limitations of existing probabilistic
solutions to deal with dynamic signature evidence is pointed out and explained in detail. In
particular, the necessity to remove the independence assumption between questioned and
reference material is emphasized.

Keywords: Dynamic signatures, Questioned documents, Handwritten signature evalua-

tion, Bayesian multivariate models, Bayes’ factor.

11.1 Introduction

Forensic science has been strongly criticized in recent years. The highly debated NAS and PCAST reports
[410, 444] in the United States of America especially focus on the lack of statistical approaches in many
pattern matching disciplines, as well as the lack of method validation. Many disciplines, handwriting and
signature examination included, are indirectly concerned by these criticisms [385, 397, 401, 410, 444, 482,
485, 501, 502], while their progress towards validated and well documented approaches has been noted.
Pattern matching fields such as fingerprint examination, shoeprint examination, speaker recognition and
handwriting examination have a reputation of being highly subjective and prone to human error and

cognitive bias. A general lack of statistical procedures in practice has been underlined [444]. In the last
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decade, this situation has led to a number of publications on standard operating procedures, reporting
guidelines, but also methodological and fundamental research. Some researchers look for ‘objectivity’ by
way of automated comparison systems. Automated systems often use a dissimilarity measure generated
through a complex matching algorithm, which can be ‘translated’ into a statement about evidential value
[106, 146, 194, 224, 254, 380, 384, 400, 402, 415, 417, 471, 473, 505, 506]. These systems offer more
standardized and reproducible procedures [199], but are less versatile and ‘adaptive’ than the human
examiner’s methods. They require a rigorous framing of the forensic question to be answered, as well as
an extensive collection of data. Currently, the court’s question ‘how much does a reference sample coming
from a known source support that a given person is the source of a questioned signature?’ is not answered
in a coherent way. Evidence assessment methodology requires a clear, domain-specific definition of the
propositions the Court is interested in, extensive theoretical knowledge for feature selection and model
justification. Researchers have realized that in addition to data collection, there is an urgent need for a
framework for evidence evaluation. Probabilistic procedures [13, 31, 37-39, 64, 80, 81, 154, 246, 379, 397,
399, 401, 551, 554] for evidence evaluation have been suggested as solutions. These data-driven methods
provide the means for thorough validation, as well as implement a practical model to assess the value of

observations made by the expert in the legal context.

Forensic handwriting examination automated systems, e.g., Flash-ID, WANDA-FISH, Graphlog,
CEDAR-FOX, GRAWIS [105, 505, 528-530] were designed exclusively to deal with handwritten text.
Their purpose is limited to text identification by reducing the pool of potential sources. The systems
focus on rarity quantification of features in a given population. In the context of signatures, forensic
literature on automated systems is sparse. Most of the available research is oriented to biometric tasks,
where the objectives (identification or verification of the source), are incompatible with the role of the
forensic scientist who should supply information as to the value of each piece of evidence under a set of
mutually exclusive propositions. These are put forward by the parties at trial. A forensic scientist should
inform a decision-maker (e.g. judge, jury) with evidential value statements enabling them to make their
own decision, based on available contextual knowledge and on their own assignment of the undesirability
of adverse outcomes (i.e. a false identification or a false exclusion). Recent recommendations made by
the European Network of Forensic Science Institutes (ENFSI) and the Royal Statistical Society (RSS)
promote forms of probabilistic reasoning to evaluate and communicate evidence [25, 144, 145, 283, 488|.
These recommendations also noticed that key issues — that are ‘those aspects of a case on which a Court,
under the law of the case, seeks to reach a judgement’ (ENFSI 2015 at p. 21) — provide the general
framework within which requests to the forensic scientists and propositions are formally defined. Unfor-
tunately, there are currently no methodologies dealing with dynamic signatures available to the forensic
signature examiner that follow these recommendations. A specific evaluative methodology for dynamic

signature examination is developed and illustrated in this paper.

Dynamic signatures (also called “online signatures”) are a type of handwritten electronic signature
[335]. They are essentially a “recording” of a signature, rather than an image. In this recording, both spa-
tial and temporal characteristics of the signatures are acquired simultaneously and continuously through-
out the signature. They provide novel, extensive multivariate quantitative data on signatures. Proba-
bilistic approaches have been developed in various forensic fields like fingermark [416], glass evidence |6,
103], voice comparison [403], handwriting and static signature examination [56, 201]. The aim of this
work is to highlight the limitations of current approaches to infer authorship in the presence of dynamic

signatures and to propose a framework based on reliable assumptions.

Section 11.2.1 reviews the existing probabilistic models for forensic multivariate data, while a proposal
for questioned dynamic signatures is illustrated in Section 11.2.2. The conditions and methods tested are
presented in 11.3, while results and performance of the model are discussed in 11.4. Section 11.5, finally,

concludes the paper.
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11.2 The Bayesian approach — framing the question of unknown

source signatures

Consider the following scenario: John Doe receives a bill from an Insurance Company ‘Insurance Inc.’
regarding a life insurance contract signed on January 1, 2019. John Doe is unwilling to pay the bill and
denies having signed a contract with ‘Insurance Inc.’. Given the amount of money at stake, ‘Insurance
Inc.” attacks John Doe in court. The questioned signature on the contract was signed on a digitizing
tablet and is a dynamic signature. ‘Insurance Inc.” claims that John Doe signed the said document,
while John Doe claims someone else must have forged his signature. The court designates a forensic
handwriting examiner in order to assess the value of the findings under the propositions put forward by
the parties at trial. The examiner’s responsibility is to provide assistance through the use of a coherent

statistical framework.

In order to build up a statistical framework suitable for dynamic signature examination, a first look at
existing Bayesian multivariate models in forensic science applications (including the field of handwriting
examination) is proposed. We discuss assumptions and limitations of these models and move on to why
these assumptions are no longer justifiable for questioned signature cases; these models are adapted to

deal with situations involving dynamic signature features.

11.2.1 Multivariate statistic models for forensic evidence

Several models for the evaluation of the evidence in presence of multivariate data can be found in the
literature [6, 7, 56, 194, 201, 224, 624], although few publications deal with handwriting data [56] or
signature data [201] specifically. Questions in handwriting examination are most often related to writer
identification, which is analogous to determining the source of a fingerprint or a glass fragment. The
existing underlying statistical models rely on the assumption of i) independence between sources, ii) the
sincerity of the signature and iii) all specimens are from the same relevant population. These assumptions
are suitable for most physiological biometrics and for physical evidence. Such models inherently focus on
the inherent variability of features. For example, in handwriting examination [56], comparison between
questioned document and control documents originating from a known source rely on both the within-

writer variability and on the between-writer variability.

The possibility of ‘insincerity’ of the available findings, i.e. the wilful alteration or imitation of
characteristic information, is not taken into consideration. While this assumption may be sound for glass
evidence or handwriting examination, it is difficult to justify in the context of questioned signatures. The
possibility of forgery and disguise, forms of mimicry [202] to approach a ‘target signature’, breaks the
independence assumption. While glass fragments, for example, can be described by a refractive index,
which is an intrinsic property, signatures are not physical ‘properties’ of a person but a result of a complex
behavioral process and a behavior can be changed consciously up to a certain degree (i.e. it is subject to
insincerity). This fact will have an impact on the choice of the relevant population and the comparison

materials, as forgeries show different variation than genuine signatures.

Three existing statistical models for the evaluation of evidence in the form of multivariate data are
presented in the following subsections. These models focus on the notion of rarity and variability of

characteristics in a population. The propositions of interest can be formalized as follows:

H, The questioned and reference materials originate from the same source

H; The questioned and reference materials originate from different sources
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All models provide the examiner with Bayes’ Factor (BF, for short), a measure that quantifies the

degree to which observations support, in one way or another, competing propositions.

The first model taken into consideration is the one proposed by Aitken & Lucy [6, 7] in the context
of glass evidence evaluation. Such probabilistic models allow one to deal with data showing two levels
of variation: that within sources (e.g. within measurements on glass fragments originating from the
same window) and that between sources (e.g. between measurements on glass fragments originating
from different windows). This model can also be implemented for handwriting evidence, as this type of
evidence also presents two levels of variation (i.e. there is variability in handwriting features within and

between writers).

Consider a database {Z; ; },i=1,...,mand j =1, ..., n, where there are p (>>1) collected features
(e.g. chemical composition of glass features, measurements describing handwritten character loops) from
m sources with n repetitions for each source. The data is multivariate and assumed to be normally
distributed, with a mean vector within sources ; and a within source covariance matrix W (eqn. 11.1).
Note that the within-source mean vector 6; (eqn. 11.2) varies between sources ¢ = 1, ..., m, while the
within source covariance matrix W is assumed to be constant. This might be a reasonable assumption
in some contexts like glass evidence evaluation, but less so in others such as signature examination.
Following Aitken & Lucy [6, 7], a Normal prior probability distribution is taken to model uncertainty
about the mean vector within sources 6;. The two-level model (that will be called MVN, shorthand for

Multi-Variate Normal) can be represented as follows:

Zij ~ N(0:, W), (11.1)

where p is the between source mean vector and B the between source covariance matrix.

The evidence is defined by the occurrence of features from the questioned material and from the
reference material originating from a given source. Measurements are denoted by y and x, respectively.
The corresponding mean vector within sources are 0, and 0,, respectively. The data is assumed to be

normally distributed:

(y\eyaW) NN(G%W)’ (11.3)
(@00, W) ~ N (62, W). (11.4)

The value of the evidence is computed as

Ji(y, x[Hy)

BF — LW T
fa(y, x| H2)

(11.5)

where fi1(y,x|H;) is the marginal likelihood under hypothesis H; and fa(y,x|Hs) is the marginal
likelihood under hypothesis Hy. If the questioned and reference materials originate from the same source
(H; holds), then the mean feature vectors are equal, 8, = 6, = 6. The marginal likelihood fi(y, z|H;)

from eqn. 11.5 can be obtained as shown in eqn. 11.6:

fily, 2| Hy) = /9 F(yl6,W) x £(]6,W) x £(6]u, B)do (11.6)
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Vice versa, if the questioned and reference signature originate from different sources (Hz holds), then
the mean vectors within sources will be different, meaning 6, # 6,. The marginal likelihood fs(y, z|H2)

from eqn. 11.5 can be obtained as described in eqn. 11.7:

foly, 2l Hy) = / F(l6y. W) x £(8y |1, B, x / F(2l62.W)  f(B.\u B)dB,  (10.7)

Note that in this latter case it is assumed that feature vectors originating from reference and ques-
tioned materials are independent. In the case of handwriting evidence, it means assuming the handwritten

material has been produced without any intention of reproducing someone else’s writing style.

There are instances where a Kernel density distribution may more appropriately model the between-
source variability, for instance in presence of asymmetry or multimodality, where the Normal distribution
does not fit well. In this latter case, the distribution for the between-group variability in 11.2 may be

estimated starting from the available database {Z;j} as follows

1 m
f(6lz1,. .., 2m, C, h) = EZK(GM,C, h). (11.8)

i=1

where K() is the Kernel function, z; = %Z?Zl(zw) are the group means and h is the smoothing
parameter. Aitken and Lucy [6] propose using a Normal (Gaussian) kernel centered at the group means
2; with covariance matrix h?B. This model is denoted MVK (shorthand for Multivariate Kernel). The
marginal likelihoods f(y,x|H;) and f(y,z|Hz) are obtained as in (11.6) and (11.7), respectively, where
the Normal distribution for the between-source variability f(0|u, B) in 11.2 is replaced by the kernel

distribution f(0|z1, ..., 2m, B, h) in (11.8).

For both the MVN and MVK models, the marginal likelihoods can be determined analytically [6].
Parameters pu, B and W are being estimated using available background data (e.g., Aitken & Lucy [6]
made reference to a database collecting measurements on the refractive index of glass fragments from

m=62 windows).

Further research has been conducted on handwriting evaluation, a subject more closely related to the
one of signature evidence tackled in the current study. Bozza et al. [56] observed that while a constant
within source variability is reasonable for glass evidence, it is less sound for handwriting data. As such,
handwritings differ not only in their feature mean values, but also in the inherent degree of variability.
Forensic handwriting examination literature has long asserted that variability is personal and plays a large
role in examination and evidence evaluation processes [268, 313, 396]. The extension proposed by Bozza
et al. [56] allows non-constant within source variability by introducing an inverse Wishart distribution
to model the within-source covariance matrices W;. The extended model (Multi-Variate Normal Inverse
Wishart, MVNIW in shorthand) is detailed below: Z;; ~ N(6;, W;) 6; ~ N (u, B) W; ~ IW (U, v), where
U is the scale matrix of the inverse Wishart distribution and v is the number of degrees of freedom of the

inverse Wishart distribution, while the other hyperparameters have been introduced earlier.

Parameters p, B are being estimated using available background data, while the scale matrix U and
the number of degrees of freedom v must be elicited. Bozza et al. [56] suggest to choose the scale matrix
U so that the prior distribution is centered on the common within-source covariance matrix W, that is
itself estimated from the available background data. On the other side, a large(small) number of degrees

of freedom v will allow to reduce(increase) the variability of the prior distribution.

The questioned and reference material are assumed to be normally distributed:
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Model Likelihood Bayes’ factor
(MVNIW) (Evidence)

XN (6, W)

‘ I Sy FOWFGIF@IHE) dy
‘ Iy FOWIFBIHL) dp f, FOlp)f (wlHs) d

Gy~N(B, W)
6;~N(u, B)
W~ IW(U,v)

-

Figure 11.1: Graphical Representation of the MVNIW Model. A database (DB) of genuine material {Z;;} is
available to estimate model parameters.

(y|9y’Wy) NN(GwWy), (11.9)

(@[04, Wy) ~ N(Oz, Wy). (11.10)

The value of the evidence is given by the ratio of two marginal likelihoods under the competing proposi-
tions H; and Hs.

If the feature vectors originate from the same source (i.e. H; holds), the within-source mean vectors
and the within-source covariance matrices are equal, that is 8, = 0, = 6 and W, = W, = W, and the
marginal likelihood f(y,z|H;) can be obtained as follows:

Fly. 2 Hy) = /w F (1) F () F (| ), (11.11)

where ¢ = (6, W) and f(¢|H;) is a compact form for the prior probability distribution of parameters
under hypothesis H;. If the feature vectors originate from different sources (i.e. Hy holds), then 6, # 6,
and W, # W,, and the marginal likelihood f(y, z|H2) can be obtained as follows:

Fy. 2l Hy) = /w F 1) F () F () ). (11.12)

where ¢ = (0, W), with 8 = (6,,6,) and W = (W,, W,), and f(¢)|H>) is a compact form for the prior
probability distribution of model parameters under hypothesis Hs. Note that, as with the MVN and MVK
models, questioned and reference material are assumed to be independent: the sincerity of the questioned
material is undisputed. The increased model complexity allows one to better model the variation for
handwriting behavior but also presents a further difficulty. The marginal likelihoods in (Eqns. 11.11)
and (11.12) are no longer available in closed form since the integrals do not have an analytical solution.
Bozza et al. [56] proposed to derive the marginal likelihood from the output of a Markov Chain Monte
Carlo (MCMC) procedure, using Chib’s method [86]. Other techniques such as bridge sampling [230] or
importance sampling [222] can alternatively be used. A schematic representation of the MVNIW model
can be found in Figure 11.1. Note that the available background data is given by sincere, genuine material
and is denoted by {Z;j}.
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It must be underlined that there is another aspect that needs to be taken into account in signature
examination, which refers to its ‘sincerity’. A ‘physiological’ feature, like the glass refractive index can be
assumed to be always sincere, as it can only be altered by unusual conditions. A ‘behavioral’ biometric
like a signature can be affected by both conscious and unconscious factors and conditions. Glass cannot
alter its properties willingly, while handwriting and signatures are a product of a conscious behavior
and can be willingly altered to some degree. These alterations may be minor variations such as a small
tremble or different sizing, but can also be major changes, such as shape and directional changes, or the
use of different allographs. When we calculate the BF for signature evidence using one of the probabilistic
solutions described above, we make the underlying assumption of sincerity of the signature, as we consider
two signatures made by different people (i.e. when Hs holds) to be independent. This point is mandatory
because the marginal likelihood at the denominator (equation 11.7 for models MVN/MVK and (Eqn.
11.12) for model MVNIW) is obtained by multiplying the two marginal likelihoods of y and x that are
assumed to be independent. The Bayes’ factor that is given by

fly,z|H2)  f(ylz, H2) f(x|H2)

, simplifies to

(i) (1L14)

because of the assumption of independence between sources when proposition Hs holds, so that
flylz, Hy) = f(y|H2), and moreover because features on the reference material are independent of the
proposition, so that f(z|H1) = f(x|Hz). The approach to casework in handwriting and signature ex-
amination is fundamentally different because of the purpose of the handwritten element under scrutiny;
whereas signatures are designed for identification, handwriting is designed for communication. As a result,
the context for their examination is different, and justifies a difference in statistical model. Handwriting
cases often involve an identification task, while signatures are more likely to be used in verification. The
assumption of independence between sources can be justified for handwriting evidence evaluation under
the condition that one writer does not have an interest in disguising his handwriting features or reproduc-
ing the features of another subject. As a consequence, it does make sense to assume that the questioned
sample and reference sample belong to the same population and therefore share the same kind of intra-
and inter-variability within sources. This amounts to saying that the same background population can

be used to estimate model parameters under both competing propositions.

In most signature cases, however, the writer specifically wants to produce features similar to and
inspired by a ‘target’. It is similar to making a ‘copy’, which necessarily depends on the original signature.
The difference stems here from the fact that the forensic examiner has to deal with a real signature, with
underlying movements and variation, that is informed by a given source’s signature. As such, it may be
agreed that simulated signatures do not follow the same movement and writing mechanisms as genuine
signatures, as the simulator may need to work outside his writing habits. This may produce a focus on
copying the shape and eye-catching features of a signature, rather than the movement dynamics. In turn,
this copying or drawing process would lead to either exceptionally narrow variation or a very wide range
of variation (in case the simulator lacks the necessary skill to reproduce the features). The estimation
of model parameters relies on the availability of a background database {Z(i, j)} that is considered to
be representative of provided target features (i.e. signature characteristics). It appears incoherent to
estimate model parameters from the same populations independently on which proposition holds. This
necessarily leads to the collection of additional ad-hoc background data with signatures reflecting disguise

and simulation behavior. Further details will be provided in Section 11.3.2.
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11.2.2 A proposal for questioned signature casework

In John Doe’s case, as in most cases involving signatures, the court’s question pertains to the authenticity
of the signature. Authenticity is linked to the notions of source and “originality”. The underlying question
is to provide information about the authenticity of a questioned signature. In many European countries,
examiners are being encouraged to provide this assessment with a measure of the associated uncertainty
[145]. The approaches used to provide this information are almost exclusively probabilistic. Forensic
document examiners are thus asked to measure the extent of the support a series of observed features
provides to competing propositions if the signature originates from a given source and it is not a copy.
In the majority of signature cases, the examiner’s task is similar to a “verification” task as defined in
biometrics. In verification, a presumed identity is provided and the focus lies in classifying the questioned
(unknown source) signature as either a genuine or an “impostor” signature. Although parallels to signature
verification exist, forensic and biometric approaches differ. In contrast, forensic examiners aim to provide
comprehensive and transparent information for the court, refraining from taking decisions. They aim
to report probabilistic assessments of the evidence under the possible scenarios. Signature disguise has
also become an important matter of fact. Only under particular circumstances or assumptions can this
possibility be safely ignored. Unusual circumstances, such as body position, intoxication or illness and
ageing are also limiting factors. Forensic science intervenes in cases long after the actual act of signing,
so it has to deal with incomplete information and temporal delays between sample acquisitions more
frequently. In this section, we propose a probabilistic approach to providing evidence assessments for

signature examination.

In routine casework, it is generally alleged that a signature is either simulated or disguised rather
than having a randomly made match to a genuine signature. Insincerity is the most common defence for
the presumed source. Insincerity implies that there necessarily is a ‘target’ signature, which the insincere
signature is similar to. Insincerity thus implies a conditioning on a set of signatures, usually a subset of the
presumed sources’ signatures, which serves as ‘learning’ material for the simulator. The relevant question
corresponding to those allegations would be ‘how likely it is that somebody could reproduce the presumed
source’s signature?’ rather than ‘how likely is it to find a genuine signature from a person different than
the presumed source matching the questioned one?’ This first consideration will have a major impact on
the statistical model for the evaluation of signature authenticity. The previously described independence

assumption, as well as the propositions specified are therefore inadequate and will be redefined.

To begin with, a clarification as to how handwriting and signature cases differ is needed. This
clarification specifically concerns the problem of insincerity for signatures cases. Handwriting cases,
unlike signature cases, fall into one of two categories, namely identification and verification. The first
type generally involves a genuine (or disguised) handwriting, whose source the forensic scientist wishes
to determine. The second type involves a presumption of identity, which the examiner wishes to verify
and might involve either genuine or insincere (simulated) handwriting. Identification type tasks are
very uncommon in signature cases, however most of the probabilistic models used in forensic science are
tailored to these specific issues. This stems from the roots of the models, which often originated from
identification areas, such as fingermarks, DNA or glass evidence. Within identification fields, very few
cases feature dependencies between samples, and it is routinely assumed for sources to be distinct and
unrelated. In verification-type tasks, a presumed identity exists, and the plausible alternative is that
a third party tried to imitate this source’s features. The impostor necessarily tries to mimic existing
features and therefore depends on some source material. As a result using the identification models is
a logically coherent and defensible approach for handwriting examination, but appears not to be for
signature examination. Another important difference between handwriting and signatures needs to be

noted. Handwritings need to stay within a codified form, so that a reader can decipher it, while this is
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not required for signatures (in most countries). Because of the lower level of constraints and conventions
in signatures, the inherent variation between handwriting from different individuals is much lower than

in signatures.

Signature cases almost implicitly exclude random matches to other genuine signatures by providing a
‘presumed identity’ for the signer. Except for people with identical names, insincerity would be the only
reasonable explanation if the signature was contested. Signatures are distinctive signs of identity and
reflect the signer’s writing habits and movement patterns. They are also said to be highly automated
movements (“overlearned”). As a result, they can be executed with little concentration, just like a
simple movement such as throwing a ball. As a consequence, their variation should be less affected by
concentration-related factors, such as alcohol intoxication or fatigue. Signatures can have different styles,
shapes, directions, inclinations, flourishes and ornaments. Signatures should logically present greater
variation between sources, as they are more diverse than handwritings, and lower variation within source,
as they are highly automated. Simulated signatures should be more similar to the presumed source and
present a smaller between-writer variation. We would argue that for signatures, propositions allowing
only the genuine and sincere signature alternative arguably do not reply to the question of interest. This
second consideration naturally leads to our proposal to reformulate the existing proposition and to adapt

the Bayes’ factor calculation accordingly.

11.2.2.1 Propositions for questioned signatures

As recommended by the ENFSI guidelines on evaluative reporting, the starting point of an evaluative

process is the definition of (at least) one pair of propositions [145, 283, 488].

Before delving into the definition of the propositions, we would like to clarify the scope of application of
the current proposal. Forensic Handwriting Examiners (FHE) and biometricians have classified simulated
signatures into several categories. Researchers have adopted the terminology of ‘Presentation Attack’ [277,
503, 577] for instances where a simulator physically reproduces a signature. For the interested reader, a
summary of these presentation attack types can be found in [351]. Naturally, other attacks which do not
require a ‘physical presence’ exist. Such attacks involve creating a synthetic signature, or altering and
reinjecting existing signature data [172, 203-205, 208]. These attacks surpass the scope of this article, but
may pose a great challenge to the FHE community. This article will only address the more traditional
‘Presentation Attacks’. To address signatures, the FHE community has adopted a specific vocabulary,
which is chosen carefully as to not imply any legal meaning. For example, forgery is a legal term and
is unfit for use by forensic examiners. For the remainder of this document, only the term ‘simulated
signature’ will be used to designate a forged signature. The article will discuss the theoretical possibility
of modelling disguise behavior into the evaluative model. A signature is only valid when a physical person
can be linked to the document and signature. As such, there must legally be a presumed source. The
questions of interest for a court of justice are those related to the source of the signature. This implies in
particular that the relevant alternative population is made of specific forgeries of the presumed source’s
signatures. Further, forgeries are believed to have different movement mechanisms with respect to genuine
signatures and thus exhibit different variation than genuine signatures. This makes the evaluation task
more demanding, because the relevant population to be taken into consideration under the competing

propositions will differ.

The specification of the first proposition in this case is straightforward. It appears natural to propose
that the questioned signature was written by the presumed source. The presumption of identity is
created through personal information, such as a name and address. This proposition, i.e. H; in Table

11.1, mirrors ‘Insurance Inc.’s version of the facts, which assumes that John Doe actually is the real
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signer. If the presumed source did sign the document, two different scenarios are plausible. In the first
one, H; 1, the presumed writer produced a sincere genuine signature, as he is expected to do. This would
result in a completely ‘standard’ signature, the simplest case for a signature examination. In the second
one, H o, the signer tried to produce a disguised signature by consciously altering his signature features.
The acknowledgement of a possible disguise process makes the explanation of discordant measurements
on the questioned signatures less obvious and may affect the evidence evaluation significantly. In both
cases, the presumed signer did actually produce the questioned signature, making them both genuine
signatures. The problem lies in the “sincerity” of the signature. The disguised signature is insincere and

can be confused with a simulated signature produced by a third person.

The second proposition, Hs, according to the previous scenario, would be John Doe’s version of the
facts. He generally denies signing the document. The alternative proposition requires the definition of
possible alternative scenarios. The straightforward way is to select the negation of the first proposition,
meaning that the presumed source did not produce the question signature. However, the remaining
possibilities if the presumed source did not sign need to be defined. Two possible scenarios can be
considered under this proposition. First, we assume that someone else has produced the questioned
signature, but did not have any intention to simulate the presumed signer’s signature. This would be just
a random similarity between signatures, much like a random forgery. This proposition will be denoted
Hjy ;. Second, we consider proposition Hj 2 when someone else has produced the questioned signature
while trying to simulate the presumed signer’s signature. In most cases, this would implicate that the
forger has had access to some sample of the target signature or at least has some knowledge about it.
We could further detail the alternative propositions in order to distinguish the method of forgery used
(e.g. freehand, tracing), but this may add unnecessary complexity. The scenario described by Hs 1
involves a sincere signature, while the one described by Hs o involves an insincere signature. As most
important documents contain not only a signature but also other identifying information such as name,
address, date of birth among others, a random match with another person’s sincere signature seems
far-fetched in most cases. This is true at least for Western Europe, where signatures often differ from
handwriting and do not necessarily depict the signer’s name. The situation may be different in other
linguistic regions and cultures. This very same fact also justifies anchoring the alternative proposition
on the presumed source’s signature. The simulated signature is not any random simulated signature,
but should mimic specifically the presumed source’s signature. The specificity (or absence thereof) in
this statement is the key to choosing an adequate database for the signature evaluation. In practice,
we may choose either a database of many different simulated signatures, or specifically simulations of
the source’s signature. Having a non-specific simulated signature population would eliminate the need
for data acquisitions for every case, though this does not take the specific signature’s complexity into
account. The genuine random match scenario and the simulated signature scenario require a different
relevant population to be taken into consideration. In the case under proposition Hs i, the questioned
signature should be evaluated using a model whose parameters are estimated using a genuine sincere
signature population. Vice versa, in the case under proposition Hj 2, a specific database of simulated
signatures of the presumed source’s signature should ideally be used, or alternatively a population of
non-specific simulated signatures. The BFs derived in Section 11.2.1 according to models MVN, MVK
and MVNIW, provide a numerical representation of the impact of available measurements to compare
proposition H; ; with proposition Hy ;. These solutions are based on the assumption of independence
between questioned and control material under the alternative proposition. However, it is felt more
appropriate to remove such assumptions for signature examination, for the reasons explained above. The

proposed approach will be described in Section 11.2.2.2.

The alternative proposition could also be refined if the relevant population is reduced to only a few

relevant suspects. One could compare the questioned signature to both the genuine signatures made by
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Proposition Sub-Proposition  Scenario ‘Wording Shortened name
H, Hyy Sincere The questioned signature is a sincere signature made by John Doe genuine signature
John Doe made the questioned signature His Insincere Disguised  The questioned signature is a disguised signature made by John Doe disguised signature
Hy Hay Sincere Third Party The questioned signature is a sincere signature made by a third party randomly matching signature
Someone else made the questioned signature — Hao Insincere Simulated ~ The questioned signature is a simulation of John Doe’s signature made by a third party —simulated signature

Table 11.1: Generic Propositions for signature evaluation

the presumed source and the simulated signatures made by one or multiple suspects. This, however, bears
the risk that the suspects might disguise their simulated signatures. If the control material is unreliable,
so are the evaluative results. The problem of behavioral characteristics is that reference materials can
also be altered willingly. Moreover, the relevant question here is not whether the signature is a genuine

or simulated signature, but rather who is more likely to have produced the questioned signature.

11.2.2.2 The questioned signature model

As mentioned before, the existing proposals for handwriting examination (Section 11.2.1) are not designed
to be used in cases where the ‘sincerity’ of the features is in question. This in particular is the case when a
simulator is trying to intentionally recreate the features of someone else’s signature. For simplicity, let us
assume that John Doe has no reason to disguise his signature. Considering that the personal information
filled into the contract matches and identifies John Doe, a sincere random signature can also be excluded.
The sole propositions of interest are thus H;; and Hs o (Table 11.1), meaning the signature is either
sincere and was made by John Doe or somebody else has made a simulated signature resembling John
Doe’s. The Bayes’ factor in (11.14) cannot be used to reply to the question of interest here, as it is based
on the assumption of independence between sources at the denominator that is no longer reliable here.
It follows that one must compute the integral in equation (11.15).
[y, x[Hy) _ fyle, Hy)

BFsio = Fy alth) = Flyle, 1)’ (H-15)

Two different background databases are now needed to inform model parameters under the competing
propositions. The first one is a database {Z;;} of genuine signatures, as previously seen, the second one

is a database of simulated signatures, denoted {S;;}, where again

Zi; ~ N(6;, Wi) (11.16)
Si; ~ N(6;, W5). (11.17)

Let us now consider a simplified model where a conjugate Normal-Wishart prior distribution is in-
troduced for (6;, W;), that is

0i ~ N (p, W), (11.18)

W; ~ W(U,v), (11.19)

where prior beliefs about the population mean take the variability of the observations into account.
Parameter « can be thought as the prior sample size for the mean vector 6. It formalizes the size of
the sample from a Normal population providing an equivalent amount of information about 6. The

hyperparameters p and U can be elicited making reference to different background databases (i.e. either
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of genuine or simulated signatures). The data are distributed according to a Normal distribution:

y ~ N(0y, Wy) (11.20)
@~ N0y, Wy). (11.21)

The model is slightly different from the previous ones, as the between-source variability is not modeled
in this case. Consider first proposition H;, according to which the questioned signature is a genuine,
sincere signature from a given source. It appears logical to choose prior information originating from
genuine, sincere signatures. This means using a genuine background population {Z;j} described in
Section 11.3.2, to elicit the prior probability distributions. The conditional distribution f(y|x, Hy) is

obtained as:

Flyle, Hy) = /w FCylo, H) (e, Hy) ()6, Hy )i (11.22)

where ¢ = {0, W} and ¢ = {u,U}. Note that the prior distribution f(v|¢, H1) has been informed
using hyperparameters elicited from a genuine signature population {Z;;} (see Section 11.3.2 for a detailed
description). The posterior predictive distribution f(y|z, Hy) is available in closed form, as distributions
are conjugate and it turns out to be a Multivariate Student t distribution [409]. Consider now proposition
H,, according to which someone forged the questioned signature. A simulated signature will in fact be
conditioned on source’s signature features. This subsample allows the forger to create a signature that
would have a strong, intentional resemblance to the source’s. Note that the prior information does no
longer come from the authentic signature database {Z;;}, but rather from a specific simulated signature
population {S;;}. This population contains only simulated signatures of a given source made by many
different authors (‘forgers’). Detailed information about {S;;} are available in Section 11.3.2. The

conditional distribution f(y|z, H2) is obtained as:

fyle, Hy) = [, f(yle, Ha) f (x|, Ha) f (¢, Ha)d),
where 1 = {0, W} and ¢ = {u,U}. Note that the prior distribution f(v|¢, H2) has been informed

using hyperparameters elicited from a specific simulated signature population {S;;}. The posterior pre-
dictive distribution f(y|x, Hs) is available in closed form, as it is a Multivariate Student t distribution
[409]. The Bayes’ factor then becomes

_ Sy Sl H) (|, Ha) f (9]¢, Hr)dy
T Sy Tl Ho) f (2], H2) (¢, Ha)dyp®

A schematic representation of the model can be found in Figure 11.2.

BFgi,
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Figure 11.2: Figure 2 - Schematic representation of the MVSt Model. {G;;} and {Si;} are the genuine and
simulated signature databases (DB).

11.3 DMaterials and Methods

11.3.1 Data acquisition

Signature acquisition was conducted on a Wacom DTU-1141 signature pad, connected to a PC running
Windows 7 SP1. Drivers and software for the tablet are the associated Wacom products. The tablet has
a writing surface of 283 x 210 mm, with a spatial resolution of 2540 lpi and temporal resolution of 200
Hz. Pen pressure is measured axially and quantified using 1024 levels, while neither azimuth nor altitude
are measured. The pen movements above the writing surface are recorded, when close enough to the
surface. Data was recorded in a proprietary format, then decrypted with the Wacom software suite and
finally the pen data was extracted. The pen data is a chronologically ordered sample of points from the
signature, taken approximately every 5 milliseconds. Every data point contains four measurements and
some technical input data. Signature recordings include both static (graphical) and dynamic features.
Data treatment, visualization and probabilistic evaluation were all carried out in the R statistical software
package [466]. Signatures were acquired from several participants who were asked to sign in identical
writing conditions. Participants were asked to sit down at a desk with the signature pad in front of them
on the horizontal surface. The signature pad could not be inclined (vertically), although participants
could rotate the signature pad for comfort. Participants were seated on an adjustable office chair, which
they were allowed to freely change. The experiment was done using the equipment provided with the
DTU-1141 tablet. The pad surface, stylus and nib were not changed during the experiments. In the
present study, two types of signatures were collected: genuine and simulated signatures. One group of
23 individuals was asked to sign their genuine signature 20 times, while a group of 3 people was asked to
sign their signatures for 18 months on a regular basis. The simulated signatures were collected through a
competition with a prize, in order to provide an incentive to forgers. Simulators could choose to simulate
one or multiple signatures of the three reference materials. As for the simulated signatures, forgers
were not given any instructions on how to simulate the signature, they were free to choose the ‘modus
operandi’. Nevertheless, almost all forgers chose to do freehand simulations. Only one participant chose

to trace the signatures.

124



Chapter 11 Bayesian multivariate models for case assessment in dynamic signature cases

i Within Writer i Signature Data i Signature
Parameters | | Features

Writer ID
Database

Gi +
ij [ J— - s i m ]

Writer 1 0; W, L L — | s

[ Writer 2 7 = = 23 % B | v-ss™t ]

v=26"0
Writer k& Op; Wy SR e lanes s

Figure 11.3: Figure 3 - Schematic representation of a signature population. The features v and ¢ are the average
pen speed and the signature duration respectively.

11.3.2 Evidence and background data

The first data source is the ‘questioned’ signature. Its feature vector is denoted y. This signature is the
part of the evidence and the main point of dispute in the case. The purpose of the examination process is
to inform about the authenticity of the questioned signature. It is an unknown source specimen, generally
a single signature. The second data source is the reference (or control) material from the presumed source.
Its feature vector is commonly noted x. The reference collection should be as extensive as possible and
follow well-established principles concerning relevance, quantity and contemporaneity. The reference
data x is part of the evidence. For the present study, reference materials have been collected from 3
individuals during a 18-month period, with regular acquisition sessions approximately every three weeks.
The considered statistical models to infer authorship rely on available background databases that can
be used to elicit hyperparameters. A first background database contains genuine signatures that are
case unrelated and it is given by a set of authentic signatures collected from m individuals with a total
number of n signatures for each one, {Z; ;)}, with i = 1,...,m and j = 1,...,n. Such a database
should include signatures with varied styles and complexities to reflect the general population. In this
study, 23 people produced 20 samples of their signature each to serve as a genuine, sincere background
population. The purpose of the database of genuine signature features is to inform the prior distribution
of model parameters under proposition H;. The database is schematically represented in Figure 11.3.
The second background database contains simulated signatures that are case related and is given by
a set of known source simulations of the presumed source’s signature from m simulators with a total
number of n simulated signatures provided by each one, {S(i,j)}v withi=1,...,mand j =1,...,n.
The simulations should exclusively relate to the signature of the presumed source. This means that the
information contained in the database relates to the specific case only, by conditioning data acquisition on
the presumed source. Simulators should aim to produce their highest quality simulations. They should be
producing the simulations in conditions closely resembling case circumstances, regarding position, writing
implement, substrate, etc. They should have access to several genuine signatures serving as models and
time to train prior to acquiring the simulations. Having as many randomly selected simulators as possible
should guarantee reflecting a population with both good and bad simulators. The simulations for the
alternative propositions can only be collected after occurrence of the case. They are less subject to bias if
people unrelated to the case produce the simulations, as they have no stakes in the case and are not likely
to underperform intentionally. This database is used to inform the prior distribution of model parameters

under the alternative proposition.
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Population Content Role

Measurements from unknown source signature Evidence

Measurements from known source signatures made by the presumed source Evidence

{Gujt Measurements from known genuine signatures (case-unrelated) Background Information
{86}t Measurements from known simulated signatures (presumed source related) Background Information
{Zi4)} Measurements from known genuine signatures from writer Z Used to draw x

Table 11.2: Summary of all data sources

# of genuine signatures {Z(; )} 670 590 600

# of forgeries {S(; ;)} 280 400 160
# of forgers 28 40 16
# of forgeries per forger 10 10 10

Table 11.3: Summary of available data per signature; Specific datasets {Z(; ;)} and {S(; ;) }.

All data sources (recovered and control materials), as well as the genuine signature database {Z; ;)}
and the simulated signature database {S(; ;)} are summarized in Table 11.2. The number of simulated
and genuine signatures, as well as the number of distinct forgers for each of the studied signatures can

be found in Table 11.3. Every forger provided 10 forgeries.

11.3.3 Methods and experimental conditions

In this article, four probabilistic models are considered and compared in terms of rate of misleading
evidence. The first two models are those proposed by Aitken and Lucy [6, 7], with Normal (MVN) and
Kernel (MVK) distribution to model the between-source variability. The third model is the one proposed
by Bozza et al. (MVNIW), that extends the MVN model to allow for a non-constant within-source
variation [56]. Finally, a fourth model (MVSt) has been proposed in the current work. Note that the
independence assumption between questioned and reference samples under proposition Hy is removed

only when calculating the BF using the latter model.

The test procedure will rely on mock cases based on known-source data. The cases are specific, which
means they use data specific to one presumed source. For example, the genuine data exclusively comes
from the population of case-unrelated genuine signatures, the references exclusively come from signer 1

and all forgeries or simulations of signature 1. A description of the test procedure is provided below.

First, a set of 200 questioned signatures is selected by randomly drawing 100 signatures originating
from a specific writer from the genuine signature population {Z; ;)}, and an additional set of of 100
signatures from the specific simulated signature population {S(; jy}. Then, r reference signatures are
drawn from the remainder of the genuine dataset {Z(; j)}. These reference signatures are identical for
all 200 cases within one random trial. Every fictional case is thus composed of a questioned signature
(either genuine or simulated) and a set of r reference signatures made by the presumed source. A Bayes’
factor is therefore calculated for each fictional case featuring a randomly drawn set of questioned and
reference signatures. As a result, 200 BFs will be obtained, and their values and ‘nature’ (misleading or
not) will be recorded. A Bayes’ factor greater (smaller) than 1 is in fact expected whenever the questioned
material is genuine (simulated). Note that the selected signatures are eliminated from the background
data (either genuine {G/; ;)} or simulated {S(; ;y}) in order to estimate the model parameters that are

needed for the BF computation. Every experimental condition is repeated k times, to ensure that results
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Feature set Feature 1 Feature 2 Applied to
1 Average speed Signature duration All signatures
2 Signature duration Pressure variance Signature 1
3 Average pressure Vertical pen speed variance Signature 2
4 Time spent with pen lifted Maximum distance to centroid Signature 3

Table 11.4: Feature set summary.

Feature Sets # of random trials per condition k  # of reference signatures r Background Population
1 10°000 {3,5,8,10,15,20,25,30,50,75,100} {Genuine,Simulated }
2,34 100 {3,5,8,10,15,20,25,30,40,50,60,70,75,80,90,100}  {Genuine,Simulated}

Table 11.5: Experimental condition summary.

are reproducible.

The selected signature features are summarized in Table 11.4. Features were selected as follows. A
first feature set (Set 1) given by average speed and signature duration was considered for all signatures, as
its features are commonly available and produced acceptable performance over all three signatures. Other
feature sets (Sets N°2-4) were selected and tested according to the different signatures. We exclusively
used bivariate feature sets in the study. Feature selection itself is a complex endeavor and surpasses
the scope of this article. The experimental conditions were varied as summarized in Table 11.5. For
each experimental condition, there have been multiple random trials. For feature set 1, 2’000°000 BFs
were calculated per experimental condition, while for the other feature sets, 20’000 BFs were calculated in
total. Results take the form of averages and variances of all the random trials conducted per experimental
condition. Note that while in order to compute the Bayes’ factor in eqn. 11.2.2.2 using MVSt both
background databases are used, only one database is used to obtain the BF when models MVN, MVK
and MVNIW are implemented. Intuitively, the selected database should be one of genuine signatures, as
the assumption of dependence between questioned and control material under hypothesis Hs is not taken
into account. A further experiment is performed to investigate the impact, in terms of model accuracy,

of the choice of a simulated background database.

11.4 Results

This section is structured by signature. The results are summarized through several figures representing
the performance of different models in terms of accuracy (% of correct BFs; 1 - RME). Consider first
signature 1 with feature set 2 (i.e. signature duration and pressure’s variance) with an increasing number
of reference signatures used to specify the control material. The performance of both MVNIW and MVSt
models is greater than 80% (Figure 11.4). Overall, the MVNIW obtained the highest accuracy, no matter
the amount of control materials available. As far as signatures 2 and 3, model performances are reported
in Figure 11.5 and Figure 11.6, respectively. It must be observed that while model performances obtained
with signature 2 are in accordance with what observed with signature 1, this is not valid anymore with

signature 3, where model MVSt clearly performs better.

A further experiment had been conducted to check the impact on model accuracy once choosing a
database of simulated signatures instead of a database of genuine signatures using models MVN, MVK

and MVNIW. Figure 11.7 reports the results in terms of accuracy for signature 1. It can immediately
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Figure 11.5: Accuracies for Signature 2 and feature set 3
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Figure 11.6: Accuracies for Signature 3 and feature set 4

be observed that the performance of such models decreases when changing the background population
to simulated signatures. This drop in accuracy is expected, as the previously cited models rely on the
assumption of independence to calculate their BF values. The closer the mean and variance of the genuine
and alternate population, the less the assumption is able to hold. For the specific simulated signature
population, only the MVNIW model, which is ‘finer’ in its within-writer model, is able to cope with the
more challenging population. The MVSt model uses two populations as competing models and therefore
does not rely on the independence, but rather on the difference in mean and variability to calculate BFs.

In this capacity, it is more robust and specific to signature examination casework.
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Figure 11.7: Accuracies for Signature 1 with the s, background data and feature set 2

11.5 Discussion and conclusions

Questioned dynamic signatures represent an emerging topic for forensic document examiners. Signature
acquisition by means of digitizing devices allows one to collect several features (e.g. the average speed,
or the signature variation) that make it possible to describe a signature in the form of multivariate data.
The question of interest is whether selected feature sets are amenable to discriminate between competing
propositions related to the origin of the source. Existing Bayesian statistical models for the evaluation of
evidence in the form of multivariate data have been taken into consideration, and their performances with
reference to dynamic signatures have been explored. Discrimination among competing propositions has
been conducted by means of a Bayes’ factor, a rigorous concept that provides a balanced measure of the
degree to which the evidence is capable of discriminating among competing propositions, as recommended
in the ENFSI Guideline [145]. A signature acquisition process/study has been performed, where selected
signatures have been used to serve as reference and control material in a hypothetical scenario involving
disputed signatures, while the rest has been used as background data to inform prior distributions about
model parameters. A different level of accuracy has been observed with reference to different models,
background data, feature selection and reference signatures. Results are, however, encouraging, suggesting

that selected features collected from dynamic signatures can be discriminative for the purposes at hand.

Model selection clearly represents a key issue. The Bayes’ factor computed starting from the reviewed
existing statistical models is based on the assumption of independence between sources under the alterna-
tive hypothesis. While this assumption is sound in many forensic frameworks, such as those tackled by the
reviewed statistical models, this is not so for signature evidence evaluation, where a forger will likely try
to reproduce a target signature. A simpler Bayesian statistical model (called MVSt) has been proposed,
where the two-level dependence structure is not taken into account, and the marginal likelihoods under
competing propositions are available in closed form. Starting from this latter model, a Bayes’ factor
has been obtained, where the marginal likelihood at the denominator of the ratio takes into account the
dependence between sources. At this purpose, it has been necessary to collect a database of simulated
signatures, in addition to the one of genuine signatures previously collected. Simulated signatures do

not follow the same movement and writing mechanisms as genuine signatures, as the simulator may need
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to work outside his writing habits, and thus exhibit different variation. This represents a novel aspect
tackled by the current proposal. Another key element is the choice of the background data necessary
to inform prior distributions about model parameters under the alternative proposition. A FHE could
either refer to a generic database of case-unrelated signatures, or to a specific forgery database using
the presumed source’s signature as model. By using simulated signatures of multiple, case-unrelated
signatures, only general statements about whether or not the questioned signature shows any sign of a
generic simulated signature can be made. A specific simulated signature population however allows for
case specific conclusions. Non-specific information intuitively seems to be less adequate for this purpose
than using the case-specific information, but is advantageous in an operational sense. Collecting spe-
cific datasets means that a data collection needs to be organized for every single case. Cost-benefit and

adequacy of using specific or general a population should be investigated in a further study.

As a future step, a distinct modeling of the within-source and between-source variability should clearly
be taken into consideration in the model. These changes may however come with a trade-off between
accuracy and data requirements. The simplicity of the MVSt model is also one of its strengths. The
reduced number of parameters to be estimated and its simpler structure appear to be the reason for good
performances whenever poor background data are available. This is particularly important in forensic

examination, where trustworthy material is often scarce.

Feature selection has a large impact on the model performances and must be further investigated.
Specific feature selection adapted for the signature at hand is essential in signature examination. Finally,
we would like to point out that this study relies on only three genuine signature types. While much
intra-writer variation information was collected, simulated signature count and forger populations were
limited. Large-scale data acquisition on both model signatures and forgers are future avenues of study

worth looking into.
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Abstract

Forensic handwriting examiners (FHE) activities are focused on comparative analysis of
handwritten objects such as signatures. Their role is to provide and evaluate evidence for
and against the authenticity of a questioned signature. In recent years, cases involving
handwritten signatures captured on electronic devices are becoming more commonplace.
These so-called ‘dynamic signatures’ (also known as ‘digitally captured signatures’) are
much different from paper-based signatures. Not only the medium of recording differs, but
also the type, volume of data and features are different from the pattern-based evidence
that are paper-based signatures. Recent developments in forensic science — including sig-
nature examination - have led to the adoption of evaluative probabilistic methodologies in
many disciplines [see, e.g. ENFSI 1915 Guidelines|. In the current paper, a probabilistic
model to evaluate signature evidence in the form of multivariate data, as proposed and de-
scribed in [338], is adopted. Topics like data sparsity, joint evaluation of multiple features
and feature selection are investigated. Performed experimental studies showed an accuracy
rate above 90% even when a limited number (5) of reference signatures are available. The
performances of a multivariate approach are compared with those characterizing a so-called
multiplicative approach where variables (features) are taken as independent and the Bayes
factor (BF) is obtained as the product of univariate BFs associated to each selected feature.
The simplicity of this latter approach is however accompanied by severe issues about the
reliability of results. The use of a multivariate approach is therefore highly recommended.
Finally, the evidential values in correspondence of alternative feature sets are compared.
Results suggest that discriminative features are writer-related and necessitate a case-specific
selection.

Keywords: Online Signature, handwritten signature, Forensic Science, Questioned Docu-

ment Examination, Bayes’ factor, Feature Selection, Biometrics, Multivariate data.
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12.1 Research Context

Dynamic signatures are handwritten signatures acquired on digitizers, which capture both temporal and
spatial information during the acquisition. Recently, an increasing interest in dynamic signatures has been
noted [275, 536, 604], due to many economic advantages linked to paperless approaches [330, 333]. Along
with the increasing popularity of dynamic signatures, forensic document examiners have increasingly been
faced with cases involving such products and simulated signatures. The role of the forensic scientist is to
assess the value of the measurements of signature features under several mutually exclusive scenarios of
judicial interest. Forensic scientists have to provide this information in a transparent and intelligible way
[141, 284, 489], with many authors advocating probabilistic frameworks and the use of the Bayes’ factor
(BF) [5, 13, 145, 153, 489, 556].

Recent progress in handwriting examination has been fundamental in restoring trust in a severely
critiqued discipline. Much progress was made through the meticulous description of methodology, as well
as the validation of expert performance. This was achieved through population studies, as well as the
application of computational techniques to strengthen pattern matching examination [105, 106, 199, 254,
293, 362, 384, 505, 506, 524-529, 532, 538, 547, 555, 562, 589, 597]. Reliability claims were supported by
statistical analyses related to mock cases built from large datasets containing known source writing [43,
189, 345, 346, 517]. There have also been many advances in methods for validation criteria [240, 380,
472].Further progress in feature characterization could be achieved through computational techniques
[199, 287, 351, 379, 381, 413, 473, 524, 570|. Forensic handwriting examination has been able to take
advantage from this research [195, 210, 211, 505], but no major methodological breakthroughs related to

dynamic signatures have been achieved in recent years.

Despite the existence of a solid methodological framework for handwriting examination [187, 268]
and the availability of guidance for communicating conclusions to courts of law [13, 99, 153, 489, only
few attempts have been devoted to the quantification of the value of dynamic signatures [194, 201,
531]. Research in this field is often focused on technical aspects such as features’ acquisition rather
than methodological ones [335]. Experts have been criticized because of the lack of objectivity of their
conclusions [482, 485, 499, 501, 502|. Probabilistic models for handwriting evidence evaluation do exist

[56], and can be adapted to be used for the forensic examination of digitally captured signatures [338].

In the presented research, three experiments have been performed to investigate the effect of data
sparsity, the problem of joint evaluation of multiple features and the feature selection when dealing
with the evaluation of signature evidence. Operational conditions often do not permit a large-scale
collection of samples and forensic scientists face the problem of handling low volumes of data. Moreover,
dynamic signatures offer a large choice of novel features whose correlation and discriminative power is
still unexplored and requires investigation. The dataset used in the study is described in Section 12.2.1,
while the probabilistic model is summarized in Section 12.2.2. An overview of the selected features,
as well as a detailed description of the experimental design is presented in Section 12.2.3 and 12.2.4,
respectively. Data analysis and results are reported in Section 12.3 with attention to the model’s accuracy
and reproducibility face to (i) limited control material (Section 12.3.1), alternative approaches for the
joint evaluation of multiple features (Section 12.3.2), and (iii) alternative feature sets (Section 12.3.3).
A summary of the research findings and of the benefits of a probabilistic model for digitally captured

features evaluation is discussed in Section 12.4.
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12.2 Materials and Methods

In this section, the data used in the study (Section 12.2.1) as well as, the probabilistic model for the
evaluation of features (Section 12.2.2) and the type of features used in the study are described. Finally,
experimental designs for studying the impact of data sparsity, joint evaluation of multiple features and

feature’s selection are presented (Section 12.2.4).

12.2.1 Data collection

All signatures were acquired in standardized conditions. Participants were sitting at a desk at approx-
imately 1m height and sat on an adjustable office chair. They were allowed to adjust chair height and
position for their comfort. They were also allowed to rotate the digitizing tablet to a comfortable angle
(on a horizontal plane). The tablet’s inclination (vertical) was not changed during the trials; it had to
remain flat on the table. A Wacom DTU 1141 signature tablet was used for the data acquisition. The
sampling rate of the tablet is 200 Hz with a coordinate resolution of 2540 Ipi and 1024 levels of pen
pressure measured on the pen axis. Wacom drivers and software were used for data acquisition. Three
distinct sets of data have been collected for this study and are classified into: 1) genuine non-case-related
signatures, 2) reference signatures (genuine case-related signatures) and 3) simulated signatures (known

source forgeries).

Non-case-related signatures For the non-case related signatures, participants were asked to sign
their own genuine signature twenty times. Signatures had to be real full-length signatures, with no initials
or shortened versions allowed. No selection based on style or complexity was performed. Twenty-three
people participated in the collection and produced a total of 460 signatures. This set of signatures is
used as background data and is denoted z;; = (21, ..., 2Zijp), where ¢ = 1,...,m is the writer’s identifier,
j=1,...,nis the number of signatures collected for each writer and p is the number of observed variables.
This dataset is denoted by b,.

Genuine signatures For the reference signatures, three signers who did not participate to the
acquisition of non-case-related signatures, were asked to regularly sign during over the length of 18
months, in order to capture natural long and short terms variation. Signers where chosen so to have
different styles: a “text-based” (signature 1), a “stylized” (signature 2) and a “mixed” (signature 3)
signatures [64]. Their signatures are also characterized by a different graphical and dynamic complexity.

These signatures were used to generate fictive cases.

Simulated signatures For the simulated signatures, fifty-seven volunteers (forgers) were asked to
simulate at least one of the three types of genuine signatures. Thirty-nine forgers simulated a single
signature, eleven forgers simulated two signatures and seven forgers simulated all three signatures. All
of the forgers participated in a ‘contest’ with a reward for the best forgers. This condition was meant
to provide incentive to produce the best forgeries possible. No instructions were given regarding forgery
strategy. All forgers chose freehand simulations, with only one exception. They were free to train
on both paper and tablet for 15 minutes prior to starting the forgery acquisition, starting from six
specimens of the chosen genuine signatures. They could keep the reference signatures in their sight
during the forgery acquisition. They were asked to deliver 10 simulated signatures for each chosen
reference type, with the possibility to discard any of the attempts according to their personal judgment.
The collected data for the three case-related signatures is summarized in Table 12.1. These signatures
will serve as part of the evidence (so to have fictive cases where the proposition according to which the
questioned signature is non-genuine) or as background data that is denoted s;; = (s;j1, ..., Sijp), Where

i=1,...,mis the forger, j = 1,...,n is the number of delivered attempts (forgeries) and p is the number
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Type Signature 1 Signature 2 Signature 3
# Genuine 670 590 600
# Forgeries 280 400 160
# Forgers 28 40 16

Table 12.1: Summary of available case-related data

Non Case-related Genuine signature
background data
by

Signatures

Simulated signature
background data
Sx

Simulated
Signatures

Questioned signatures
y

Genuine
Signatures

Reference signatures
X

Figure 12.1: Datasets used in this study (column 1) and their role in BF computation (columns 2 and 3).

of observed variables. This information is shortened to s,. Denote by x the measurements on selected
features characterizing one of the three genuine signatures used to generate fictive cases. Denote by y the
measurements on selected features characterizing a questioned signature randomly drawn either from the
genuine reference signatures (a fictive case under the proposition of a genuine signature) or the simulated
signatures (proposition of a non-genuine signature). Features describing the reference and the questioned
signatures form the evidence E = {z,y}. A visual summary of the available databases is provided in
Figure 12.1.

Every experiment involves the generation of ‘random trials’ from known source data. For every
trial, there are drawn a total number of g=k+m questioned signatures and a total number of r reference
signatures. Questioned signatures are drawn (without replacement) from both simulated signatures
(k=100) and genuine signatures (m=100). The drawn signatures are excluded from their respective
populations for the rest of the single trial, so that they cannot serve as reference and questioned signature
at the same time. Reference signatures are drawn from the remaining reference signatures. The simulated
and non-case related signatures that have not been selected as evidential material, form the background
data that will be used to estimate the model parameters ® (see Section 12.2.3). A Bayes’ factor is then
calculated for each one of the q fictive cases using the probabilistic model that will be sketched in Section
12.2.2. This process, representing one trial, is repeated 10’000 times per experimental condition to ensure

the study of the empirical range of reproducibility. A visual summary is provided in Figure 2.

12.2.2 Multivariate dynamic signature evaluation model
In most questioned signature cases, the court’s question is to determine the source of the questioned

signature. Often, this process boils down to the signature being genuine or simulated. We therefore

limited the alternative proposition to simulated signatures. The following pair of “default” hypotheses
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k simulated signatures

Step 1
Draw set of questioned
v (Evidence) signatures . R
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;
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Evaluate Performance
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Figure 12.2: Procedural description of one random trial, focusing on sampling and the parameter extraction. One
random trial can be seen as being constituted of q=k+m separate mock cases.

can be used in most signature analysis cases:

e H; : The signature on the incriminated text (e.g. a contract) is a genuine signature made by a

given source;

e Hy : The signature on the incriminated text (e.g. a contract) is a simulated signature made by an

alternative source (i.e. someone other than the given source).

A Normal distribution is assumed for the background data Z;; and S;j, Z;; ~ N(0;, W) and S;; ~
N(0;, W), where 6; is the mean vector and W the covariance matrix. A conjugate prior distribution is
assumed for the model parameters (6;, W), that is

0;IW ~ N (p, kW) (12.1)
W ~Wi(U, v) (12.2)

, (see [338] for a detailed description). The parameter vector (6;, W) will be denoted by the greek
letter W. The hyperparameters (u,x,U,v) are denoted by the Greek letter ¢. A subscript b, or s,
will be added to specify whether the parameters are estimated using the background data related to
non-case-related signatures z;; (b, , Hi is true) or to simulated signatures s;; (sz, Hz is true). The
distributions of the measurements y and x on the questioned and reference signature are taken to be
Normal, (y|0, W) ~ N(0,W) and (z|0, W) ~ N(6,W). The Bayes’ factor can be obtained as:

Jo fy|¥, Hy) x f(U, Py, Hy)d¥

BF =
Jo f®, Ha) x f(V, D, , H)dV

(12.3)

12.2.3 Features

In biometrics, features are classified into three broad categories [480]: global features, local features and
segment features (see Table 12.2). According to Richiardi et al. [480] one is faced with global features
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Feature Type Data type Implication

Summarizes and reduces information from all
Global (or Parameter)

One measurement measured points into an easily usable unit
feature o ) ) . .
Loss of information due to the loss of local information
Contains data from every single data point,
Local (or Function) List of measurements, function instantaneous and localized data
feature (often time functions) Every measurement describes one

specific point in the signature
The data is segmented according to
a specific criterion.
One measurement or list (e.g. strokes, inked trail between pen stops, ...)
Segment feature
per defined unit Every section has their own
‘global’ and ‘local’ features.

and can be compared unit by unit.

Table 12.2: Biometric feature type classification scheme

if ‘one feature is extracted for a whole signature, based on all sample points in the input domain’ ([480]
at p. 1). If we paraphrase this statement, a global feature summarizes all available information from a
signature into a single value that characterizes the entire signature, e.g. the average pressure, the pen
velocity variance, the maximal velocity, the signature length or the signing time. A brief description of
segment features can be found in Table 1. Local features are a chronological sequence of measurements
and contain much more information. So, their treatment is more complex [74]. Segmental features are a
hybrid case, which surpasses the scope of this article. This article focuses on global features only. There
are several reasons for this choice. First, global features do not require any segmentation or algorithmic
treatment. A global feature-based methodology can be extended to any signature. Global features can
be measured on dynamic, static [58] and paper-based signatures and are universally applicable. Second,
global features complement pattern matching methods currently used by forensic examiners. Forensic
examiners traditionally focus on the visual information, such as the shape of the signature. Third, global

features can be reproducibly measured.

A total of 60 global features were extracted from each examined signature. Table 2 contains a list
of the 12 measured global features used in the study. Table 3 contains a list of 16 local features, which
can be summarized into 48 global features by averaging, as well as calculating their variance and their
maxima (e.g., the tangential speed dt1 becomes dt1 mean, dt1 var, dt1 max). Features were grouped
into classes based on the type of measurement they originate from (e.g. distance, time, or velocity). This
classification is useful to explain what feature class may be prevalent for discriminative purposes and

useful in practice.

Features were not considered separately. The combination of features is referred to as a feature
set. To select a list of relevant features, all possible combinations of features have been tested and their
performance in terms of accuracy has been analyzed. Feature sets were ranked via a performance criterion
that will be described in Section 12.2.4.

All of these features were used in multivariate feature sets. Features were not considered separately
when performing analysis, but multiple features and their covariance were used simultaneously. We refer
to the combination of features as a feature set. Put differently, a feature set is a multivariate dataset,
defined as a vector of n features. To select features, we simulated all possible combinations of feature sets
and tested them separately. Feature sets were ranked via a performance criterion defined below. This

criterion takes into account two types of information: Overall ‘error’, through the sum of the rates of
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Feature Description Feature class
Height Height, measured vertically from minimum to maximum point Expansion Feature
Width Width, measured horizontally from left- to rightmost point Expansion Feature
WHRatio Ratio of Width to Height Expansion Feature
Uplength Length of in-air movement trajectory Length Feature
Downlength Length of on-surface movement trajectory Length Feature
Totlength Total length of trajectory Length Feature
Totaltime Time to finish for signature Time Feature
Downtime Time pen is touching the tablet Time Feature
Uptime Time pen is lifted Time Feature
DownTot Ratio of Down- to Totaltime Time Feature
UpTot Ratio of Up- to Totaltime Time Feature
DownUp Ratio of Down- to Uptime Time Feature
Table 12.3: Measured global features
Feature Description Feature class
dtl Tangential Speed Speed Feature
dt2 Tangential Acceleration Acceleration Feature
dt3 Tangential Jerk Jerk Feature
dx1 Horizontal Speed Speed Feature
dx2 Horizontal Acceleration Acceleration Feature
dx3 Horizontal Jerk Jerk Feature
dyl Vertical Speed Speed Feature
dy2 Vertical Acceleration Acceleration Feature
dy3 Vertical Jerk Jerk Feature
dpl First-order derivative of pressure (time) Pressure Feature
dp2 Second-order derivative of pressure (time) Pressure Feature
dp3 Third-order derivative of pressure (time) Pressure Feature
TVD Angle of velocity to the horizontal axis Directional Feature
TAD Angle of acceleration to the horizontal axis Directional Feature
P Pressure intensity, measured axially (pen inclination) Pressure Feature
XY Distance to coordinate centroid Expansion Feature

Table 12.4: Measured local features
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misleading evidence, and the reproducibility of results, through the variance of the accuracy. The lower

the value of the criterion, the higher the overall performance of the feature set.

Per fCrit = RME X 03 ceuracy (12.4)

12.2.4 Experimental Setup

Three separate experiments are performed in order to (i) investigate the effect of data sparsity, (ii) com-
pare a multiplicative approach for the joint evaluation of multiple features to a multivariate approach,
and (iii) analyze the discriminative power of different feature sets. Performances of the performed exper-
iments can be studied through accuracy and reproducibility. Accuracy is expressed as the proportion of
BF values correctly supporting the hypothesis known as true or, analogously, by the rate of misleading
evidence (RME) [13]. If misleading evidence occurs, it can be said to favor either Hy or Hz. Here, mis-
leading evidence towards H; signifies falsely supporting the proposition according to which the signature
is genuine. This is denoted by RM E(H;) and is obtained as the ratio between the total number of BFs
greater than 1 (i.e., supporting H;) and the total number of fictive cases where the questioned signature
is known to have been simulated (i.e., Hy is true). If evidence is misleading towards Hs, the BF falsely
supports the proposition according to which the signature is a simulation. This is denoted by RM E(H>)
and is obtained as the ratio between the total number of BFs smaller than 1 (i.e., supporting Hs) and
the total number of fictive cases where the questioned signature is known to be genuine (i.e., H; is true).
It can be reasonably requested that a model should have a high value of average accuracy across trials

and a low value of the accuracy variance across trials (reproducibility):

54
Fal (12.5)

where s4 is the standard deviation of accuracy values across trials and Z 4 is the average accuracy
across trials. The lower the value of the coefficient of variation in 12.5, the higher the overall performance
of the model. A limitation frequently encountered in forensic casework is data sparsity. In experiment
1, the number of reference signatures drawn for each trial varies from a minimum of 5 signatures to
a maximum of 100 signatures. For every signature, the four-highest ranked tri-variate feature sets are

retained and are used in 100 random trials per experimental condition.

The importance of correlation among features is investigated in addition to the role of model dimen-
sionality. In experiment 2, the performances of a multivariate versus a multiplicative approach for jointly
evaluating single global features are analyzed. Scientific literature on handwriting evidence [293, 589] pro-
posed to consider features as independent and to calculate the value of the evidence by multiplying the
single evidential value assignations (BFs). In signature evidence, however, features appear to be strongly
correlated due to movement mechanics [139, 598] and the assumption of independence can be hardly jus-
tified. Features showing a better performance when considered singularly where retained. These features
were then used to calculate the BF (i) by multiplying BFs associated to each variable (feature), and (ii)
using the multivariate approach illustrated in Section 12.2.2. Computations were performed on the same
case data (questioned and reference signatures) to ensure comparability. The effect of adding variables
in a multivariate model is also of interest. Adding variables increases the model dimensionality, but it
is also expected to improve performance. Another daunting problem is the selection of discriminative
features for the detection of simulated signatures. A total of 34’220 unique feature sets of size 3 generated
by combining the 60 features presented in Table 12.3 and Table 12.4. The model dimensionality is set

equal to 3 variables to keep the computational time short. The feature sets’ performance was evaluated
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through 1’000 random trials for each set. These computations were repeated for nine different reference
set sizes, ranging from 10 to 160 reference signatures. For every experimental condition, the ten best
performing feature sets were selected. Then, for each signature the percentage of cases where a specific
feature is included among the best performing sets was calculated. This percentage expresses how useful

a specific feature is for that particular signature.

12.3 Results

12.3.1 Experiment 1 — Validation Study and the Effect of Data Sparsity

The four best performing feature sets were selected for each reference signature. It must be underlined
that they varied across signatures. The average accuracy of the selected feature sets for the three reference
signatures is represented in Figures 12.3 to 12.5, while the accuracy variance is represented in Figures 12.6
to 12.8. Most feature sets have accuracy above 90%, with few exceptions where the reference signature
is small (see Figures 12.3 and 12.4). As the number of reference signatures increases, a higher accuracy
and a lower variability may be observed. This is not true, however, for very large sample sizes. In some
cases, a modest decrement in terms of mean accuracy and an increment in terms of variability have been
observed. See for example signature 1, where the feature set including the lifted pen trajectory length, the
horizontal speed variance and the pressure variance, shows increased accuracy variance increases when
more than 40 signatures are used for training. In general, a total number of 10 to 15 signatures appear
as sufficient materials to produce reliable and reproducible results. A lower sample size may simply be
too small to sufficiently represent the signature natural variation. The lower accuracy for very large
sample sizes may be explained by a high variability of the reference signatures, that is not adequately
modeled. The background data of non-case related signatures used to estimate model parameters under
hypothesis H; might not be sufficiently representative. In presence of graphically different signatures, a
viable alternative could be to divide them in comparable subclasses. Moreover, it must be added that
the best performing feature sets selected for signature 2 are mostly given by dynamic features, which
may be subject to greater natural variation. They may also be more sensitive to writing conditions such
as posture and pen-pad-interaction or the writer’s physical and psychological state (e.g. sickness, stress,
threat, medication, narcotics, ...) with respect to static features. Larger efforts should therefore be

devoted in the collection of background data.

12.3.2 Experiment 2 — Combining Feature Information through the Bayes
Factor

Forensic examiners have always argued that no single element in signatures is sufficient for detection of
simulated signatures [56], and that multiple features should be observed and combined. Intuitively, one
may expect that using more information always yield better results. This is not always the case. A
larger model dimension is not necessarily accompanied by performance improvements, as some variables
may turn out to be redundant or meaningless. These increase model complexity unnecessarily without
providing additional benefits. Moreover, the greater the number of variables, the larger will be the size
of the background data needed for parameter estimation in a multivariate approach. Such datasets may
not be available to the forensic examiner. The effect of increasing the dimensionality of the feature set
can be seen in Tables 12.5 to 12.7. The incremental addition of features is generally accompanied by
an increase in accuracy and reproducibility for all reference signatures. For signature 1, the average

accuracy increases of about 2% when comparing univariate versus quadrivariate feature sets, while the
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Average accuracy for four trivariate feature sets - Signature 1
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Figure 12.3: Average accuracy accuracy for the four best performing trivariate feature sets over the 100 trials per
experimental conditions for signature 2. For more detail on the features, see tables 12.3 and 12.4.
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Figure 12.4: Average accuracy accuracy for the four best performing trivariate feature sets over the 100 trials per
experimental conditions for signature 2. For more detail on the features, see tables 12.3 and 12.4.

Average accuracy for four trivariate feature sets - Signature 3

929

98

Average accuracy of feature set [%)]

97

96

5 10 15 20 25 30 40 50 60 70 80 % 100
# of Reference Signatures

Feature —+ Height-Totaltime-TVD_var -+- Totaltime-dx3_bar-dt1_bar -#- Totaltime-TVD_var-dp2_max -~ WHRatio-Totaltime-dt1_bar

Figure 12.5: Average accuracy accuracy for the four best performing trivariate feature sets over the 100 trials per
experimental conditions for signature 3. The four feature sets show a small increase in accuracy between 5 and
15 signatures. For more detail on the features, see tables 12.3 and 12.4.
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Accuracy variance for four trivariate feature sets - Signature 1
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Figure 12.6: Accuracy variance for the four best performing trivariate feature sets over the 100 trials per experi-
mental conditions for signature 1. For more detail on the features, see tables 12.3 and 12.4.
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Figure 12.7: Accuracy variance for the four best performing trivariate feature sets over the 100 trials per experi-
mental conditions for signature 2. For more detail on the features, see tables 12.3 and 12.4.
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Figure 12.8: Accuracy variance for the four best performing trivariate feature sets over the 100 trials per experi-
mental conditions for signature 3. For more detail on the features, see tables 12.3 and 12.4.
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Signature 1

Univariate Bivariate Trivariate Quadrivariate
. Totaltime, dp3  max, Totaltime, dt1 var,
Feature set Totaltime Totaltime, P var - -
- XY max TAD var, XY max
Accuracy %] 95.26 95.88 96.03 97.42
Acc. Variance [%] 0.96 0.80 0.69 0.50
RMEy, [%] 8.80 7.59 7.65 4.35
RMFEy, [%] 0.49 0.5 0.12 0.72

Table 12.5: Signature 1: model performances with feature sets of increasing dimension. Note that the number
of questioned samples is not equal for H; and H in these trials. Accuracy is the complement to the weighted
average of RME.

Signature 2

Univariate Bivariate Trivariate Quadrivariate
Totaltime, dp3 max, Totaltime, dt1 var,
Feature set dtl_ bar P_bar, dyl var - -
o - - XY max TAD var, XY max
Accuracy [%] 88.39 91.97 95.43 96.63
Acc. Variance [%)] 1.42 1.44 4.09 2.20
RMEpy, %] 12.76 7.38 6.75 4.86
RMEy, [%] 9.68 9.12 0.89 0.86

Table 12.6: Signature 2: model performances with feature sets of increasing dimension. Note that the number
of questioned samples is not equal for H; and Hz in these trials. Accuracy is the complement to the weighted
average of RME.

accuracy variance drops off slightly. The gain in terms of accuracy is mostly due to a decrement of
the misleading evidence versus H; (RME(H;)). This means that fewer simulated signatures produced
misleading BFs (i.e. BF > 1 when Hs holds). A greater accuracy for models of larger dimension is
also observed for signature 2. For feature sets of at least three variables, almost no genuine signatures
produced misleading evidence (i.e. no BFs smaller than 1 have been observed when H; holds). However,
an increasing variability is observed for trivariate feature sets. For signature 3, the expected increment
in terms of average accuracy and decrement in terms of variability is confirmed. Moreover, no simulated

signature produced misleading evidence.

The model performances reported in tables 12.5 to 12.7 are related to experimental studies where the
BF has been calculated as in (1) using the multivariate statistical model in Section 12.2.2. However, there
are far more naive and faster ways to calculate the BF for each fictive case. If variables (features) are
assumed to be independent, the BF can be obtained by multiplying the BFs calculated in correspondence
of each feature treated singularly. The performances of the two best performing features for each signature
are reported in tables 12.8 to 12.10. Features are considered singularly (rows 1 and 2) or jointly (rows 3
and 4), using a multivariate approach (row 3) or a multiplicative approach (row 4). Instead of improving
the accuracy, naively combining features may even decrease it. The only exception is the multiplicative
approach for signature 3. The loss in terms of accuracy can be explained by the shared information
content between features. In fact, it is better to combine features that are ‘worse’ individually but
contain ‘different’ information, rather than combining ‘good’ but ‘similar’ features. This can be seen in
tables 12.5 to 12.7, where adding a second variable in the multivariate setting actually improves accuracy.

Feature selection should be based on features providing complementary information, which is apparent
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Signature 3

Univariate Bivariate Trivariate Quadrivariate

Uptime, dt3_var, Totaltime, dx1 bar,

Feature set Uptime Uptime, XY max

- XY max dyl max, XY max
Accuracy [%] 98.75 99.88 99.90 99.99
Acc. Variance [%)] 0.44 0.06 0.04 0.00
RMEy, (%] 0.00 0.00 0.00 0.00
RMEy, %] 1.93 0.19 0.15 0.01

Table 12.7: Signature 3: model performances with feature sets of increasing dimension. Note that the number
of questioned samples is not equal for H; and Hs in these trials. Accuracy is the complement to the weighted
average of RME.

Signature 1
Accuracy %] RMEpy, (% RMEpg, %]

Univariate | Totaltime 91.01 8.92 0.08
Univariate | Uptime 86.99 12.49 0.53
Multivariate 88.75 10.41 0.84
Multiplication 88.82 11.03 0.16

Table 12.8: Signature 1. Accuracy and rate of misleading evidence obtained with a univariate, multivariate and
multiplicative approach for the two best performing singularly evaluated features (i.e., totaltime and uptime).

from tables 12.5 to 12.7. The best performing feature sets generally include a time-related, a graphical
and one or several dynamic features. Two different timing features (such as time spent with the pen
lifted and time spend with the pen writing) convey to much common information to be good choices
for modelling. The decrease in value is an expected results because of the high covariance between the
combined features, which impacts the BF. It should be noted that multiplication models are simply

dominated by the extreme elements and do not allow for such diagnostics.

The model dimension and the method used to evaluate jointly multiple variables, also affect the
magnitude of the Bayes’ factor values. Consider a feature set of size equal to 2. When comparing the
multivariate with the multiplicative approach, the BFs obtained with the latter tend to be more extreme
than those obtained with their multivariate counterparts that are more tempered (this has been observed
in 94.5% of cases). This means having higher values when H; is supported and, vice versa, lower values

when Hj is supported. Clearly, an extreme BF obtained in this fashion is not indicative of high reliability.

On average, the “multiplied” BF values for signature 1 are 17 and 2.75 million times higher (for BFs
supporting genuine and simulated propositions, respectively) than their multivariate counterparts. An
interesting way to study these effects further may be to investigate their mutual information content.
As such, features providing various information about the time of execution are highly correlated and
the multiplicative approach yields BFs of increased magnitude with respect to a multivariate approach
where the dependence structure is taken into account (e.g, for signature 1, the total time of execution,
Total time, and the time spent with lifted pen, Uptime, see Table 12.8). Similar observations are valid
for all signatures. For signature 2, the best performing features resulted to be the average tangential
speed (dt1 bar) and the horizontal speed variance (dx1 bar). The multiplied BF values are 2.9 and 3.6

times higher (for BF supporting genuine and simulated propositions, respectively) than their multivariate
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Signature 2
Accuracy (%] RMFEpy, %] RMFEg, |%|

Univariate | dt1 _bar 87.64 11.79 0.57
Univariate | dx1 var 90.16 7.16 2.69
Multivariate 86.49 11.89 1.63
Multiplication 88.66 10.75 0.60

Table 12.9: Signature 2. Accuracy and rate of misleading evidence obtained with a univariate, multivariate and
multiplicative approach for the two best performing singularly evaluated features (i.e., mean of tangential speed
and variance of horizontal speed ).

Signature 3
Accuracy (%] RMEy, |% RMEg, |%|

Univariate | Uptime 99.83 0.00 0.17
Univariate | dx1_bar 98.94 1.04 0.03
Multivariate 99.68 0.00 0.32
Multiplication 99.95 0.00 0.06

Table 12.10: Signature 3. Accuracy and rate of misleading evidence obtained with a univariate, multivariate
and multiplicative approach for the two best performing singularly evaluated features (i.e., uptime and mean of
horizontal speed).

counterparts. Finally, the best performing features for signature 3 resulted to be the time spent with
lifted pen (Uptime) and the average horizontal speed (dx1 bar). The multiplied BF values are 5 and 3.4
times higher (for BF supporting genuine and simulated propositions, respectively) than their multivariate
counterparts. These results confirm the expected overestimation of evidential value that can be made
when correlated variables are treated as independent. Overall, the multivariate approach is a more
coherent way to quantify the value of correlated signature features [13]. The so-called multiplicative
strategy is not necessarily a good choice for signature evidence, as it tends to deliver an unrealistic
assessment of the evidential value. In some cases, such as with handwriting evidence, this effect may be

small enough to be neglected.

12.3.3 Experiment 3 — Feature Selection and Discriminative Features

Following the previous discussion about joint evaluation of multiple features, the objective of experiment
3 was to search for the best performing feature types and feature sets useful for discriminative purposes
in presence of questioned signatures. For well-performing feature sets, the idea was to determine the
single feature’s contribution, as an indirect measure of discriminative power. Features were classified
on the basis of the type of measurement. The contribution of features was measured by calculating the
percentage of cases where the single feature is included in one of the 10 top ranked feature sets for every
experimental condition (Table 12.11). The size of the control materials varied from a minimum of 10
signatures to a maximum of 160 signatures. The overall performance was measured in terms of accuracy
and reproducibility, as detailed in Section 12.2.4. This approach has, however, some limits, as it cannot

express the ‘importance’ of the contribution, nor directly express the complementarity of the features.

The contribution of feature types varied with the reference signature and its complexity. If time-based
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Signature 1  Signature 2 Signature 3

Type Mixed Style Stylized Text-based
Complexity Medium Low High
Time Features 100% 72.00% 46.22%
Length Features 0% 24.00% 0.00%
Expansion Features 20.44% 35.11% 98.22%
Directional Features 2.67% 16.00% 0.00%
Pressure Features 87.56% 60.89% 63.11%
Speed Features 16.89% 40.44% 4.89%
Acceleration Features 12.44% 13.78% 24.00%
Jerk Features 5.78% 9.78% 36.44%

Table 12.11: Summary of feature type contributions to the best performing feature sets. Percentages express in
how many of the best performing feature sets a specific feature type was included.

features showed a high contribution in either signature 1 and 3, in signature 2 the best performing feature
sets tend to privilege dynamic information (such as pressure, speed, acceleration, jerk). Although the set
of genuine signatures is not sufficiently big to establish a direct relationship between signature complexity,
type and discriminative features, results do suggest patterns. The performed exploratory analysis would
suggest that for short, stylized and rapidly executed signatures using dynamic data may be of interest.
Signatures 1 and 3, which are longer, slower and more legible have feature sets that rely more heavily
on time-related information. Best performing feature sets are peculiar for each signature: no feature set
appeared in the top list for more than one signature. Unfortunately, there does not exist an optimal
feature set independently on the feature type. This appears clearly in tables 12.12 and 12.13, where the
experimental results obtained for the three reference signatures on a same set of features is reported.
The feature sets were chosen because they performed well and were common to the three signatures
in the top 100 features sets. They were also chosen for generality, with the features (Time, pressure,
speed, direction) being available on most dynamic signature hardware. Although the results in table
12.12 may seem to suggest that these feature sets work well, they are not ‘optimal’. Further, the rates of
misleading evidence and their balance, therefore the bias of the feature set, varies a lot. Vastly superior
results can be achieved by signature specific feature selection. As an example, Signature 3 had trivariate
feature sets with 99.9% accuracy. These results are however not reproducible when using the feature
set on another signature. Optimal performance is only achieved by careful, specific selection of features.
However, some feature sets appear as good compromises between applicability and performance. The
present observations suggest that no generally transposable feature-set exists. Performed experiments
confirm however that some feature types may be privileged for short and fast signatures, while others
are better suited to legible and long signatures. Dynamic features, such as pressure and speed may be
more informative for short signatures and time-related features for longer signatures. Additionally, for
left-handed writers, incorporating direction-related features, in particular trajectory direction may be of
interest. Clearly, a more extensive study on a large panel of genuine signatures with different complexities
and of different styles should be conducted in order to investigate further the robustness of observations

and remarks.
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Accuracy [%| RMEpg, (%] RMEgw, [%]

Signature 1 91.05 8.67 9.23
Signature 2 93.54 9.57 1.13
Signature 3 92.07 0 12.22

Table 12.12: Results for all signatures with the same feature set. Features are {Totaltime, dt1 bar, TVD bar}

Accuracy (%] RMFEy, %] RMFEg, %]

Signature 1 95.86 7.51 0.60
Signature 2 83.78 25.80 0
Signature 3 97.98 0 3.12

Table 12.13: Results for all signatures with the same feature set. Features are {Totaltime, P_ var, dp3_max}

12.4 Conclusion

The present study explored evidence evaluation in dynamic signature examination under operational con-
ditions. Three specifics aspects were addressed: data sparsity, feature combination and feature discrim-
inative power. A Bayesian parametric model was used to calculate Bayes’ factors expressing evidential
value on signature authenticity. The approach incorporates natural variation and feature rarity using
empirical data. Experimental results obtained using global features showed that roughly 15 signatures
are sufficient to obtain accurate and reproducible results. However, performances are still good even in
presence of lower sample sizes. The joint evaluation of multiple features represents another important is-
sue. A multiplicative approach where variables are assumed independent tends to produced more extreme
evidential value statements. Features characterizing dynamic signatures show however a non-negligible
correlation, and a multivariate approach is to be preferred. As far as the feature selection, it has been

observed that the best performing feature sets are signature specific.

When interpreting the results of this study, one must keep in mind that the number of forgers
involved is modest. The same can be said for the case-related signature number. Only three signatures of
different styles were examined in detail. Although results cannot be generalized due to the absence of a
database of similar styled signatures, the in-depth analysis of the three samples has at least exploratory
value. These three signatures illustrate that different signature complexity and type may play a role for
feature selection and necessitate contextual information and special care for this step. Short, stylized
signatures may perform better with dynamic features, while longer signature types may show better
perform with time-related features. For a left-handed individual, directional features such as the velocity
and acceleration direction appear to be more discriminative. It cannot be excluded that generalization
may be possible for signature classes based on styles or graphical elements. The results suggest that
feature selection should be case-specific. Some features types seem to be inherently better suited to
different signatures. Further studies should be implemented to study features’ discriminative power with

respect to signature complexity and type, as well as the signer’s handedness.

The feature sets tested in this scenario included exclusively global features. These feature sets contain
limited information on the signature’s dynamics. The available raw data contains local features, such as
the speed and pressure profile of the signature. Summarizing these features into global features produces

a loss of information. Another point that is worth to mention is that dimensionality plays an important
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role in multivariate statistics [624]; the higher the model dimensionality, the more data is needed to
assess feature variability and estimate model parameters. Realistically speaking, forensic scientists rarely
dispose of large background data, that might therefore be not adequate for models of high dimension.
Alternatively, a score-based approach might be implemented. This would allow to shrink the model

dimensions and may turn out to be a viable alternative to deal with local features.

An additional consideration should be devoted to the temporal proximity between the questioned and
the reference signatures. In the current study, however, the contemporaneity of the evidence material

was not taken into account.

Finally, the proposed Bayesian model has shown good accuracy under operational conditions. The
model provides a methodologically sound way to assess dynamic signatures through the use of empirical
data and statistical techniques. It can also be easily implemented for handling features measured on
static or paper-based signatures. Criticism to forensic science includes the lack of validated statistical
models and of adequate empirical data to justify conclusions given by examiners. The model meets recent
recommendations for communicating evidence and it adheres to the important principle of transparency
[141]. The model is versatile and applicable under operational conditions, and it may represent a valuable
contribute to practice in handwriting examination. It may help the forensic handwriting examiner in
providing - through the Bayes’ factor - a quantified support in favor or against a set of hypotheses about
the origin of questioned documents. This numerical value guarantees that examiner’s conclusions are

sound because supported by strong scientific principles.
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THE INFLUENCE OF TIME ON DYNAMIC SIGNATURES:
AN EXPLORATORY DATA ANALYSIS

Unsubmitted manuscript. Currently in correction by the co-authors.

Abstract

Dynamic signatures are a digitalized form of handwritten signatures. Their use has seen
a steep increase for important transactions, such as life insurance and telecommunication
contracts, sales and banking operations. A dynamic signature can be disputed and a foren-
sic handwriting examiner may be hired to help determine whether it is genuine or not. Such
a conflict may emerge years after the questioned signature has been affixed. Since reference
material contemporary to the relevant period may not be made available to the expert, it
can be questioned whether time influences dynamic signature data, which could affect the
expert’s results. This study was designed to explore this possible influence. Dynamic signa-
tures of three participants were collected over a duration of 18 months, during 44 acquisition
sessions. Based on this sample, the goals of describing variation of dynamic features over
short and longer time periods, defining adequate sample collection strategies and sampling
time frames, as well as laying down the foundation for using the time information for com-
parative analysis of dynamic signatures, were pursued. Both the relative stability and the
slow ‘drift’ of signatures over time were illustrated by our results. The findings of this study
lead to recommendations for sampling in casework, validate statements previously made by
forensic scientist through an empirical investigation on dynamic signatures and strengthen
the statistical basis for forensic signature comparison.

Keywords: Forensic Science, Questioned Document Examination (QDE), Forensic Hand-
writing Examination (FHE), Online Signature, Contemporaneity, Time, Template Ageing,

Biometrics

13.1 Research Context

Forensic Handwriting Examiners (FHE) are often tasked with determining the authenticity of signatures.
Their expertise is called upon whenever the source of a signature is being doubted and case circumstances

are complex. They deal with difficult conditions when performing their signature comparisons. FHEs
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mostly work on cases that are contested years after the signature was made. Signatures are known to be
affected by ageing [325], which may cause issues when comparing samples from different periods. This
makes contemporaneity an important factor for valid comparisons. FHESs often struggle to obtain enough
trustworthy reference materials (control data) from the presumed source from the time of the questioned
signature. As a result, they need to invite the suspect to produce control materials. These newly
produced references are often created years after the questioned signature. The changes in handwriting
occurring both short term [563] and long term [325] may prove problematic in these situations. For
dynamic signatures in particular, there is often little contemporary reference material available. Hence
the examiner needs new materials produced by the suspect. Questions about the reliability of conclusions
based on samples not contemporary to the case are thus of great interest in forensic science. In this study,
the conclusions are based on the case assessment and interpretation model. Therefore the evidence is
assessed under two competing propositions and its value expressed as a Bayes Factor (BF), a probabilistic

statement of inferential strength.

The presence of changes in handwriting and signatures throughout a person’s lifetime have been
acknowledged by the scientific communities in neuroscience, forensics and biometrics [72, 165, 244, 392,
461, 616]. Ageing is known to produce a variety of effects directly or indirectly affecting our signatures.
Some studies investigate the effects of ageing and writer age on signature dynamics in particular. Gomez-
Barrero et al. suggest that when ageing, we tend to produce a higher number of shorter strokes, produce
more trembling and move away from log normality [223]. Many other authors have noted a difference
in velocity between age groups [123, 203, 233, 261, 375, 606]. While other studies focus on handwriting,
interesting results relating to ageing have been reported. Guest suggests that especially velocity and
acceleration show large changes when ageing [233]. Faundez-Zanuy et al. [167] corroborate the previous
results based on writing velocity. The non-constancy of signature features is also known and relevant to
biometrics, where it is referred to as ’template ageing’. Researchers have developed two types of strategies
to deal with this effect. As a first approach, some authors propose to use ‘time invariant’ features that are
less affected by ageing [233]. The second approach is called template updating and consists of changing
the reference materials to adapt to the new conditions [288, 475, 574, 575].

A 4 stage model for the development and decline of handwriting, relying on the concepts of graphic
maturity [396] and movement control [71], has been proposed [244]. These stages are chronologically the
‘learning’ phase, the ‘impressionable’ phase, the ‘maturity’ and finally the ‘senility’ phase. Ageing is non-
linear and therefore there are age ranges and periods, throughout which the handwritten product evolves
or declines quickly. Two age groups are susceptible to present greater changes in short time frames: the
young children and the elderly [149]. Rosenblum et al. [490] investigated handwriting as a test for motor
function decline, establishing linkage between aging, motor function and the handwritten product. Only
in the maturity stage, signatures are supposed to remain relatively stable. Forensic science is, luckily,
mostly concerned with signatures from adults. These individuals mostly fall within the maturity or
senility phases. No exact indications exist on when these phases start. Caligiuri and Mohammed review
a number of studies on the influence of aging, mentioning that influences on speed appear subtle between
ages 20 and 70, but are more noticeable afterwards [72]. Other studies mention important changes around
65 years of age [73]. Other studies mention that individuals in the 18-50 year age band will show less
effect than other age bands [325]. When further investigating the effect of aging and evolution (of the

signature), some authors have found the extent of ageing effects to be highly user-dependent [203].

One of the key problems in forensic signature comparison is the limited amount of comparison ma-
terials, as well as the trustworthiness and the availability of reference signatures. Contemporaneous
materials in particular are often very limited in forensic cases. As such, materials that are further spread
out through time have to be used, or the examiner needs to obtain new samples from the presumed source.

The previously described subsamples are meant to represent the data a forensic scientist may acquire
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as reference materials, specifically requested samples [187]. Requested samples are produced post-case,
by inviting the presumed source to produce material during (most often) a single session. This limits
the available materials to a very short timeframe. Reference sample collection should cover an adequate
timeframe, contemporary to the case [157, 187, 244]. The period of interest in the case may additionally
depend on the ‘phase’ the writer of interest is or was in at the time of the events. Population sampling
in forensic science should also use age information, as additional variation but also other factors such as
illness may appear over time. Lanitis et al. [325] suggest that a period of roughly 2 years is only enough
time to study short term variation. According to their research long term variation occurs over a period
of at least 5 years [322], which was also corroborated by Walton [606]. Additional studies suggest using
a scheme based on age groups, and indirectly relating to the stability of the learned signature motion,

improve the performance of their signature verification system [150].

In forensic science, researchers have made recommendations to choose a contemporary reference
sample. These recommendations do mention sampling throughout time, but often do not specify what
an adequate timeframe to sample from might be [187, 244]. Several studies have however observed
similarities in measurements taken on signatures from the same batch and differences between batches,
stressing adequate sampling throughout time [157, 563] . Mohammed [392] very recently suggested
that signatures within one year to be ideal. However, no empirical data is presented as basis for this
recommendation. Little empirical research on contemporaneity, the effect of the temporal distance and
ageing on signatures and evidence evaluation in general is available. The impact of contemporaneity and
time thus remain vague in most analyses and evaluation methods. This lack of empirical evidence and
precision is the main reason for our interest in the influence of aging on signature data. In addition,
dynamic data, which is highly movement related was previously inaccessible to the forensic examiner.
Galbally et al. noticed that dynamic global features show greater variation in time than static ones
[203]. This is hypothesized to stem from a focus on reproducing shapes rather than movement kinetics,
such as velocity or pressure. It appears of interest for the forensic handwriting community to extend the

knowledge about template age and contemporaneity.

Adequate reference materials are an essential basis for the successful examination of dynamic signa-
tures. Contemporaneity in particular plays a role for dynamic signatures, where little to no reference
materials can be obtained from the period of interest. The objective of this study is to determine if there
are observable effects of short-term ageing in dynamic signatures and extrapolate on how to collect sam-
ples to mitigate these. In case of presence of such effects, it is of interest to determine how the reference
data collection process can be adjusted to account for them. The signature data was acquired during
an 18-month period. First, a visual and statistical exploration of a set of movement-related features -
selected subjectively for the common presence in dynamic signature systems and comprehensive inter-
pretation — is proposed. The impact of different sample collection strategies on the representativeness of
the sample is studied. We then use this information to produce recommendations for reliable reference

signature collection in forensic casework.

13.2 Materials and Methods

13.2.1 Data

All signatures were acquired in standardized conditions. Participants sat at a desk on an adjustable office
chair. Writing position, seat height and tablet position was the participant’s choice. They were also
allowed to rotate the digitizing tablet on the table, as long as it remained flat on the table. A Wacom DTU
1141 signature tablet was used for the data acquisition. The tablet samples 200 points per second with
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a spatial resolution of 2540 lpi. Pen pressure is measured axially in 1024 levels, which do not correspond
to physical units. Wacom specific drivers and SignatureScope software were used. The signature data
is composed of four measurements and three input related columns. The untreated signature data were
exported as CSV files. We then imported the signature data into the R Statistical Software package
for analysis, comparison and evaluation. The extracted feature data is multivariate (multidimensional).
Sixty different global features describing the original signature data were extracted. This data included
measurements such as signature length, width and height, but also averages, variances and maxima
of speed, pressure, acceleration and other features. In this study, we chose to represent only four of
these features, namely the signature duration, the average pressure, the average velocity and the velocity
variance. These features have a physical interpretation and are not just abstract mathematical constructs.
They are both intelligible and relatively common. By extension, these could also be inferred for static
signatures and are of interest. We had to limit the study to this number of features for brevity. Additional
materials and figures, omitted for brevity, can be found online in the Supplementary Materials. Genuine
signatures were acquired from three writers over multiple sessions, in a timespan of approximately 18
months. The signers started out signing once every day of the week, then every 2-3 days, then every week
up to once every 3 weeks. Overall, every signer completed 44 sessions from February 2017 to December
2018. During the first sessions, we only sampled 10 signatures per session. We subsequently decided to
raise this number to 20 signatures per session, due to the large intra-session variability observed. At the
end of the sampling period, each of the three signers had produced approximately 800 genuine signatures.
We started with frequent acquisition sessions, diminishing frequency of sessions as we went along. This
was done to accustom people to signing on a digitizer, as the participants reported the surface as ‘slippery’
and difficult to sign on initially. During these first sessions, there was some evidence of people relearning
and adapting the signature movements to the new environment. The first week, signatures movements

were often slow and awkward, while signatures made during later sessions were faster and smoother.

13.2.2 Experimental Design

We explore the evolution of the signature’s features over time in signatures from a stable age group (22-60
years). In the scope of our study, we define mid-term variation as variation over a period of at least 10
months, and the short-term variation as variation over up to three months. These artificial intervals do
not reflect the literature, but are what our more limited datasets permits studying. To this effect, we
decided to perform various visualizations, models and statistical analyses of the dynamic features of the

signature.

13.2.3 Univariate analysis by boxplots

The signature data, grouped by acquisition session, were first visualized by using box-and-whiskers dia-
grams (boxplots). A boxplot shows the main data concentration (50% of the values) through the central
box, as well as the central tendency (the median) through the bar inside the box, as well as extreme
values in the whiskers, and possible outliers as filled black dots. The analysis of said boxplots does not
only show the data distribution through a few summary values, but also allows to see the symmetry
and skewness of the data. By comparing these boxplots, similarities and differences within and between
sessions can be highlighted. We then looked for changes and effects occurring over time. Special atten-
tion was given to differences between initial and final sessions, as well as long-term changes. In order to
emphasize an evolution in the dataset, we used locally estimated scatterplot smoothing (LOESS), a form
of regression analysis, to determine a trend in the acquired data. This regression analysis shows a trend

line, data points and the 95% confidence interval. The trendline schematizes the evolution over time
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more clearly and smoothly than the boxplots themselves. Both analyses were used jointly to describe
the signature features and their behavior over time. A descriptive analysis of results will be provided for

every signature.

13.2.4 Multivariate analysis by PCA

While very useful and illustrative analyses, the boxplots only show how time affects a specific variable. In
order to understand better how signatures, defined by 60 different features, are affected by the passing of
time, we propose to use a multivariate ordination technique. In this study, we used Principal Component
Analysis (PCA) based on singular value decomposition (SVD) to study the projection into a new feature
space and feature correlation. We proceeded by grouping the signatures into several ‘clusters’ based on the
temporal distance to the first acquisition session and then performing a PCA, followed by the visualization
of the PCA scatterplot. The PCA scatterplot of the two (uncorrelated) principal component (PC)
axes maximizes the sample’s represented variance in 2D space. This essentially means we are reducing
the complexity of multiple correlated features by projecting a combination of them into two ‘artificial’
uncorrelated ones, the PCs. We drew Hotelling-t 95% confidence ellipses around the groups to show
main data concentrations in the feature space. In a first trial, we used seven groups, of about 100 days
(approximately 3 months) each, to investigate short term-variation in the data. Data clustered closely
or overlapping indicates little difference due to timing, while well-separated groups would indicate large
variation. In a follow-up trial, we defined only two clusters based on our data. These larger groups of
about 300 days (approximately 10 months) were assumed to show long-term variation. A short description
of the clustering and observed variation is proposed. In addition to the PCA itself, we look at feature
correlation through the PCA loadings plots and scree plots. The loadings, i.e. the feature contributions
to the principal components, may help highlight uncorrelated, complementary features. The PCA scree

plot shows the convergence of the eigenvalue and thus represents the percentage of represented variation.

13.2.5 Representativeness of data sampling by univariate distributions

For every studied feature (i.e. average velocity, velocity variance, average pressure and signature dura-
tion), we first represented and analyzed the data distribution of the entire sample of a given signature,
labelled as the population data of that signature. Distributions were visualized by using a non-parametric
estimation technique known as kernel density estimation (kde; aka Parzen-Rosenblatt window). Kernel
density estimations are based on summations of kernel functions (usually Gaussian), which represent a
smoothened density. The kde analysis shows the cumulated, smooth density of the feature values. One
must note that kernel densities, although non-parametric, depend on choosing a smoothing factor. This
factor defines the smoothness of the final distribution. Here we used the default estimation implemented
in the ‘ggplot2’ package [608], for the R statistical software [466]. The visual examination of the popula-
tion informs us about data structure, breadth of variation and may reveal the presence of multiple modes
(high concentrations around a value; multiple ‘peak’ values). The population distributions, representative
of the 18-month period of the study, will be shown and described. Second, we have drawn samples of
the population and compared the resulting distributions with the population distribution, to investigate
whether the drawn samples can be considered as representative of the population. Samples were drawn

according to the four following procedures:

e Subsampling 1: signatures of a single randomly selected session

e Subsampling 2: signatures of several randomly selected sessions, by cumulating the data
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e Subsampling 3: signatures of several randomly selected sessions, by drawing randomly 15 signatures

evenly spread among the sessions (in order to eliminate the effect of the dataset size)

e Subsampling 4: a number of signatures randomly selected from the entire population, without

considering the acquisition sessions

The first three sampling procedures were followed to represent a general scenario than can be en-
countered by FHESs, in case the reference material is produced upon request, at a single date or at several
dates [187]. The fourth sampling procedure refers to situations where the reference material available to

FHEs is made of a series of course of business signatures collected on different dates.

Both the population and subsamples are represented by estimated densities. The comparison was
based on qualitative comparisons. If the distributions appear similar in shape, mode and density, the
subsample can be considered as representative of the population, and therefore adequate and sufficient

in size for forensic usage.

13.3 Results & Discussion

13.3.1 Univariate analysis by boxplots

The results will be discussed signature by signature. Some of the graphs have been omitted from the
main article and can be found in the Supplementary Materials. The boxplots of the data of signature
1 are illustrated in figure 13.1. It appeared that several changes occurred over the period of 18 months.
Both within and between-session variability was illustrated. There are, spread throughout the sampling
period, sessions with very low within session variability, but most sessions have large boxes and whiskers.
The medians of the different sessions, as well as the boxes, which represent the main data concentration,
are situated at different values between sessions. This would imply that there is variation or evolution
in the signature. The question to pursue is whether or not this is short term variation. If it were, the
result should be stable around a central value, otherwise the feature values change over time and evolve
towards a different central value. The variability between sessions means that an examiner who selects
and uses reference material coming from a single session is exposed to the risk of a sampling effect. A
single session may or may not lie in the main data concentration of the population, and thus it may not
well represent the writer’s usual variation. If an outlier session is the only available data, the assessment
of evidential value will be skewed by the fact that the data is not representative of the writer’s actual

‘average’ variation.

The LOESS results of signature 1 are illustrated in figure 13.2. When looking at the average pressure
results (fig. 13.2 a), a progressive increase can be observed in the initial sessions. These initial acquisition
sessions were, however, much closer in time to each other than the later sessions. They highlight the
changes and variation in tighter timeframes and the gradual changes over time. Average pressure seems
to stabilize after about two months of signing on the tablet. This initial change is hypothesized to be
an effect of the unusual surface dynamics and writing sensation on the signature pad. The signer must
indeed get accustomed to the new surface, as well as relearn his signature movements on the slippery
tablet surface. The average speed results (fig. 13.2 b) show no initial increase. The average values appear
to gravitate around the same region, until toward the last ten months, when a decrease occurs. The speed
variance results (fig. 13.2 c¢) show some increased values in the first four acquisition sessions but appears
stable afterwards. As for the overall signing duration (fig. 13.2 d), the value seems to steadily decrease
throughout the sampling period. When further investigating the stroke length (i.e. length sum of all the

signature strokes) and the total width of the signature over time, a decrease in both features is observed.
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This decrease can be interpreted as an improvement in the fine motor control on the tablet surface, due
to training. Our hypothesis is that the signature movements changed over time to increasingly resemble
the original signature on paper. As an alternative hypothesis, an adaptation by simplifying the signature
movements may have occurred. A visual investigation of the signature shape would suggest that the
first hypothesis is more likely, as no apparent simplifications and changes in signature shape have been
observed. The decrease in signature duration may be attributed to much the same hypotheses. An
additional cause may reside in the fact that the tablet provides slightly delayed visual feedback. At first,
the participant was reticent to sign faster than the appearance of the digital ink. The participant was
inclined to wait for the system to catch up to their signing. Two of the three participants showed this
behavior initially. Learning and automation took over after a few acquisition sessions and accustomation

to the system, also explaining part of the decrease in signature time.

As for signature 2, the behavior of the within and between-session information, visible on (Suppl.
Mat. Fig I), appears to be much the same as for signature 1. Some changes in feature values have
occurred during the sampling period, but signature 2 is more stable than the first one overall. In (Suppl.
Mat. Fig IT) we can see an increase in the average pen pressure in the initial acquisition sessions, similarly
to signature 1. The average speed in (Suppl. Mat. Fig II) shows some oscillation, but no steady changes.
Average speed decreases slightly after the first 4 months and then increases after 8 months. The speed
variance shown in (Suppl. Mat. Fig II) somewhat follows the pattern of the speed itself. At first, the
variance is quite stable but then increases toward the last 10 months. Most likely the increase in speed is
due to a training effect or adaptation to the tablet surface. In (Suppl. Mat. Fig II), the total duration of
the signature can be seen to oscillate slightly, but mostly stabilize around 800-900 ms. Surprisingly, the
signature duration did not decrease while the average speed increases in the last months. When looking at
the size of the signature and the stroke length, these values can be explained, however. In the last sessions,
the overall stroke length is longer, due to an increase of both width and height. Longer strokes permit
longer accelerations and higher velocities, as acceleration and deceleration phases are further separated.

Again, no major changes were made to the actual signature shape indicating a different writing rhythm.

Signature 3 has, in comparison to signatures 1 and 2, relatively large within-session variation. Sig-
nature 3’s boxes, in (Suppl. Mat. Fig III) are very constant in size, indicating a regularity absent in the
other two other signatures. The signature 3 results generally show a higher spread (box size) than the
other two signatures, but also smaller whiskers and more outliers. In signature 3, three initial sessions
differ from the other sessions in all of the shown features, especially signature duration and velocity
variance. Signer 3 also had the hardest time to adapt to the new surface and took more time than the
other participants. Signature 3 also features some changes over time. The average pen pressure, shown in
(Suppl. Mat. Fig IV), increases over time. Additionally, the distribution of average pressure for signature
3 is more dispersed than for the other two signatures. As for the average speed, shown in (Suppl. Mat.
Fig IV), we can see a small decrease after the first two months, then after 6 months the values increase
again, attaining the levels of the initial acquisition sessions. The speed variance (Suppl. Mat. Fig IV)
follows that pattern closely, staying relatively stable over time. As for the signature duration, (Suppl.
Mat. Fig IV) shows that after three initial long sessions, this feature decreased steeply in the fourth
session. The participant reported having trouble with the visual feedback of the digital ink of the tablet.
As there is a small delay between the acquisition of the point and the appearance of the digital ink, the
participant felt he needed to pause for the system to catch up. After being accustomed to the tablet,
the participant started signing more naturally, resulting in a steep decrease in signature time. During
the rest of the acquisition period, the signature duration steadily decreased. We hypothesize that this
is due to further training and learning with the signature tablet, but in this case, also to some slight
simplifications in the signature movements. For signature 3, some ornamental loops and some segments

were linked in later signatures, whereas early signatures resembled the paper version more strongly.
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Overall, changes and variations were observed in the different dynamic features we have investigated.
Not only do the central tendencies, such as the medians, vary and evolve throughout the period, but the
data distribution also varies. As such, some sessions present very large variation, whereas other present
very small variation. Even session with similar medians do not show the same variation, and conversely
sessions with similar variation do not show the same median and data concentration (box part of the
plots). The first sessions generally showed somewhat erratic and unpredictable behavior, which can be
related to accustomation to the new writing conditions. Once this short period is over, feature changes are
very personal as previously observed by Galbally et al. [203]. The only similar effect between participants
was a decrease in signature duration, either due to the training on the new writing surface or to slight
adaptation of the signature. In two of the three participants, there is a temporary decrease in average
speed. The third participant did not exhibit this temporary decrease, showing instead a decrease in
speed in the later sessions. Most of these changes are hypothesized to reflect the need for more movement
control on the unusual, more slippery surface. The signer needs to perform a slight ‘adaptation’ of the
original signature movements in some cases in order to preserve movement fluidity. We suppose that

some parts of the movement need to be relearned.

As practical implications for FHE casework, the effects of accustomation to the unusual writing
surface may be important in the advent of dynamic signatures, as people are not yet used to signing on
these devices. The first signatures produced may well be ‘outliers’ for most people and present differing
features, until some training is done. A possible recommendation may be to make clients at a Point
of Sale read and write on the devices to make sure he is accustomed to its use before signing. On
another note, due to within and between-session variation, FHEs may not solely rely on reference data
from a single point in time, as most authors already pointed out [187, 244, 392, 396, 563]. In signature
comparison, reference data representing a minuscule time period such as a day may lead to significant

over or underestimation of the value of the evidence.

13.3.2 Multivariate analysis by PCA

The projection of the data when using all of the available variables shows no clear separation between
groups. Of course, even the PCA is a dimensionality reduction technique and the visualization is only 2D.
There are differences in the dispersion of the points in the PCA subspace, especially for participants 1 and
2. In the PCA scatterplot for signature 1, visible on figure 13.3 (a), we can see that the groups overlap,
but that the points are gradually shifted laterally with template age. A similar trend for signature 2 can
be seen in figure 13.3 (b). For signature 3 (figure 13.3 (c)), we observed a higher amount of clustering
around the same area, no matter when signatures were acquired. As a possible explanation, we considered
that participants 1 and 2 were younger (late twenties) than participant 3 (late fifties). If we consider the
general handwriting maturity model proposed in [244], participants 1 and 2 may still vary, not having
yet attained full maturity. The weak point in the theory would be that participant 3 is nearing the limit
of the ‘stable’ age range and should show increased changes. However, since there is evidence that ageing
is extremely related to the individuals [203], our observations may simply be the result of individual
differences. As our sample includes only three writers, these hypotheses are left open for more extensive

future studies.

When reducing the number of groups to only 2 in the PCA visualization, to observe more long-term
changes and clear-cut groupings, we can see the separation is still partial. In figures 13.4 (a) and (b), we
can observe the PCA projection for signatures 1 and 2. We can see a separation between the leftmost
and rightmost group, with some overlapping occurring. The overlapping is lower for signature 1 than for
signature 2, implying there are changes that are more marked over time for signature 1. For signature 3

(figure 13.4 (c)), the two groups are mostly overlapping and show limited differences. These observations
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Chapter 13 The influence of time on dynamic signatures: An exploratory data analysis

suggest that the variation of the signature over time is very personal and strongly depends on the user
signing on the surface. We hypothesized beforehand that the age of the participant may play a role in
long-term evolution and variation of the signature. The PCA results again suggest that participant 3
shows less (or slower) changes in his signatures. Further study should look at the influence of age, signing

habits and frequency, as well as personal impact on the variation throughout a time period.

The analysis of the Scree plots on the left-hand column in figure 13.5 (a-c) supports a strong correlation
between signature features. As a matter of fact, two principal components explain about 35% of the total
variance in the dataset. As can be seen in the Scree plots, all of the PCs contain a large amount of
variation, which means that we cannot easily eliminate variables to reduce dimensionality of the data.
The high correlation also implies that the PCA projection into 2D space does not represent the dataset
very well, because the percentage of explained variance is low. The loadings values in figure 13.5 (d-f),
also point out the strong correlation between features. We can see that different features contribute
the most variation for all of the three signatures. Most similarities are observed between signatures 1
and 2, where the signature length features contribute a lot of variation. Correlation between features
is expressed by the angle between the arrows. At 90°, the features are uncorrelated, at 180° they are
negatively correlated and at 0° they are correlated. Our data set shows that the features exhibit grouping
and sharp angles between them, which is evidence for high feature correlation. This correlation should
be taken into account for evidence evaluation, as it may cause overestimation of evidence if assuming

independence between features.

For our short-term analysis, groups of 3 months showed large overlap, while some separation occurred
with 12-month groupings. Lanitis et al. [322] claim that long-term changes occur slowly over periods
of at least 5 years, which implies that our sample is too small to detect these changes. According to
these authors, our 18-month sample is only large enough to study short term variation [325]. Our results
appear to show some separation nevertheless. One hypothesis is that there is a faster evolution due to
the adaptation to the tablet, which would be analogous to learning a signature in the first place. Another
is simply that long-term variation depends on the age of the participant and his graphical maturity.
Finally, we have observed variation in time and noted its importance in forensic signature comparisons.
Predicting these long-term changes or their pattern may be a potential research topic for future studies,
improving both our knowledge on time invariant features and robustness to template ageing effects. This
theoretical ageing model may help in forensic cases with aged documents. All of these observations show
the need for individualized feature selection, as well as multivariate combination of feature information.
Information for the different signatures is often contained in features specific to one signature. Statistical
methods and adequate models need to be developed to deal with the intricate links between the data,

which is why multivariate statistics are useful in this context.

13.3.3 Representativeness of data sampling by univariate distributions

The population densities for signature 1 (Suppl. Mat. — Fig V), signature 2 (Suppl. Mat. — Fig VI),
and signature 3 (Suppl. Mat. — Fig VII), all present relatively ‘normal’ shapes, although most are
slightly skewed. We can generally see a clear mode (most frequent value, highest density, ‘peak’) for
all distributions, except for the average pressure for signature 3 (Suppl. Mat. — Fig VII), which is
bimodal. This bimodality may be due to experimentation of the corresponding participant to adapt
his signature to the unusual surface. We have previously described that this participant changed some
details in his signature movements during the data acquisition. Bimodality may cause problems when
comparing the signature features with insufficient control samples. In addition, modeling this kind of
feature distribution correctly would require complex models, such as Gaussian Mixture Models (GMM).

The revealed information may guide and validate an ulterior probabilistic model choice. This strengthens
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Figure 13.5: PCA Analytics for the SVD PCAs. The lefthand column features the Screeplots, showing explained
variance for each additional component (PC). The righthand column shows the loadings plots, which show the
strongest contributions to the PCs, but also feature correlation. (a)-(c) Scree plots for signatures 1-3, (d)-(f),

Variable loadings for signatures 1-3
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the foundations of dynamic signature examination through the study of previously unknown variation
over time. It also provides an incentive to produce more research into probability models that can be

used to provide evaluative opinions on signature evidence and support examiners.

13.3.3.1 Subsampling 1

When looking at the sessions for signature 1 (fig. 13.6), signature 2 (Suppl. Mat. — Fig VIII) and
signature 3 (Suppl. Mat. — Fig IX), we can see that the densities of the population and the individual
sessions are very different in both shape, mode and density. The individual sessions have irregular shapes,
some sessions are quite concentrated around a few values and show high densities, but several peaks, while
others are diffuse. All of the data is mostly clustered around a central value per session, which does not
necessarily coincide with the population value. Overall, the population distribution is also lower in terms
of density, which is caused by the prevalence of many more and different feature values. However, some
similarities between individual sessions and the population are present. Signature 1 shows remarkable
reproducibility in the signature duration, even between sessions (fig. 13.6). Signature 2 shows the same
but for the average velocity and velocity variance (Suppl. Mat. — Fig VIII). Signature 3 shows rather high
reproducibility in the average pen pressure feature (Suppl. Mat. — Fig IX). These observations support
that time-invariant features [207] exist, but apparently they are intimately linked to the participant and

not generalizable.

When executing comparisons based on single acquisition sessions, many undesirable effects may occur.
First, due to the high data concentration, density may be very high. Second, the session inter-variability
is high, so choosing a single session at random may misrepresent the population distribution. Major
differences include their modes, their variance or even the distribution shape. The problem appears when
thinking about the usage the forensic scientist will make of the data, notably providing support for two
competing propositions. In most cases this means providing support for the signature having been made
by a person A or by someone else. Conclusions based on a single session may be significantly different
from conclusions based on the population. An individual session has a high chance to fall within the
population mode, density, variance and shape and therefore be representative. There are however also
sessions that are further away and can be considered as ‘outliers’. When using non-representative session,
the value of the evidence will not be reproducible for a time period. It appears crucial to use data that
is more akin to using the ‘population’, to better reflect the signature throughout a period of time, rather
than reflecting the signature in a specific point in time. Sampling data from different sessions appears

crucial for reproducibility, and thus validity.

13.3.3.2 Subsampling 2

For this section, we chose to only illustrate values for signature 1. In fig. 13.7, we can see that the
more acquisition sessions are used to generate the densities, the closer the density’s shape and mode
approximate the overall population. With as few as two sessions, the densities start to resemble the
population density in both height, shape and mode. Starting from 5 sessions, almost no notable difference
is observed in the density. The results of our experiment suggest that a density of two to five distinct
acquisition sessions approaches the population’s density. While five sessions are better, two to three

sessions already significantly reduces the problems faced with individual sessions.

These results further illustrate the need for an adequate sampling throughout a relevant timeframe.
Natural short term variation is more strongly present between acquisition sessions than within acquisition

sessions. In order to compensate for this variation and to produce reliable inference, data from multiple
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Chapter 13 The influence of time on dynamic signatures: An exploratory data analysis

sessions should be used. Our experiment shows that a sufficient quantity of reference materials from a
certain timeframe is necessary to capture overall variability, corroborating results from previous studies
[157, 563]. Our study would suggest that at least two distinct sessions are sufficient to approximate the

population.

13.3.3.3 Subsampling 3

The third sampling method is similar to the second one, only eliminating the growing sample size. We
limited the number of signature total to 15 (drawn from the number of sessions, which was varied). The
results for signature 2 can be seen in fig. 13.8. The results are very similar to the previous results. Two to
four sessions appear sufficient to account for the influence of time in sampling. Reproducibility however
depends on the size of the dataset. With only 15 signatures, the position of the mode is more variable
and a bit further from the population mode because of the relatively small sample size. Furthermore,
the densities are often too high and overestimating the frequency of those particular values. In some
additional trials not represented in this article, we increased the number of signatures to twenty, and
the reproducibility increased significantly. An examiner should have a final sample size of at least 20
signatures over all of the sessions. Given our results, we recommend to organize at least 2 sessions on

different days and collecting 20 signatures per session as a good rule of thumb to capture variation.

13.3.3.4 Subsampling 4

Our final method consisted of randomly drawing signatures from the entire population. This method
simulates the presence of collected samples [187], anterior to the case. The visualizations presented in
this research show a random sample from the signature 3 population. In fig. 13.9, we showed the density
of a sample of 3 to 10 signatures. Our results show the rather obvious fact that the more signatures are
available, the more representative the sample. When looking at the number of signatures, the density
start looking similar from 8 to 10 signatures. Based on these results, we recommend using at least 8 to

10 signatures in casework with collected samples (given that no two were produced on the same day).

In this section, we briefly examined different methods of sampling that simulate reference collection in
forensic science. Our main aim was to study the importance of time in the sampling process. A previous
study [563] has shown between session variation to be greater than within session variation, creating
potential biases in the interpretation of research results and casework. Our question was naturally to
determine what sample would sufficiently represent the selected time period. We proceeded by visually
and qualitatively comparing kernel density estimations, showing the distribution and variation of the
features. First, our qualitative analysis of the feature distributions of both the population data and
the single sessions corroborate the previously cited authors’ results [563]. In additional trials, we tried
to determine the importance of the covered time period and the sample size, while reflecting the usual
methods of acquiring reference materials in forensic science. We determined that both sample size and
contemporaneity have an impact on sample representativeness. We concluded that the time parameter
seems less important than the sample size itself. For collected reference materials, randomly sampled from
a large time period, as few as 10 signatures may be sufficient for statistical analysis. Requested materials,
produced post-case come from specific timeframes and may be more susceptible to the influence of time.
We determined that a minimum number of two different sessions, with preferably 20 signatures per session,
would be necessary to approximate the relevant population’s distribution. Further, we can conclude that
signatures from an 18-month period are representative enough to use in comparison procedures. These

results are coherent with recommendations for collecting reference materials in forensic casework [187].
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13.4 Conclusion

This study has allowed us to investigate the impact of time on features of dynamic signatures. We
specifically studied signatures from three participants, who signed regularly over a period of 18 months
on a dynamic signature tablet. We started with a descriptive analysis of the data and its inherent
variation. We have found that dynamic features present very diverse variation during this period, both
in terms of short- and long-term variation of the signatures. The important difference both within and
between data acquisition sessions was noted. Variation in time appears to be a very personal, participant-
related effect. Some features measured do seem to vary not only as a form of ageing and variation, but
also as an adaptation to the new writing conditions. The slippery surface and unusual visual feedback

may lead to changes in writing behavior, which normalizes over time with training.

Variation appears quite limited during the studied timeframe. As expected, we were not able to
observe ‘true’ long-term variation during an 18-month period. We, however, did observe the effects of
template ageing and a separation when visualizing the multivariate data. We showed that short-term
variation is very minute, while the variation over years is noticeable, although personal differences exist.
Based on our results, we concluded that signatures up to 18 months prior or posterior to the case are

contemporaneous and adequate for comparison.

Our investigation into reference sample size and representativeness helped us point out the potential
bias caused by using inadequate samples. This may be important for forensic examiners that have access
to only limited materials and need to acquire additional samples from the putative source. An adequate
sampling throughout time, such as collected materials, is preferable to requested materials. Additionally,
fewer signatures are necessary when sampling freely throughout time. This process is more reproducible
and reliable than sampling from specific time periods, such as specific days. When requested materials
need to be produced post-case, we showed that at least two sessions on different days should be organized
to avoid using an outlier session. Our study has shown that both sample size and contemporaneity have
their importance in sample collection and should be considered carefully in forensic casework. Failure
to do so may result in difficulties and bias in case assessment and interpretation methodologies. When
assigning the value of the evidence, especially using statistical procedures, the data adequacy is vital
to produce valid and coherent results. The impact of both sample collection and time in an evidence

evaluation setting may be an interesting subject for further studies.

Although all of our conclusions are limited to a ‘stable’ and graphically mature population, we feel
that our results highlight the importance of studying and considering time in signature examination.
Template ageing, contemporaneity and quantity of reference materials deserve more attention than is
actually accorded to them in forensic science. Further long-term studies on larger populations of signers
should be conducted in order to investigate the reasons for variation and certain aging effects. This idea
may be extensible to other age groups, as well as being applicable when the writer enters another phase in
graphic maturity or motor decline because of aging. The field of research into time and temporal effects

on samples, populations, age groups and motor control are open fields of study.
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CASE ASSESSMENT AND INTERPRETATION OF DYNAMIC

THE IMPACT OF TIME ON PROBABILISTIC

SIGNATURES

Unsubmitted manuscript. Currently in correction by the co-authors.

Abstract

Dynamic signatures are handwritten signatures recorded on electronic devices. These dy-
namic signatures are easy to set up and cheap, which makes them an interesting alternative
to paper-based signatures for businesses. An increasing number of important transactions,
such as medical consent forms, insurance contracts or even sales, are nowadays being signed
with dynamic signatures. Naturally, these cases may lead to legal conflict and court proce-
dures. Parties often contest being the source of the signature on these important documents.
In such instances, the court calls upon the expertise of forensic scientists to provide evidence
as to the signature’s source. Forensic scientists perform comparative analysis between the
questioned and reference signatures. In many cases, reference material from within the
same week or even month of the case is not available. The examiner must then make do

with the available material, while still assuring a valid and justifiable assessment.

In this study, we investigate the influence of time on dynamic signature data. We look
at the effects of time on evidential values when assessing authenticity. We use a specifically
collected data set of genuine signatures, collected over a period of 18 months, as well as a
specific simulated signature dataset. We create mock cases with this known source data
to test the performance of a probabilistic model when the available reference data is tem-
porally distant from the case. This probabilistic model provides Bayes Factors (BF) as a
quantitative assessment of the evidence’s value. Our aim was to study the impact of time
on the evaluation of signatures with this probabilistic methodology. We were able to show
that both contemporaneity and the size of the reference set clearly have their importance
in forensic casework. Furthermore, we found that the methodology used in this study is
more sensitive to the quantity of available reference signatures than to temporal distance.
Time and temporal distance have, however, an important role in reference signature selec-
tion. The evaluation of signatures with reference material sampled from multiple points in
time has greater reproducibility and validity than evaluation with punctually sampled sets.
Overall, we found that the probabilistic model was quite robust to the variations in time

and temporal distance. Temporal distances as long as 18 months are not problematic in
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forensic casework, for writers who are in a ‘stable’ neuro-motor age range. These signatures
can be considered adequate and contemporaneous for these writers.
Keywords: Forensic Science, Time, Template Ageing, Stability, Validation, Sample col-

lection, Forensic statistics, Case assessment and interpretation

14.1 Context

Signatures are not constant in time, like DNA for example. The human motor system in general and
signatures in particular are known to be affected by aging [72, 165, 244, 325, 392, 461, 616]. Therefore,
they do not respect the ‘permanence’ principle, one of the five conditions of ‘ideal’ biometrics, as defined by
Jain et al. [290]. In forensic science, the ageing and change inherent to signatures is especially important.
Forensic scientists often have to deal with aged questioned signatures. Cases sometimes involve historical
documents, are only contested years after the actual contract conclusion, or even because of long legal
procedures and delays until an expert is hired. In these cases, obtaining contemporary reference signatures
from the presumed source may be difficult. The forensic examiner has to manage with the available, often
temporally distant reference material. Time-related changes are known to have caused misinterpretations
in research [157, 563]. This also raises the questions of the reliability and validity of conclusions based

on non-contemporary reference material.

One cannot discuss the effects of the passing of time without also mentioning ageing. The writers
age and evolve, which affects their neuro-motor system, their muscles, their vision and other factors. All
of these changes have an impact on signing behavior. In addition to time-related changes, signatures
are also subject to ‘natural’ variation [244, 396], which is inherent to the execution of the signature.
Both of these causes lead to large variation over time and require careful collection of reference material
for comparison. Ageing is a non-linear process, meaning that there are age bands during which the
handwritten product changes more rapidly and significantly. These changes have been categorized as
short-term [563] and long-term [325, 606] . Lanitis et al. [325] suggest that a short-term variation occurs
over periods less than 5 years, while long-term variation is noticed only over longer intervals [322]. The
ageing process has been classified into 4 stages [244], based on graphic maturity [396] and movement
control [72, 223, 490]. Two age groups show great variability in short time frames: the young children
and the elderly [149] . The adult population shows little (or simply slower) ‘ageing’ effects. Caligiuri
and Mohammed mention the period between 20 and 70 years as stable [72], while other studies mention
important changes after 65 years [73] or even after 50 years [325]. Further, changes due to time are slow
and progressive for signatures. Furthermore, the cardinal changes affect the signature dynamics, such as
velocity and acceleration [123, 167, 168, 203, 233, 261, 375, 606]. However, some authors have reported

that the changes caused by ageing as well as their extent are first and foremost user-dependent [203].

The large variation in signatures presents a great challenge when assessing evidence for signature
authenticity. In a first approach, forensic scientists have proposed to mitigate the effects of variation
by choosing an adequate comparative sample. These proposals mention sampling throughout time, but
are vague about contemporaneity and the adequate timeframe [187, 244, 392]. Authors in the field of
biometrics have studied ageing on a few biometric identifiers [135, 149, 165, 206, 220, 325, 474]. They
have come up with a similar strategy to counteract what is commonly referred to as 'template ageing’.
The authors propose to perform ‘template updating’ by replacing aged reference material with a more
contemporary one [288, 475, 574, 575]. This inherently assumes that the examiner is able to obtain

new signatures, that they are ‘trustworthy’ and that the period of interest is the present. In forensic

173



Chapter 14 The impact of time on probabilistic case assessment and interpretation of dynamic
signatures

casework, the period of interest lies in the past. A more relevant strategy lies in using ‘time invariant’
features, which are less affected by ageing [233]. These features may, however, be less discriminating than
other less constant features. Overall, the examiner has to handle a trade-off between performance and

applicability.

In the field of biometrics, ageing effects have often been studied through verification-task performance
in automated systems. Verification performance was reported to increase when age is added as a soft
biometric [104] , corroborating the utility of the age ranges. Another research team has found that in
their 15-month study, the individuals themselves have a strong effect and that ageing is a very personal
process [203]. Ageing does however not affect all feature types to the same extent. Two research teams
have both found that local features are less affected than global features [203, 574, 575]. Aged templates
produced not only worse, but also more scattered match scores. Given these findings, we expect that in

forensic science, we should be subject to the same effects and scattering in performance.

Voices in the forensic and legal communities have been calling for a new paradigm for the assessment
of forensic evidence. Probabilistic frameworks and the systematic use of empirical data [25, 145, 410, 430,
444, 489, 614] are currently changing forensic science. These frameworks have also become relevant to
signature examination [108, 194, 201, 392, 430]. Forensic scientists have started to embrace the concept
of Likelihood Ratio (LR) and the Bayes Factor (BF) as the expression of evidential strength.

The objective of this study is to determine the effects of ageing in forensic signature comparison.
Dynamic signatures are a rich source of information, but were previously unavailable for study by forensic
scientists. Furthermore, in forensic signature evaluation little work on probabilistic methodologies exists.
We propose to model the variation through a probabilistic model and analyze accuracy and evidential
value. Therefore, we explore the effects of time and ageing using mock cases and computer simulations.
We study the impact of temporal distance between the reference sample and the questioned signature
in both genuine and simulated signature situations. We also test and validate a probabilistic dynamic
signature evaluation methodology, which offers evidential values based on empirical data under the form
of Bayes Factors. Finally, we demonstrate the validity of forensic signature comparison using 18-month

old templates within a probabilistic framework.

In section 14.2.1, we describe the collected dataset and the sampling through time in order to cover the
18-month period. We also briefly explain the probabilistic model and parameters, as well as the concept
of Bayes Factor. In section 14.2.2 we give a detailed explanation on the mock case generation and the
sampling of the reference signatures used to create specific conditions. We expose the four different sets
of experiments we undertook. In section 14.3, we describe our experimental results and illustrate the
model’s performance in the varied conditions. Finally, in section 14.4 we provide generalizations and a

conclusion on the impact of ageing on the forensic comparison of signatures.

14.2 Materials and Methods

14.2.1 Data & Model

Before defining the methods used in this study, we would like to define both temporal distance and
ageing. Temporal distance is used to signify the relative duration between the production dates of two
signatures. It is, more simply said, the duration between the productions of two signatures. In this study,
we measured this distance in days. Ageing is the process of changing over time. It concerns a specific,
numerically identical, entity [318]. In our case this entity is the writer, who is changing his neurological

system, his movement patterns, his effector muscles, due to time. The concept of ageing itself is only
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meaningful for signatures made by the same writer. Genuine signatures show these effects over both short

and long periods of time.

There are few extensive datasets, effectively sampled through time and fitting the requirements for a
study of the influence of time and the effects of ageing. We acquired our own, specific dataset in order to
ensure having adequate and sufficient data. In order to provide good conditions for reproducibility over
the 18-month period, we standardized the signature acquisition conditions. These ‘physical’ conditions
were the same for both signers and forgers. A Wacom DTU 1141 signature tablet was used for the data
acquisition. The tablet samples 200 points per second with a spatial resolution of 2540 Ipi. Pen pressure
is measured axially in 1024 levels, which do not correspond to physical units. Wacom specific drivers and
their ‘Signature Scope’ software were used for recording the data. Participants sat down at a desk on an
adjustable office chair. They were asked to adjust the chair for their comfort. They were also allowed
to rotate the digitizing tablet on the desk, for writing comfort. However, digitizer inclination and height
could not be changed during the acquisition. The stylus used is the standard Wacom pen, which has
a hard-plastic nib. It was also tethered to the tablet, creating some slight initial discomfort for some

participants.

The genuine signature acquisition was conducted over a period of approximately 18 months. A total
of 44 distinct acquisition sessions per participant were organized. Three participants volunteered for
this longitudinal study. The data acquisition also had several phases and rhythm changes, with some
adaptation along the way. In a first phase, we started with frequent acquisition sessions; at first once per
day, then once every 2-3 days. The participants reported the surface as ‘slippery’ and difficult to sign on
initially. They needed frequent sessions to train and get used to the experimental setup, especially the
digitizing device. In the first sessions, we sampled 10 signatures per session. We subsequently decided to
raise this number to 20 signatures per session, due to the large variability observed in the first sessions. In
a second phase, we organized sessions with diminishing frequency of sessions (once per week, once every
other week), until we stabilized around one acquisition session every three weeks. Signature acquisitions
lasted from February 2017 to December 2018. Each of the three signers produced about 800 signatures
during this period.

The simulated signatures were made by volunteer forgers in a forgery contest. Forgers had time to
practice on both paper and the digitizer before forging. They were required to produce 10 simulated signa-
tures per chosen signature ‘target’, but could also reject and restart forgeries. The contest was organized
to provide a financial incentive to produce good forgeries. 57 people participated and simulated from one
to three of the signatures. All forgers were University staff or forensic science students. The signature
models provided to the forgers were five paper-based signatures produced at the beginning of the study.
Simulators were free to change the writing conditions for comfort, like the genuine signers. No specific
instructions on how to forge the signatures were given. Participants were free to do freehand simulations
or trace the signature. They were, however, aware that dynamic data would be used to examine the
forgeries. The raw signature data was exported as CSV files and imported into the R Statistical Software
package for analysis, comparison and evaluation. The signature data is composed of four measurements
and three pen-input and button-related columns. The data is multivariate (multidimensional) and formed
by a chronological series of points, describing the signature and its execution movement. Sixty different
global features describing the original signature data were extracted. These features include signature
length, width and height, but also averages, variances and maxima of speed, pressure, acceleration. For
sake of stability and simplicity of the probabilistic model, a feature selection step was carried out before
the trials. During feature selection, we tested for discriminative sets of three features. Feature selection
is very important, as they define the extent of variation and discriminative power of the method, while
reducing the computations and complexity. It is a complex endeavor, which surpasses the scope of this

article. Our requirements included low misleading evidence rates, as well as high reproducibility. In

175



Chapter 14 The impact of time on probabilistic case assessment and interpretation of dynamic

signatures
Feature set  Applied to Feature 1 Feature 2 Feature 3
1 Signature 1 Signature Duration Maximum of the third temporal differential of pen pressure Maximum distance to centroid
2 Signature 2 Signature Duration Variance of the horizontal acceleration Variance of the tangential jerk
3 Signature 2 Length of in-air pen movement Pen on surface duration Average pen pressure
4 Signature 3 In-air movement duration Variance of tangential jerk Maximum distance to centroid

Table 14.1: Feature sets used in this study

some cases, we used alternative feature sets to check if the effects were generalizable. These features are

summarized in table 14.1.

The Bayes Factors (BFs) were evaluated through a probabilistic model, proposed by Linden et al.
[338]. This probabilistic model is a conjugate Bayesian model, with a Normal-Wishart prior distribution
and a normal likelihood, as specified in equations 14.1, 14.2, and 14.3. In this paper, two propositions, H1
and H2 have been used. Under H1, we assume the questioned signature y and the reference signatures x to
come from the presumed source, while under H2, we assume them to come from a different source. When
the questioned signature is genuine, the BF should be above 1, and below 1 if otherwise. A BF of exactly
1 means that the evidence is equally likely under both propositions and provides no relevant information.
We transformed the Bayes Factor (Eqn. 14.4) into weight of evidence (WoE), as shown in equation 14.5.
This facilitates the visualization of the results, as it reduces spread. This transformation also maps the
BFs to a more intuitive scale, which is centered on zero as neutral value. This means that positive weight
of evidence implies tipping the scales towards authenticity, while negative WoE would imply tipping the
scales towards simulation. Ideally, genuine signatures produce positive weight of evidence, simulated

signatures produce negative WoE and non-discriminating, irrelevant evidence amounts to zero.

Zij~N(0:;, W) (14.1)
0; ~ N (u, s-W) (14.2)
W ~ Wish(U, v,) (14.3)

_ f(y‘xa Hl)
B = . 1) (144)
WoE = log;(,BF (14.5)

14.2.2 Experimental Design

Four different experiments were carried out to evaluate the impact of temporal distance on the assessment

of signature evidence. Details for every experiment can be found in the following paragraphs.

14.2.2.1 Reference material from a single session

In the first experiment, we have investigated the effect of taking, as reference signatures, a series of
signatures that all come from a single session. This refers to the situation a FHE can encounter if only
requested reference signatures produced at a single date are available (“requested” reference signatures are
opposed to “collected” reference signatures, which are course of business and not specifically produced for
the needs of the expertise; such classification refers to the common terminology used by FHE [187]). This
experiment was conducted on genuine signatures only. All the signatures from a single session were used
as questioned signatures. Reference materials were composed of all the signatures from a single session.

One BF value was obtained by comparing each questioned signature and all the reference signatures of
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that session. We therefore obtained a series of BF values, which was represented by means of a boxplot.
The same operation was repeated with reference material coming from other sessions, but always with the
same set of questioned signatures. Finally, this procedure produces a series of BFs for every questioned
and reference set couple, that are shown on a same boxplot in the results section (14.3). The boxes and
quantiles are represented in a common scale to allow their comparison. During the latter, we focused on

the spread of BFs, the range of the values and whether they are misleading or not.

Note that while the experiment was also repeated with sets of questioned signatures coming from
other sessions, only the results obtained with questioned signatures coming from a single session will be

illustrated in this contribution.

14.2.2.2 Reference material from several sessions

In the second experiment, we studied the impact of using reference signatures coming from multiple
sessions. This refers to the situation a FHE can encounter if the presumed writer of the signature can be
called upon several times to produce “requested” reference samples (see strategies 1 and 2 below) and the
situation where a FHE receives a given number of “collected” reference signatures (see strategy 3 below).
We have taken all the questioned signatures from a single session. Three strategies were followed for

sampling the reference material:

1. the reference material was first composed of all the reference signatures of a given number of
randomly taken sessions (cumulative strategy) — this strategy was followed to investigate the effect

of time and quantity of reference material;

2. the reference material was then composed of a resampling of 20 signatures drawn among the
randomly taken sessions described above (resampling strategy) — this strategy was followed to

investigate the effect of multiple sessions and avoid the effect of the sampling size;

3. the reference material was finally composed of a fixed number of randomly taken signatures, without
any temporal restrictions (random strategy) — this strategy was followed to investigate the effect

of quantity of reference material.

To compare these conditions, the spread and median values for the WoE in these different settings
were evaluated, by comparing boxplots of the series of BF values obtained between settings. Further, a
reproducibility study on using two sessions is proposed. For this study, several sets of two sessions were
randomly drawn and compared to a same set of questioned signatures. The resulting BFs were compared

in the same fashion described above.

14.2.2.3 Reference material from sampled intervals

In the third experiment, the impact of non-contemporaneity of the reference material is assessed by using
reference signatures coming from sessions more or less distant in time from the session of the questioned
signatures. The major difference to the first two experiments is that the reference material is no longer
selected according to sessions, but rather selected based on a temporal distance interval. The sampling
method used in this experiment can be compared to the situation a FHE encounters when collected
reference samples from different periods of time are made available for comparison purposes. As above,
questioned signatures were taken from a randomly chosen session. All remaining genuine signatures were
then split into groups, based on 10 even time intervals in distance (from the date of the questioned
signatures). As reference material, 20 signatures were randomly drawn from each group, in turn. The

comparison between each questioned signature and the reference signatures of a given group provided
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a single BF value. The BF values measured for all the said questioned signatures and a given set of
reference signatures were plotted in the form of a boxplot. Based on all groups of reference signatures, a
series of boxplots were obtained and represented on a same plot. We especially compared the ‘extent’ of

the BF and its spread according to the increase of temporal distance.

14.2.2.4 The effect of time on the evaluation of simulated signatures

Finally, we were interested in the effect of contemporaneity on the evaluation of simulated signatures.
The impact of the point of origin and time coverage of the reference signatures was studied. The same
experimental protocol as in the second experiment was followed (section 14.2.2.2), based on the same
three sampling strategies for the reference material. The major difference lies in using, as questioned

signatures, 100 randomly drawn simulated signatures.

14.3 Results & Discussion

14.3.1 Reference material from a single session

Signature 1 was of medium complexity [17, 188] and of a mixed style [389]. The results for signature 1
can be seen in figure 14.1. The questioned signatures were taken from a session that occurred 24 days
after the first session. No misleading BFs (negative in this case) were observed. Most of the results have
a median WoE value around 1 (BF of 10), with a small dispersion. Some outliers, showing strong weight
of evidence have been observed, but generally it is rather rare for the WoE to be larger than 2. Some
sessions show greater dispersion in BF values, most notably the first acquisition sessions. This is most
probably due to the lower number of signatures available as references on these particular sessions. A low
number of reference signatures leads to less reproducible results and therefore higher dispersion. Another
region of interest are the later sessions, where both dispersion and median values are higher than for
most sessions. We hypothesized this may be due to the greater temporal distances between the sessions
during this period, creating higher variance in the signature features. Other reasons may be the ‘training’
effects previously observed in signature data (cf. chapter 13). Higher median values, i.e. overall higher
BF values, would mean higher similarity between the signatures of these last sessions with the questioned
ones. This similarity may be a fortuitous effect of the choice of questioned data. It appeared that results
obtained with other sets of questioned signatures (which are not illustrated), no general pattern was
observed regarding the sessions showing the higher median BF values, which corroborates the hypothesis

of fortuitous similarity.

Signature 2 is of low complexity, especially in terms of signature length, shape and execution. It is
illegible and stylized. The results for signature 2 can be seen in figure 14.2. We represented a graph with
questioned signatures from an acquisition session toward the middle of the acquisition process. In this
graph, we can see that the BFs are also quite low, in general. BF values were not misleading in the shown
example, although some misleading evidence was obtained for some other questioned signature sets (not
illustrated). The WoE values were around 0.4. Previously examined data also show high variation in
features of signature 2, explaining the limited WoE values. For this signature and questioned session, no
WOoE above 1 was observed. In the signature 2 specific feature sets (sets 2 & 3), two dynamic features
were included. Although the WoE values oscillated, they did not vary surprisingly much, as compared
to signature 1, whose feature set featured only a single dynamic feature. Researchers have proposed that
dynamic global features show less stability in time than static features [233]. We have not been able to

see any effect of this instability on our probabilistic system. In comparison to signature 1, WoE values
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Evolution of the 'Weight of Evidence' on different sessions
Signature 1 - Feature Set: Totaltime & dp3_max & XY_max
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Figure 14.1: Comparison of a set of ’questioned’ signatures from an acquisition session of writer 1 to the other
acquisition sessions. Temporal distance in days is expressed on the x-axis (the value 0 corresponds to the set of
questioned signatures, negative distances involve anterior sessions, while positive distances are posterior). The
weight of evidence is expressed on the y-axis.

appear coherent, especially considering the complexity difference.

Signature 3 is a high-complexity, text-based signature. The results for signature 3 can be seen in
figure 14.3. The WoE values are quite stable and most lie around 1.5, which corresponds to a BF of 32.
No misleading evidence was observed in this example (nor in other trials, not illustrated). The maximum
WOE observed lay around 4.5, which corresponds to a BF of 32’000. Dispersion of the WoE values is
larger than for the other signatures, although there are some sessions with very small variances. The
observed values appear coherent with the two other signatures. The complexity of signature 3 is a lot
higher than the other two signatures. The increased length of the signature, as well as the complexity of

the shape of the signature lead us to expect higher BF values.

While the results described above are variable between sessions, there did not appear to be any
significant tendency that can be attributed to the ‘ageing’ of the signature. In other words, small time
periods [325], such as 18 months, do not heavily affect results obtained with our probabilistic methodology.
Two propositions account for the limited impact of time in the setting of this first experiment. First, the
robustness of the BF to time effects may be due to the lack of long-term variation in the examined data.
As the data set was not collected over the recommended 5-year period (at least), real long-term variation
may be absent altogether. Short-term variation may produce changes too small to truly be detected
in an evaluative model, especially in an age range where signatures are relatively stable. Second, the
alternative explanation for the limited impact of temporal distance is the use of a probabilistic model.
The two types of variation, in time and natural, are modeled through a probability distribution. The
signature’s variation in these cases may be greater than usual, but the model is still well equipped to
‘smooth over’ the minor variations due to time. A surprising observation includes the evaluation of the
questioned data with itself as a reference sample. One may expect that this data would produce very
high BFs compared to the other sessions. This is not the case, which may also be attributed to the use
of background data. This data is used in conjunction with the reference material to obtain the BF. This
may attenuate the effects of ageing and variation. We hypothesize that our method, much like DTW

[203, 575], is relatively robust to ageing effects. Nevertheless, we have seen a strong variation between
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Evolution of the 'Weight of Evidence' on different sessions
Signature 2 - Feature Set: Totaltime & dx3_var & dt2_var
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Figure 14.2: Comparison of a set of ’questioned’ signatures from an acquisition session of writer 2 to the other
acquisition sessions. Temporal distance in days is expressed on the x-axis (the value 0 corresponds to the set of
questioned signatures, negative distances involve anterior sessions, while positive distances are posterior). The
weight of evidence is expressed on the y-axis.

Evolution of the 'Weight of Evidence' on different sessions
Signature 3 - Feature Set: Uptime & dt3_var & XY_max
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Figure 14.3: Comparison of a set of ’questioned’ signatures from an acquisition session of writer 3 to the other
acquisition sessions. Temporal distance in days is expressed on the x-axis (the value 0 corresponds to the set of
questioned signatures, negative distances involve anterior sessions, while positive distances are posterior). The
weight of evidence is expressed on the y-axis.
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Figure 14.4: Comparison of WoE when using two distinct sessions as reference materials. Several sets of two
sessions were randomly drawn from our session pool.

sessions in our dataset, based on both spread and median BF. Examiners should take care when voicing
conclusions based on reference material originating from a single data acquisition session. Results may be
methodologically ‘correct’” and accurate, but not especially precise and reproducible. The sample of size
1 (in respect to time) is statistically untenable and may lead to over or under evaluation of evidence. Our
recommendation for examiners is to, whenever possible, request reference signatures made on multiple

days, should the present methodology be applied.

14.3.2 Reference material from several sessions

First and foremost, when using combinations of two sessions drawn at random, results become more
reproducible than in the previous experiment (section 14.3.1). In figure 14.4, we can see that the previ-
ously very disperse WoE are now all more or less centered on 1. In figure 14.1, these WoE were more
spread out, depending on the reference material. Using reference signatures from two different sessions

drastically improves reproducibility in both median value and spread.

The results for signature 1 are represented in figure 14.5. The results of the three sampling strategies
are shown, from left to right. No misleading evidence was produced. Variation in WoE values appears to
be greater when the amount of available reference material is low. This can be seen in the median values
and spread, which vary little for the conditions, except for the small samples. As such, all conditions
with fewer signatures show higher dispersion (i.e. wider box). Overall time seems to have little impact
on the WoE. The results show little difference between the three sampling strategies. There appears to
be no specific effect of either time or data quantity on the WoE.

For signature 2 (figure 14.6), many outliers were produced. Some of these outliers are misleading
evidence, some are even quite strongly misleading, with a WoE of around -2. The medians are all correctly
supporting the genuine signature hypothesis, although WoE values are weak (close to 0). In the signature
data, we have observed strong variation in this signature. For the stylised signature with low complexity,
the potential for misleading evidence may be higher than for the two other signatures studied here. When

changing feature sets (not illustrated), results showed less misleading evidence. The results show little
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Boxplots of BFs with variably chosen reference materials
Signature 1 Feature Set : Totaltime-dp3_max-XY_max
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Figure 14.5: Comparison of WoE for Signature 1. The reference material is sampled following the cumulative
strategy (five boxplots on the left, blue), the resampling strategy (five central boxplots, orange) and the random
strategy (five boxplots on the right, green). The reference material type is indicated on the x axis. The weight of
evidence is shown on the y axis. Sampling method 1 (cumulative) is blue, method 2 (resampled) is orange and
method 3 (random) is green.

Boxplots of BFs with variably chosen reference materials.
Signature 2 Feature Set: Totalime-cha_var-dt2_var
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Figure 14.6: Comparison of WoE for Signature 2. The reference material is sampled following the cumulative
strategy (five boxplots on the left, blue), the resampling strategy (five central boxplots, orange) and the random
strategy (five boxplots on the right, green). The reference material type is indicated on the x axis. The weight of
evidence is shown on the y axis. Sampling method 1 (cumulative) is blue, method 2 (resampled) is orange and
method 3 (random) is green.

difference between the three sampling strategies. There appears to be no specific effect of either time or

data quantity on the WokE.

For signature 3 (figure 14.7), only in the cumulated 4 session condition did we observe a single
misleading value. Otherwise, WoE was centered around 1, with many outliers lying toward stronger
weight of evidence. The dispersion of the BF values is very low. The only surprising results are those
obtained under the condition “resampled 2 sessions” and the condition “randomly sampled 5 signatures”.
In these cases, the BF variance appears to be low (small box size), however there are many outliers
(points), which could explain the unusually narrow interquartile range. Time and ageing appear to have
had almost no impact on this signature. This confirms trends and ageing we have observed in the data
itself for this participant (cf. chapter 13). The results show little difference between the three sampling

strategies. There appears to be no specific effect of either time or data quantity on the WoE.

In summary, we have observed that increasing the number of sessions from which the reference
material is taken is beneficial to reproducibility. The probabilistic model seemed not to be influenced
by neither the quantity of data nor the number of sessions. This appears to hold when the questioned
signatures are genuine. It would appear that for examiners, simply obtaining signatures written by the

suspect on two days makes their inference more reliable.

182



Chapter 14 The impact of time on probabilistic case assessment and interpretation of dynamic
signatures

Boxplots of BFs with variably chosen reference materials
Signature 3 Feature Set : Uptime-ct3_var-XY_max
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Figure 14.7: Comparison of WoE for Signature 3. The reference material is sampled following the cumulative
strategy (five boxplots on the left, blue), the resampling strategy (five central boxplots, orange) and the random
strategy (five boxplots on the right, green). The reference material type is indicated on the x axis. The weight of
evidence is shown on the y axis. Sampling method 1 (cumulative) is blue, method 2 (resampled) is orange and
method 3 (random) is green.

14.3.3 Reference material from sampled intervals

Whatever the signature, the time intervals of the groups of reference signatures were all about 30 or 50
days long. Results were very similar for every signature, showing little impact of the temporal distance
on the WoE. The results for signature 1 are shown on figure 14.8. The results for signatures 2 and 3
can be found in figures 14.9 and 14.10 respectively. Several additional trials, with different questioned
materials and interval sizes were made. These have had no notable effects and are hence not illustrated
in the present document. WoE values depended on the questioned signature dataset. Generally, little
or no misleading evidence was obtained, except for signature 2 (not illustrated). As noted in previous
experiments, signature 2 was more prone to produce outliers and misleading evidence. The increasing
temporal distance between questioned and reference material often did not affect the WoE in terms of
value. In some cases, evidential value rose with distanced sessions, while in others it lowered. These
effects may however simply be due to natural variation rather than time related s. The dispersion of
the WoE values also did not change with the temporal distance. The presence of outliers appears to
be related to the signature, rather than temporal distance. In general, temporal distance on the scale

studied in our experiment (12 to 18 months) had little impact on the WoE.

Signature 2 is small, short and has low complexity. Found et al. propose that low complexity
severely limits the examiners’ conclusions [187]. Our results are in agreement with this hypothesis. The
second reason for the low BF values is linked to the dynamic features used in the trivariate feature set. We
hypothesize that dynamic features are subject to larger variation (over time) than static ones, as proposed
by [203, 207, 233]. The high variability leads to spread out (flat; high o) probability distributions. These
flat distributions show less difference in density between them, which in turn leads to lower WoE values.
Signature 3 is the most complex and the longest of the three signatures studied. The stability as well as
the high overall WoE obtained with this signature surpass both other signature results. These findings
are thought to stem either from the high complexity of the signature, or from the low variation of this

particular signature.

Overall, the third experiment showed that temporal distance does not seem to affect the probabilistic
signature evaluation methodology in a major way. Weight of Evidence, as well as dispersion of the
produced values does not vary much when exchanging the reference material. These observations do
however have some limitations. First, the maximum temporal distance we could achieve over our 18-
month spanning sample is still relatively short, according to the literature. More long-term studies and

data sets should be made available to further investigate the impact. In forensic science, cases may
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Impact of temporal distance based sampling on the Bayes Factor
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Figure 14.8: Comparison of the WoE produced with interval-based reference selection. WoE was generated on a
common set of questioned signatures. 20 reference signatures were randomly drawn from all genuine signature
1 samples falling within the interval. The intervals are represented on the x-axis, the weight of evidence on the
y-axis.

Impact of temporal distance based sampling on the Bayes Factor
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Figure 14.9: Comparison of the WoE produced with interval-based reference selection. WoE was generated on a
common set of questioned signatures. 20 reference signatures were randomly drawn from all genuine signature
2 samples falling within the interval. The intervals are represented on the x-axis, the weight of evidence on the
y-axis.
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Impact of temporal distance based sampling on the Bayes Factor
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Figure 14.10: Comparison of the WoE produced with interval-based reference selection. WoE was generated on
a common set of questioned signatures. 20 reference signatures were randomly drawn from all genuine signature
3 samples falling within the interval. The intervals are represented on the x-axis, the weight of evidence on the
y-axis.

also lie much further in the past than 18 months. Second, the age group of the participants matters.
All participants were in a stable age range for handwriting. If participants were older, stronger and
more diverse effects may be observed. Elderly people may be involved in casework and special care
should be taken, as they are susceptible to show stronger changes. In summary, this experiment further
supports that data within 18 months is sufficiently representative for signature examination in cases with

graphically mature and stable (healthy) people.

14.3.4 The effect of time on the evaluation of simulated signatures

The results obtained with simulations of signature 1 are represented in figure 14.11. It appears that
combining multiple sessions (see the first five boxplots) leads to stronger and more dispersed WoE values.
In comparison, the values of the WoE produced with random samples are lower and less dispersed. When
looking at the random samples, it is clear that the WoE gradually increases in strength (absolute value)
when more data is available. In the experiment on genuine signatures (cf. figure 14.5), this effect was
not observed. The higher dispersion of the WoE is related to the size of the dataset, rather than the
influence of time. Signature 2 shows similar results (cf. figure 14.12). Combining several sessions leads
to the same kinds of effects on the WoE, but they are more arbitrary than for signature 1. Depending
on the sampled sessions, more or less misleading evidence and dispersion is observed. Random sampling
provides a more stable trend towards higher correct WoE. When repeating the experiment, signature 2
shows more variable results than the other signatures. We suppose that this is due to the feature sets,
which include two dynamic features, or to the high natural variation of the participant (cf. chapter
13). The combination of low signature complexity and high variability is a known source of errors and
misleading evidence. Our hypothesis is that global dynamic features may not be good choices where
time invariance is required, as proposed by [233]. When changing the feature set to include only a single

dynamic feature, WoE values become more reproducible and less misleading.

In figure 14.13, very similar results can be observed for signature 3. The effects of random sampling
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Boxplots of BFs with variably chosen reference materials
Signature 1 Feature Set : Totaltime-dp3_max-XY_max

b W@@@%éﬁ??

WoE [-]

Condition

Figure 14.11: Comparison of a sample of simulated questioned signatures with various reference material selections.
In the first five conditions, 10 signatures sampled from 1 to 5 sessions were used in the BF computation. In the
next 5 conditions, we used randomly sampled signatures from writer 1’s genuine signature population. On the x
axis, we represented the conditions for the reference material, while on the y axis we represented the weight of
evidence.

rather than session-based sampling (i.e. cumulative and resampling strategies) are clearly visible. Session-
based sampling had a tendency to produce stronger (higher in absolute value) WoE rather than random
sampling. Choosing specific sessions, rather than sampling from a continuous time period, may cause
over- or underestimation of the evidential value. It follows naturally that sampling should ideally be done

over a continuous timeframe, rather than from separate sessions.

In our methodology, sampling from multiple sessions does not have much impact on the WoE value. It
does however impact reproducibility of the results, with more sessions leading to more robust conclusions.
The effects of the reference sample size on the WoE, however, are very important when dealing with
simulated signatures. The increase of the reference material size produces a steady increase in WoE.
This effect was not perceived in the genuine signatures, but is marked for simulated signatures. Our
hypothesis for this difference involves the nature of the compared signatures, as well as the quality of the
simulated signatures. Simulated signatures are (ideally) very close to their genuine ‘target’. Their feature
distributions should also be close and partly overlapping (for good forgers), leading to low WoE values.
However, if forgers imitate some features badly, they fall completely outside the variation of the signature
model (little overlapping in the distributions), leading to high WoE. Furthermore, the reference material
set informs the examiner about the presumed source’s feature variation. The more material available,
the more precise our knowledge about these parameters becomes. This often translates to a narrowing

of the feature distributions, leading to higher WoE.

On another note, the size effect far outweighs the influence of time. The 5 central boxplots (reflecting
time) show almost no variation in the interquartile range, while the 5 boxplots on the right (reflecting
sample size) show a gradual increase with the sample size. The more signatures are in the reference sample,
the stronger the produced BFs become. Time appears to causes only slight variations in comparison to

the sample size.
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Boxplots of BFs with variably chosen reference materials
Signature 2 Feature Set : Uplength-Downtime-P_bar

Saspgeenearan

WOE [-]

Random
n=5
Random
Random
n=20
Random

Condition

Figure 14.12: Comparison of a sample of simulated questioned signatures with various reference material selections.
In the first five conditions, 10 signatures sampled from 1 to 5 sessions were used in the BF computation. In the
next 5 conditions, we used randomly sampled signatures from writer 2’s genuine signature population. On the x
axis, we represented the conditions for the reference material, while on the y axis we represented the weight of

evidence.
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Figure 14.13: Comparison of a sample of simulated questioned signatures with various reference material selections.
In the first five conditions, 10 signatures sampled from 1 to 5 sessions were used in the BF computation. In the
next 5 conditions, we used randomly sampled signatures from writer 3’s genuine signature population. On the x
axis, we represented the conditions for the reference material, while on the y axis we represented the weight of

evidence.
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14.4 Conclusion

We have investigated the impact of time, ageing and temporal distance between questioned and reference
signatures throughout this study. We were interested not only in the temporal distance itself, but also in
the way reference signatures are selected, whether they are taken from a single session, different sessions,

or from time intervals.

First and foremost, the applied methodology worked well on the dataset. A large majority of the
calculated BFs correctly supported the ‘true’ hypothesis. The reader needs to keep in mind that the
method only uses relatively simple measurements made on the signature, such as durations, lengths
and angles. More precision may be achieved by considering shape and local feature information. The
methodology is little affected by short temporal distances, such as 18 months. The choice of reference
material proves to be an important factor. Choosing reference signatures from single sessions produces
greater variance in WoE. Using several sessions produces more reproducible and valid results. Further, we
have seen that the expected effect of the temporal distance is absent. We have not observed any consistent
and reproducible decreases in the WoE for temporally distant signatures. The sampling method of the
reference signatures and the ‘fortuitous’ similarity to the questioned signature produced greater variation
than temporal distance. Finally, we have seen that the amount of reference material provided seems to
have a stronger effect than time. It appears more important to provide a sufficient number of signatures
from the presumed source, than sampling through an extensive time period. Nevertheless, sampling from
at least two sessions appears important for reproducibility and validity of the results. As for our study,
signatures up to 18 months older are contemporaneous enough to the questioned material not to affect

the signature analysis and evaluation.

Although a first in the field of forensic signature analysis, our study has several limitations. The
sampled time period of 18 months is reportedly a short time frame [325]. Results justify the use of less
recent data for comparisons in a case, but cannot be used to generalize to long temporal distances. Long
distances between reference material may react differently. We also studied participants in a ‘stable’ age
range. These participants were supposed to be less subject to short-term changes in their signatures. If
the participants were to be in other age groups, stronger ageing effects might be present. Additionally,
all conclusions of this study are based on three signatures only. A large-scale study is recommended to
fully validate and generalize our conclusions. While all of our conclusions are limited to a ‘stable’ and
graphically mature population, we feel that our results have shown the benefits of using a probabilistic
methodology in forensic casework. They also corroborate statements about contemporaneity and quantity

of reference material made by researchers [244, 392].

Given these previous results, we would argue that dealing with time, temporal distance and ageing
through a probabilistic approach is promising. The model provides a framework for the variation of
the signatures and compensates a lack of knowledge with a small sampling through time. As a result,
little misleading evidence was observed overall, which is encouraging. The probabilistic methodology also
provides a means of expressing the weight of evidence, rather than reporting a deterministic answer to
the question of the source. This weight of evidence dissociates the role of the expert, which resides in
informing the court about the evidence, from the role of the court. The decision of who the actual source

is and if this person is guilty is left up to the court, which freely appreciates the provided evidence.
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APPENDIX A - GLOSSARY AND ABBREVIATIONS

Glossary

Authentication (Biometrics) Biometric authentication is a technique for identifying the person ac-
cessing a secured asset, be it a physical space, computer software or hardware, as being indeed who
they claim to be by comparing their unique biological features such as fingerprints, palm print,
retina scan, or voice pattern recognition with their corresponding features in the database and to
grant the person access only when there is a match. Authentication involves a one-to-one match
that compares a query sample against a template of the claimed biometric identity in the database.

The claim is either accepted or rejected. [383]

Bayesian The adjective Bayesian describes the fact of being, relating to, or involving statistical methods
that assign probabilities or distributions to events (such as rain tomorrow) or parameters (such
as a population mean) based on experience or best guesses before experimentation and data col-
lection and that apply Bayes’ theorem to revise the probabilities and distributions after obtaining

experimental data. [377]

Bayes Factor In statistics, the use of Bayes factors is a Bayesian alternative to classical hypothesis
testing. Bayesian model comparison is a method of model selection based on Bayes factors. The
models under consideration are statistical models. The aim of the Bayes factor is to quantify the

support for a model over another, regardless of whether these models are correct. [609]

Biometrics Automated recognition of individuals based on their behavioral and biological characteris-
tics. [383]

Digitizer A digitizer is a hardware device that receives analog information, such as sound or light, and
records it digitally. Usually, the information is stored in a file on a computing device. This process
is called digitization. [93]

Dynamic Signature Synonym of online signature. Digitized and discretized signature in list form,
containing temporal and kinetic data. Their data is a recording of a signature, in signal form. Sig-
nature written using handwriting capture technology. In capturing an “online” signature, temporal,

dynamic characteristics are recorded such as duration and velocity. [242]

Feature Representation (Descriptor) of a characteristic, extracted from raw biometric data. There are

two main categories of features:

e Global feature Handwriting feature extracted for the entire signature unit. [242]

e Local feature Handwriting feature based on a single data point. [242]
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Feature Extraction Features are extracted from large amounts of data resulting in a major reduction
of data. Used in pattern recognition and the image processing phase of the handwriting verification

process. [242]

Feature Set Synonym of Feature Vector. An ordered set of different features. The mathematical space
associated with a feature in extraction of handwriting features. The feature or associated image

may be represented by pixels. [242]

Feature Vector Synonym of Feature Set. An ordered set of different features. The mathematical space
associated with a feature in extraction of handwriting features. The feature or associated image

may be represented by pixels. [242]

Freehand Simulation Simulation method involving the attempted imitation of a handwriting or sig-
nature based upon an available model handwriting. The simulation is performed through memory
of the model or observation of the model. [242]

Identification (Biometrics) Biometric identification/recognition refers to the process of automatic
recognition of individuals based on their physiological and/or behavioural characteristics. Identi-
fication /recognition involves one-to-many matching that compares a query sample against all the
biometric templates in the database to output the identity or the possible identity list of the input
query. In this scenario, it is often assumed that the query sample belongs to the persons who are

registered in a database. [383]

Inference Inferences are steps in reasoning, moving from premises to logical consequences; etymologi-
cally, the word infer means to "carry forward". Inference is theoretically traditionally divided into
deduction and induction, a distinction that in Europe dates at least to Aristotle (300s BCE). De-
duction is inference deriving logical conclusions from premises known or assumed to be true, with
the laws of valid inference being studied in logic. Induction is inference from particular premises
to a universal conclusion. A third type of inference is sometimes distinguished, notably by Charles

Sanders Peirce, distinguishing abduction from induction. [610]

Likelihood Ratio A likelihood ratio is the ratio of any two specified likelihoods. In statistics, the
likelihood function (often simply called the likelihood) measures the goodness of fit of a statistical
model to a sample of data for given values of the unknown parameters. It is formed from the joint
probability distribution of the sample, but viewed and used as a function of the parameters only,

thus treating the random variables as fixed at the observed values.

e The likelihood ratio is central to likelihoodist statistics: the law of likelihood states that
degree to which data (considered as evidence) supports one parameter value versus another

is measured by the likelihood ratio.

e In frequentist inference, the likelihood ratio is the basis for a test statistic, the so-called
likelihood-ratio test. By the Neyman—Pearson lemma, this is the most powerful test for
comparing two simple hypotheses at a given significance level. Numerous other tests can be
viewed as likelihood-ratio tests or approximations thereof. The asymptotic distribution of

the log-likelihood ratio, considered as a test statistic, is given by Wilks’ theorem.

e The likelihood ratio is also of central importance in Bayesian inference, where it is known as
the Bayes factor, and is used in Bayes’ rule. Stated in terms of odds, Bayes’ rule is that the
posterior odds of two alternatives, A; and A, , given an event B, is the prior odds, times the
likelihood ratio. [192]

Online Signature Synonym of dynamic signature. Digitized and discretized signature in list form,

containing temporal and kinetic data. Their data is a recording of a signature, in signal form.
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Offline Signature Synonym of static signature. Digitized signature in image form, containing pixel

(color) information.

Static Signature Synonym of offline signature. Digitized signature in image form, containing pixel

(color) information.

Signature (Capture) Pad A signature (capture) pad is a device that electronically captures a person’s

handwritten signature on an LCD touchpad using a pen-type stylus. [270, 611]

Verification (Biometrics) Synonym of Authentication. Biometric authentication is a technique for
identifying the person accessing a secured asset, be it a physical space, computer software or
hardware, as being indeed who they claim to be by comparing their unique biological features
such as fingerprints, palm print, retina scan, or voice pattern recognition with their corresponding
features in the database and to grant the person access only when there is a match. Verification
involves a one-to-one match that compares a query sample against a template of the claimed

biometric identity in the database. The claim is either accepted or rejected. [383]
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Abbreviations

ASV Automated Signature Verification

AFSP Association of Forensic Service Providers

AAFS American Academy of Forensic Science

BF Bayes Factor

BPM Best Practice Manual

BWYV Between Writer Variation

CAI Case Assessment and Interpretation

CTP Capacitive Touch Panel

CV Crossvalidation

DCS Digitally Captured Signature

DNA Deoxyribonucleic Acid

DSC Digital Signature Certificate

DSV Dynamic Signature Verification

DTW Dynamic Time Warping

EMR Electromagnetic Resonance

ESC Ecole des Sciences Criminelles

ENFSI European Network of Forensic Science Institutes
ENFHEX European Network of Forensic Handwriting Experts
GMM Gaussian Mixture Model

HMM Hidden Markov Model

ISO International Standardization Organization
LOESS Locally Estimated Scatterplot Smoothing

LR Likelihood Ratio

NAS National Academy of Sciences

NIST National Institute of Standards and Technology
NN Neural Network (Adversarial, Artificial, Convolutional, Recurrent, Siamese, ...)
OSV Online Signature Verification

PC Personal Computer

PCAST President’s Council of Advisors on Science and Technology
RRS Repeated Random Sampling

RSS Royal Statistical Society

RTP Resistive Touch Panel

STR Short Tandem Repeat

SVM Support Vector Machine

UNIL Université de Lausanne

WWYV Within Writer Variation
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APPENDIX B - SOURCE CODE

The thesis makes use of self written code in the R statistical programming language. Over a thousand
lines of code were written for the project and the various publications included in the present thesis. In
order to limit an excessive page number, only the core routines related to the probabilistic model, found

in chapter 6, are represented here.

The code presented in the following sections relies on two package dependencies: ggplot2 [608] for
visualization and plotting, as well as LaplacesDemon [534] for the non-central multivariate student-t

distribution density function.
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Source Code

Multivariate Normal Model

with unknown mean and covariance

multi.NormWish.prior <- function(Dataset)

{

kappa_0 <- 1

mu_0 <- colMeans(Dataset)
sigma_0 <- do.call(what=cbind,args=lapply(Dataset,sd))
nu_0 <- ncol(Dataset)

T_0 <- cov(Dataset)

result <- list("kappa_0"=kappa_0,"nu_0"=nu_0,"mu_0"=mu_0,"sigma_0"=sigma_0,"T_0"=T_0)

return(result)

multi.NormWish.post <- function(priorParamList, Dataset)

N <- nrow(Dataset)

dim <- ncol(Dataset)

DataMean <- colMeans(Dataset)

MeanDiff <- (priorParamList[["mu_0"]]-DataMean)

DataDiff <- do.call(cbind,lapply(l:ncol(Dataset),function(x) Dataset[,x]-mean(Dataset[,x])))

kappa_n <- priorParamList[["kappa_0"1]+N
nu_n <- priorParamList[["nu_0"]1+N
mu_n <- (priorParamList[["kappa_0"1]] * priorParamList[["mu_0"]1] + N*DataMean)/
(priorParamList [["kappa_0"]]1+N)
S <- crossprod(DataDiff)
T_n <- priorParamList[["T_0"]] + S + ((priorParamList[["kappa_0"]]*N)/
(priorParamList [["kappa_0"1]1+N)*MeanDiff%*7/ (t(MeanDiff)))

result <- list("kappa_n"=kappa_n,"nu_n"=nu_n,"mu_n"=mu_n,"S"=8,"T_n"=T_n,"n"=N,"d"=dim)
return(result)

multi.NormWish.postpred <- function(postParamList)
{
dof _pp <- postParamList[["nu_n"]]-postParamList[["d"]]+1
cov_pp <- postParamList[["T_n"]]l*(postParamList[["kappa_n"]]+1)/(postParamList[["kappa_n"]]l*postParamList[["nu_n"]]-
postParamList [["d"]]+1)
result <- list("dof_pp"=dof_pp,"mu_pp"=postParamList[["mu_n"]],"cov_pp"=cov_pp)
return(result)

}
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Source Code

BF Calculation

multi.drawfromMVSt <- function(fitHp=NULL,fitHd=NULL,output="BF",num=100000)
{

dl <- as.integer (fitHp[[’dof_pp’11)

d2 <- as.integer (fitHd[[’dof_pp’1]1)

ml <- as.vector (fitHp[[’mu_pp’]11)

10 m2 <- as.vector (fitHd[[’mu_pp’11)

11 S1 <- as.matrix(fitHp[[’cov_pp’1])=*((d1-2)/d1)
12 S2 <- as.matrix(fitHd[[’cov_pp’1])=*((d2-2)/d2)

© 0N O U W N

15 DrawHp <- rmvt(n=num,df=dl,mu=mi1,S=S1)
16 DrawHd <- rmvt(n=num,df=d2,mu=m2,S=S2)
17 DrawHp <- as.matrix(DrawHp)
18 DrawHd <- as.matrix(DrawHd)

21 HpP <- dmvt(x=DrawHp,df=dl,mu=ml,S=S1)
22 HpD <- dmvt(x=DrawHp,df=d2,mu=m2,S=82)
23 HdP <- dmvt(x=DrawHd,df=d1,mu=ml,S=S1)
24 HdD <- dmvt(x=DrawHd,df=d2,mu=m2,S=S2)

27 if (output=="draw")

28 {

29 result <- list("HpP"=HpP,"HpD"=HpD,"HdP"=HAP,"HdD"=HdD)
30 ¥

31 else if (output=="BF")

32 {

33 LRHp <- data.frame("BF"=HpP/HpD,"Type"="H1")

34 LRHd <- data.frame ("BF"=HdP/HdD,"Type"="H2")

35 Likelihood <- rbind(LRHp,LRHd)

36 result <- list("ProbHp"=LRHp, "ProbHd"=LRHd,"BF"=Likelihood[,1],Likelihood[,2])
37 }

38 return(result)

44| multi.getLR.MVSt<- function(fitHp,fitHd,H1Sample ,h H2Sample)
45| {

47 dl <- as.integer (fitHp[[’dof_pp’11)

48 d2 <- as.integer (fitHd[[’dof_pp’1]1)

49 ml <- as.vector (fitHp[[’mu_pp’]11)

50 m2 <- as.vector (fitHd[[’mu_pp’11)

51 S1 <- as.matrix(fitHp[[’cov_pp’1])=*((d1-2)/d1)
52 S2 <- as.matrix(fitHd[[’cov_pp’1])=*((d2-2)/d2)

54
55 H1 <- as.matrix (HiSample)
56 H2 <- as.matrix (H2Sample)
57
58
59 HpP <- dmvt(x=H1,df=d1,mu=m1,8=S1)

60 HpD <- dmvt(x=H1,df=d2,mu=m2,S=S2)

61 HdP <- dmvt(x=H2,df=d1,mu=m1,S=S1)

62 HAD <- dmvt(x=H2,df=d2,mu=m2,S8=S52)

63 LRHp <- data.frame("BF"=HpP/HpD,"Type"="H1")

64 LRHd <- data.frame("BF"=HdP/HdD,"Type"="H2")

65 Likelihood <- rbind(LRHp,LRHd)

66 result <- list("ProbHp"=LRHp, "ProbHd"=LRHd,"BF"=Likelihood[,1],Likelihood[,2])
67 return(result)

68| }

69
70
71
72
73
74| multi.MVSt.BF <- function(fitHp,fitHd,Evidence)
75| {

76
7 dl <- as.integer (fitHp[[’dof_pp’1])
78 d2 <- as.integer (fitHd[[’dof_pp’1]1)
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Source Code

m2 <- as.
S1 <- as.
S2 <- as

QData <-

.vector (fitHp[[’mu_pp’11)

vector (fitHd[[’mu_pp’]11)
matrix (f£itHp[[’cov_pp’1]1)*((d1-2)/d1)

.matrix (fitHd[[’cov_pp’1])*((d2-2)/d2)

as.matrix (Evidence)

H1Q <- dmvt(x=QData,df=d1,mu=ml1,S=S1)
H2Q <- dmvt(x=QData,df=d2,mu=m2,S=S2)

result <-

list ("BF"=H1Q/H2Q,"Num"=H1Q,"Denom"=H2Q)

return (result)
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Source Code

Model Checking

multi.NormWish.ppCheck.data <- function(PriorData,Data,var.name,nrep=1)

{

© 0N O U W N

10

13 vis.PPCheck <- function(TestData,var.name,parameters)

14 {

15 arguments <- list(nu=parameters[[’dof_pp’]],mu=parameters[[’mu_pp’]l][[var.namel],sigma=sqrt(parameters[[’cov_pp’]1]L[
var .name ,var.name]))

16 result <- ggplot(TestData,aes(x=TestData[[var.namel])) +theme_bw() +

17 geom_histogram(alpha = 0.6,colour=’black’,fill="blue’,aes(y = ..density..), position = ’identity’)+

18 labs (x=pasteO(var.name," values/scores"))+

19 _X_
20 stat_function(fun=dst,colour="blue",args=arguments) +

21 ggtitle (paste0("Posterior predictive check for ",var.name))
22 return(result)

23 }

24
25
26
27 vis.perVariable <- function(TestData,var.name,parameters)

28 {

29 result <- lapply(var.name,function(x) vis.PPCheck(TestData=TestData,var.name=x,parameters=parameters))
30 return(result)

31 }

32
33
34 check.repetition <- function(PriorData,TestData,var.name)

35 {

36 PDat <- as.data.frame(PriorDatal[,var.namel])

37 TestDat <- as.data.frame(TestDatal[,var.namel)

38 colnames (TestDat) <- colnames(PDat) <- var.name

39 Sample <- split.signatureData(TestDat ,method="RRS",type=TestDatal[["Type"]]1[1],test.proportion=0.2)

40 parameters <- multi.NormWish(PriorData=PDat,Data=Sample[[’Training.Set’]]) [[’Post.Pred.Param’]]

41 return(vis.perVariable (TestData=Sample[[’Test.Set’]],var.name=var.name,parameters=parameters))
42 }

43
44
45 repetitionlist <- lapply(l:nrep,function(x) check.repetition(PriorData=PriorData,TestData = Data,var.name=var.name))
46 variablelist.plots <- lapply(l:length(var.name),function(x) lapply(repetitionlist,function(y) y[[x]]1))

47 names (variablelist.plots)=var.name

48
49
50
51 for (i in 1:length(variablelist.plots))

52 {

53 multiplot (plotlist=variablelist.plots[[i]],cols=2)
54 }

55
56| }
57
58
59
60
61
62| multi.NormWish.ppCheck.model <- function(PriorData,H1Data,H2Data,var.name,nrep=1,check.type="pBayes")
63| {

64
65
66 if (!check.typekin%c("iBayes","pBayes"))

67 {

68 stop("Unknown ’check.type’, please use ’iBayes’ or ’pBayes’",.call=T)
69 }

70
71
72
73 vis.ModelCheck <- function(H1Data,bH2Data,var.name,Hlparameters,H2parameters)
74 {

75 H1 <- cbind(H1Data, "H1")
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Source Code

colnames (H1) [ncol (H1)] <- "Origin"
H2 <- cbind(H2Data,"H2")
colnames (H2) [ncol (H2)] <- "Origin"
Data <- rbind(H1,H2)

plot.hists <- function(Data,var.name,Hlparameters ,6 H2parameters)

{

<-

Hlarguments <- list(nu=Hlparameters[[’dof_pp’]],mu=Hiparameters[[’mu_pp’l][[var.namel],sigma=sqrt(Hlparameters[[’
cov_pp’l]l[var.name,var.namel))

H2arguments <- list(nu=H2parameters[[’dof_pp’]],mu=H2parameters[[’mu_pp’l][[var.namell,sigma=sqrt(H2parameters[[’
cov_pp’l]l[var.name,var.namel))

result <- ggplot(Data,aes(x=Datal[[var.namel],fill=as.factor(Origin))) +theme_bw() +

geom_histogram(alpha = 0.6,colour=’black’,aes(y = ..density..), position = ’identity’)+
stat_function(fun=dst,colour=’red’,args=Hlarguments) + stat_function(fun=dst,colour="blue",args=H2arguments)+
labs (x=pasteO(var.name," values/scores"))+ scale_fill_discrete(name="Data Type",labels=c("H1","H2"))

ggtitle (paste0("Posterior predictive check for ",var.name))

return(result)

result <- lapply(var.name,function(x) plot.hists(Data=Data,var.name=x,Hlparameters=Hlparameters, H2parameters=
H2parameters))
return(result)

check.repetition <- function(PriorData,HlData,HQData,var.name,check.type)

{

Hitemp <- as.data.frame(H1Datal,var.namel)
H2temp <- as.data.frame(H2Datal[,var.name])
PDat <- as.data.frame(PriorDatal,var.namel)
colnames (Hitemp) <- colnames (H2temp) <- colnames(PDat)<- var.name

HiSample <- split.signatureData(Hltemp,method="RRS",type=HiDatal[["Type"1]1[1],test.proportion = 0.2)
H2Sample <- split.signatureData(H2temp,method="RRS",type=H2Data[["Type"]][1],test.proportion = 0.2)

params <- Bayes.Method(PDat,H1Sample[["Training.Set"]],H2Sample [["Training.Set"]],method=check.type)
Hiparameters <- params[["H1"]11[[’Post.Pred.Param’]]
H2parameters <- params[["H2"]]1[[’Post.Pred.Param’]]

return(vis.ModelCheck (HiData=H1Sample [[’Test.Set’]],H2Data=H2Sample [[’Test.Set’]],var.name=var.name,Hlparameters=
Hiparameters ,H2parameters=H2parameters))

repetitionlist <- lapply(l:nrep,function(x) check.repetition(PriorData=PriorData,H1Data = HiData,H2Data=H2Data,var.

name=var.name,check.type=check.type))

variablelist.plots <- lapply(l:length(var.name),function(x) lapply(repetitionlist,function(y) y[[x]1]1))

names (variablelist.plots)=var.name

for (i in 1:length(variablelist.plots))

{

multiplot (plotlist=variablelist.plots[[i]],cols=2)
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Source Code

Sampling and Wrappers

1

2

3

4| split.signatureData <- function(Data,method,type=NA,test.proportion=0.2,WriterID=1,n.train=1,n.test=1)

5| {

6

7 if (!(method%in%c("RRS","Writer","Size")))

8 {

9 stop ("Unknown Method, please use ’RRS’, ’Writer’ or ’Size’")

10 ¥

11

12 if (is.na(type))

13 {

14 type <- Datal["Type"11[1]

15 }

16

17 if (!(type%in%c("Feature","Score")))

18 {

19 stop ("Unknown LR Type, please use ’feature’ or ’score’")

20 }

21

22

23

24

25 RRS <- function(Data,test.proportion=0.2)

26 {

27 n.train.samp <- ceiling(nrow(Data)*(l-test.proportion))

28 sample.indx <- sample(nrow(Data),size=n.train.samp,replace=F)

29 training.subset <- 1l:nrow(Data)¥in%sample.indx

30 test.subset <- !training.subset

31 training <- subset(Data,subset=training.subset)

32 test <- subset(Data,subset=test.subset)

33 return(list ("Training.Set"=training,"Test.Set"=test))

34 ¥

35

36

37 WriterSplit <- function(Data,WriterID,type)

38 {

39 if (WriterID=="random")

40 {

41 if (type=="Feature")

42 {

43 possibleWriters <- unique(Datal,2])

44 b

45 else

46 {

47 possibleWriters <- unique(c(Datal,2],Datal,61))

48 }

49 WriterID <- sample(possibleWriters,bsize=1)

50 }

51 if (type=="Feature")

52 {

53 selector <- Datal[,2]==WriterID

54 }

55 else

56 {

57 selectorl <- Datal[,2]==WriterID

58 selector2 <- Datal[,6]==WriterID

59 selector <- selectorl]|selector2

60 s

61 selector.inverse <- !selector

62 training.set <- subset (Data,subset=selector.inverse)

63 test.set <- subset(Data,subset=selector)

64

65 return(list ("Training.Set"=training.set,"Test.Set"=test.set))

66 }

67

68

69

70 SampleSize <- function(Data,n.train,n.test)

71 {

72 DrawSubsample <- function(Data,n)

73 {

74 if (n>nrow(Data))

75 {

76 stop(paste0("Sample is too small for the desired subsample size;
=""),call.=T)

7 }
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Source Code

sample.indx <- sample(nrow(Data),size=n,replace=F)
training.subset <- 1:nrow(Data)%in%sample.indx
test.subset <- !training.subset
res.subset <- subset(Data,subset=training.subset)
res.rest <- subset(Data,subset=test.subset)
return(list ("Subset"=res.subset,"Rest"=res.rest))
}
firstSample <- DrawSubsample(Data=Data,n=n.train)
secondSample <- DrawSubsample(Data=firstSample[[2]],n=n.test)
return(list("Training.Set"=firstSample [[1]],"Test.Set"=secondSample [[1]]))
}
if (method=="RRS")
{
result <- RRS(Data=Data,test.proportion=test.proportion)
¥
else if (method=="Writer")
{
result <- WriterSplit(Data=Data,WriterID=WriterID,type=type)
¥
else
{
result <- SampleSize(Data=Data,n.train=n.train,n.test=n.test)
}
return(result)
}
multi.NormWish <- function(PriorData,Data)

priors <- multi.NormWish.prior (PriorData)

posteriors <- multi.NormWish.post(priors,Data)

predictives <- multi.NormWish.postpred(posteriors)

result <- list("PriorParam"=priors,"PostParam"=posteriors,"Post.Pred.Param"=predictives)
return(result)

Bayes.Method <- function(PriorData,HlData,H2Data,method="pBayes")

{
if (!method%in%c ("pBayes","iBayes"))
{
stop("unknown method entered, use ’pBayes’ or ’iBayes’",call.=T)
}
if (method=="iBayes")
{
Hlparameters <- multi.NormWish(PriorData=PriorData,Data=H1iData)
H2parameters <- multi.NormWish(PriorData=PriorData,Data=H2Data)
}
else
{
Hiparameters <- multi.NormWish(PriorData=PriorData,Data=Hi1Data)
H2parameters <- multi.NormWish(PriorData=H2Data,Data=H1Data)
}
return(list ("Hl"=Hlparameters,"H2"=H2parameters))
}
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APPENDIX C - POPULATION STATISTICS

The thesis uses two databases, one of case-unrelated genuine signatures and one of case-related forgeries
as background data for the Bayesian model. The forged signature population is further separated by
signature model (signature 1, 2 and 3). The detailed description of the population and acquisition
conditions can be found in chapter 5. In this appendix, we represent some descriptive statistics of both

populations for general information.

Genuine case-unrelated signature population

All writers in this population are in an age range from 22 to 41 years. This age range is considered stable.

Due to missing data, laterality of the participants cannot be reported.

Signature type distribution in the genuine non case-related

population

m Mixed
m Text-based

= Stylized

Figure C.1: Descriptive statistics of signature types present in the genuine background population
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Population Statistics

Case-related forged signature population
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Population Statistics

Signature 1 Subpopulation
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Population Statistics

Signature 2 Subpopulation
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Population Statistics

Signature 3 Subpopulation
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