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ABSTRACT

The digitalisation of public policy requires that the State uses citizens’ personal
data. Although researchers agree that data privacy is important, we know little
about the conditions under which citizens approve of their personal data being
used in different policy domains. This study relies on data from original surveys
conducted in Switzerland to demonstrate that citizens’ willingness to share
their data with the State is low and varies across policy domains. Support for
sharing is significantly higher when the data are used to prevent benefit
fraud in social assistance or to improve health research than when they are
used to fight tax evasion or to prevent crime and terrorism. Nevertheless, we
also argue that the more citizens trust government and the more important
they consider a policy issue to be, the more likely they are to share their data
with the State officials in charge of the relevant policy. Previous use of apps
also increases citizens’ agreement for the policy-related use of their personal
data.
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Introduction

The usage of information and communication technologies (ICTs) comes
along with the collection of citizens’ data and increases the likelihood of sur-
veillance and manipulation by private companies (Lupton, 2016; Lyon, 2002).
Beyond the private sphere, governments use ICTs to collect personal data for
policy-making processes and the delivery of public services. For example,
health data collected in public data repositories can be used to improve
genetic research and health services (Jensen et al., 2012), whereas telephone
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data, criminal records, and other information are important to implement
predictive policing (Ferguson, 2017; Shapiro, 2017). It seems obvious that
using digital data can improve public policies, however, such practices
come also along with new possibilities for intruding citizens' privacy. This
article focuses on studying under which conditions citizens are likely to
consent to such an intrusion into their privacy.

Privacy scholars from different disciplines have analysed the challenge of
protecting personal data from potential privacy infringements by companies
(e.g., Acquisti et al., 2013; Bach & Newman, 2007; Benndorf & Normann, 2018;
Caudill & Murphy, 2000; Evens & Van Damme, 2016; Happ et al., 2016; Martin
& Nissenbaum, 2016; Urbonavicius et al, 2021) and political parties (e.g.,
Dobber et al., 2019). The literature has pointed out that the automatic collec-
tion of personal data creates a risk for other uses of this data later, and, that
individuals tend to underestimate the risk of such data collection by compa-
nies (Lupton, 2016; Zimmer et al., 2020). Scholars have analysed the usage of
ICTs and algorithms for the provision of public services (e.g., Ahn & Bretsch-
neider, 2011; Bjorklund, 2016; Chadwick & May, 2003; Ciusi et al., 2020; Dun-
leavy et al.,, 2006; Fang, 2002; Lee et al., 2011; Silcock, 2001; Twizeyimana &
Andersson, 2019), however, this research focuses rarely on the conditions
under which individuals are comfortable to share their date with the State
for public policies. This is surprising because scholars have also noticed a
privacy paradox regarding the usage of personal data for public policy. For
example, once Congressional lawmakers faced criticisms about potential gov-
ernment surveillance, they continued to work with private companies behind
closed doors to ensure government surveillance capacities (Rider, 2018). Such
a depoliticisation of State investigation capabilities might however under-
mine the democratic legitimacy of these policies even further. Thus, we
need to know more about the extent to which citizens are willing to share
their personal data for public policy to determine under which conditions
such actions are politically feasible and legitimate. This a major topic for
the democratic governance of ICTs.

This article contributes to the literature by analysing when (and potentially
why) individuals are willing to share their data with public authorities for
specific public policies. Therefore, we embark into a comparative empirical
analysis of three representative surveys that were conducted in Switzerland
in March 2020, November 2020, and March 2021. Our evidence shows a
clear difference between policies: respondents are more likely to share
their health and social security data than their banking and telephone data.

Beyond these differences between policy fields, we seek to better under-
stand the elements that are associated with individuals’ willingness to share
data for public policy. Therefore, we assume that providing their individual
data for public policy entails a dilemma for individuals. On the one hand,
they might want to share their data if they are used for policies that
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address problems that are important to them; but on the other hand, they are
afraid of the potential infringement into their privacy that comes along with
this. Thus, trust (Rousseau et al., 1998) is likely to play an important role for the
extent to which individuals are ready to share their data.

Our regression analyses at the individual level confirm the importance of this
potential paradox. Citizens are more likely to share their data if they believe that
the policy problem the State seeks to solve is important to them and if they trust
their government. The association of issue importance and data sharing
becomes stronger the more individuals trust the national government. Previous
use of apps requiring sharing personal data also increases the willingness to
provide such data for public policy. By contrast, differences in ideology seem
to have no effect on whether individuals are willing to share their personal
data for public policy or not. We conclude by putting these findings in a
broader theoretical perspective and offer a roadmap for policymakers.

Background and research approach

Scholars agree that citizens want their data to be protected because they feel
uncertain about their privacy being respected in the digital world (Acquisti
et al, 2015; Bennett, 2011, 2016; de Goede, 2014; EU, 2015; Morse & Birnhack,
2020). Data from the 2015 Eurobarometer shows that 69 per cent of the respon-
dents in the 28 members of the European Union are concerned that the auth-
orities and the private companies holding personal information might use it
for a purpose other than the one for which it was collected (EU, 201 5).! Similarly,
we know that the protection of personal data in several policy fields, such as gen-
etics and policing, is a key citizen concern (Bearth & Siegrist, 2020; Macnish et al.,
2020; Middleton et al., 2020). A recent survey from Austria shows that around 38
per cent of respondents consent to sharing their data to counteract the COVID-
19 crisis, and 36 per cent consent to their data being used for public policies that
maintain public safety (Kittel et al., 2021). In a similar vein, citizens in Germany,
Spain, France, and the United Kingdom are ready to share their personal data
for public policies aiming at reducing criminality by using new technologies,
such as facial recognition (Ziller & Helbling, 2021).

Importantly, scholars have demonstrated that citizens are willing to share
their data rather with public than with private entities and for a limited rather
than an unlimited period (Belle et al., 2021). Horvath et al. (2022) showed that
individuals are more willing to share their health-related data in a database
that is largely maintained by a National Health Service than by central gov-
ernment. We also know that individuals who trust government services are
more likely to share their data for public policy (Murphy et al., 2021). The
next step for this research is to deepen our understanding about under
which conditions individuals are willing to share their data for the purposes
of conducting different types of public policies.
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This article contributes to the literature on digitalisation and public pol-
icies broadly defined by assessing the willingness to share data for public pol-
icies. Our added value is to put the insights related to COVID apps (e.g.,
Horvath et al., 2022), the health sector (e.g., Belle et al, 2021), and crime
reduction (e.g., Ziller and Helbling, 2021) into a broader perspective by
including other policy domains. The aim of this study is twofold. Firstly, we
want to understand if there are differences between the purposes for
which citizens are willing to share their sensitive personal data with public
policy-makers. Secondly, we want to understand if we can identify factors
that might potentially be associated to the overall differences between citi-
zens regarding their willingness to share data for public policies.

To study the conditions under which individuals are willing to share their
personal data with the state, we focus on four specific and realistic issues
where personal data has been used for public policy interventions. Table 1
shows the policy fields addressed as well as the survey items that we used
to capture willingness to share personal data for public policy. More details
can be found in the methods section and the supplementary materials.

Our selection combines four very different policy issues. We frame all the
survey questions in a way that makes it not too difficult for citizens to agree
because it is well known that privacy is important and they individuals are
probably weary that their data might be abused by government (Acquisti,
John, and Loewenstein, 2013; Bach and Newman, 2007; Caudill and
Murphy, 2000). Nevertheless, it is unlikely that all citizens will consent in a
similar way to sharing their personal data for all public policies. In the follow-
ing, we formulate hypotheses related to a ‘calculus-based trust’ approach (see
Rousseau et al. 1998: 399) that could potentially explain why individuals
might differ in their willingness to share their sensitive data with public auth-
orities across these four policy domains.

Why would individuals agree to share their personal data for
public policy?

In their seminal article, Rousseau et al. (1998:395) defined trust as ‘a psycho-
logical state comprising the intention to accept vulnerability based upon positive

Table 1. Four specific issues for personal data use in public policy.

Policy

field Specific issue

Welfare | consent to sharing my social insurance data to create a more efficient social system with less
fraud

Health | consent to sharing my health data to support research for medical progress

Taxation | consent to sharing data about my bank accounts to optimize the fight against tax fraud

Security | consent to sharing my telephone data (connections and movement profile) to improve the

prevention of crime and terrorism
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expectations of the intentions or behavior of another'. This approach is particu-
larly relevant for the research question we address in this empirical study.
Indeed, we focus on the relationship between the State and citizens, who
may trust (or not) the government for using their personal data in policymak-
ing processes and service delivery. Such a relationship encompasses two con-
ditions for trust to emerge, as suggested by Rousseau et al. (1998).

On the one hand, vulnerability is the first condition creating an opportu-
nity for trust. Accepting that the State uses personal and sensitive data is
always risky because citizens are not sure that the State will act appropriately
and protect fundamental civil rights. Citizens may loss something if the State
does not limit privacy breach to the strict minimum. In line with the assump-
tions of the liberal vision of democracy, which dates back to John Locke and
John Stuart Mill, the State could indeed represent the greatest danger to
privacy (Bennet and Raab, 2006): Citizens’ privacy and individual rights
must be protected from State intrusion in order to avoid the emergence of
an authoritarian State like the one illustrated by the social credit system
implemented in China.

Authors embracing the Foucaultian approach go one step further and
argue that the protection of individuals’ privacy—the one that liberal theories
advocate for—is not enough to prevent the development of a disciplinary
surveillance system (e.g., Gandy, 1993).> Whatever theoretical and normative
benchmark is deployed to assess the potential danger of the State using per-
sonal data, it seems reasonable to assume that citizens will only be prone to
sharing their data with the State, if they accept to become vulnerable and
trust democratic institutions and processes (e.g., Murphy et al., 2021). They
should be convinced that public authorities will not instrumentalise their per-
sonal data to reduce their freedom and limit their constitutional rights. Our
first hypothesis is based on this rationale and stipulates that the citizens
reporting that they trust their government are more likely to share their
data with the State in all policy domains. Note that this relationship
between trust in government and the collaboration of citizens regarding
public policies has been shown related to the COVID-19 pandemic: those
who trust government are more likely to get vaccinated against the virus
(Debus and Tosun, 2021; Wynen et al., 2022).

On the other hand, interdependence between the State and citizens' inter-
ests is the second condition for trust to be stabilised. Concretely, the policy
objectives as defined by the State cannot be achieved without the reliance
upon the citizens’ willingness to share their personal data. Vice versa, citizens
expect that the public policies decided and implemented by the State will be
beneficial to them. Citizens who trust their government probably expect that
public authorities will adopt transversal regulations, such as the European
General Data Protection Regulation (GDPR), to protect their private sphere
and individual rights (see Bocquet, 2023). In doing so, the government—
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namely, its data protection agency—works as a classical regulator who devel-
ops, implements, and enforces data protection measures. At the same time,
the government also is one of the targets of its own privacy policy. Indeed,
various ministries and administrative services collect, store, and use personal
data. As Weber initially suggested and authors such as Beniger (1986), Desro-
siéres (1993), and Mau (2017) later highlighted, public bureaucracies have a
strong motivation and a natural tendency to monitor citizens’ sensitive
data: Administrative services need to rationalise public service delivery to
be able to grant social rights (e.g., welfare policies), enforce obligations
(e.g., taxation policy), plan investment in public infrastructure (e.g., transport
policy), or to sanction deviant behaviour (e.g., criminal policy). A recently pub-
lished study suggests that context strongly matters for the usage of algor-
ithms in the public sector (Wenzelburger et al., 2023). Accordingly, it makes
sense to investigate whether citizens’ willingness to share their data with
the State depends on the policy problems that public bureaucracies aim to
solve through a data-based policy approach.

We assume that citizens will accept a stronger reduction of their privacy if
their data are used to address a policy problem that they personally consider
to be very important. In other words, citizens are likely to consent to their per-
sonal data being used for a highly important policy issue, but they will be
strongly reluctant to allow the State to process their personal data to
address a policy problem of low priority. Previous studies have identified
‘issue importance’ as a strong predictor of political behaviour such as
voting: Citizens elect candidates from the party that addresses the policy
issues they consider most important to their personal lives (Bélanger and
Meguid, 2008; Budge and Farlie, 1983). By analogy, we assume that citizens
will accept to share their data with the State only if public bureaucracies
focus on a policy problem that citizens deem important. The second hypoth-
esis states that citizens who believe that a policy issue is important are more
likely to share their data with the State in that policy domain.

Furthermore, the ‘calculus-base trust’ approach suggests to combine both
conditions and, thus, to look at the interaction between the general trust in
government and the personal importance given to a policy issue. If citizens
generally trust the government and, in addition, perceive the policy
problem at stake as highly important, then they are more likely to accept
to take a bigger risk—by sharing their personal data with the State—to
achieve a policy objective generating a personal and collective benefit.
High trust results in the decision to cooperate with the State, which lead to
policy gains. However, this relationship is always contingent: the trustor
(i.e., citizen) should believe in the positive intentions of the trustee (i.e., the
State) and is ready to take high risk (i.e., sharing sensitive data) only if the
expected gains (i.e., solving an important policy problem) are high. This
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third hypothesis also contributes to explain why we observe variation across
policy domains.

The fourth hypothesis also assumes that differences across policy domains
matter. Moreover, it supposes that political ideology and, specifically, the
policy positions citizens adopt are crucial to explain their behaviour
(intent). Indeed, the ‘issue ownership’ approach has demonstrated that citi-
zens vote for those political parties they consider most apt to handle impor-
tant policy issues (Bellucci, 2006; Green and Jennings, 2012; Lachat, 2014;
Petrocik, 1996; Walgrave et al, 2015). Citizens vote for the party that
appears to the one most able to implement the policy solutions they
prefer. If we apply this general idea to our research object, we can postulate
that citizens will only consent to share their personal data with the State if the
policy objectives pursued in that policy domain match their own policy pre-
ferences and political ideology. This implies that citizens with different ideol-
ogies (captured by their party affiliations) will display different levels of
willingness to share their personal data depending on the congruence
between their positions and the officially stated policy objectives.

This generic formulation of the fourth hypothesis can be translated into more
specific expectations that cover the four policy domains compared in this study.
Based on the positions that the Swiss political parties embrace on the policy
issues they own (see Lanz and Sciarini, 2016), our hypothesis implies that citizens
leaning to the right are more likely to consent to the State using their data in the
Welfare and Security policy domains but not regarding Health and Banking
policy. In contrast, citizens leaning to the left are more likely to agree that the
State use their data in the domains of Health research and Banking policy.
Indeed, the electoral manifestoes and political agendas of (radical) right
parties strongly focus on the fight against ‘social benefits abusers’ and
(foreign) criminals and terrorists. Whereas left-parties have generally taken up
capacity-building in public health research and regulatory measures to deter
tax frauds and promote fiscal justice (e.g., Varone et al., 2014).

Finally, we should not only focus on citizens and State actors to explain
individuals’ readiness to share their personal data. Of course, citizens
especially trust their national governments (66 per cent of the respondents
to the Eurobarometer 2015 in the 28 members of the EU) and healthcare
and medical institutions (74 per cent of the same group of respondents) to
protect their personal data, while they hold less trust in banks and financial
institutions (56 per cent), shops and stores (40 per cent), and telecommunica-
tions companies (33 per cent) (EU 2015). This is not surprising, since public
authorities are probably more constrained by public regulations than
private businesses and should follow citizens’ general interests (instead of
private and commercial interests) when they use sensitive data.

Nevertheless, it is obvious that the number of electronic devices in our
daily life is growing quickly. Consequently, the type and quantity of
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personal data that are collected, stored, and used (mostly by private
businesses) are also exploding. The technical complexity and the globalised
dimension of this digitalisation process also increase the lack of transpar-
ency in privacy issues. It thus becomes difficult, if not impossible, for citi-
zens to accurately understand who collects and processes their personal
data and for what purpose they do so (Lupton, 2016; Lyon, 2002). Never-
theless, not all individuals react to the potential threat on their privacy in
the same way. Some citizens deliberately refuse to use search engines,
websites, operating systems, Internet providers or apps that allow private
firms or public authorities to collect sensitive personal data (see Hirsch,
2011). These attitudes and behaviours can be motivated by the ‘slippery
slope’ or ‘foot-in-the door’ psychological argument (van der Burg, 1991):
the opponents of data sharing assume that using a search engine or an
app is a relatively small, but insidious, first step that will eventually lead
to a chain of related decisions (i.e., using additional apps and sharing
more and more data) culminating in some significant and negative result
(i.e, a complete loss of privacy) (Lupton, 2016). In contrast, other citizens
do not fear such a risk and readily use available apps without too much
hesitation. It is plausible that these citizens will not be reluctant to allow
that the State also use their data in order to improve policy-making and
service delivery. Accordingly, our fifth hypothesis assumes that citizens
who already share their personal data in apps are more likely to consent
to the State using their data in all policy domains.
Table 2 summarises the hypotheses that emerge from this discussion.

Data and measurements

This study focuses on citizens’ willingness to share their personal data for the
purposes of improving public policy. We capture this willingness through
three different surveys conducted in Switzerland. However, the main analysis

Table 2. Overview of independent variables and hypotheses.

Independent

variables Hypothesis formulations

H1: Trust in Citizens who report that they trust the government are more likely to share
government their data with the State in all policy domains.

H2: Issue importance  Citizens who report that the policy problem to be solved is important to them
are more likely to share their data with the State in the particular policy
domain.

H3 Interaction effect  Citizens who report that they trust the government and find that the policy
problem to be solved is important to them are more likely to share their data
with the State in the particular policy domain.

H4: Partisan ideology  Citizens are more likely to share their data with the State if their partisan
affiliation/ideology is congruent with the policy objectives

H5: App use Citizens who already share their personal data in apps are more likely to share
their data with the State in all policy domains.
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in this article is based on the second and the third of these surveys, which we
discuss in the following. Information regarding the first sample can be found
in the supplementary materials.

The second sample comes from an online survey that was fielded in
November 2020 and collected data on 1,458 respondents. This sample is
representative on age, gender, educational attainment, and region of resi-
dence according to the data published by the national statistical agency of
Switzerland (Bundesamt fiir Statistik). The third sample of respondents is
like the second survey in terms of its representativity and the way in which
variables are measured. It was fielded between March and April 2021 and
obtained N =2,102 responses.

The surveys include the variables we use to measure respondents’ agree-
ment to share their personal data for the purposes of formulating public
policy and that are discussed in Table 1. Respondents were asked to indicate
their level of support on a five-item Likert scale. In the surveys, we also
include questions to operationalise the hypotheses discussed in the previous
section (Table 2). To measure app use, we ask respondents whether they use
four different types of apps: (1) the app of their health insurance, which prom-
ises benefits in exchange for personal health data; (2) the SwissCovid app pro-
vided by the national government; (3) the app of the national railway
company, and/or (4) an app for online banking. We used regression scores
from principal component analysis to combine these four measures to
obtain a more robust measurement of app use.

To operationalise levels of trust, we ask respondents to indicate the extent
to which they trust the federal government (five-item Likert scale). Regarding
the measurement of issue importance, we use four questions about issue
importance—one for each policy issue (Figure 1). We asked respondents
whether they believed that the issues for which we requested their propen-
sity to share personal data for public policy—for example, preventing fraud in
social insurance—were important policy problems (five-item Likert scale). To
measure the placement of respondents on a left right-scale we use items to
measure respondents’ political ideology on a left-right scale in the same
ways as they measured in the Swiss Election Study (Tresch et al., 2020) and
in international comparative studies (Kriesi et al., 2012). Notably, we asked
questions regarding respondents’ positions on taxation and social spending
(cf. supplementary materials for more information).

We also include several control variables. Respondents indicated how
willing they were to take risks (scale from one to ten) for us to measure
how they assess the uncertainty inherent in sharing personal data for
public policy (cf. Nadeau, Martin and Blais, 1999). The survey also measures
different levels of education (categorical variable: obligatory school, voca-
tional training, high school, advanced vocational training, university
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Figure 1. Agreement to share personal data for public policy.

degree) and includes variables for age, region (French- or German-speaking),
and sex (female or male).

To analyse the data, we merged the different survey waves and pooled
them into a single dataset, even though the respondents in the samples
differ. Panel mortality was high and probably non-random and we obtained
more responses for the third-panel wave. Nevertheless, this is no problem
since we do not need statistical panel analyses to test our hypotheses. In
the following step, we stacked the data, which means that we appended
the dataset along the four policy fields to create one variable that measures
data sharing in the four policy fields. Prior to the regression analysis, we also
standardised the data around two standard deviations to make the coeffi-
cients easier to compare. More information on the questions we posed as
well as a table with the descriptive statistics of the unstandardised variables
can be found in the supplementary materials to this article (see Table S1 in
the supplementary materials). The data for the analyses are available online
(cf. data availability statement).

All survey samples were fielded in times of the COVID-19 crisis, which
makes the information of the samples largely comparable. At the same
time, respondents react under conditions that are different from the pre-
and post-crisis period, and this might affect the results. We discuss this
point in the conclusions of the article. Furthermore, the sampling strategy
of the first survey is slightly different from the second and third sample.
The second and the third survey waves allow for a reasonable comparison
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over time as they were both fielded after the first wave of the pandemic, i.e.,
during the ‘particular situation’ once the first measures against the pandemic
were taken, when the Swiss COVID app was available, and data sharing for
public policy was part of the political debate. For these reasons, we use the
first sample only for descriptive analyses (see section 5) and the third and
second one for the regression analyses (see section 6).

Agreement to share personal data differs between policy issues

In all three surveys, respondents could indicate their consent to share their
data on a five-item Likert scale. We aggregated the respondents who indi-
cated that they somehow agreed or completely agreed to share their data
for the specific policy issue (see Figure 1).

The first remarkable result is that less than 50 per cent of respondents are
willing to share any of the data types for any of the policy purposes specified.
Such a finding is congruent with the 2015 Eurobarometer observation that
about two-thirds of respondents in various EU members states express
strong privacy concerns about data sharing with private companies or
public authorities. The results from the Swiss surveys show however that
respondents’ agreement to share their data strongly varies across policy
fields and is only slightly different across survey waves (Figure 1). The data
reveal that support for sharing health and social security data is higher vis-
a-vis banking and telephone data. The differences across policy fields are stat-
istically significant if we compare the survey samples for the different policy
fields using paired T-tests.> Even when there is some variation over time, the
‘ranking’ of the four policy fields remains the same. Respondents are most
willing to share their data for (1) health policy, followed by (2) welfare
policy, (3) security policy, and (4) taxation policy.

Agreement to share personal data for public policies differs
between individuals

We now turn to the results of the regression analyses. We use OLS regression
models with heteroskedasticity-robust standard errors, rather than ordered
logit regressions, since the OLS models have much lower values for the Baye-
sian information criterion (BIC) and the Akaike information criterion (AIC).
Substantially, the results do not differ across model types. In addition to
the above-discussed variables, we insert a binary variable that controls for
the two different survey waves and a categorical variable that measures
the different policy fields. Model 1 estimates the likelihood to share data
for public policy including the variables that operationalise our hypotheses
as well as the control variables. Model 2 adds an interaction effect between
trust and issue importance. Model 3 includes the interaction between trust
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and policy fields. Model 4 controls for the interaction between issue impor-
tance and policy fields (Table 3).

Table 3. Linear regression models, robust standard errors in parentheses.

Model 1 Model 2 Model 5 Model 6
Trust in federal government 0.107%*** 0.102%** 0.110%** 0.100%**
(0.006) (0.006) (0.011) (0.006)
Importance of the issue 0.176*** 0.178*** 0.176*** 0.163***
(0.006) (0.006) (0.006) (0.011)
App usage 0.063*** 0.063*** 0.063*** 0.062***
(0.005) (0.005) (0.005) (0.005)
Left-right placement 0.004 0.004 0.004 0.003
(0.006) (0.006) (0.006) (0.006)
November 2020 (base category)
April 2021 0.018** 0.018** 0.018** 0.018**
(0.006) (0.006) (0.006) (0.006)
Education 0.023%*** 0.023%*** 0.023%** 0.022%***
(0.006) (0.006) (0.006) (0.006)
Risk 0.007 0.007 0.007 0.007
(0.006) (0.006) (0.006) (0.006)
Age —0.030%*** —0.030%*** —0.030%*** —0.028%***
(0.006) (0.006) (0.006) (0.006)
German-speaking (base category)
French-speaking —0.020%** —0.020*** —0.020*** —0.020%**
(0.006) (0.006) (0.006) (0.006)
Male (base category)
Female —0.049%** —0.049%*** —0.049%*** —0.050%***
(0.005) (0.005) (0.005) (0.005)
Welfare (base category)
Health 0.078*** 0.078*** 0.078*** 0.077***
(0.008) (0.008) (0.008) (0.007)
Taxation —0.165%** —0.165%** —0.165%** —0.168***
(0.008) (0.008) (0.008) (0.008)
Security —0.103%** —0.103%** —0.103%*** —0.102%**
(0.008) (0.008) (0.008) (0.008)
Trust in fed. gov.*Issue import. 0.018*
(0.009)
Welfare*Trust in feder. gov.
(base_cat.)
Health*Trust in feder. gov. —0.006
(0.016)
Taxation*Trust in feder. gov. —0.027*
(0.015)
Security*Trust in feder. gov. —0.001
(0.016)
Welfare*Issue import. (base cat.)
Health*Issue importance 0.069%**
(0.015)
Taxation*Issue importance —0.013
(0.014)
Security*Issue importance 0.007
(0.016)
Constant 0.498%*** 0.497%*** 0.498%*** 0.498%***
(0.007) (0.007) (0.007) (0.007)
AIC 7140.63 7139.04 7142.49 7114.48
BIC 7246 7252 7271 7243
Observations 13836 13836 13836 13836

*p<0.1, *p < 0.05, ¥p < 0.01, ***p < 0.001.
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The results of the analyses show that three main factors are associated
with a higher likelihood of sharing personal data for public policy (Table 3).
First, when individuals consider the policy problem personally important,
they are more likely to share their data. Second, if respondents hold a high
level of trust in their government, they are more likely to share their data
with State officials. Third, those who already use one or several (private
and/or public) apps using personal data (i.e., health insurance, the Swiss-
Covid-app, railway ticketing, or e-banking) are also more likely to share
their personal data with the State, regardless of the type of data they share
(social security, health, banking, or telephone data).

In contrast, political ideology seems no to be associated with the willing-
ness to share data for public policy. Further analyses reveal that those leaning
to the left tend to be more willing to share their social security data than
those leaning to the right, however, these results are not very significant/
robust (cf. supplementary materials for these analyses). The findings also
reveal that women and French-speakers are less likely to share their data
for public policy. Those who are older seem to be less willing to share data
for public policy. A higher level of education seems to slightly increase the
propensity for data sharing. Furthermore, the findings indicate that during
the third survey wave (March 2021), respondents are more likely to share
their data than during the second wave (November 2020). A plausible expla-
nation for this finding is that respondents got used to data sharing for public
policy during the COVID-pandemic. The results also confirm the insight from
Figure 1, which shows that compared to social security data, citizens are more
likely to share their health data and less likely to share their banking and
phone data for public policy. Our results remain the same if we control for
respondents’ cultural openness and political interest (variables not included
in the analysis, in Table 3).

The interaction effects in Model 2 indicate that trust in government and
issue importance reinforce each other. In other words, if citizens trust the gov-
ernment, they are more likely to share their data for public policy if they con-
sider the problem to be important to them. Models 3 and 4 include
interactions between the different policy fields and trust as well as issue
importance. The main finding from the last two models indicates that
especially those who consider health an important topic are willing to
share their health data (in comparison to social security data).

In addition, we conduct sub-group analyses for some of the control vari-
ables. Firstly, we look at the differences between policy fields. The results
show that the above-discussed findings are quite similar across different
policy fields regarding the variables that operationalise the hypotheses we
discussed. The only exception is the interaction between trust in government
and issue importance. In these analyses, the effect is visible regarding the
sharing of banking and phone data but not for social security and health
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data. The regression coefficients of the control variables indicate that edu-
cated individuals are especially likely to share their social security and
banking data for public policy compared to those with lower levels of edu-
cation. Furthermore, the elderly are less likely to share social security and
banking data compared to younger generations. Secondly, we compare the
two language groups that are included in the analysis. The results reveal
that amongst French-speaking respondents the probability to share personal
data for public policies increased in April 2021 compared to November 2020.
In addition, amongst the German-speaking population, those with a higher
level of education and a greater probability to take risks are more likely to
share their data, whereas the elderly are less willing to do this. These
effects are not as clearly visible amongst French-speaking respondents.

Thirdly, we compare the survey wave from November 2020 with the data
from April 2021. In the April 2021 data, the interaction of trust and issue
importance is particularly noteworthy. This result implies that if individuals
consider a policy issue important, they are especially likely to share their
data if they trust the government. The control variables also reveal that the
effects of education (more likely), risk-taker (more likely), and age (elderly
less likely) on data sharing are stronger for the later survey wave. We
discuss the implication of this finding in the following paragraphs. Fourthly,
we conduct sub-group analyses for three different age groups (18-39, 40-
60, and older than 61). The results reveal a left-right polarisation amongst
the oldest participants in the survey. Those who agree with policy positions
that can be considered left-wing are more likely to share their data compared
to those with rather right-wing positions. The youngest group of respondents
was much more likely to report willingness to share their data in the April
2021 survey, and French-speaking respondents, in the youngest group, are
significantly less likely to share their data.

To better interpret the results, we now turn to a graphical analysis of the
results regarding those variables that we use to operationalise our hypoth-
eses and that turn out to be statistically significant in the regression analyses.
Figure 2 illustrates that the likelihood to share data increases from 14 per cent
to 50 per cent between the lowest and highest levels of issue importance.
Regarding trust in federal government the propensity to share data aug-
ments from 30 per cent to 50 per cent from the extreme values of the variable
measuring trust. Finally, concerning app usage, the probability to share data
increases from 37 to 50 per cent between the lowest and highest value for
app usage. All the values are calculated with balanced values for the co-vari-
ates (Figure 1).

Our findings lend strong support to three of our hypotheses. First, citizens
are more likely to share their data for the purposes of improving policy-
making if they already use apps. This result supports the ‘slippery slope’ or
‘foot-in-the door’ psychological argument (van der Burg 1991), which
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Predictive margins with 95% confidence intervals
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Figure 2. Predictive margins on issue importance, trust in government, and app usage.

implies that once individuals have started to use one application that requires
their personal data, they are more inclined to also use other apps. Our results
suggest that those who already have the habit of sharing their data also agree
to do so for public policy, as expected by our fifth hypothesis. Second, our
findings support the first hypothesis, according to which individuals who
express higher trust in government are more likely to share their data for
public policy as they do not perceive the state as a threat to their personal
freedom (Bennet and Raab, 2006; Murphy et al., 2021). Third, the findings
also show that individuals tend to share their personal data for public
policy if they consider that the policy problem the data ought to help
address is an important issue (as expected by our second hypothesis). This
result lends support to the argument that citizens are willing to share their
data if the latter helps resolve problems they consider important to their per-
sonal life, in the same way, that they support politicians who promise to
address these issues (Bélanger and Meguid, 2008; Budge and Farlie, 1983).

In contrast, the models suggest that ideology does not really matter (Table
3). Only the supplementary sub-group analyses suggest that respondents
who are over 60 years old are more likely to share their data if they
support policy positions associated with left parties. Apart from this small
effect, we do not find any significant information regarding willingness to
share data for public policy.

Finally, our findings might have implications for studying how age affects
readiness to share data for public policies. Previous research has focused on
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younger individuals’ willingness to share data and pointed to the importance
of trust (Murphy et al., 2021). Our work confirms this research and adds that
readiness to share data decreases with old age especially in the survey data
obtained in April 2021 and amongst the German-speaking population in
Switzerland. We also demonstrate that women clearly report a lower agree-
ment for data sharing regarding public policy. This finding might have impli-
cations for feminist privacy research (e.g., Theilens et al., 2021; Wyatt, 2008).

Another important graphical description underlines the findings concern-
ing third hypothesis focusing on the interaction of personal issue importance
and trust in government. Figure 3 shows that at the average level of issue
importance, trust in government increases the likelihood for the data we
obtained in April 2021. During the survey conducted in November 2020,
this effect was not visible. This effect is a bit bigger regarding those two
policy fields where the overall willingness to share data for public policy is
overall low (Banking and phone data). Surprisingly, the effect is rather
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strong for health data where it changed from a negative effect in November
2020 to a positive one in April 2021.

At this point, we can only speculate about the precise reasons for this
change in attitude. One plausible explanation for this is that there was a poli-
ticisation and learning effect about data-sharing for public policy during the
period between the two surveys in the sense that those who trust the govern-
ment and consider the problem important are more willing to share their per-
sonal data with the government for public policy. A very hypothetical
justification for this result is that between the two surveys the vaccination
programmes started in Switzerland, and many citizens understood that
they need to provide their data for the authorities to implement measures
to lift regulations for those who are not vaccinated. The fact that being a
risk-taker, highly educated, and young increases willingness to share data
in this survey wave supports this argument since these groups are more
likely to get the vaccine (at least amongst the young and urban population)
(Léos-Torro et al., 2021).

Robustness of findings and limits

Our empirical analyses need to be interpreted carefully and we want to discuss
four potential caveats. Firstly, it is worth highlighting that issue importance is
not strongly correlated with ideology, thus legitimising the formulation of two
distinct hypotheses. Nevertheless, critics could argue that the concept of ‘issue
ownership’ (which the fourth hypothesis relies on) is multidimensional and
encompasses both issue importance and policy position. Accordingly, voters
perceive the party that owns an issue as the party that most cares about
said issue (issue importance or policy priority) and, at the same time, as the
party most able to handle the issue (policy objective or ideological policy pos-
itions) (see Walgrave et al., 2012, 2015). We thus re-estimate the models leaving
the measure of issue importance out as a robustness check: the effect of ideol-
ogy fails to become stronger (cf. supplementary materials).

Secondly, in our empirical analysis, we measure the willingness of citizens
to share their data for public policy based on survey data that reports
intended behaviour, but we do not measure whether individuals really
share their data. This is a potential validity problem in our data. Indeed, we
face a paradox that is documented by previous studies: most people
express very deep concern for privacy when they fill in a survey; at the
same time, when they are confronted with practical choices to share or not
to share their data, mostly with private companies, they eventually accept
high privacy costs to benefit from the services provided by a new app (see
Martin and Nissenbaum, 2016). Nevertheless, there is a high correlation
between reported app use and willingness to share data. This implies that
the difference of reported vs. real behaviour regarding data sharing for
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public policies is probably not a major concern in our data set because
respondents provide coherent information in the survey.

Thirdly, we claim to investigate the willingness of citizens to share private
information with the State for the purposes of improving policymaking. We
are quite confident that our results are robust for Swiss citizens, since we
run consecutive surveys confirming the key findings. However, one limitation
of such a research design is that the new insights we provide applies to Swiss
residents only. Because privacy concerns are known to vary internationally
(e.g., Pleger et al., 2021), the external validity of our conclusions should be
addressed by upcoming studies. Indeed, we don’t know whether Swiss citi-
zens are more ‘privacy preserving’ than folks in other countries. In addition,
we should also highlight that a Swiss idiosyncrasy might concern specific
survey questions, as for instance the item about fiscal fraud. The ‘banking
secrecy’ is traditionally high in Switzerland and privacy concerns might be
thus higher than in other countries in this particular policy domain.

To ensure that our results are valid beyond the Swiss case, we use data
from an Austrian survey to approximately replicate our results (Kittel et al.,
2021). In a nutshell, regression analyses with these new data show that
respondents who trust the government and use apps are most likely to
share their personal data for public policy related to the COVID-19 pandemic,
whereas political ideology has a weaker effect. Our analysis controls for
respondents’ age, education, readiness to take risks, and sex. The findings
are available in the online supplementary materials.

Fourthly, we acknowledge that our survey items conflate data types with data
use scenarios. This is potentially problematic since previous work has found data
type and data use to have different (if sometimes overlapping) sets of expec-
tations depending on the social context (Martin and Nissenbaum, 2016).
Because our survey questions combine different data types with different
policy uses, we are unable to disentangle whether it is data type, data use, or a
combination of both that eventually impact respondents’ judgment of data
sharing acceptability. This limit should be considered when developing new
surveys and comparison across policy domains. Furthermore, this last point is
also relevant from a practical point of view: How is a government agency to
know if it has public warrant to use one data type asked about for a different
purpose?

Conclusions

This study contributes to the social science literature regarding ICT usage in
public policy. Our empirical evidence shows that citizens’ support for data
sharing is generally low, but higher for attempts to prevent benefit fraud in
social assistance and to improve health research than for efforts related to
fighting tax evasion or preventing crime and terrorism. Our interpretation



JOURNAL OF EUROPEAN PUBLIC POLICY e 2501

of this result is that citizens’ willingness to give away personal data for public
policy increases if they expect a personal benefit. Yet, if they perceive a
potential danger from a privacy breach through policing, individuals’ readi-
ness to share their data declines. In comparison with recently published
research (e.g., Wenzelburger et al., 2023), our study focuses on the sharing
of personal data for public policy in general and examines very different con-
texts of personal data.

This explanation is plausible because our analyses also clearly indicate that
citizens are more willing to share their data with the State if they already use
apps developed by private businesses (e.g., health insurers’ apps) or public
agencies (e.g., the SwissCovid App) (Lupton, 2016; Lyon, 2002). In addition,
respondents are more prone to sharing their data for policy-making if they
trust their government (Debus and Tosun, 2021; Wynen et al., 2022) and if
the specific policy in need of their data addresses an important issue (Bélan-
ger and Meguid, 2008; Budge and Farlie, 1983). In contrast and quite surpris-
ingly, party politics and ideological preferences about the targeted policy
objectives less clearly predict citizens’ attitudes towards data sharing.

This study opens multiple venues for further research. More specifically,
the next step would be to compare respondents who use contact-tracing
apps to those who do not to better control for the possible gap between
real behaviour and self-reported intentions. Another extension of this
research would be to include a more fine-grained measurement of trust
and compare trust in different sector-specific public authorities and trust in
private versus public apps (Six and Verhoest, 2017). Future research should
also assess the gender dimension of attitudes towards the use of sensitive
data in public policy and related differences in the perceptions of the political
dimension of privacy (e.g., Theilens et al., 2021; Wyatt, 2008). Finally, it would
be important to redo this analysis in a time beyond crisis, since our data was
collected during the COVID-19 period. In this instance, it would be particularly
interesting to examine whether the level of willingness to share data remains
the same and if the explanatory variables maintain their power. Furthermore,
it would be very interesting to conduct the same study in different countries.
Switzerland’s measures against the COVID-19 pandemic were much less
restrictive than in neighbouring countries (Trein et al., 2023), which might
have influenced on willingness to share data for public policy.

Finally, what are the implications of this study from a normative and prac-
tical point of view? So far, the mainstream literature on privacy protection has
failed to discuss differences across policy domains in depth. However, we
show that issue importance matters. Put differently, it seems that individuals’
assessment of the costs and the benefits of sharing their data with State
officials—specifically, the trade-off between their loss of privacy and their
gains in solving important policy problems—is crucial to explaining how sup-
portive citizens are of the use of their personal data for public policy. Our
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results bring policy domains back into the theoretical debate since differen-
tiated privacy perceptions depend on the policy issue at stake. Furthermore,
we show that party politics do not seem to matter that much. In contrast,
trust in government is relevant in explaining preferences for the use of sen-
sitive data in public policy. One possible explanation for this result is that the
political debate is not yet strongly influenced by party politics, since parties
do not yet have an intensely polarised position on the matter.

So, what could political decisionmakers undertake to increase the use of
citizens’ data in policy-making and service delivery? It is obviously too ambi-
tious—and it would also be rather naive—to develop even a tentative
roadmap at this point. However, we suggest that public entities reflect on
the following design principles when they elaborate a strategy to digitalise
public policies and public administrations (Glassey, 2004). First, avoid a
one-size-fits-all solution across policy domains. Rather, adopt a policy-
specific and tailored approach. Second, instead of following a depoliticised
approach, start with pilot-projects on policy issues that citizens consider
high priorities, such as climate change, because data scandals around
‘hidden’ practices of data use (e.g., through Al) might undermine public
trust in the technology (Kénig and Wenzelburger, 2021). Trust is key for indi-
viduals’ willingness to share their data for public policy, even if they consider
an issue to be important. Third, target the actual users of existing apps,
including apps developed and deployed by the private sector. Fourth, be sen-
sitive of the gender gap as women are probably more reluctant to share their
sensitive data with state authorities. To make our point clear: we do not at all
pretend that these four design principles should be considered ultimate
success factors. We only claim that they might be worth considering if policy-
makers want to improve the effectiveness of the delivery of public services
through greater use of citizens’ personal data.

Notes

1. The Eurobarometer surveys are not fielded in Switzerland. In France, 72% of
respondents are concerned about their data being abused, whereas in
Germany 70% are worried about them being misused.

2. For instance, see the alliance between the advanced democracies of the USA,
the UK, Canada, Australia, and New Zealand, which collaborate with the
digital industry, to conduct espionage and mass surveillance in European
countries.

3. The results show a difference of —0.079 for insurance and health data, a differ-
ence of 0.18 for insurance and banking data, a difference of 0.09 for insurance
and telephone data, a difference of 0.26 for health and banking data, a differ-
ence of 0.17 for health and telephone data, and a difference of —0.09 for
banking and telephone data. All differences between policy fields are statisti-
cally significant.
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