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Abstract: In September 2023, the revised Data Protection
Act will enter in force. Its objective is to reinforce the rights
of individuals whose data are being processed. Physicians
will need to ask themselves whether their medical practice
complies with the law. Through 11 questions and answers,
we deal with the major changes brought by the Act.
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This article is the result of a joint reflection following
the AGDA conference in June 2022.

On September 1, 2023, the Data Protection Act (DPA)
that we had become accustomed to will be replaced
by a new text. The new DPA (nDPA) does not radically
change the rules. However, it is stricter, sets out more
extensive duties for data controllers (hereinafter ab-
breviated: DC) and increases the penalties. An over-
view of its implications is therefore necessary. Here we
take the example of a group practice whose healthcare
professionals wish to adapt to the new regulation.
Through eleven questions, we review the key aspects.
The cantonal rules applicable to public hospitals, al-
though broadly similar, are not examined here.

I. Willi My Firm Have to Appoint
an Independent Data Protection
Officer?

No, not necessarily. The data protection officer (DPO)
remains optional (art. 10 nDPA). If the firm decides to
establish such a function within the meaning of the
nDPA, it must however ensure that a truly independent
person is identified, which is often difficult in a small
practice. The firm may also opt for an external agent,
ensuring that the latter has effective access to the per-
sonal data processing process to be analyzed.

The creation of this advisory function (i.e. DPO, exter-
nal orinternal) comes with some advantages, but these
are tenuous to the point of being negligible. The office
may therefore prefer to entrust the tasks related to the
nDPA to one or two competent persons with clear spec-
ifications, without officially designating them as DPOs.
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ii. Does My Firm Have to Conduct a
Data Protection Impact Assessment
(DPIA)?

No. An impact assessment is indeed required “when
the envisaged processing is likely to result in a high
risk for the personality or fundamental rights” of the
individuals concerned (art. 22 para. 1 nDPA). However,
an exception is made if the data processing is carried
out in order to fulfil a legal obligation (art. 22 para. 4
nDPA). Doctors are obliged to keep written (or digital)
medical records of their patients. We can therefore as-
sume that they fall within the scope of this exception.

ili. Does My Practice Have to Keep
a Register of Data Processing?

Perhaps. Every DC must in principle keep a register of
its processing activities that describes how they are
carried out (art. 12 nDPA). The document is not neces-
sarily complicated to draw up, butitrequires some up-
stream thinking and analysis to properly understand
the life cycle (from collection to destruction) of the
data; it must also be kept up to date. An exception is
made for companies with less than 250 employees.
However, in order to benefit from this exception, the
processing activities must also present only “alimited
risk of harm to the data subject’s personality”. Medi-
cal practices process medical data, which the regula-
tory framework describes as “sensitive”; moreover,
the loss or unavailability of this data can have serious
consequences. Therefore, in our opinion, they may
well have to maintain such a register. In any case, be-
yond the legal obligation to maintain a register, any
medical practice would be well advised to identify the
processing of personal data that it carries out or thatit
entrusts to third-party providers.

iV. Does My Practice Need a Written
Contract if it Outsources Certain
Tasks, Such as Billing?

Not necessarily. The nDPA still does not require a
written contract in case of outsourcing, i.e. when the
DC (the firm) delegates certain processing (i.e. tasks)
of personal data to independent third parties, e.g.
agents {art. 9). However, the controller must ensure
that the processor complies with both the nDPA and
the instructions given.by the controller. The control-
ler may be held responsible for any breaches commit-
ted by its processor if it has not taken all the necessary
measures to prevent them. In such a situation, being
able to rely on a written contract detailing the respec-
tive obligations is of great help — it allows to prove dil-
igence and good faith. In addition, if the processor is
located in a foreign jurisdiction that does not offer an
equivalent level of data protection, it becomes neces-
sary to adopt additional safeguards by contract.
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V. Does my practice have to have a
written patient information policy?

Not necessarily. The principle is that every controller
must inform the individuals concerned of how it pro-
cesses their personal data (art. 19 nDPA). However,
art. 20 nDPA introduces an exception that benefits
doctors. DC who process data in compliance with a
legal obligation are exempt from this obligation. As
already mentioned, doctors are required to keep com-
plete medical records, in particular on the basis of
cantonal law. However, the exception only covers the
maintenance of the medical file, not other “optional”
processing such as the outsourcihg of certain admin-
istrative tasks (e.g. billing). At least for these other
tasks, information is needed.

VI. Does My Practice Need to Have a
Signed Free and Informed Consent
for Each Data Processing?

Not necessarily. The nDPA does not change the rule:
as long as the data processing is lawful, there is no
need for a justification. In other words, if the firm
complies with the DPA, including its general princi-
ples (e.g. purpose, proportionality), it is acting law-
fully (art. 31 nDPA). However, given the complexity of
the rules, it is difficult to assume that all the data pro-
cessing to be carried out will be lawful. It is therefore
in the firm’s interest to verify whether each process-
ing operation is covered by a legitimate ground (e. g.
a legal obligation). In the absence of a legal obliga-
tion, it must establish that it has an overriding pri-
vate interest in processing the data. Otherwise, it
can seek the consent of each individual concerned.
However, this third solution is restrictive: it implies,
among other things, putting in place a complete and
up-to-date information policy (see question V), giv-
ing patients the choice to decide, and keeping a re-
cord of the consents given; moreover, the consents
given can be freely revoked.

Vil. A (Former) Patient Requests Full
Access to His or Her File, Including
internal Exchanges Between
the Treating Physician and Other
Specialists. Do | Have to Grant
Such Access?

Yes, the practice must respect the patient’s right of
access (art. 25 ff. nDPA) allowing the patient to ask
whether his or her data are processed and to request
a copy of the data. :

The practice may refuse or restrict the request, in
particular if the request for access is made for pur-
poses outside the scope of the DPA (e.g. solely to col-
lect evidence for a future trial or for chicanery rea-
sons). It can also refuse or restrict access if there are
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overriding interests; this may sometimes encompass
information obtained from third parties (e.g. rela-
tives of the patient) that is inthe file and not known to
the patient; depending on the case, that information
should be carved out.

The right of access is very broad; it extends to notes
and documents exchanged between the treating phy-
sician and other specialists. Whether it also covers
the doctor’s internal notes is a delicate matter.

VIIi. Can I Collaborate and Communicate
with Other Physicians, Including
Specialists, as | Have in the Past?

Yes, a physician who needs to discuss the case with
another physician (also subject to confidentiality ob-
ligation) can continue to do so. This allows to best ex-
ecute the mandate of care with his or her patient. The
patient does not need to give written consent. If the
patient’s identity is disclosed to the specialist, howev-
er, the patient must be informed in advance (exceptin
an emergency, of course).

IX. My Practice Works with
Subcontractors Abroad,
Are There Any Additional Rules
to Be Observed?

Ifthe practice transfers personal data abroad, for ex-
ample to subcontractors (so-called processors; e.g.
cloud storage), it must determine where these compa-
nies are located. It should also check which data are
accessible to them. To avoid difficulties as much as
possible, the medical practice acting as DC will avoid
transmitting personal data, for example by sending
only encrypted data.

If the subcontractor is located in a country that is
deemed to offer adequate data protection, according
to the Federal Council’s assessment (e.g,, member
countries of the European Union), then everythingis
fine - the physicians need not worry further. On the
other hand, ifthe processorislocated in a couhtry that
is not considered adequate (e.g., the United States),
then the trouble begins. The firm will have different
options. None of them are ideal, but perhaps the easi-
est to implement is to obtain patient consent specifi-
cally for the outsourcing. Alternatively, the practice
will enter into a contract with the said subcontractor
thatincorporates the model clauses recommended by
the Federal Data Protection and Information Com-
missioner. These clauses are meant to offer addition-
al contractual data safeguards.
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X. If Our Practice Has Suffered a
Data Leak, Must We Always Inform
the Federal Data Protection and
Information Commissioner? Or the
Persons Affected by the Leak?

Not hecessarily. If the firm has lost personal data, ifit
canno longer access the data (ramson hacking), if the
data has been altered (encryption hacking), if it has
been made accessible to unauthorized third parties,
the firm must consider the impact that the security
breach will have on the individuals concerned. If the
impact is likely to be serious (high risk to the individ-
ual), the DC must inform the Commissioner (art. 24
para. 1nDPA). If the individuals concerned are in a po-
sition to take measures to minimize their risk, the DC
must also inform them; the Commissioner may also
order that they be informed (art. 24 para. 4 nDPA).

The Federal Commissioner plans to make an ad hoc
notification form available on his website. DC should
consult this form in advance, so as to react quickly
when the time comes.

XI. If We Make a Mistake, Will We
Be Penalized?

Yes, potentially. In addition to the possibility for the
bersons concerned to bring a civil action for damages
or compensation for moral prejudice, certain viola-
tions of the nDPA are punishable by a fine ofa criminal
nature. The amount of the fine is relatively high, up to
CHF 250,000 (art. 60 to 63), In principle, the fine will be
imposed on one or more individuals (as opposed to a
legal entity), i.e. the physicians or their assistants. In
certain (a priori limited) cases, the fine may be imput-
ed to the company. In order for a criminal sanction to
be imposed, the Public Prosecutor’s Office must estab-
lish that the individual prosecuted acted intentionally,
or at least had foreseen that the violation of the nDPA
would occur and had accepted the risk. In addition,
the victim must have filed a criminal complaint within
three months of becoming aware of the violation. Fi-
nally, not all violations of the nDPA are subject to a
criminal fine, but only the most serious ones or those
most precisely defined in articles 60 ff.

The nDPA has not yet come into force and is already
causing concern. The principles - as opposed to spe-
cific rules - that it establishes are very broad in scope,
but also very vague. For example, how will privacy by
default and privacy by design be implemented? There
are therefore a multitude of questions for which the
answers will only become known over time.
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